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Abstract 

Modern life relies on ready access to abundant electricity.  During the past decade, it has become apparent 

that the Critical Infrastructure Sectors in the U.S. are vulnerable to a variety of natural hazards and man-

made threats. The electrical infrastructure (the “Grid”) is the foundation for all other critical civil 

infrastructures upon which our society depends.  Therefore, protection of the Grid is an energy security, 

homeland security, and national security issue of highest importance.  Geomagnetic disturbances (GMDs) 

induced by solar coronal mass ejections (CMEs), electromagnetic pulse (EMP) attacks, and cyber attacks 

are three events that have the potential to plunge the U.S. into partial or total Grid failure (de-energization) 

with subsequent blackouts so massive that they are referred to as “Black Sky Events” (BSEs).  Embedded 

in the U.S. Grid are almost one hundred commercial nuclear power reactors in some sixty nuclear power 

plants (NPPs).  This paper explores the nature of society’s coupled “system of systems” (i.e. the Grid, 

other Critical Infrastructure, human operators of these infrastructures, the Government, and the Public) that 

would be stressed by a Black Sky Event, and presents an analytical framework for probing the behavior of 

this system during Black Sky Events.  The question of how a prolonged Black Sky Event might impact 

NPPs, and what role, if any, NPPs can play in enabling a rapid recovery from a Black Sky Event is 

examined.  The likely behavior of an NPP during a Black Sky Event is discussed, and it is concluded that 

current NPPs are Black Sky liabilities.  However, a unique characteristic of NPPs (the large fuel inventory 

maintained in the reactor) could make the NPPs extraordinarily valuable assets should a Black Sky Event 

occur.  Their value in this regard, depends on whether or not it might be possible to affect a number of 

changes in the NPPs, the Grid, and other Critical Infrastructure in the U.S. to enable the NPPs to become 

Black Start Units – generating stations that would be the foundation of recovering the Grid during a Black 

Sky Event. This paper poses the question, “Can nuclear power plants be transformed from Black Sky 

Liabilities to Black Sky Assets, and if so, how?” An integrated framework for addressing this question is 

proposed. 

I. Introduction 

Modern life is enabled by reliable access to electricity.  This electricity is generated and delivered by a 

massive and complex system – the electrical grid, or simply “the Grid”.  The U. S. Grid, with rare 

exceptions, reliably delivers electricity to our nation’s homes, businesses, and factories twenty-four hours a 

day, 365 days a year.   The Grid is the umbilical cord of modern civilization – the lynchpin that enables 
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each of our society’s sixteen Critical Infrastructure Sectors (Figure 1) to function [1].  Our petrochemical 

production, communications, information technology, transportation, healthcare, finance, and 

water/wastewater infrastructures are all designed with the assumption that interruptions of electricity 

supply will be extremely rare and short-lived when they do occur.  

 

 

The Critical Infrastructure Sectors in the U.S. have become increasingly vulnerable to a variety of hazards 

and threats during the past decade.[2, 3]. There are a number of natural and man-made events that have the 

potential to simultaneously compromise the functionality of multiple Critical Infrastructure Sectors on a 

subcontinental or even continental scale [4]. Such natural hazards include intense geomagnetic 

disturbances triggered by coronal mass ejections from our sun, massive seismic events, and extreme 

weather events such as superstorms and hurricanes.  Man-made threats include electromagnetic pulse 

weapons and cyber-attacks. 

 

With respect to the Grid, two hazards of particular interest are naturally triggered GMDs and man-made 

EMP attacks.  The GMD-induced collapse of the Quebec Hydro grid in 1989 (which caused the entire 

Quebec power grid to collapse in ~ 90 seconds and affected some six million customers) is but one 

example of the potential impact of severe weather on the Grid [5].  Both the U.S. and the Soviet Union 

conducted high-altitude nuclear detonation tests in 1962 that demonstrated the potential for EMP weapons 

to have massive impacts on electrical infrastructures [6].  These natural and man-made phenomena have 

the potential to trigger partial, or even complete , failure (de-energization) of the Grid for periods of time 

ranging from hours to perhaps years in extreme cases [7].  Such outages are termed “Black Sky Events”. 

 

While many people in the U.S. have experienced weather-driven power outages lasting a few hours to 

perhaps a few days, most of the population of the U.S. has never experienced power outages lasting for 

weeks or months.   Indeed, most citizens of the western world rarely even consider how our lives would be 

impacted by long-term failure of the Grid. 

 

But we should. 

 

Today, some sixty nuclear power plants consisting of roughly 100 nuclear power reactors are embedded in 

the U.S. Grid.  This “NPP fleet” supplies approximately 20% of our nation’s electrical production and 

some 63% of our low-carbon electricity generation [8]. It is prudent to ask, “How would nuclear power 

plants be impacted by a prolonged Black Sky Event, and what role, if any, can NPPs play in enabling a 

Figure 1. All Critical Infrastructure is dependent on the availability of electricity (Source: S. R. Greene, Advanced 

Technology Insights, LLC) 
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rapid recovery from a Black Sky Event?” Or to pose the question another way, “Are today’s nuclear power 

plants Black Sky Liabilities or Black Sky Assets?”  And finally, if today’s NPPs are Black Sky Liabilities, 

“What can be done to transform nuclear power plants from Black Sky Liabilities to Black Sky Assets?”   

 

This paper provides a preliminary description of the “system of systems” which hosts and surrounds the 

U.S. electrical infrastructure, defines the challenges and opportunities presented by nuclear power plants in 

Black Sky environments, and proposes high-level analytical frameworks for further investigation of these 

issues. 

II. The U.S. Grid In A System of Systems 

Figure 2 is a highly simplified representation of the “system of systems” in which we live. This "system of 

systems" involves coupled physical infrastructure and human infrastructure. Each entity in Figure 2 can be 

depicted as an “intelligent agent” capable of sensing and interacting with its environment and other agents.  

The diagram depicts a causal event (“forcing function”) such as a CME, EMP attack, seismic event, etc., 

impacting the Grid and the other Critical Infrastructures agents of our society. The Grid and the other 

Critical Infrastructures have an inherent or engineered response to these forcing functions.  In addition, the 

Grid and every other Critical Infrastructure agent has a command, control, maintenance, and repair element 

staffed by human beings who interact with the physical infrastructure, and the other human agents in the 

system to modulate the infrastructure’s behavior. In addition to laws, regulatory frameworks, etc., the 

Government agent also has a human element (not explicitly depicted in Figure 2) that plays a role in 

shaping the response of the Government to a BSE.  Finally, there is the Public, who would be interacting in 

diverse ways with every other element of the system in the event of a BSE.  During a BSE, all of the 

physical and human infrastructures (agents) would be compromised in some manner.  Each would have 

varying and evolving degrees of situational awareness, be subject to competing and conflicting demands, 

and would interact with each other in real time to affect a plethora of evolving societal goals at the 

individual, family, community, regional, and national levels. 

 

The granularity of the model depicted in Figure 2 could easily be expanded.  For instance, the “Physical 

Critical Infrastructure” agent could be resolved into its sixteen Critical Infrastructure agents, and the 

“Government” agent could be expanded to depict various federal, state, and local governmental entities.  

Agents representing non-governmental organizations or “NGOs” (such as the Red Cross) could be added, 

and the “Public” agent could be expanded to depict diverse populations (such as infrastructure workers, 

first responders, etc.).  Even without this extra level of granularity, the simple model depicted in Figure 2 

could provide a useful framework for exploring a diverse set of technical, political, and behavioral 

questions relevant to Black Sky Events. Examples of such questions include: 

 

 How do the separate Critical Infrastructure agents interact with and influence each other?  

 How do various policies, regulations, laws, and operating procedures influence the course of 

events during a BSE? 

 What are the best policies and regulations to deal with BSEs? 

 What should the relative priorities be for restoring electrical power to various Critical 

Infrastructures and their functions? 

 How do human actions or inactions influence the ability of society to endure a BSE and recover 

from it? 

 

Many important questions of this nature have not been probed in a rigorous scientific manner.  A multi-

agent model based on a simple architecture similar to that depicted in Figure 2 could provide a starting 

point for simulating the behavior of our society during Black Sky Events. This model could also inform 

regulatory and policy formulation, emergency preparedness and emergency response planning, and a 

myriad of other important Black Sky issues [9–14].  As is true in many simulation efforts, the results 
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obtained from such analyses could prove to be more valuable for sharpening our questions than for 

answering them.  The potential for such a model to yield useful insights into a diverse suite of Black Sky 

issues is discussed further in the following sections. 

 

 
Figure 2. The Black Sky System (Source: S. R. Greene, Advanced Technology Insights, LLC) 

III. Imagining A Black Sky Event 

The probability of natural events that might trigger a BSE depends on the specific triggering event.  For 

example, based on available satellite heliophysics data and Earth geophysical forensic analysis, Riley [15] 

estimated the probability of a CME-induced GMD of the same magnitude as the famous 1859 “Carrington 

Event” [16] to be on the order of 12% per decade.  The Carrington Event occurred at a time when the only 

“wired” network in the U.S. and Europe was the telegraph system.  Reliable reports from the event indicate 

widespread electrical arcing of telegraph lines, papers in telegraph offices (and even wooden telegraph 

poles) being set afire from arcing of nearby lines, shocking of telegraph operators, and telegraph systems 

continuing to run after being disconnected from their battery systems.  Love [17] has predicted the 

probability of a similar event to be 6.3% per decade (roughly half of Riley’s estimate).  If Riley and Love’s 

probability estimates are reasonably accurate, our world is overdue for a massive GMD.  Indeed, the Earth 

has had very close encounters with a number of CMEs over the past few decades, narrowly missing an 

encounter with a Carrington-class CME as recently as July 2012 [18]. 

 

With regard to seismic hazards, the probability of massive earthquakes capable of triggering sub-

continental Grid damage is location-dependent.  Nevertheless, in the U.S. the potential exists for major 

seismic events in and around regions such as the San Andreas, the Pacific Northwest, and the New Madrid 

seismic zones [19]. 

 

Finally, it is difficult to quantitatively assess the “probability” of human-based threats that might trigger 

Black Sky Events.  However, it is prudent to assume there are entities in the world that are actively seeking 

to develop EMP and cyber weapons capable of triggering Black Sky Events. 

 

As previously discussed, Black Sky environments, regardless of their cause, are characterized by the 

partial or complete de-energization of the Grid and would  “…share a common attribute: outages would 

span very large regions, and utilities could require weeks or potentially months to restore power to even 

the highest priority customers” [20].  As has been demonstrated on numerous occasions, localized 

electricity outages can propagate through space and time to become much larger blackouts.  The ultimate 

size of the blackout region would depend both on the original damage inflicted by the initiating event (e.g. 
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GMD, seismic event, EMP, etc.), and the subsequent event cascade within the Grid, between the Grid and 

other Critical Infrastructure sectors, and within other Critical Infrastructure Sectors. 

 

Given the dependence of our Critical Infrastructure on the Grid, it is difficult to bound the ultimate Black 

Sky event cascade.  The behavior of the complimentary physical and human system of systems (Figure 2) 

is exceedingly complex.  For example, systems such as water supply, wastewater, fuel delivery (gasoline, 

natural gas, coal), ground and air transportation, communications, and finance would be severely degraded.  

The quest for information regarding the situation, and the competition for goods and services would 

quickly intensify at local, regional, and national levels, with requests for resources overwhelming their 

availability at virtually every geographical scale. 

 

How would society endure, and then recover from such an event?  Serious analysis of such situations must 

take into account the impact of the Black Sky environment on physical infrastructure, the people who must 

report to work to operate the physical infrastructure, and the Public who depend on the infrastructure and 

interact in complex ways with the people who operate it.  Past experience with a limited number of major 

(but relatively short-term) blackouts in the U.S. gives reason for concern [21, 22].  In the 2013 report 

“Solar Storm Risk To The North American Electric Grid”, Lloyd estimated that a Carrington-like event is 

likely to directly impact some 20-40 million people in the U.S., with power outages lasting from sixteen 

days to “1-2 years”, inflicting $600 billion to $2.6 trillion in damage to the U.S. economy [23]. 

 

Our nation’s legal, regulatory, political, and social institutions are ill-equipped to deal with the 

overwhelmingly disruptive scenarios described above.  However, efforts are underway at the federal level 

and in NGOs to bring together the expertise and resources needed to accurately characterize the nature of 

the challenge and to formulate plans and actions to enhance our preparedness for such events [2, 4, 24]. 

IV. The U.S. Grid and Nuclear Power’s Place In It 

The U.S. Grid (Figure 3) is comprised of some 7,300 generating units, a growing number of energy storage 

facilities, over 257,000 km (160,000 mi) of high voltage transmission lines, and millions of low voltage 

lines and distribution transformers [25].  Some five hundred companies and sixty-six “balancing 

authorities” whose responsibility it is to ensure, in real time, that electricity demand and supply are 

balanced, operate these assets. 
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Figure 3. North American Electric Grid (Source: FEMA)  (Source: 

https://en.wikipedia.org/wiki/North_American_Electric_Reliability_Corporation#/media/File:UnitedStatesPowerGrid.jpg, 

accessed 24 August 2016) 

According to the U.S. National Academy of Engineering, the North American Grid is considered the 

largest “machine” created by mankind and the foundation of the greatest engineering achievement of the 

20th century [26].  The U.S. Grid in the lower forty-eight states is configured into three “interconnections” 

(Figure 4):  the Eastern Interconnection, the Western Interconnection, and the Electric Reliability Council 

of Texas (ERCOT) Interconnection [27, 28].  The Eastern Interconnection covers the region from the 

Atlantic coast to the base of the Rocky Mountains.  The Western Interconnection extends westward from 

its boundary with the Eastern Interconnection to the Pacific Coast. The ERCOT Interconnection covers 

most of Texas.
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Figure 4. North American Electric Reliability Council (NERC) Interconnections (Source: 

http://www.nerc.com/AboutNERC/keyplayers/Documents/NERC_Interconnections_Color_072512.jpg accessed 24 August 

2016) 

All of the electric utilities within an Interconnection are connected with each other (under normal 

operating conditions) and operate at a synchronized frequency of 60 Hz.  Interconnections can be joined to 

each other via high voltage direct current power transmission lines (DC ties) or via variable frequency 

transformers (VFTs).  Variable frequency transformers permit a controlled flow of alternating current (AC) 

across the connection, while preventing the transmission of AC frequency perturbations between 

interconnections. The Eastern Interconnection is connected to the Western Interconnection via six DC ties, 

to the ERCOT Interconnection with two DC ties, and to the Quebec Interconnection with four DC ties and 

a single VFT [29].  In addition to being tied to the Eastern Interconnection, the Texas Interconnection has 

one DC tie and one VFT tie to systems in Mexico [30]. 

 

Approximately 100 of the 7,300 generating units mentioned above are nuclear power reactors (Figure 5).   

At the risk of over-simplification (and with recognition that details such as voltage levels and even the 

names of components can be plant-specific), it is helpful to view the interface between a nuclear power 

plant and the Grid in terms of four primary connections (Figure 6): 

 

 The NPP unit’s Main Power Transformer, which steps up the ~ 25KV output of the main 

generators to 345 KV, which is then fed to the Grid through the station switchyard 

 The NPP unit’s Startup Transformer or “SUT” (also called the Station Auxiliary Transformer), 

which steps down the 345 KV from the station switchyard to the ~ 6.6 KV required to energize the 

NPP equipment for plant start-up 

 The NPP unit’s dedicated Engineering Safety Feature (ESF) Transformer, which provides 

electricity from the Grid to power the NPP’s Engineered Safety Features 

 A variety of Supervisory Control and Data Acquisition (SCADA) systems 
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