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ABSTRACT

Research was conducted to develop a real time fault

monitoring and diagnosis knowledge-base system (KBS) for

space power systems. The fault monitoring and diagnosis

knowledge-based system has been developed using the AMPS

(Autonomously Managed Power System) test facility currently

installed at NASA Marshall Space Flight Center (MSEC),

however the basic approach taken for this research is

rather generic and should be applicable for other space

power systems. The developed KBS is entitled "AMPERES"

(Autonomously Managed Power-System Extendible Real-time

Expert System). A knowledge based control strategy and its

supporting knowledge representation scheme were developed

to effectively monitor and diagnose the operating state of

AMPS which is monitored by various sensors. A sensor value

validation method explores the embedded redundancies of the

sensors in AMPS and maximizes their utilization in

validating sensor values. A data structure called the

Disturbance Interrelation Analysis Graph (DIAG) formalizes

the inference scheme of the fault diagnosis task and

explicitly shows the diagnosis reasoning paths. The design

of AMPERES is presented with an emphasis on the DIAG

formalism and implementation.
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CHAPTER I

INTRODUCTION

1.1 Objective of the Study

Electric power is a precious resource in space

because of its extreme usefulness and strictly limited

availability. It is essential to the operation of the crew

members' life-support system as well as directly affects

the successful achievement of the mission objective. For

these reasons, electric power must be available on a

continuous basis. Some of the specific problems that

create difficulties in achieving highly reliable operation

of the space power systems include the following:

i. Expensive crew members' manpower:

Space power systems must be continuously

monitored throughout the mission period.

Maintaining this manpower in space, or even on

the ground as an alternative, is very expensive.

ii. Difficulties in accumulating expertise in

operating the space power system:

The crew members' periodic rotation from space

duty makes it difficult to accumulate enough

experience and expertise in space power system

operation, especially for an emergency or an

abnormal operating state.



iii. Possibility of misoperation:

If a fault in the space power system occurs,

several alarms are initiated simultaneously

because of the cascading effect of a fault.

Remedial action should be taken within an

appropriate amount of time. The numerous alarms

and the time pressure for remedial action may

induce misoperation and further aggravate the

operating state.

The objective of this study is to develop a real

time fault monitoring and diagnosis knowledge-based system

(KBS) for space power systems to solve and/or alleviate the

problems stated above and to achieve more reliable space

power system operation. The system was developed using the

AMPS (Autonomously Managed Power System) test facility

currently installed at NASA Marshall Space Flight Center

[Figure 1]. The developed knowledge based system is

entitled AMPERES (Autonomously Managed Power-System

Extendible Real-time Expert System).

A real time KBS introduces many complex and dynamic

problems. These problems include the continuous operation

of the KBS, the handling of asynchronous and concurrent

events, supporting data structures for data acquisition,

nonmonotonic reasoning, response time constraints, and the

validation of sensor values.
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Most of the conventional approaches taken for fault

diagnosis and monitoring KBS's are to look at a "snapshot"

picture of the current state when a fault or an abnormal

condition in the power system occurs. Then fault patterns

are generated by mapping the sensor values into various

qualitative terms. Matching fault patterns are then

identified from fault data patterns stored in the Knowledge

Base (KB). The major disadvantage of this approach is that

it can only handle faults whose patterns are explicitly

stored in the database. Instead of pattern matching,

AMPERES looks at the sensor value causing the fault as well

as other sensor values in the power system and actively

searches with expectation through the KB for specific

faults. Starting from any sensor showing an indication of a

fault, the diagnosis is performed by propagating through

the sensors logical environment with the expectation for

the relevant faults and providing justifications about each

sensor value along the logical path.

The KB in AMPERES includes the generic method

descriptions for fault diagnoseis instead of enumerating all

the possible specific fault cases of the faulty data

patterns. This keeps the size of the KB small and

coherent. Each fault possibility is diagnosed by a

specialized knowledge group associated with each fault

kind. Each knowledge group is composed of rules which can



assert or validate the associated fault. Once a fault is

asserted, different abstraction level descriptions of the

fault is possible if necessary. Before a knowledge group

is invoked, a context is set around a sensor to pass a

default sensor associated with that knowledge group. This

context switching together with the development of semantic

primitive functions enables the rule representation to be

more natural and clear. Combined with the inference method

described above, this inference and knowledge

representation scheme provides a powerful reasoning tool

for fault monitoring and diagnosis tasks.

1.2 Previous Work

Most of the early approaches taken for fault

diagnosis and monitoring KBS's use fault models (Poole,

1989; Struss et al., 1989). These fault models identify

failure modes of faulty components. The fault model

approach depends on the assumption that all fault models

are known a priori. This assumption is normally not quite

true. The fact that all failure modes are not known

beforehand has led researchers to examine other diagnostic

approaches.

To compensate the deficiency of the fault model

based approach, researchers proposed the model-based

diagnostic approach (Davis, 1985; Chen et al., 1989;

Console et al., 1989; Gallanti et al., 1989; de Kleer et

5



al., 1990; Obreja, 1990; Rafea, 1990). The model-based

approach diagnoses systems, mainly electronic devices or

logic circuits, from their correct behavior only. The

General Diagnostic Engine (GDE) of de Kleer and Williams

represents a diagnosis system of electronic circuitry using

this approach. GDE does not exploit knowledge about the

faulty behavior of a device, but uses knowledge only about

the correct behavior of a device. One disadvantage of

using the model-based approach is the additional effort

necessary to acquire the correct behavior of various

devices and to represent this knowledge in the computer.

Chen et al. (1989) also implemented a model-based

diagnostic system called VMES which assists technicians in

troubleshooting electronic circuits. Candidate ordering,

reordering, and elimination are the strong points in this

system. Their research emphasized the importance of

choosing the most likely candidate to focus on first so

that the faulty parts can be located sooner.

Gallanti et al. (1989) presented a model-based

diagnostic method which makes use of models at different

levels of abstraction, qualitative and quantitative. A

qualitative causal model is used for candidate generation

whereas a quantitative real-valued model is used for

candidate validation and rejection. Their implementation,

however, was designed for diagnosis in process control



rather than diagnosis in electrical circuitry. The

difference is that measurements are available before the

diagnostic process begins in diagnosis of process control

whereas measurements are constantly changing in the

diagnosis of electrical circuitry.

Since the early 80's, the causal modeling approach

has been widely adopted, especially in medical domains.

Incompleteness both in the general causal knowledge

(missing or abstracted knowledge) and in the data

describing a specific case under examination must be dealt

with when working with causal diagnostic systems. Console,

Dupre', and Torasso used nonmonotonic reasoning

(hypothetical and circumscriptive reasoning) to draw

conclusions from incomplete knowledge (Console et al.,

1989). The conclusions that are drawn rely on the

criterion that the confirmation of assumptions is based on

the nonmonotonic hypothesis that all relevant knowledge is

modeled. In other words, all the possible causes for a

given state are present. One disadvantage of the causal

modeling approach is this assumption.

Struss and Dressier used both the fault model and

the model-based diagnostic approaches and incorporated

fault models in GDE and presented GDE+ (Struss et al.,

1989). The fault models and the models describing the

correct behavior of a device otherwise known as normal



models in GDE+ are encoded by constraints which deduce

values of system parameters from known values. GDE+ uses

an extended version of the Assumption-Based

Truth-Maintenance System (ATMS) as its diagnostic reasoning

mechanism. This diagnostic strategy continuously gathers

more information to help decide which assumptions should be

removed in order to eliminate existing contradictions. In

other words, a fault is identified by comparing the

simulated normal device behavior with the actual one. Then

the fault models enable the diagnostic system to analyze

whether the faultiness of components would really explain

the observations. Single fault assumption is used to

generate small candidate sets. For example, if each fault

model of a component contradicts the correctness assumption

of at least one other component, then the faultiness of

that component cannot explain the observations alone and is

therefore not a candidate for a single fault. This cuts

down on the potential danger of creating a large number of

combinations of correct models and fault models. Constraint

propagation is used for candidate generation in GDE+. This

mechanism constructs sets of correctness assumptions that

account for the known conflicts. In other words, their

conjunctive retraction would remove the contradictions.

The completeness of fault models is an essential condition

for the inference mechanism in GDE+. If a faulty component

8



shows behavior that isn't captured by one of the fault

models, invalid conclusions may be drawn.

De Kleer and Williams developed the system,

Sherlock, which also identifies correct and faulty models

in their electronic circuitry diagnostic system (De Kleer

et al., 1989). However, by incorporating fault models,

these systems potentially introduce significant

computational overhead for the diagnostic algorithms. Thus

they seem not quite suitable for monitoring real-time

processes.

Rafea (1990) combined the fault model rule based

system with the causal model to develop an expert system

for electronics fault diagnosis. The fault model rules

capture the expertise of the domain experts while the

causal model better explains the device behavior since the

knowledge is described in terms of the device structure and

behavior. The introduction of the causal model allows

better explanations when this information is passed to the

operator however increases the computational overhead for

the diagnostic algorithms. This expert system was not

implemented for real-time fault diagnosis.

1.3 Overall Approach

AMPERES is a research project that was developed and

implemented by a group of graduate students. The research

presented in this thesis briefly discusses the overall

9



implementation and layout of AMPERES to facilitate in the

readers* comprehension of AMPERES. The main emphasis of

the thesis discusses the development and implementation of

the main fault monitoring and diagnosis task and its

supporting knowledge representation scheme which were the

accomplishments of the author. The implementation of the

data acquisition task, the user interface task, and the

sensor value validation method was accomplished by fellow

graduate students.

AMPERES is able to collect real time operational

data and to assess the power system operating status. The

operational data includes the measurement data of the

various sensors in AMPS such as voltmeter and ammeter

measurements. Since AMPERES was developed at the

University of Tennessee Space Institute and the AMPS test

facility is installed at NASA Marshall Space Flight Center,

data simulation systems have been developed.

For this purpose, a fault injection and load

simulation device known as the FILSD is designed and

assembled. [Figure 2]. In the load simulation mode, two

resistive loads can be connected to the FILSD using

batteries as a power source. The voltage and the currents

across the loads are measured through signal conditioning

circuits and the data acquisition board to create an

operational environment as close to the AMPS test facility

10
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Figure 2. FILSD Connected with Four Resistive Loads
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as possible. In the fault injection mode, a time delayed

fault can be injected under computer control.

The data simulation program, running on a separate

personal computer, can replace any one of ten simulated

load data with actual data from the FILSD. The operational

data is then transferred through an Ethernet to the host

computer Sun 386i.

Faults and disturbances such as overloads, ground

faults, battery cell open, solar array system failure, load

connect and disconnect, etc, can be generated. AMPERES

detects these faults and disturbances and provides a report

to the operator including times of occurrence, severities,

detecting sensors, locations, and fault types.

Three concurrent processes are created in AMPERES to

handle the data acquisition task, the user interface task,

and the main fault monitoring and diagnosis task [Figure

3]. Interprocess communication is performed through shared

memory.

12
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Figure 3. Concurrent Task Management in AMPERES
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CHAPTER II

ORGANIZATION OF THE AMPERES

2.1 Data Acquisition

The Data Acquisition Module acquires sensor data in

AMPERES. The sensor data is stored in one of three data

buffers. This sensor data is categorized as either

critical or non-critical data based on the possible speed

changes in their measurement values and on the time

resolution requirements for diagnosis [Figure 4]. Two

buffers are needed for the critical data set and one buffer

is needed for the non-critical data set. The data buffers

are circular buffers with global pointers used to mark the

present incoming data location, the present analysis data

location, and the present buffer upper bound.

The critical and non-critical data buffer layouts as

well as the sensor names used throughout the thesis are

shown in Figure 5. The critical sensor data set currently

contains 56 analog values and 42 digital values and is

acquired every 10 100 milliseconds. The critical data

buffers can hold up to 300 data sets. The breakdown of the

analog values are listed in Figure 5. The digital values

consist of 4 mounting switches for each of the 9 loads

(refer to Figure 1 on page 3 showing the 10 loads inside

the load center) and 3 mounting switches for the 10th load

14
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Critical Data Buffer Layout

Number Sensorfs) Sensor Name

1  main voltmeter V
m

28 battery module voltmeters V. ,-V.
^  bl b28

10 load voltmeters ^li~^110

10 load ammeters ^ll~^110

3  feeder ammeters

1  main ammeter A
m

1  solar array ammeter

1  battery ammeter A^^

+ 1 main battery voltmeter

56 analog values
4 16-bit words for time of day bits and mounting switch

position bits (digital values)
+10 spare buffer slots

70 entries

Non-Critical Data Buffer Lavout

Number Sensorfs^ Sensor Name

168 battery cell voltmeters V ,-V
cl cl68

31 power diode temperature meters '^pi~'^p3i
+14 battery module temperature meters '^bl~^bl4

213 analog values
70 same as critical data buffer

+17 spare buffer slots

300 entries

Figure 5. Critical and Non-Critical Data Buffer Layouts

16



for a subtotal of 39 digital values. There are also 3

mounting switches for each of the channels leading into the

load center for a total of 42 digital values. These

digital values indicate whether the mounting switch is open

or closed. The non-critical sensor data set currently

contains 213 analog values and is acquired every second.

The data buffer for the non-critical sensors can hold up to

30 data sets. The breakdown of the analog values for the

non-critical data set is also listed in Figure 5.

Two data buffers are created in shared memory

locations for the critical sensor data and are referred to

as the primary buffer and the secondary buffer

respectively. The secondary buffer provides a back-up

buffer in case a fault leaves the present data buffer

thereby providing pre and post fault data for use by the

fault diagnosis module. A system status flag is created in

a shared memory location to facilitate the buffer switching

process between these two critical data buffers [Figure 6].

This flag indicates which buffer is currently acquiring

data. The fault monitoring and diagnosis task and the data

acquisition task modify the value of this flag thus

providing a means for continuously acquiring data. This

also allows the fault monitoring and diagnosis task to look

at previous data in the buffer not currently acquiring data

without the possibility of this data being updated.

17



STATE 1

STATE 2

■W

STATES

%.%

nil
PRIMARY
BUFFER

Fill
PRIMARY
BUFFER

Fill
SECONDARY

BUFFER

Fill
SECONDARY ) STATE 4

BUFFER

Figure 6. Critical Data Acquisition Process
State Transition Diagram
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The status flag has four states. When the data

acquisition process begins, the system status flag is set

to state 1 and the primary buffer is used to acquire data.

Upon detection of an abnormality, the fault monitoring

process sets the status flag to state 2. When the data

acquisition process notices that the status flag is set to

2, the secondary buffer will be used after approximately

one second and the status flag will be set to 3. Now the

fault monitoring process examines the latest available data

in the secondary buffer marked by a global pointer. Upon

detection of another abnormality, the fault monitoring

process increments the status flag to 4. Upon detecting

state 4, the data acquisition process fills the secondary

buffer for another second, resets the status flag to 1, and

begins acquiring data in the primary buffer again.

2.2 Concurrent Task Handling

To perform several concurrent tasks, the main

process in AMPERES, called the Main Controller, creates

several processes upon initialization. The concurrent

tasks required are the data acquisition task, the operator

interface task, and the fault monitoring and diagnosis

task. The interprocess communication is managed through

shared memory.

19



2.3 Knowledge Base Representation

Each component in the AMPS is represented as an

object in the AMPERES using the structure definition in

Common Lisp. An example of an ammeter representation is

shown in Figure 7. The information contained in each

object can be categorized in the following three groups;

i. The information about the component itself

includes the design data, the expected operational

value, the present operational value, graphics

information for display, etc. For example, from

Figure 7, component-id, one_of,

present_expected_range, normal_expected_range,

present_value, trend, faulty_state, and graphics

are the slots representing the information about an

ammeter.

ii. The Functional Environment of the component

includes the components which are functionally or

logically related to the current component. This

information is essential in collecting the

supporting evidences and checking the cascading

effects of a fault. From Figure 7, assoc_cb, i.e.

functionally associated circuit breaker, assoc_ms,

connect_load, parent_ammeter, children_ammeter,

20



.  Ammeter Frame-

(defstruct ammeter

(component_id)

(connect_terminal)

(location)

(one_of 'load_ammeter)

(assoc_cb)

(assoc_ms)

(connect_load)

(parent_ammeter)

(children_ammeter)

(assoc_voltmeter)

(present_expected_range)

(normal_expected_range)

(present_value)

(member_CR)

(trend 'steady)

(faulty_state 'no)

(signal_ckt)

(graphics))

Figure 7. Component Representation and Its Environment
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assoc_voltmeter are the slots describing the

functional environment of an ammeter.

iii. The Physical Environment of the component

includes the information about those components

which are physically connected or attached to the

current component. This information is necessary

in identifying the extension of a faulty location

and for graphical display of the system. From

Figure 7, connect_terminal and location slots are

the slots describing the physical environment of an

ammeter.

iv. The Membership in Causal Relations is

necessary to implement the sensor value validation

procedure. It identifies the causal relations that

this sensor belongs to. From Figure 7, member_CR

describes the causal relations this component

belongs to.

2.4 Fault Diagnosis Module

The fault monitoring process begins checking for new

data in the circular data buffers by looking at the present

buffer location pointers. When new data is available, the

data is read from the buffer and placed into the

appropriate slot values for each sensor frame. Then the
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current operating state is compared with the expected

operating state.

Any sensor value that has changed significantly is

added to a State Change List (SCL) by the Status Monitor.

The SCL is an association list which is a list of pairs and

each pair is composed of one major sensor and one minor

sensor. The major sensor name is the classification name

of a sensor such as "voltmeter" or "ammeter". The minor

sensor name is the unique name assigned to each sensor such

as "V^^" "^fl"* example, if the SCL, denoted as L^,

were L^ = ((Voltmeter V^) (Ammeter ), L^ would

indicate significant changes in the values of the voltmeter

named and the ammeter named The SCL enables the

diagnosis of multiple faults since it contains pairs of

abnormal sensors. The SCL is then passed to the fault

diagnosis process.

The fault diagnosis process examines each pair in

the SCL. First, a context is set around the sensor that is

going to be the center of the universe in examining its

logically related sensor values. The KB refers to variable

names associated with a particular sensor's environment.

For example, if the first pair of the SCL is (Ammeter A^^^) ,

then the context is set around the ammeter environment.

This context switching allows the rule expressions in the

KB to be simple and natural.
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Next, the KB is invoked with the appropriate rule

group. Rules are grouped such that each rule group is

specialized in resolving a specific situation or a fault.

The first rule group invoked is one of the major sensor

rule groups, such as ammeter rules, voltmeter rules,

circuit breaker rules, etc. Other rule groups can then be

invoked which specialize in diagnosing a particular fault

associated with a sensor such as load disconnect or battery

cell open.

Once a fault is found, a fault object is created,

which includes the information related to the faults. This

fault object is added to a fault assertion list. All the

rules that were traversed while trying to find the fault

are stored in an explanation list. The fault object is

passed to the user interface task which displays the fault

description to the operator. The fault diagnosis process

repeats the above process until all pairs in the SCL are

checked. When the diagnosed fault with the present pair is

the same as one of the faults found with a previous pair,

the diagnosed fault is not added to the fault assertion

list and the result is ignored.
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CHAPTER III

DEVELOPMENT OF THE FAULT DIAGNOSIS SCHEME

3.1 Sensor Value Validation Scheme

In a fault monitoring and diagnosis process of a

physical system whose operating state is monitored by

numerous remote sensors, as in the AMPS test facility, one

of the crucial steps involved is to validate the incoming

sensor values. In realistic situations, there is a high

probability that a sensor may give a false value that can

be either temporary or permanent. Trying to assess the

operating state based on false sensor values can be

detrimental to the monitored system if any control action

is taken because of these false sensor values. As a

result, a sensor value validation method has been developed

in corporation with the fault monitoring and diagnosis

knowledge based system and was implemented by another

graduate student.

The validation method utilizes the Causal Relations

(CR) existing among the sensor values and the Sensor

Redundancy Graph (SRG) formulated from the CR's. The

definitions of the CR and the SRG as well as the detailed

sensor validation procedure appear in Lee (1990).

Part of the one line diagram for AMPS showing

various voltmeters and ammeters is shown in Figure 8. Some
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of the sensors used in examples in this section are

represented with the sensor names inside of circles (i.e.

^b'^s'^m'^m'^fl'^f2'^f3'^ll'^ll^ • other named objects
in this figure correspond to various mounting switches and

circuit breakers.

Relationships existing among various sensor values

in AMPS are referred to as CR's. For example, the sum of

the values of the feeder ammeters, is equal to the

value of the main ammeter, A^^. Existing CR*s, identified

as R^ through among the sensor values in AMPS are

identified in Figure 9. The lower case r in causal

relations R^ through R^^^ are constant resistor values.

The associated SRG is shown in Figure 10. The SRG

graphically shows the causal relations a sensor belongs to.

It also clearly shows the excessive redundancy existing for

the main voltmeter (V^) since the main voltmeter value is
m

supposed to be almost equal to all the load voltmeter

values.

When all the CR's are consistent, the validity

levels of all the voltmeters and ammeters are as shown in

Case 1 of Figure 11. Initially, the validity levels of all

the sensors are set to zero. The validity level of a

sensor is incremented by 1 each time the sensor belongs to

a consistent CR. As a result of the initial consistency

test of all the CR's, the validity level of V is set to 11
m
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R
1* m  D

R

R

R

R

R

R

^f2 ^f3

^fl ̂  ̂ 11 "'" ^13 ^15 ■*■ ^10
^f2 " ^12 "*" ^17 ^19

^f3 " ^14 "*" ^16 ■*■ ^18

11

12

= ^11 / ^1

= ^12 / ^2

R
15

R
16

R
17

^110 ^110

^11 = ^m

^12 =

/ r10

25

R
26

27

R
28

R
29

^110 =

" ^bl "*■ ^b2 + • • • + Vj^28

^bl = ^cl + ^C2 + •• • + Vc6
^b2 = Vc7 ^C8 + • + V

cl2

R
55"

V, = V + V +
b28 cl63 cl64 + V

Cl68

Figure 9. Causal Relation listing for AMPS
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and the validity levels of battery voltmeter Vj^ and all the

load voltmeters V^^,i=l,—,10, are set to 2. But based on

the Interdependency Lemma which states that the number of

sensors with the minimum validity level in a CR should be

at least two, the validity levels of Vj^ and for

i=l,...,10, are incremented to 11. This is due to CR R..
2 o

where Vj^ is the only sensor with the minimum validity

level, which is 2, and the next lowest validity level of

the rest of the sensors in R_- is V or 11. For the load
26 m

voltmeters in CR's R^g through R^^, the validity levels are

also incremented to that of V for similar reasons.
m

The validity level is used to express the confidence

of the sensor value. With the validation results expressed

as simple integer values, the system operators or the KBS

can quickly grasp the overall state of the sensor system,

confidently assess the system state, and initiate necessary

control actions based on the validated sensor values.

To demonstrate how the validation method works,

suppose the feeder ammeter suddenly shows a

significantly increased value, and as a result, CR's R^ and

R^ become inconsistent while the rest of the CRs remain

consistent. If and A^^ are the representative sensors

in CRs R^ and R^ respectively, then from the expression of

R2 and R^ in Figure 9
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<Afi> * <Aj^> + <A^3> + <A35> + <Al33o>

where is the causal inconsistency relation.

The expected values of not the actual value,

derived from CR's and R^ respectively and denoted as

<Afi>2 and <A^^>2, become

^^fl^3 ^^11^ ^^13^ ^^15^ "^^110^
If R^ and R^ form a consistency pair, then

'^^fl^2 ~ ^■^fl^3
where « is the causal consistency relation. Therefore, the

validity level of <A£j^>, denoted as [A^^^], is decremented
by one. The correct value of <Ajj^>, which is called the
repaired <A^j^> and denoted as can be computed from
<Afi>2 and <A^^>2. In this case, both CR's R^ and R^ can
be made consistent using ^2 ^3 said to
be repaired with Using these repaired CRs, denoted

as R'2 and R'3/ the validity levels of all the sensors in

{R2) - and (R^) - {^f^) incremented to one, where
(R^) denotes the set of all the sensors involved in Rj^.
Since all other CRs are consistent, validity levels of A^,

A^2' incremented by R2, and A^^^' ^15' ^110
by Rg, Rg, R^g and R^^ respectively. As a result, the

validity levels of A^^, A^2' ^^3' ^13' ^^^5' A^^^^
remain the same as when all the CR's are consistent.
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The invalid sensor value has thus been

identified. The validity levels for other sensors are

restored through the repairment of the failed sensor value

and the inconsistent causal relations. Only the validity

level of has changed to -1 as shown in Case 2 of Figure

11.

The results demonstrate how the sensor value

validation results can also yield indications about the

potential disturbances and their locations.

3.2 DIAG Formulation

A  data structure called the Disturbance

Interrelation Analysis Graph (DIAG) is developed to

formalize the inference scheme of the fault diagnosis task

and to explicitly show the diagnosis reasoning paths. The

DIAG, G^ = (^d'^d^ ^ multi-level AND/OR graph developed

to characterize real-time fault diagnosis problems. DIAG

is composed of three levels for a description of the faults

and their interrelations: high abstraction level, low

abstraction level, and the sensor level with finite

non-empty supersets of nodes and labeled edges such as

^d = t^h'^l'^s^
and

®d "
where are a set of nodes in H-level, L-level, and

S-level, respectively and are a set of intra-level
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edges connecting H-level, L-level nodes respectively and

^hl'^hs'^ls ^ inter-level edges connecting
H-level to L-level nodes, H-level to S-level nodes, and

L-level to S-level nodes, respectively.

Starting from any sensor value indicating a fault,

fault diagnosis is performed by tracing the appropriate

edges in DIAG. Each component or subsystem in AMPERES,

including sensors, is an attribute of a node in DIAG and

represented as an object to facilitate the DIAG

implementation. The component representation includes

information about its functional or logical environment as

well as its physical environment. Each fault is also an

attribute of a node in DIAG and can be diagnosed by a

specialized knowledge group associated with that node. A

portion of the DIAG representing the battery system fault

diagnosis is shown in Figure 12.

The high abstraction level which is also called the

system decomposition level and represented as the H-level,

is a tree such that each node contains attributes of a

component or a part of the system. To represent any system

in DIAG, proper boundaries should be selected between

components of the system which separates and clarifies

distinct portions of the system. These portions of the

system are represented as nodes in the H-level of DIAG and

are connected to the root node or the system faulty node.
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,1
N41 / H— "4.
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Fault
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Abstraction
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t -0
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'>33

Sys'.etn faulty
Main Feeder faulty
Bat. Mod. 2 faulty
Bat. Cell 1 faulty
Bat. Sys. open
Bat. Flod. 1 short
Bat. Cell 1 ground
Bat. Sys. voltage Vs
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hzy
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Load Feeder faulty
Bat. Mod. 3 faulty f>3,7i'-
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Bat. Mod. 1 open
Bat. Cell 1 short
Bat. Mod. 1 voltage

Figure 12. Part of DIAG (Disturbance Interrelation
Analysis Graph) for Battery System Fault Diagnosis
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In this way, the nodes form a hierarchical tree structure.

The system should then be decomposed until sufficient

granularity of the physical components can be obtained in

describing the faults. Most importantly, this

decomposition should be performed such that it does not

leave any component uncovered. For each node, the node

along with all its siblings should completely represent the

subsystem of its parent node. This assures the ability to

diagnose a fault associated With any component in the

system. In AMPERES, the root node has four children nodes,

which implies that the system can be decomposed into four

major subsystems: the Solar Array System, the Battery

System, the Main Feeder System, and the Load Feeder

System.Each of these nodes represents that each subsystem

is simply abnormal or faulty.

The intermediate abstraction level, which is also

called the disturbance instantiation level and represented

as the L-level, is composed of nodes whose attributes

describe a fault of each component with a specific fault

instance name. These nodes form disjoint fault trees.

Each node is connected to the parent node which describes

the same fault but with larger component granularity. For

example, in Figure 12, the node representing the battery

cell 1 open (1^ is connected to the parent node

representing battery module 1 open (1 ) since battery
2,1
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cell 1 is a part of battery module 1. Again battery module

1  (I2 is connected to its parent node representing

battery system open (1 ). As each parent node is divided
X , X

into its children nodes, the fault component granularity

increases.

The low level, denoted as the S-level, contains

nodes whose attributes represent the sensors through which

the system operating state is observed. These nodes are

connected to the nodes in the L-level and sometimes are

directly connected to the H-level when the only conclusion

that can be drawn from the sensor value is that the

component is faulty or abnormal. The arcs connecting the

S-level and the L-level nodes are labeled with the sensor

value ranges or the conditions that the sensor value should

satisfy. In examining the sensor values, all the arcs

whose conditions are satisfied become the candidate

diagnosis reasoning paths. One sensor node can be

connected to several L-level nodes with the same or

different label values. If there is more than one arc

connecting the L-level to the S-level, these arc's may have

an "AND" relation or an "OR" relation. For example, if

battery cell 1 open represented an L-level node, then

battery cell voltage 1, battery module voltage 1 and

battery system voltage 1 must all have values of 0.

Therefore, the arcs connecting this particular L-level node

37



to the above three sensors in the S-level would have an

"AND" relation.

The DIAG data structure provides a formalized method

for relating the "eyes" of a system to various fault

abstraction levels. In the case of AMPERES, the sensors

through which we "see" the components of this system are

clearly mapped to fault descriptions.

3.3 Fault Diagnosis Process Using DIAG

Part of the DIAG formalism has been implemented in

the fault diagnosis process of AMPERES using Common Lisp on

the SUN 386i. The realization of DIAG in AMPERES is

presented in this section. All the components and

subsystems, including sensors, are represented as

structures. Slot names in the structures shown in Figure 7

such as "faulty-state", "present_expected_range" and

"normal_expected_range" are for the realization of part of

the DIAG.

The first task performed by the fault diagnosis

process sets the environment around the first abnormality

pair from the SCL. As each pair (abnormality pair) of the

SOL is evaluated, the set_current_context routine assigns

the variable names used throughout the KB to values

associated with the abnormality pair being resolved. Part

of this routine showing the ammeter environment definition

is shown in Figure 13. For example, if the environment is
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(defun set_current_context (major minor)

(setq major_sensor major)
(setq minor_sensor minor)
(setq present_sensor minor_sensor)
(setq mkey minor_sensor)
(setq key (eval mkey))
(cond ((equal 'ammeter major_sensor)(ammeter_env

minor_sensor))
((equal 'voltmeter major_sensor)(voltmeter_env
minor_sensor))

(defun ammeter_env (minor_sensor)
(setq component_id (ammeter-component_id key))
(setq connect_terminal (ammeter-connect_terminal key))
(setq location (ammeter-location key))
(setq one_of (ammeter-one_of key))
(setq associated_cb (ammeter-assoc_cb key))
(setq associated_ms (ammeter-assoc_ms key))
(setq connect_load (ammeter-connect_load key))
(setq parent_ammeter (ammeter-parent_ammeter key))
(setq children_ammeter (ammeter-children_ammeter key))
(setq associatedvoltmeter (ammeter-assoc_voltmeter

key))
(setq present_expected_range

(ammeter-present_expected_range key))
(setq normal_expected_range

(ammeter-normal_expected_range key))
(setq present_value (ammeter-present_value key))
(setq trend (ammeter-trend key))
(setq faulty_state (ammeter-faulty_state key))
(setq signal_ckt (ammeter-signal_ckt key))
(setq graphics (ammeter-graphics key)))

Figure 13. Part of Set Current Context Routine
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being set around the pair (ammeter , the global

variables in the 'ammeter_env' definition would be assigned

the current values from the ammeter structure.

The number of lists received by the fault diagnosis

task could potentially be quite large if consequences of

various faults were also added to the SCL. Therefore, the

number of lists in the SCL is minimized by the

"present_expected_range" slot of the sensor structures.

This allows the fault diagnosis process to concentrate on

the initial source of the disturbance without being

distracted by consequences of the disturbance. For

example, a natural consequence of the system voltmeter

value going to zero would be the load voltmeter and ammeter

values also going to zero. However, we only want the

system voltmeter to be included in the SCL. With the

system voltmeter value being zero, the

"present_expected_range" of the load voltmeter and ammeter

would also be zero. Therefore, these two sensors would not

be included in the SCL since their current values are not

outside of the expected range.

Next, the appropriate rules in the rule groups

associated with each sensor type are invoked by the routine

get_minor_rb. The bottom level in DIAG is the S-level, also

called the sensor level, and is used to facilitate the rule

group invocation associated with each sensor. The KB is
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composed of rules and structures representing objects. All

the sensor level rules referred to in the KB are grouped by

sensor type and are stored in separate rule group

structures. For example, the rules associated with the

voltmeter sensors are defined in the voltmeter rule

structure. This provide a faster search when the rules

associated with a particular sensor are being located in

the KB. The fault diagnosis module first examines the KB

by looking in the corresponding sensor type rule group of

the major sensor from the '(major sensor minor sensor')

pair picked up from the SCL. The KB contains rules for all

the sensor types through which the system operating state

of AMPERES is observed.

The "sensor rules" currently defined in AMPERES are

ammeter rules, voltmeter rules, tempmeter rules , circuit

breaker (cb) rules and mounting switch (ms) rules. Inside

these sensor rules, rules are grouped according to

functional similarities. For example, in the ammeter

rules, there are "load" ammeter rules applicable to load

ammeters . . . , as well as "feeder" ammeter

rules applicable to feeder ammeters A^^^, A^^/ ^f3 *

This applicable class of rules can be identified by looking

at the "one_of" slot value in each sensor structure. The

grouping of rules in this manner keeps the number of

required rules small.
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Once the appropriate sensor rules in the KB are

accessed, sensor value ranges or various conditions of the

sensor value are examined to try to establish candidate

diagnosis reasoning paths. This is the realization of the

edge traversal in DIAG. As shown in Figure 12, there

exists some L-level nodes whose edges connecting lower

level nodes or children nodes are ANDed and some node whose

edges are ORed. When a sensor nodes' edge reaches a fault

description node that is not ANDed with other sensor nodes,

that fault description associated with the L-level node can

be asserted or is validated immediately. When edges are

ANDed, all the conditions associated with each ANDed edge

for other sensor nodes must be satisfied before the fault

description may be asserted. Sometimes conditions may be

collectively defined among the ANDed edges instead of

individually associated with each edge. Consequently, all

the fault descriptions associated with the parent nodes on

the same or higher level of the asserted fault node are

validated.

Evaluating an "if" clause in a rule for a certain

sensor is equivalent to checking the label of an edge

connected to that sensor node. One sensor node can be

connected to several L-level nodes or H-level nodes with

the same or different edge label values. When a condition

on an edge connected to a sensor node is satisfied, the
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appropriate fault node connected to that edge is visited

and associated fault rules are invoked through "check".

"Check" is referred to as a semantic primitive function

[Figure 14] and permits the KBS to probe the occurrence of

a fault. These rule groups invoked through "check" are

known as fault description rule groups. Fault description

rule groups correspond to both the H-level or the system

decomposition level and the L—level or the disturbance

instantiation level. Rule groups that describe the

faultiness of a part of the system are part of the H-level

(i.e. battery system failure rules, no system voltage

rules, solar array system failure rules). When an H-level

node is asserted, it means that the component represented

by that node is "abnormal" or "faulty". Rule groups that

describe a specific fault instance name correspond to the

L-level (i.e. battery short rules, load connect rules,

battery open rules). Each L-level node is associated with

a fault and rules asserting that fault are invoked by

traversing the edge connected to the sensor nodes.

Finally, when a fault can be confirmed from the

observed sensor values, another semantic primitive function

called "assert" validates the confirmed fault. The "check"

function appears in the "then" part of rule groups and are

considered to be mutually disjunctive. That is, if a check

results in an assertion of a fault, then follow that
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semantic primitives available in the if part of the rules

(setq *if_language_dictionary* (sort '(is
is_not
exceeds

below

changed
increased
decreased

indicates

contents_of
all_of
none_of
one_of
same_value
value_of) #'string-lessp) )

semantic primitives available in the then part of the
rules

(setq *then_language_dictionary (sort '(assert
check) #'string-lessp) )

Figure 14. Semantic Primitive Functions in AMPERES
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diagnostic path and abandon other checks that might appear

in the same "then" part. However, once a fault is

asserted, fault descriptions with deeper (or higher)

abstraction levels are automatically asserted through DIAG.

An example of rules associated with a node

representing the "battery cell open" fault is shown in

Figure 15. In the rule, significant changes in the sensor

values are used rather than number values to enhance the

capability and accuracy of the diagnosis. The variable

"normal" is used rather than explicit values since normal

value ranges may vary depending on the current operational

context. This greatly simplifies the composition of rules.

The terms "one_of", "changed", "stay", and "assert" all

appear as the first keyword in the "if" and "then" clauses

and are included in the group of semantic primitive

functions. The variable "present sensor" is a variable

receiving the minor sensor, which is the second element in

the pairs from the SCL.

An example of rules associated with the "over

current" fault nodes in L-level is shown in Figure 16.

Rules can be recursively invoked along the distribution

feeders to find out the source location of the over

current. These rules may be invoked by traversing the edge

connected from the present minor sensor node whose sensor

value has suddenly increased or changed from normal to some
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(setq battery_cell_open_rules '(

(rule 1
(if (one_of present_sensor is_a

battery_cell_voltineter)
(changed present_sensor from normal to zero)
(stay (all_of battery_cell_voltmeter in

battery_module (present_sensor)
except present_sensor) normal))

(then (assert component (present_sensor) open_fault)))

(rule 2

))

Figure 15. An Example of Battery Cell Open Fault Rules
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(setq over_current_rules '(

(rulel
(if (is presentsensor one_of 'load_ammeter))

(then
(assert present_sensor •over_current) ))

(rule2
(if (is_not present_sensor one_of •load_aimneter))

(then
(check children_ainmeters 'over_current )
(check present_sensor •ground_fault)
(check present_sensor 'short_circuit) ))

)
)

Figure 16. An Example of Over Current Fault Rules
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new value. For example, suppose the main ammeter is

showing a sudden value increase and the over current rules

are invoked. Since is not a load ammeter and rule 1 is

not satisfied, the conditions associated with other ANDed

edges connected to the load ammeter nodes,

checked. Then over current rules are invoked again for

each of the load ammeters if the labeled condition is

satisfied.
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CHAPTER IV

RESULTS AMD ANALYSIS

AMPERES was tested to demonstrate its ability to

diagnose faults accurately and within an acceptable period

of time. These results only analyze the implementation of

the fault diagnosis module and not the sensor value

validation method. Therefore, it is assumed that all

sensor values are valid. The test cases used to validate

AMPERES consisted of simulated data sets with known faults.

One important question when analyzing the results from the

various test cases is whether or not a precise measurement

can determine the level of success in this KBS. Recall that

the goals of this KBS are to provide continuous monitoring

of the space power system, to alleviate the problem of

accumulating experience and expertise in monitoring space

power systems, and to reduce the possibility of

misoperation due to the cascading effect of a fault. Using

the above goals, the measurement of success can be defined

as the ability of AMPERES to diagnose faults accurately and

within an appropriate response time.

Based on past experience of terrestrial power

systems, the anticipated faults for AMPERES appear in Table

1. A description of these faults can be found in the

Appendix. These faults were injected into AMPERES using
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Table 1. Test Cases Applied To AMPERES

Test Case

Number

Test Case

Description

Elapsed
Real Time

To Detect

Fault

(sec.)

Total

CPU Time
To Detect

Fault

(sec.)

1 Normal Data

2 Load Connect 1. 00 .30

3 Load Over Current .48 .04

4 Load Disconnect .62 .26

5 Battery Ground 1.38 .34

6 Battery Short .84 .22

7 Battery Open .52 . 10

8 Solar Array Failure . 58 .38
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the FILSD simulation device and the data simulation

program. Response time results for the processing of the

fault diagnosis module to detect a fault appear in Table 1.

The test cases used to validate this system included a

normal data simulation, load connect and disconnect, load

over current, battery open, battery ground, battery short,

and solar array system failure. These test cases

demonstrate AMPERES ability to continuously and

consistently diagnose faults as well as concentrate on the

initial source of the disturbance without being distracted

by conseguences of the disturbance.

All the known faults in the test cases were

diagnosed accurately and within an acceptable period of

time. AMPERES was able to continuously acquire operational

data while the fault diagnosis module diagnosed the various

faults. Due to limitations in the RAM on the SUN 386i,

memory swapping was noticed which was a definite factor in

the response time.

A sample display of AMPERES in execution showing

various faults that were injected are shown in Figure 17.

The four windows in this display are used for operating

status displays and consist of the System Operating Status

Window, the Major Operational Parameter Window, the

Operator Interface Window, and the Fault Record Window.

The System Operating Status Window shows the one line
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diagram of the system and the current positions of all the

circuit breakers and the magnetic switches. It also

displays the major meter readings such as load currents,

feeder currents, main current, main voltage, and battery

voltage. The Major Operational Parameter Window displays

major operational information of the power system including

the present time, main system voltage, main system current,

present data buffer locations, and overall system state.

The Operator Interface Window displays explanations about

the current operating state. The Fault Record Window

displays a brief description of the disturbances detected.

To demonstrate AMPERES ability to execute under

normal conditions, test case number one consisted of a

normal data simulation. No faults were detected using test

case one and the system status window in the display of

AMPERES indicated a normal status.

Test cases number two and four verified the load

connect and disconnect conditions. Load ammeters A^^

A^g were connected using a simulated data set from the data

simulation program on the personal computer. Load ammeter

Aj^^ was then disconnected. All three disturbances were

accurately diagnosed by AMPERES and appeared in the user

interface window of the AMPERES' display. By having

specialized knowledge groups for sensor types and faults

and generic descriptions of the various faults, only four
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rules in the knowledge base were traversed for the load

connect condition. This test case demonstrates the

advantage/strength of having a small, coherent, natural,

and clear rule representation in the KB.

Test case number three illustrates AMPERES ability

to focus in on the initial source of a disturbance rather

than being distracted by a consequence. This test case

also verifies the recursive invocation of the over current

rules. The load ammeter was the sensor passed to the

fault diagnosis task in AMPERES with the over current fault

condition. As a consequence of A^^^'s present value showing

an increase, the main ammeter A 's present value also shows
m

a sudden increase. AMPERES accurately diagnosed the over

current condition on the load ammeter A,_ since the
15

"present expected range" of A includes the sudden
~  ~ m

increase. As a result, the main ammeter, A , is not
m

included in the SCL and not sent to the fault diagnosis

task.

The DIAG for the load connect, load disconnect, and

the load over current test cases is shown in Figure 18.

DIAG graphically shows the diagnosis reasoning paths used

by the fault diagnosis task to diagnose these three test

cases. When the load connect, load disconnect, or the load

over current conditions are asserted, the faults associated

with the nodes to the left and above are also validated.
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The battery ground, short, and open faults were

verified in test cases number five, six and seven.

Different battery module voltmeters were used in each of

these test cases to illustrate AMPERES ability to diagnose

faults on different sensors. Battery module was

accurately diagnosed for the battery ground fault. Battery

module was used to verify the battery open fault and

battery module used in the battery short fault.

The DIAG's for the battery ground, battery short, and

battery open fault diagnosis are shown in Figure 19, Figure

20, and Figure 21 respectively. The battery modules used

in the test cases are used in these graphs, however any of

the battery modules can be replaced in these graphs. These

test cases illustrates the powerful reasoning mechanism in

the DIAG approach. There are twenty-eight battery modules

in the battery system as well as one hundred sixty-eight

battery cells. A human monitoring the space power system

might take a considerable amount of time to determine which

battery module is shorted or open. AMPERES is able to

diagnose these three test cases accurately and within

approximately ten seconds. In the battery open test case,

the explanations or justifications of how the battery open

fault was determined can be found in an explanation list.

These explanations are the faults that can be asserted

while propagating through the sensors logical environment.
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This important part of the DIAG approach provides operators

of space power systems with justifications of how a fault

was determined.

Test case eight verifies the solar array system

failure fault with the solar array ammeter, A , and also
s

demonstrates AMPERES' ability to examine pre and post fault

data. A solar array system failure in AMPS can be caused

by either the main ammeter (A^^) , the main voltmeter (V^^) ,

or the solar array ammeter (A ). To determine which sensor
s

caused the solar array system failure, it would be helpful

to examine pre fault data as well as post fault data. For

example, if the main ammeter caused the disturbance, then

the battery ammeter (Aj^) would have changed from "charge"

to "discharge" and the main voltmeter would have changed

from "normal" to some "higher value". Having access to pre

fault data enables AMPERES to determine these important

facts. The DIAG for the solar array system failure fault

diagnosis with the solar array ammeter A causing the fault
s

is shown in Figure 22.

These eight test cases illustrate AMPERES' strengths

which include the ability to look at pre and post fault

data, concurrently acquire data and diagnose faults within

acceptable time constraints and differentiate between the

source of a fault and the consequences of a fault. The

inference scheme, formalized with DIAG, enables AMPERES to
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propagate through the sensors logical environment with the

expectation for relevant faults as well as provide

justifications about each sensor value along the logical

path. Another important strength of AMPERES is the KB

representation which includes generic descriptions of the

faults instead of specific descriptions of all the possible

fault cases.

62



CHAPTER V

CONCLUSIONS

The overall implementation scheme for a real-time

operating state assessment and fault diagnosis knowledge

based system for space power systems has been described.

The organization of AMPERES including the critical and

non-critical buffering, the concurrent task handling, as

well as the fault diagnosis scheme development of the

sensor value validation method and the DIAG formalism have

been discussed.

The validation results give useful information or

clues about the ongoing situation to the fault diagnosis

KBS. The DIAG approach facilitates the implementation of

the diagnosis process and enables the AMPERES to provide a

fault description in several different abstraction levels

and to answer queries for such different fault

descriptions. Initiating the fault diagnosis process from

looking at a sensor value and checking each potential fault

facilitates the diagnosis of multiple faults.

The generic descriptions of faults of various sensors

keeps the knowledge base small and coherent. The "context

switching" concept along with the development of semantic

primitive functions enable the rule representation in the

knowledge base to be more natural and clear. Combined with
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the DIAG data structure, the inference and knowledge

representation scheme implemented in AMPERES provides a

powerful reasoning tool for fault monitoring and diagnosis

tasks.
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APPENDIX

FAULT DESCRIPTIONS

LOAD CONNECT

A load connect condition occurs when the sensor

value of a load ammeter changes from a previous value of

zero to some new positive value. The previous value is

obtained by retrieving the sensors value at t-50ms (present

time - 50 milliseconds). This condition can occur with the

load ammeters ̂ 3^2''^110'

LOAD OVER CURRENT

A load over current fault occurs when the present

value of a load ammeter exceeds its present expected range.

This fault can occur with the load ammeters

LOAD DISCONNECT

A load disconnect condition occurs when the sensor

value of a load ammeter decreases from a previous non-zero

value to a value of zero. The previous value is obtained

by retrieving the sensors value at t-50ms (present time

50 milliseconds). This condition can occur with the load

ammeters
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BATTERY GROUND

A  battery ground fault occurs if the battery

voltmeter Vj^ shows some reduced voltage value and one of

the battery module voltmeters along with all the battery

module voltmeters below it have a present value of zero.

For example, if the battery module voltmeter were

grounded, then the present voltage values of through

V. ,. would be zero and V. would indicate a reduced value.
bl4 b

BATTERY SHORT

A battery short fault occurs when one of the battery

module voltmeters through Vj^28 ® present value of

zero and the remaining battery module voltages have normal

values. Consequently, the battery voltmeter Vj^ will show

some reduced voltage value.

BATTERY OPEN

The battery open fault occurs if one of the battery

cell voltmeters has a value of zero. Recall that each

battery module contains six battery cells. Therefore, the

remaining five battery cells in the battery module

indicating a battery open will have a normal value. As a

result, the battery module voltmeter and the battery

voltmeter will have values of zero.
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SOLAR ARRAY FAILURE

The solar array failure can occur one of three ways.

The first way is if the solar array ammeter A^ has a value

of zero during the day and the main ammeter A^ and battery

ammeter Aj^ have the same positive value, then the solar

array ammeter has caused the failure. The second way for a

solar array failure to occur is if the main voltmeter V
■' m

has a value of zero during the day. This results in the

main voltmeter causing the solar array failure. The third

way results in the main ammeter A^ causing the disturbance
and occurs when the value of the battery ammeter Aj^ changes

from "charge" to "discharge" (from a negative to a

positive) and the main voltmeter value changes from normal

to some higher value.
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