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ABSTRACT
Border security systems are a critical component in the prevention of the transnational trafficking of unlawful goods.  For economic, environmental, and public safety related reasons, it is obviously desirable to prevent the transferal of materials such as illicit drugs, nuclear material, and unlawfully present individuals across borders; however, the deployment of trafficking countermeasures is a daunting task, wrought with unique challenges, such as unfamiliar terrain, long distances, and a potentially harsh environment.
The purpose of this thesis is to suggest a method to combine three different types of sensor systems to accurately track an individual as he crosses a field of these sensors as well as accurately predict the track that the individual will take beyond the scope of these sensors.  Such a system could be used protect a border from trafficking by enabling the interception of those that would try to cross unauthorized.
The combination of the data from these sensors is accomplished using a modified Kalman filter and algorithms used in other multisensor tracking systems.  While the field of multisensory tracking has been explored fairly extensively, these algorithms have not been applied to the sensors available for this research.
After the theoretical application of these algorithms is discussed, experimental data is presented to clarify the benefits and disadvantages of applying this paradigm to this set of sensors.
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CHAPTER I 
Introduction and General Information
Border Security

Cooperative border security relies on a combination of technology and the active participation of a state to prevent the trafficking of illegal goods across borders.  This area is of special interest to those in the field of nuclear nonproliferation, where the transferal of radiological material across borders undermines the integrity of the systems in place to prevent the proliferation of nuclear weapons.  This research was started at Oak Ridge National Laboratory with this application in mind [4].

While preventing an agent from crossing a border may be a suitable solution to the issue of border security in some cases, creating sufficient barriers to entry in a country may be impractical.  For this reason, it is desirable to create a solution that involves tracking and intercepting individuals crossing a border instead of depending upon prevention alone.


Throughout the process of designing a border security system, additional metrics have been identified as being important to the success of any particular security system.  It is beneficial to minimize the time required to deploy a system and integrate it into the preexisting border security infrastructure within a state.  For this reason, it is highly desirable to use commercial, off-the-shelf hardware whenever possible.  This generally increases the speed and ease with which a system may be deployed.  The ability to sufficiently fulfill these requirements is what has led to the need to integrate the three sensor systems present in this research [3][4].

Goals


The goal of this research is to determine an accurate and efficient way to combine tracking data from three different types of ground sensors to track a target as it moves across a field of the sensors as well as to accurately predict the path the target will take beyond the field of the sensors so that an interception vector may be established.  Tracking a target as it is moving across a field of the sensors is largely trivial, however, predicting the path and velocity a target will take after leaving this field with a stated certainty is a more complicated problem wherein lies the crux of this research.
System Overview

The approach used in this research to aggregate data from the three types of sensors and predict a track for someone crossing their field is based upon the Kalman Filter.  The Kalman Filter is simply an estimator which uses system inputs and the previous Kalman Filter estimate to determine the most likely state of the system in the next time interval [1].  Computationally speaking, this type of filter is convenient, since it does not need to store data relating to all previous system states; instead, the previous state is an accurate amalgam of every system input and prediction since the first moment the system is implemented.  In terms of this research, if someone is being tracked across a field of sensors, one only needs to keep track of the next position and velocity estimations and the current position measurement instead of keeping track of all past position measurements.

Using Kalman Filtering in this track creation and prediction system has several benefits, namely that prediction is already incorporated into the creation of a track.  This is to say that once someone being tracked leaves the field of sensors, a prediction of his next position and velocity will already exist.  This prediction may be extrapolated to provide a position and time at which the individual may be intercepted along with the variance of the prediction.
While it would be nice to have a nice graphic user interface upon which to view path predictions for individuals crossing the sensors, this research focuses simply on the filtering methods needed to create an accurate prediction.  The creation of an easy-to-use graphic user interface implementing the path prediction methods discussed in this paper should be implemented in the imminent future.

Sensor Systems
This research centers on a border monitoring system which combines three types of ground sensors.  These sensors are commercial, off-the-shelf products, which is desirable because they are less expensive than proprietary sensor systems and because they generally implement established protocols for communication, making it easier to aggregate their data.  The three types of sensors used in this research are covered below.
Optasense Fiber Optic Acoustic Sensors
The Optasense Fiber Optic Acoustic Sensor (FOAS) uses a buried fiber optic cable to detect the presence of seismic or acoustic disturbances in the vicinity of the sensor.  The Optasense Distributed Acoustic Sensing technology works by monitoring light traveling through the fiber optic cable.  Impurities in the cable cause the light to be scattered or reflected in a certain way.  When the cable is stressed by a seismic or acoustic disturbance, the way the light is scattered is changed.  Using coherent optical time domain reflectometry, the FOAS system uses multiple light pulses to detect phase shifts caused by this strain and determines where along the cable a disturbance has taken place [5][6].  This system has shown to have a very high probability of detection for someone walking across it even if they are trying to move stealthily.  In testing at Oak Ridge National Laboratory, no test subject was able to circumvent detection by this system by moving stealthily [6].  
Southwest Microwave Electromagnetic Interference Sensors
The second type of sensor utilized in this research is the Southwest Microwave Electromagnetic Interference Sensor.  This sensor uses two buried coaxial cables to create an electromagnetic field.  Whenever something disturbs this field, the position of the disturbance along the cables is reported.  The cable is divided into cells of about 1.5 meters length, so the resolution of the of the crossing individual’s position is limited by that fact.  
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Figure 1 - Cross Section of the Southwest Microwave System [6]
Textron Wireless Seismic Sensors

The Textron Wireless Seismic Sensor utilizes a series of individual buried nodes to sense an individual walking among them.  This sensor is unique compared to the other two in that it operates as a number of unique nodes instead of a buried cable.  This has several benefits and drawbacks compared to the other sensors.  Each node listens for seismic disturbances, which could indicate that someone has entered the detection radius of the node.  Any detected disturbances are reported wirelessly to a “gateway” node, which may in turn relay the information to a computer and to software for analysis.  
CHAPTER II 
Literature Review
Multisensor tracking and noise filtering has existed for more than thirty years [1].  Because of this, a great deal of material already exists on the topic and proved to be very valuable for the sake of this project.  What follows is a brief summary of the papers and literature from which guidance and knowledge was drawn for this research.  
Sensor Noise Filtering and the Kalman Filter
Because the sensors being used in this research are not perfect instruments, there will always be a degree of noise in whatever measurements are achieved by their use.  The goal of filtering is to reduce this noise as much as possible to achieve the best possible picture of what is going on in the sensor system.   
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Figure 2. Shapes.
CHAPTER IV 
Results and Discussion
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