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ABSTRACT

Currently, microcomputer technology is assigned to specific tasks,
such as intercomputer communication and process control. However, a
relatively unexplored area of microminiaturization is the application of
power-line carriers in microcomputer alarm systems. The purpose of this
thesis is to establish a design system which will introduce the power
line as the carrier into the area of microcomputer alarm systems. This
design is divided into two parts. The first part is the design of the
power-line modem that ‘is the interface between the power line and the
microcomputer; the second part is the design of the necessary software

to make the system operable.
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CHAPTER 1
INTROBUCTION

Security is essential in the effective operation of any business.
With the increase in burglaries, more and more businesses are turning to
alarm systems for increased protection.

The selection of a suitable and reliable alarm system is not a
simple matter . Consequently, we should examine factors which determine
the requirements of an individual alarm system:

1. The threat--What is to be protected against?

2. The type of protection--What methods are available?

3. The types of sensors--What should be detected?

4. The method of alarm transmission--How is the signal sent and
who will respond?

A1l of the factors listed above lead us to think of the primary
function of an alarm system, which is to signal the presence of the
intruder. An intrusion alarm system is only part of the overall
protection needed; many large businesses will supplement this system
with guards and other security personnel, and even the smallest
operation will have a locked door. In addition, it is important for us
to recognize that the successful operation of a system depends upon not
only the system equipment but also upon its proper installation,
maintenance, and use.

In general the alarm system is composed of individual intrusion
alarm sensors and a master control unit. The individual intrusion alarm

sensors are usually connected to a master control unit that receives




their signals and causes a local alarm to sound, or alerts the police or
the central station to the fact that the system has entered the alarm
state or intruder state. The connection between the sensors and the
master control unit must be done with electrical wire.

The cost of installing and operating an alarm system will vary
significantly, depending upon the type of system, the type of electrical
wires and the community in which the business is located. As a rule, we
can expect that the cost of installing will be approximately equal to
the cost of the components that make up our system.

The main idea of this thesis is to design an alarm system that uses
the power line as a carrier in order to reduce the cost of installing
and to increase the flexibility of the system.

This system is composed of two main elements: the slave
microcomputers, which must be connected near the sensors, and the master
microcomputer, which is the equivalent of the master control unit.

This system appears be expensive, but with the progress of
microminiaturization the cost of a microcomputer will be just a few
dollars.

Chapter two of this thesis explains the general concept of a
telephone modem and how to design a power-line modem, as well as
presenting the electrical specifications of the modem designed.

Similarly, chapter 3 discusses the possible structure of our
microcoemputer alarm system in terms of both hardware and software, as

well as providing some background about error correcting and error

detecting code.




CHAPTER 2

MODEM DESIGN

Telephone, TV and radio, mail, periodicals, books, etc are the
principal ways that people use to communicate differents ideas, and the
sending and receiving of information. These ways are known as
communication systems. However, if the information transmitted is
digital data, then they are known as data communication systems.
Commonly, data communication systems use computers in their networks in
order to add the capacity to process more data. The components of this
system may be described as follows:

1. The terminal--It produces digital signals which are in the form
of the binary numbers one (ON, Vcc) and zero (OFF, Ground).

2. Transmitter Modem--It converts a digital signal to an analog
signal or vice versa. The modem is the interface between the terminal
and the communication channel.

3. The communication channel--It can be telephone lines, coaxial
cables, microwaves transmission, radio transmission, satellite
transmission, fiber optics, power line, etc. The most common and
convenient communication channel is the telephone line; however, the
selection of a communication channel is a function of the system that we
want to install.

4. Receiver Modem--It is like the first one, but it is used for

the front-end processor.
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5. The front-end processor--It is a computer and its main function
is to relieve the main computer of the communication tasks.

6. The computer--Commonly it is a mainframe or a personal
computer.

As we can see, it is possible to relate the components of our
microcomputer alarm system to the components of the computer data
communication system. They may be related in the following way: the
terminals are the slave microcomputers; the communication channel is the
power line; the front-end processor and the computer are the master
microcomputer; and the modems are the power-line modems. The function
of a microcomputer is a function of its own program; but what exactly is
the function of a modem? How does it work? Tc answer these questions
it is necessary to know how a telephone modem werks.

The purpose of the telephone modem is to translate the digital
signals which computers or microcomputers use into a form compatible
with the telephone system. Modems operate in originate mode (terminal
modem) and answer mode (computer modem). The difference between the two
modes lies only in the frequencies used by the modem. The basic
elements of the modem are the modulator--demodulator, the buffer
circuits, the carrier detector, and the ring and dial--tone detectors.
The modulator modulates the digital signal in FSK (Frequency Shift
Keying) where a zero is represented by 1070 Hz and a one by 1270 Hz, at
the originate mode, and by 2025 Hz and by 2225 Hz, at the answer mode.
These frequencies are for a low-speed asynchronous modems (transmission

rates up to 600 baud). For higher-speed asynchronous modems (1200

baud), a zero is represented by 1200 Hz and a one by 2200 Hz. The




reason these values must be chosen is because the bandwidth of the
telephone lines is between 300 Hz and 3000 Hz. Since the originate
modem and the answer modem work at different frequencies, the modem may
operate in full-duplex or half-duplex, where full-duplex is a mode in
which transmission and reception may occur at the same time and
half-duplex is the opposite. The demodulator demodulates the FSK signal
producing the original digital data. The buffer circuits produce
compatibility with the telephone lines. The carrier detector is a
signal that determines if the modem is operating or not. The ring and
dial-tone detectors detect the ring and dial tones if they are presented
in the telephone lines.

The main differences between the power-line modem designed in this

thesis and the telephone modem are:

Telephone modem Power line modem
Lines telephone lines power lines
Modulation FSK AM
Carrier detec. yes no
Modes Originate, Answer None
Operation Half and Full Duplex Half-Duplex
Carrier frequ. Between 300-3000 Hz Between 100-400 Khz

Buffer circuits yes yes




This power-1ine modem is composed of five functional blocks (Fig
2-1):

1. Modulator

2. Demodulator

3. Input-QOutput Transformer

4. Impedance Adapter

5. Power Supply

The Modulator

This first building block provides the carrier frequency which is
amplitude modulated by the digital signal (Fig 2-2). The heart of this
block is the integrated circuit XR-2206 made by Exar.

The XR-2206 is a monolithic function generator which can operate
over a frequency range of 0.01 Hz to more than 1 Mhz.

The selected carrier frequency is 180 Khz which was chosen for the
following reasons:

a. This frequency is not in the spectrum range from 550 Khz to
1600 Khz that is the A.M radio broadcasting range; therefore it does not
produce radio interference.

b. The impedance of the power line can be assumed inductive so
that the impedance increases when the frequency increases.

c. The demodulator works into a range of 0.01 Hz to 500 Khz.

The frequency of oscillation (fo) is determined by the external

timing capacitor C, and the resistor R. The frequency is given by:
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and can be adjusted by varying either R or C. In this implementation of

the design, R is varied to adjust the carrier frequency fo.

The Demodulator

This second building block amplifies and demodulates the analog
signals. This block is divided into two circuits, a signal amplifier
and a tone detector (Fig 2-3).

The signal amplifier uses a single low-noise operational amplifier
(NE 5534 N, Signetics) with a small-bandwidth of 10 Mhz.

The purpose of this signal amplifier is to increase the level of
the input, increasing the sensitivity of the modem. With a gain of
eleven, the sensitivity is approximated 5 mV rms.

The operational amplifier works as a noninverting amplifier (Fig

2-3), and its gain is given by:

A=~i?--~: I+ _BL (2-2)

and the input impedance (Ri) is approximately

Ri = __Ra Rb (2-3)
" Ra +Rb
The transformer T1 works as a coupled transformer between the tone
detector and the signal amplifier. The main function of T1 is to

isolate the two power supplies to avoid the power line noise that is in

V1.
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If the power supplies have the same ground level, and if the power
line noise in V1 is insignificant, then other designs may eliminate the
transformer T1 and connect the terminals A with B and Gl with G2.

The tone decoder is the IC LM 567. This IC is a general purpose
tone decoder designed to provide a saturated transistor switch to ground
when an input signal is present within the passband. It can adjust its
center frequency from 0.01 Hz to 500 Khz, and the smallest detectable
input voltage is 20 mV rms.

The center frequency (fo) of the tone decoder is equal to the free
running frequency of its VCO (voltage controlled oscillator). This

carrier frequency, fo, is given by:

_o_ 1 (2-4)
fo= 93311 ‘

and the bandwidth is fixed with C2 and C3.

Care is needed when selecting the bandwidth, because the number of
input signal cycles that the tone decoder needs to detect the input
signal increases as the bandwidth decreases. If the amount of cycles is
big, then it will generate a delayed output at the receiver producing a

timing error.

The Input-Output Transformer

This third building block provides the isolation between the power

1ine and the modem.
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Since the analog signal goes through the input-output transformer,
it must have a wide bandwidth to avoid an attenuated analog signal;
therefore, T2 should be a pulse transformer.

To study the passive network, shown in Figure 2-4, it is necessary
to find the equivalent network at the power-line side. An electrical
transmission line model (Fig 2-5) is used in this calculation.

The electrical transmission 1ine model (see figure 2-5) is composed
of two impedances XLdx and XIdx. Both impedances, in this case, depend
on the distance between the transmitter and the receiver. Assuming that
the distance is short, XL is almost a short circuit and XI is almost an
open circuit. Therefore, we can ignore XLdx and XIdx.

For the equivalent network (Fig 2-6), letting Ft be much bigger
than Fp and assuming an inductive Xp, then some conditions have to be

met:

At Fp At Ft
1. Xt2 > Xt2 —-> g
2. Xtl << Xt2 Xtl >> Xt2
3. Xp is a variable load Xp > Xp at Fp
4. Xp// (Xt2+Xtl) -> Xp Xp//Xtl-> Xp

Since the transmitter and the receiver are the same, its

input-output impedances are also the same, and they are related by:

_ Xcl Rl (2-5)
Xtl = 5T + R1
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Figure 2-6. Equivalent network at the power line side with one receiver

and one transmitter.




14

Xc2 R2 (2-6)

X2 = v T R?

[t might appear that the capacitor Cl, the resistor R2, and the
voltage spike protector Z1 have no function at all; however Cl improves
the shape of the analog signal, R2 discharges the capacitor C2 when the
moden is disconnected and Z1 has the capability to absorb high-voltage

transients.

The Impedance Adapter

This fourth building block generates the necessary current that the
small power line load needs in order to produce a significant output
voltage. This block only has one pnp-transistor (2N3906 with a
beta=300), two resistors and one capacitor (Fig 2-7).

The equivalent DC circuit is shown in Figure 2-7(b). Applying

Kirchhoff's voltage law

vl = Ie Rl + Vbe + Ib R2 +_¥;_ (2-7)

using the relations

Ie

Ib + Ic (2-8)

Ie =21b (2-9)

and the approximation

Vbe = 0.7 Volts (2-10)
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Figure 2-7. a) Common-Emitter Amplifier, b) Equivalent DC Circuit,

c) Equivalent AC Circuit.
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2 =@+ 1 (2-11)

we get the DC base current equation

b = (V1/2) - Vbe (2-12)
(1 +,@) Rl + R2

and the DC collector current as a function of Vce is

V1 - Vce. (2-13)

Ie = R1

which describes the DC load line for this circuit. This load line is
superimposed on the transistor characteristics (Fig 2-8). The
intersection between the DC load line and the transistor characteristics
is the Q-point which shows the values of Ic, Vce and Ib.

The AC circuit configuration is shown in Figure 2-7(c). We may
note that the capacitor C provides a short circuit like the power
supplies V1 and V1/2. The small-signal parameters (AC parameters) can
be found using the h-parameter model or graphic modes. This design uses
the graphic mode since it is easier to visualize how the output voltage
is affected by the power line load. The small-signal parameters in the

collector circuit are related by the equation

ic =it =2¥Yce (2-14)

where ic, vce, Xp are phasors. This equation describes the AC load line

for this circuit which is superimposed on the transistor characteristics

passing through the Q-point with a slope equal to -1/Xp. Looking at the
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AC load line, and the power line load, we can observe that the output
voltage is very small. We can then approximate the power dissipation of
the transistor (Pd) which is equal to Vce times Ic.

At this point, all the parameters are found; therefore, the voltage
output (Vp) is known. Since the stability of this block is not very
good and the impedance Xp is not a constant in time, the output voltage
(Vp) is variable in time. However, these problems do not produce a big
effect at the receiver end because the sensitivity of this modem is high

and the tone detector does not depend on the shape of the analog signal.

The Power Supply

This fifth and final block provides the necessary voltages and
currents that the modem requires. In this case the modem uses the power
supplies that are facilitated from the microprocessor systems research
tab.

Due to the fact that this design is an alarm system, it must have a
battery back up in order to maintain the system in operation when the
power line suddenly goes down.

If the design of the power supply does not have a transformer, then
a radio-frequency choke coil is added to avoid the attenuation of the

carrier frequency.

General Characteristics

The general characteristics are shown in table 2-1.
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Table 2-1
CHARACTERISTICS
Receijver Transmitter
Sensitivity 5mVrms 000000 eemecccmaa-
Output Vol. = ====--e- 1.6 Vols p-p

Carrier Fre.
Bandwidth
Sine Wave Dis.
Power Suppy
Power Dissipa.

Cycles Before
output

Max. Operating
frequency

Lowest Practical
frequency

180 Khz +10%
6%

10 & 5 Vols
750 m.Watts

80 cycles

500 Khz

.01 Hz

180 Khz +10%

< 2.5%
10 & 5 Vols

750 m.Watts

1 Mhz

.01 Hz




CHAPTER 3
SOFTWARE DESIGN

A1l the sophisticated hardware of our system is useless without
sophisticated software to make it run in accordance with'our wishes.

The software discussed in this chapter is necessary to produce a
communication between two microcomputers which work under special

conditions. Additionally, an idea of a complete alarm system is given.

General System

This alarm system is developed using microcomputers. These
microcomputers are divided in two categories, the master microcomputer
and the slave microcomputers. The slave microcomputers detect an
intrusion if it occurs; and the master microcomputer, by using the
information of the slave microcomputers, determines whether or not the
alarm should be activated.

A typical system would be composed of one master microcomputer, as
many as sixteen slave microcomputers, one alarm, and sensors (Fig 3-1).

If we want a more sophisticated alarm system, then the only
component that we need to change is the master microcomputer for a
personal computer in order to increase the performance of the initial
system. As we have seen, the master microcomputer can be a personal
computer, but the slave microcomputers could be designed using
inexpensive components in order to reduce the production cost, which

will automatically reduce the final cost of the alarm system.

20
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ALARM

M:, MASTER COMPUTER SLAVE 1 | =

55

P
SN o
S
~— SLAVE 15 /
RS232C .
¢/ LINES
P /P+C
S = SENSORS sLave 0 |
P = POWER LINE P+C
C = COMMUNICATION LINE I/0-F 1/D
I/0-F = ON-OFF INPUT ~ 1N POWER LINE
I/D = DELAYED INPUT

Figure 3-1. General alarm system.
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At this point, the term master may be used to identify the master
microcomputer, and the slave to identify the slave microcomputer.
Similarly, the slave microcomputers may be divided into slave zero, and
slave N, where N is a integer between 1...... 15. As shown in figure
3-1, the slave zero is more complex than the other slaves. The
functions of the slave zero are:

1. Protection of the master microcomputer (Tamper Protection)

2. Generation of a standard communication between the slave
microcomputers and the master microcomputer; using the RS232C format.
These functions are known as slave zero option.

On the other hand, the other slaves just have one function, that is
to detect an intruder, and this function is known as normal option. The
designer decides whether the slaves will offer both options, slave zero
option and normal option, to the user or not. The slaves must have a
rotary switch to select its own number (one of the sixteen), a push
button to start, a rotary switch to select the carrier frequency, and
maybe a switch to select the option.

Our last component is the sensors. The number of sensors that can
be connected is a function of the input-output ports that the slaves
have, and the mode of detection, on-off input (1/0-F), delayed input
(I/D), etc, is a function of its own software.

However, in this project the designed system is composed of one
master and one slave. The microcomputer used is the 8048 IMSAI SYSTEM.

In order to know how our design works, we need to study the

operational steps of the design, which are stated as follows (Fig 3-2):
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START  n=1,2,3,....  START }
1 Il 2nt1) C
T(2n
STANDBY STATE
—_— SLA
1 MASTER . ]'1 SENSOR 1/0-F
T(2n+2) /
1 WAIT FOR START SIGNAL I:L_.
1 - S1oH NORMAL STATE
.l MASTER SLAVE ]
51-H
nd
] 51-H INTRUDER STATE
-4 MASTER > SLAVE “
41-H
§ _ WAIT FOR THE PASSWORD 4 41-H
.3 r
| 01-K 31
- MASTER 4—'_———’ SLAVE * 1.’ —
' 41-§  O1-H p—des
OR

Figure 3-2. Operational steps of the alarm system.
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1. When the power is applied, both microcomputers will go to the
standby state.

2. To leave the standby state, one must press the start
push-button on the slave and on the master, in the same order, to begin
the operation.

3. The communication between the master and the slave begins.

This state is known as the normal operation state. In this state the
master transmits the code 51-H and the slave responds with the same code
if no intrusion is detected. However, if the master does not detect the
slave's transmission, the master will activate the alarm.

4. If an intrusion is detected, the slave responds with the code
41-H instead of 51-H, and the alarm is activated by the master. This
state is known as the intruder state.

5. In the intruder state the master waits for the reset password
which will be introduced by the user. When the password is introduced
to the master, it sends the reset code 0l1-H and the slave could respond
with one of the following codes:

i. If the intruder's signal disappears, it responds with the code
01-H.

ii. If the intruder's signal persists, it responds with the code

41-H.

As a consequence, the system will become stable in the normal operation

state, or in the intruder state.
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In order to implement these operational steps in our microcomputer
alarm system, the master program (Fig 3-3) and the slave program (Fig
3-4) were developed. The routines that have a star (*) imply monitor

routines.

Error Correcting Codes

Since the power line is a random source of noise, the use of error
detecting and correcting codes is needed. This design uses a single
error correction plus a double error-detection code. To perform the
single error correction the system uses the Hamming code (7,4), and to
perform the double error detection the system just adds one more parity
check that looks over the whole message. Thus, the final code is (8,4).

How does the Hamming error correcting code work to correct single
error over four binary digits? It works as follows:

The inequality
m
2 z2(m+ k) +1 (3-1)

must be satisfied for a single error correction code, where
"k" is the number of bits of the initial message (in this case k=4)
"m" is the number of independent parity checks and

"(m + k) = n" is the number of bits of the encoded message.

For "k=4", one can observe that for "m" greater or equal than

three, the inequality is satisfied. Therefore, one has to select the

value of "m" equal to three in order to obtain the minimum length of the




(  START )

INITIALIZATION
CLEAR DISPLAY
SELECT MEMORY BANK
DISPLAY OF-H

* CALL KEYINPUT

A<=51-H

CALL TRANSMIT

A<=00-H
TIMER<=A
START TIMER

Figure 3-3. Master Program Flow Chart.
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CALL RECEIVE

NO
®
START THE ALARM
lo—
* CALL KEYINPUT
NO

STOP THE ALARM
A<=01-H

Figure 3-3. (Continued).
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‘ START ’

INITIALIZATION
CLEAR DISPLAY
SELECT MEMORY BANK
DISPLAY 01-H

* CALL KEYINPUT

NO
A=01-H
0
F1<=1-B
CALL RECEIVE
NO

F1<=0-B

Figure 3-4. Slave Program Flow Chart.
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A<=51-H

29

A<=01-H

CALL TRANSMIT

A<=41-H

'CALL TRANSMIT

Figure 3-4. (Continued).
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encoded message. Thus, the Tength of the encoded message is equal to
seven,
Now, we know that the number of parity checks is three ("m").

These parity checks are given by:

HO = DO + D1 + D3 (3-2)
Hl = DO + D2 + D3 (3-3)
H2 = D1 + D2 + D3 (3-4)

where HO, H1, H2 are the parity checks, DO, D1, D2, D3 are the bits of
the initial message and "+" is addition in the Galois field of order 2
or the Exclusive-Or function.

Therefore, our encoded message is

1 2 3 4 5 6 7
HO H1 DO H2 D1 D2 D3

where 1...... 7 are the relative positions of the bits.

Now, let us illustrate how to find the parity checks:

Suppose the initial message is 1011, where DO=1, D1=0, D2=1 and
D3=1. If we want to compute the values of the parity checks (HO, H1,
H2), then we need to plug the initial message values into the parity

checks equations (3-2), (3-3), (3-4)

HO=1+0+1=0
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H1

1+1+1

i
—

H2=0+1+1

1]
O

giving us as a result the following encoded message:

At this point, we know how to find the necessary parity checks to
correct a single error, but we need to find the necessary parity check
in order to detect double errors. This parity check H3 watches over the

whole encoded message; thus , H3 is given by:
H3 = HO + H1 + DO + H2 + D1 + D2 + D3 (3-5)

Similarly, another equation of H3 is derived from substituting HO,

H1, HZ in their own equations, leaving us with:
H3 = D0 + D1 + D2 (3-6)
Thus, the final encoded message is:

1 2 3 4 5 6 7 8
HO H1 DO H2 D1 D2 D3 H3
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When encoding, it is not too difficult to show that if the bits of
the initial message are four, then the number of different initial
messages is 16. Since this number is not very big, it is possible to
generate a table with all the final encoded messages, which are also 16
(Table 3-1).

Observing this table, the relative positions of the final encoded
message are the same, but they are in different places. This is done in

order to design a simple decoder routine.

1 2 3 4 5 6 7 8 1 3 7 6 5 2 4 8
HO H1I DO H2 D1 D2 D3 H3 HO DO D3 D2 D1 H1 H2 H3

At this point, we can see that the process of encoding is reduced
to a small table. This table is the encoder routine that the
microcomputer uses.

Since the final encode message is created and transmitted, the
decoder process at the receiver end begins. For a single error
correction code, the process of decoding is not very difficult. The
decoding process uses the syndrome parity checks (Px) in order to
determine the relative position of the error (the syndrome). The

syndrome parity checks are given by:

PO = HO + DO + D1 + D3 (3-7)
Pl =H1 + D0 + D2 + D3 (3-8)
P2 = H2 + D1 + D2 + D3 (3-9)




Table 3-1

ENCODED MESSAGE
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INITIAL
MESSAGE
RELATIVE POSITION
1 3 7 b 5 2 4 8 Hex.
Hex. No HO DO D3 D2 DI H1 H2 H3 1 2
0 0 0 0 O
1 0 1 C 5
0 1 1 8 B
1 1 0 4 E
1 1 1 1 7
0 1 0 D 2
1 0 0 9 C
0 0 1 5 9
1 1 0 A 6
0 1 1 6 3
1 0 1 2 D
0 0 0 E 8
0 0 1 B 1
1 0 0 7 4
0 1 0 3 A
1 1 1 F F
A2 Al A0
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If no error occurs P0=P1=P2=0; if an error occurs, then the
relative position of the error (the syndrome) is the decimal
representation of the binary number (P2 P1 PO), where PO is the less
significant bit.

To illustrate this function, suppose that the transmited message is

Plugging the values of the received message into the syndrome parity

check equations (3-7), (3-8), (3-9)

PC=0+1+0+1=0
Pl=0+1+1+1=1
P2=0+0+1+1=290

We obtain from P2=0, P1=1, P0=0 the decimal number 2, which represents

the relative position of the error (the syndrome).
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For a double error-detection code, the decoding process uses one
more syndrome parity check P3, that looks over the whole received

message. This is found by:

P3=HO + H1 + DO + H2 + D1 + D2 + D3 + H3 (3-10)

Knowing P3, the system can determine whether a simple error or a
double error is detected:

i. If a simple error is detected, then it must be corrected.

i1. If a double error is detected, then it must indicate its
occurence.

The procedure to determine when to correct a sing]é error or when

to indicate a double error, is shown in table 3-2.

Table 3-2
ERRORS
Situation Conclusion Action
If (P2, P1, PO) and P3
0 0 no error Do nothing
0 1 error in H3 Do nothing
Syndrome 1 one error Correct the error

Syndrome 0 two error Indicate two errors
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Now, a good question is how will the microcomputer do this? At the
receiver, the transmitted message is stored in the accumulator as

follows:

1 3 7 6 5 2 4 8 (Relative position)
HO DO D3 D2 D1 Hl H2 H3
A7 A6 A5 A4 A3 A2 Al AC (Accumulator bits)

Next, the values of the syndrome parity checks P3, P2, P1, PO are
found using the procedure that is shown in figure (3-5). This procedure
is used by the Decode-I Routine (Fig 3-6) in order to find the syndrome
parity checks.

With the values of P3, P2, P1, PO we can determine if the error is
single or double:

i. If the error is double, then the microcomputer sets the
register four (R4) different to zero (R4 in the register bank zero).

ii. If the error is single, then it is corrected using the table
3-3.

Our system determines the kind of error using the Decode-II Routine
(Fig 3-7) which uses the procedure that is in the table 3-2, corrects
the error using the Corword Routine (Fig 3-8(a)) which uses the table
3-3, and restores the initial message using the Fix-D Routine (Fig

3-8(b))
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Ho { Do | D3 | D2 | D1 | H1 | H2 | H3 —-.l_-l l"J"I“l"I"l"l—l'_]

P3

[_‘l [‘q"l"l"l"I“l }_J- H3 | Ho Do D3 | D2 | D1 H1 | H2

P2

H2 | H3 | Ho | Do | D3 | D2 | D1 | H1 LLFJ--J--]--]—-I'{]J

P1

Hl1 | H2 | H3 | Ho | Do | D3 D2 | D1

Po

Figure 3-5. Procedure to determine the syndrome parity checks.




A<==>R7
A(:é
A<==>R7

NO

‘ START ’

R5<=A
R7<=00-H
R6<=09-H

C<=0-B

N

A7---->A0

]

R6<=R6-1

1l

[——

|

A<=00-H

T

—
9

Figure 3-6. Decode-I Routine Flow Chart.

|l||‘||l NO
A<=R7
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R7<=A
A<=R5
R6<=03-H

__F
—

C<=0-B

YES
C<=g
YES
C<=C
YES
C<=g
YES
C<=g

Figure 3-6. (Continued).




A<==>R7

P

A<=>R7
R6<=R6-1

NO

R6=0

A<=R7

lo-1 [P3jp2lpifpo]

‘ RETURN ’

Figure 3-6. (Continued).
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Table 3-3
CORRECTOR
Syndrome Bit to Complement Corrected Words
1 A7 80-H
2 A2 04-H
3 A6 40-H
4 Al 02-H
5 A3 08-H
6 A4 10-H
7 AS 20-H
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‘ START ’

R5

A=0-H,P3P2P1Po
=HoDoD3D2D1H1H2H3

CALL CORWORD

A<=A(ex-or)R5

R4<=00-H

NO

NO

A<=A(and)07-H R4<=R4+1

NO

A=

CALL FIX-D

< RETURN >

Figure 3-7. Decode-II Routine Flow Chart.
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< START )
A=HoDoD3D2D1H1H2H3 //]

‘ START ’ ‘ START ’
1
) -
A=0-H,0,P2P1P0 A=0-H,D3D2D1Do

A<=A+S.table-3 A<=A+S.table-1
A<=AQ A<=A@
» N
L 1L ]
S~

RETURN { RETURN )
(a) E X-H D3D2D1Do ;I ()

A<=A(and)OF-H

< RETURN ’

(b)

Figure 3-8. Flow charts of a) Corword routine, b) Fix-d routine,

c) Encode Routine.
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As we have shown, the transmitted message is composed of four
hexadecimal characters instead of two. The Transmit Routine (Fig 3-9)
transmits the four hexadecimal characters using the procedure that is
shown in the figure 3-10, and the Receive Routine (Fig 3-11) receives

the transmited message using the procedure that is shown in figure 3-12.



Figure 3-9.

‘ START ,

RO<=A

Rl<=qQF-H

A<=A(and)R1

CALL ENCODE

* CALL TELEOUT

A<=RO

A<=A(and)R1

CALL ENCODE

* CALL TELEOUT

RETURN

Transmit Routine Flow Chart.
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A7 A6 A5 A4
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A3 A2 A1 A0

D3 D2 Dl Do

5
2
Ho Do p3 D2 D1 H1 H2 H3
1 1 0 1 1o 0 1 0
————et —_—
h) 2
1 1 0 0 0 1 0 1
—t e et
C 5
6
3

Figure 3-10. Procedure

é

to transmit the encoded message.



‘ START '

* CALL TELEINPUT

CALL DECODE-I

CALL DECODE-II

RO<=A

% CALL TELEINPUT
CALL DECODE-I

CALL DECODE-II+2

~
J L]
f—

L

A<=A(or)RO

CALL TIME

‘ RETURN ’

Figure 3-11. Receive Routine Flow Chart.
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’%
:

Figure 3-12. Procedure to receive the encoded message.



CHAPTER 4

CONCLUSIONS

This project illustrated the different steps which may be employed
in order to design a small microcomputer alarm system using the power
line as a carrier. The use of the power line reduces the installation
cost and increases the flexibility of the system. However, if the
power-line path includes power transformers, attenuation of the carrier
frequency occurs; as a consequence the transmitted signal may not be
detected. Therefore, the system may not be used in some areas of the
protected environment. One solution of this problem is the use of
capacity by-pass around the transformers. Further analysis is required
to understand the characteristics of this powerline communication
channel. Another problem appears if the distance between the
transmitter and the receiver is too large.

Other important aspect is the total cost of the system; initially
the cost will be moderate or high, but with the steadily increasing
power of microcomputers, coupled with steadily decreasing hardware
costs, the price of this system will be available at a modest cost in

only a few years.
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SYSTEM SOFTWARE



LINE

00100
00200
00300
00400
00500
00600
00700
00800
00900
01000
01100
01200
01300
01400
01500
01600
01700
01800
01900
02000
02100
02200
02300
02400
02500

ADDR

0cao
0Co1
0Co3
0C05
0co7
0C09
ocoB
0CoD
0COF
0C11
0C13
0C15
0Clé
0C17
0C18
OC1A
0C1C
0C1E
0C20
0C22
0C23
0C24

INST

FS

F480
230F
F485
F48D
D30F
9607
F480
2351
F4A0
2300
62

55

OE

521C
8420
162B
8417
F4BO
A8

FC

960F

SOURCE

COMMENTS

o Je e ok e sk e vk e e %k K vk e 3k s Sk sk vk sk e e sk 3k 3 sk ke e sl sk e e e Sk % e sk ke ok e ok v K Kk
b

o %K K KK Kk Kk
b

MASTER PROGRAM

% Yo % %k %ok K

» Y% e vk e sk sk e 3k o e ke ke sk vk ok e 3k gk vk ok 3k sk 9k ok e 3k ok 3k ok ok e 3k ok e ok ok ok ek 3k ok ok e
b

AA:

BB:
DD:

T3:

T1:

T2:

SEL MB1
CALL CLEAR
MOV A,#OFH
CALL DISP
CALL KEIP
XOR A,#OFH
JINZ AA
CALL CLEAR
MOV A,#51H
CALL TRANS
MOV A,#00H
MOV T,A
SIRT T
MOVD A,P6
JB2 T1

JMP T2

JFT EE

JMP T3
CALL RECEI
MOV RO, A
MOV A,R4
JNZ BB

;SELECT MEMORY BANK 1
;CLEAR DISPLAY
;DISPLAY OF-H

; STANBY STATE

;WAIT FOR THE START
; SIGNAL

;CALL TRANSMIT

;WAIT FOR THE

; TRANSMISSION

;OF THE SLAVE

; IF P62=1 GOTO T1
;RECEIVE THE SLAVE'S
; TRANSMISSION

;DETERMINE THE STABLE
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02600
02700
02800
02900
03000
03100
03200
03300
03400
03500
03600

0C26
ocz7
0C29
0C2B
0C2D
0C2F
0C31
0C33
0C35
0C37
0C39

F8

D341
960F
230A
F485
F48D
D30A
962F
F480
2301
8411

EE:

CC:

MOV A,RO
XOR A,#41H
JNZ BB

MOV A,#0AH
CALL DISP
CALL KEIP
XOR A, #0AH
JNZ CC
CALL CLEAR
MOV A,#01H
JMP DD

; STATE (INTRUDER OR
;NORMAL STATE)

; START THE ALARM
;WAIT FOR THE

; PASSWORD

; INITIALIZE THE RESET
; CODE

58



LINE ADDR
00100

00200

00300

00400 0COO0
00500 0Co01
00600 0CO3
00700 0COS5
00800 0Co7
00900 0C09
01000 o0cCoB
01100 ocoD
01200 OCOF
01300 0C10
01400 0C11
01500 0C13
01600 0C15
01700 0C17
01800 0C19
01900 oC1B
02000 0C1D
02100 OC1F
02200 0C21
02300 0C23
02400 0C25
02500 0C26

INST

F5

F480
2301
F485
F48D
D301
9607
F480
A5

B5

F4BO
4625

D301,

€628
761F
2341
8421
2351
F4A0
8411
AS

841B

SOURCE
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COMMENTS

« e 3k gk v e e e e sk ke vk e 3k ok e e 3k 3k 3k ok Sk e ke e e K 3k K e 3K 3 3k K ok e T e K v ok T e 3k ko
b

R 2 .23 2
3

SLAVE PROGRAM

%K KK KKk KKk

o %% e ok s e v e 3k v ke ok ke e sk e 3k ok 3k e de e ke ok T K 3k 3k e 3k vk 3k gk e 3k e ok K ek 3k ke
3

HH:

FF:

GG:

OD:
EE:

BB:

SEL MB1
CALL CLEAR
MOV A,#01H
CALL DISP
CALL KEIP
XOR A,#01H
JNZ AA
CALL CLEAR
CLR F1

CPL F1
CALL RECEI
JNT1 BB
XOR A,#01H
Jz CC

JF1 DD

MOV A,#41H
JMP EE

MOV A,#51H
CALL TRANS
JMP FF

CLR F1

JMP GG

;SELECT MEMORY BANK 1
;CLEAR DISPLAY
;DISPLAY 01-H

; STANBY STATE

;WAIT FOR THE START

; SIGNAL

;CALL RECEIVE
;DETERMINE THE CONDITION
;OF THE I/0-F SENSOR
;NORMAL STATE

;CALL TRANSMIT
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02600 0C28 2301 CC: MOV A,#01H ;RESET SIGNAL
02700 0C2A F4A0 CALL TRANS ;CALL TRANSMIT
02800 0C2C 840F JMP HH




LINE

00100
00200
00250
00300
00400
00500
00600
00700
00800
00900
01000
01100
01200
01300
01400
01500
01600
01700
01800
01900
02000
02100
02200
02300
02400

ADDR

0F00
OF01
0F02
0F03
0F04
0F05
0F06
0F07
0F08
0F09
OFCA
OF0B
OFoC
OFOD
OFOE
OFOF
OF10
OF11

INST

00
C5
88
4E
17
D2
9cC
59
A6
63
2D
E8
Bl
74
3A

AE
83

SOURCE

COMMENTS

61

.************************************************
’

o Y de Kk % Kk kK k
b

o Y% ¥ % X ek K
3

ENCODE ROUTINE

TABLE 3-1

% % Fe Je e K K K

% ¥k %k Kk ok ok

» J0% 3K % %k e 3 s vk e ke K vk ke K ok e 3 v v e e ke dk Kk 3k ok e 3Kk v ok e ok e vk 3k ok 3 ok 3k T 3k vk K ok T Kk
]

TABL1: EN-#0
EN-#1
EN-#2
EN-#3
EN-#4
EN-#5
EN-#6
EN-#7
EN-#8
EN-#9
EN-#A
EN-#B
EN-#C
EN-#D
EN-#E
EN-#F

ENCO:  MOVP A,RA
RET

; INITIAL MESSAGE
; INITIAL MESSAGE
; INITIAL MESSAGE
; INITIAL MESSAGE
; INITIAL MESSAGE
; INITIAL MESSAGE
; INITIAL MESSAGE
; INITIAL MESSAGE
; INITIAL MESSAGE
; INITIAL MESSAGE
; INITIAL MESSAGE
; INITIAL MESSAGE
; INITIAL MESSAGE
; INITIAL MESSAGE
; INITIAL MESSAGE
; INITIAL MESSAGE
;ENTRY POINT
;RETURN

0

[op RN v « BER 1

M m O

.***********************************************
3

« Y 3 % % v Kk
’

DECODE-I ROUTINE

% % % de Kk Kk Kk Kk

.***********************************************
’



02500 0F20 AD DECO1: MOV R5,A ;ENTRY POINT

02600 OF21 BFOO MOV R7,#00H ;

02700 OF23 BEO9 MOV R6,#0%H ;

02800 OF25 97 CLR C ;

02900 OF26 E62B BB: JNC AA ;DETERMINE THE
03000 OF28 2F XCH A,R7 ; SYNDROME
03100 OF29 37 CPL A ;PARITY CHECK
03200 OF2A 2F XCH A,R7 s (P3)

03300 OF2B 67 AA: RRC A ;

03400 0F2C EE26 DJINZ R6,BB ;

03500 OF2E FF MOV A,R7 ;

03600 OF2F 67 RRC A ;

03700 OF30 BFOO MOV A,#0CH ;

03800 0F32 F7 RLC A ;

03900 OF33 AF MOV R7,A ;

04000 OF34 FD MOV A,R5 ;

04100 OF35 BFO3 MOV R6,#03H ;

04200 OF37 77 CC: RRA ;DETERMINE THE
04300 OF38 97 CLR C ; SYNDROME
04400 0F39 1248 JBO DD ;PARITY CHECKS
04500 OF3B 524B HH: JB2 EE ; P2, P1, PO
04600 OF3D 724E IT: JB3 FF ;

04700 OF3F 9251 JJ: JB4 GG ;

04800 0F41 2F KK: XCH A,R7 ;

04900 OF42 F7 RLC A ;

05000 OF43 2F XCH A,R7



05100 OF44 EE37 DJINZ R6,CC ;

05200 OF46 FF MOV A,R7 ;
05300 OF47 83 RET ;RETURN
05400 OF48 A7 DD: CPLC ;
05500 OF49 E43B JMP HH ;
05600 OF4B A7 EE: CPLC ;
E43D JMP 11 ;
A7 FF: CPLC ;
E43F JMP JJ ;
A7 GG: CPLC ;
E441 JMP KK ;

.***********************************************
3

o Yook %k % Fe Xk ¥ % e %k % Kk Kk
; CORWORD ROUTINE

» Yo%k g ek Kk Kk - % e % K K K K Kk
; TABLE 3-3

.***********************************************
b

00 INIT3: SO ;NEVER OCCUR

80 S1 ; COMPLEMENT A7
04 S2 ; COMPLEMENT A2
40 S3 ; COMPLEMENT A6
02 S4 ; COMPLEMENT Al
08 S5 ; COMPLEMENT A3
10 S6 ; COMPLEMENT A4
20 S7 ; COMPLEMENT A5

0354 CORW:  ADD A,#INIT3 ;ENTRY POINT
A3 MOVP A,GA ;
83 RET ; RETURN




07600
07700
07750
07800
07900
08000
08100
08200
08300
08400
08500
08600
08700
08800
08900
090600
09100
09200
09300
09400
09500
09600
09700
09800
09900

OF60
0F62
OF64
OF66
OF67
OF68
OF6A
0FeC
OF6E
OF6F
0F71

0F72
0F73
0F74
0F75
0F76
0F77
0F79

BCGO
7268
Co6E
1C
83
5307
C66E
F45C
0D
F472
83

F7
F7
77
47
F7
530F
83

= Je o sk ek e ok ke ke 3K 3Kk ok v 3K Sk e 3k ok 3k ke 3k ok ok vk 3 ok e Sk 3k T % kK K o ok e e X
b

;******** DECODE_II ROUTINE % % Kk Kk v kek

;******** TABLE 3_2 Y e e Kk vk kK

o Je 3 3k 3k sk e o ke K ok ke e 3k ok ok K e K K 3k gk ek e K ok ok dk e e e 3k kv e K 3 e K K ok vk
3

DECO2:

BB:

MOV R4,#00H ;ENTRY POINT
JB3 AA ;

JZ BB ;

INC R4 ;

RET ;RETURN

ANL A,#07H ;

JZ BB ;

CALL CORW ;CALL CORWORD
XRL A,R5 ;

CALL FIX-D ;

RET ;RETURN

o K3 o vk v 3k Kk ok K vk kK S e K ke ok K ke S e ok sk ok sk ok K 3k 3k K 3 ok vk vk e ke sk v ok vk vk
b

RHEHKHR FIX-D ROUTINE o KKKk
R TR e PR —
FIX-D: RLCA ;ENTRY POINT

RLCA :

RAA ;

SWAP A ;

RLCA ;

ANL A,#OFH ;

RET ;RETURN
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10000
10100
10200
10300
10400
10500
10600
10700
10800
10900
11000
11100
11200
11300
11400
11500
11600
11700
11800
11900
12000
12100
12200
12300

0F80
OF81
0F83
OF84

OF85
0F86
OF88
OF8A
OF8B
OF8C

OF8D
OF8E
0F90
0F91
0F92

E5
5413
F5

E5
5462
541F

FF
83

ES
5434
F5
AF
83

65

.***********************************************
’

;******** CLEAR ROUTINE % Yo Kk % kK s Kk

.***********************************************
3

CLEAR: SEL MBO ;ENTRY POINT
CALL *CLEAR ;CALL MONITOR ROUTINE
SELL MB1 ;
RET ;RETURN

.**********************************************
b

[ RREI KKK DISPLAY ROUTINE ek e e
o FHARHHKH KA AR KKK KKK KKKk KKK S
DISP:  SEL MBO ;ENTRY POINT

CALL *DGS ;CALL MONITOR ROUTINE

CALL *QUTDSP ;CALL MONITOR ROUTINE

SEL MBI ;

MOV A,R7 ;

RET ;RETURN
P
R—— KEYINPUT ROUTINE .
IR AR KRR H KR AR K
KEIP:  SEL MBO ;ENTRY POINT

CALL *KEYINP ;CALL MONITOR ROUTINE
MOV R7,A ;

SEL MB1 ;

RET ;RETURN



12400
12500
12600
12700
12800
12900
13000
13100
13200
13300
13400
13500
13600
13700
13800
13900
14000
14100
14150
14200
14300
14400
14500
14600
14700

0F93
0F94
0F95
0F97
0F98

0F99
OF9A
0F9B
0F9D
OF9E

OFAO
0FAl
OFA3
0FA4

0FA6

55

7448
F5
83

55
ES
7469
F5
83

A8
B9OF
59
F410
F493

.***********************************************
b

REKKK KK TELEOUT ROUTINE Yok S e e
R KRR IR ok 3
TELO: STRT T ;ENTRY POINT

SEL MBO ;

CALL *TELEOUT  ;CALL MONITOR ROUTINE

SEL MB1 ;

RET ;RETURN

.***********************************************
’

o RE KKK TELEINP ROUTINE e o e ek e
o FHTHHHH KKK KA KK S ok ok ok e o
TEINP: STRT TIMER ;ENTRY POINT

SEL MBO ;

CALL *TELEIN ;CALL MONITOR ROUTINE

SEL MB1 ;

RET ;RETURN
, FOHRFK KKKk K e ek o
R KKk TRANSMIT ROUTINE e de sk ek 3o e
o Rk FIGURE 3-8(A) Feok Sk e e
bt T T S L LT r——
TRANS: MOV RO,A ;ENTRY POINT

MOV R1,#0FH ;

ANL A,R1 ;9TEP 1

CALL ENCO ;CALL ENCODE (STEP 2)

CALL TELO ;CALL TELEOUT (STEP 3)
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14800
14900
15000
15100
15200
15300
15400
15500
15550
15600
15700
15800
15900
16000
16100
16200
16300
16400
16500
16600
16700
16800
16900
17000
17100
17200

OFA8
OFA9
OFAA
OFAB
OFAD
OFAF

OFBO
0FB2
OFB4
OFB6
OFB7
OFB9
0FBB
OFBD
OFBE
OFBF
OFC1

OFC2
OFC3

F8 MOV A,RO ;

47 SWAP A ;

59 ANL A,R1 ;STEP 4

F410 CALL ENCO ;CALL ENCODE (STEP 5)
F493 CALL TELO ;CALL TELEOUT (STEP 6)
83 RET ;RETURN

.***********************************************
3

HH KKK RECEIVE ROUTINE HoR Kk ek e
KRR X FIGURE 3-8(B) - Yo S
o R A KK KKKk kKKK ko ok s ko ko

F499 RECEI: CALL TEINP ;ENTRY POINT (STEP 1)

F420 CALL DECO1 ;CALL DECODE-I (STEP 2)

F460 CALL DECO2 ;CALL DECODE-IT (STEP 2)

A8 MOV RO,A ;STEP 3

F499 CALL TEINP ;CALL TELEINP (STEP 4)

F420 CALL DECO1 ;CALL DECODE-I (STEP 5)

F462 CALL DECO2+2 ;CALLIDECODE-II+2 (ST 5)

47 SWAP A ;STEP 6

48 ORL A,RO ;STEP 6

F4C2 CALL TIME ;

83 RET ;RETURN

.***********************************************
y

KKK KK TIME ROUTINE Sk K ok Sk
§ HHHHAK TR HHH KKK e e e

A8 TIME: MOV RO,A ;ENTRY POINT

23BC MOV A, #BCH ;
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17300 OFC5
17400 OFCé
17500 OFC7
17600 0FC9
17700 OFCB
17800 GOFCC

62
55

16CB BB:

E4C7

83

MOV T,A
SIRT T
JTF AA
JMP BB
MOV A,RO
RET

;WAIT FOR THE
;END
;OF THE TRANSMISSION

;RETURN
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TELETYPE MONITOR ROUTINES



LINE

00100
00200
00300
00400
00500
00600
00700
00800
00900
01000
01100
01200
01300
01400
01500
01600
01700
01800
01300
02000
02100
02200
02250

ADDR

0348
034C
034E
034F
0351
0353
0355
0357
0358
035A
035C
035D
035E
035F
0360
0361
0362
0364
0366
0368

INST

At
BAOB
97
1653
644F
E65A
2308
9F
645D
2304
8F
97
A7

67
AE
238D
7449
EA4F
83

SOURCE
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COMMENTS

.***********************************************
1

j xRk TELETYPE OUTPUT DRIVER 110 BAUD *¥kksxxx

.***********************************************
b

TELEOUT:

TELEL:

TELE2:

BITOUTL:

BITOUT3:

MOV R6,A
MOV R2,#11
CLR C
JTF TELE2
JMP TELE1
JNC BITOUT1
MOV A,#0BH
ANLD P7,A
JMP BITOUT3

MOV A, #4
ORLD P7,A

CLR C
CLP C
MOV A,R6
RRC A
MOV R6,A
MOV A,#-67
CALL TIMEND

DINZ R2,TELE1

RET

; SAVE

;BIT COUNT

;FOR START BIT

;WAIT FOR TIMEOUT
;OUTPUT 0 BIT
;OUTPUT INVERTED 1 BIT
;PORT 7 BIT 2

;FOR STOP BITS

; FOR 9040 USEC DELAY
; SET TIMER AND START
;GET NEXT BIT IF ANY
; RETURN
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02300 5 FHFAK KKKk
02400 j kR TELETYPE INPUT ROUTINE 110 BAUD ***kskxx
02500 b S T
02600 0369 BAO8 TELEIN: MOV R2,#8 ;8 BITS/BYTE

02700 0368 OE T1: MOVD A,P6 ;READ LINE

02800 036B 5268 JB2 T1 ;

02900 036E 23DE MOV A,#-34 ;HALF BIT TIME

03000 0370 7445 CALL TIMEQUT+2 ;START CLOCK

03100 0372 23BD MOV A, #-67 ;

03200 0374 7445 CALL TIMEOUT+2 ;

03300 0376 OE MOVD A,P6 ;READ LINE

03400 0377 5268 JB2 T1 ; FALSE START BITE

03500 0379 238D T3: MOV A,#-67 ;

03600 0378 7445 CALL TIMEQUT+2

03700 037D OE MOVD A,P6 ;

03800 037k 67 RRC A ;

03900 037F 67 RRC A ;

04000 0380 67 RRC A ;BIT IN CARRY

04100 0381 FE MOV A,R6 ;

04200 0382 67 RRC A ;MERGE NEW BIT

04250 0383 AE MOV R6,A ; SAVE

04300 0384 EA79 DJNZ R2,T3 ;GET NEXT BIT

04400 0386 7443 CALL TIMEOUT ;WAIT FOR STOP BIT

04500 0388 FE MOV A,R6 ;RETRIEVE BYTE




04600
04700
04800
04300
05000
05100
05200
05300
05400
05500
05600
05700
05800
05900
06000
06100
06200
06300
06400
06500

06600

0389

0343
0345
0347
0349

02F4
02F5
02F6
02F7
02F8
02F9
02FA
02FC
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83 RET ;RETURN
AR AR A
HHREARIR AUXILIAR ROUTINES HHRK XK K
RR R AR X R R R R A

23FE  TIMEOUT: MOV A,#-2 ;

1649 JTF TIMEND ;

6445 JMP TIMEOUT+2

44F4  TIMEND: JMP TEND1 ;
S —

62 TEND1: MOV T,A ;ENTRY POINT

00 NOP ;

00 NOP ;

00 NOP ;

00 NOP ;

55 STRT T ;

2308 MOV A,#8 ;

83 RET ;RETURN

. ***********************************************
’
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