 This is a preprint of an article published in the Journal of the Association for Information Science and Technology. The complete citation is as follows. 
Potnis, D., Tahamtan, I., & McDonald, L. (2025) Negative consequences of information gatekeeping through algorithmic technologies: An Annual Review of Information Science and Technology (ARIST) paper. Journal of the Association for Information Science and Technology, 76(1), 262-288. https://doi.org/10.1002/asi.24955
Negative consequences of information gatekeeping through algorithmic technologies
Devendra Potnis*
School of Information Sciences
1345 Circle Park Drive, Suite 451, Communications Bldg. 
The University of Tennessee at Knoxville
Email: dpotnis@utk.edu  
Iman Tahamtan
School of Information Sciences 
College of Communication and Information 
University of Tennessee, Knoxville, TN, USA
Email: tahamtan@vols.utk.edu 
Luke McDonald
School of Information Sciences 
College of Communication and Information 
University of Tennessee, Knoxville, TN, USA
Email: lmcdon21@vols.utk.edu 
* Corresponding author
Abstract
Rarely any study investigates how information gatekeeping through the solutions and services enabled by algorithms, hereafter referred to as algorithmic technologies (AT), creates negative consequences for the users. To fill this gap, this state-of-the-art review analyzes 229 relevant articles from diverse academic disciplines. We employed thematic analysis to identify, analyze, classify, and reveal the chain reactions among the negative consequences. We found that the gatekeeping of information (text, audio, video, and graphics) through AT like artificial intelligence (e.g., chatbots, large language models, machine learning, robots), decision support systems (used by banks, grocery stores, police, etc.), hashtags, online gaming platforms, search technologies (e.g., voice assistants, ChatGPT), and Web 3.0 (e.g., Internet of Things, non-fungible tokens) creates or reinforces cognitive vulnerability, economic divide and financial vulnerability, information divide, physical vulnerability, psychological vulnerability, and social divide virtually and in the offline world. Theoretical implications include the hierarchical depiction of the chain reactions among the primary, secondary, and tertiary divides and vulnerabilities. To mitigate these negative consequences, we call for concerted efforts using top-down strategies for governments, organizations, and technology experts to attain more transparency, accountability, ethical behavior, and moral practices, and bottom-up strategies for users to be more alert, discerning, critical, and proactive.
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Introduction 
Algorithms increasingly play a critical role in automating information gatekeeping. For instance, algorithms automatically or semi-automatically help humans turn data into evidence (e.g., information) or trigger an action based on that evidence (Mittelstadt et al., 2016). Information gatekeeping refers to filtering of information (Shoemaker & Vos, 2009) and controlling its flow (Barzilai‐Nahon, 2009).
Several studies aiming for the well-being of individuals, communities, and society advocate for information gatekeeping by technology solutions and services enabled by algorithms, hereafter referred to as algorithmic technologies (AT). For instance, information gatekeeping through AT can allow users to parse through massive quantities of information on social media (Granka, 2010), can prevent stress, aggression, poor academic performance, sleeping problems, problems with jobs and hobbies, the spread of misinformation, and other negative consequences associated with information overload (Grandinetti & Bruinsma, 2022; Kuss, 2013; Vos & Heinderyckx, 2015; Zhang et al., 2021). 
However, making decisions based on the inconclusive information (Illari & Russo, 2014) or misguided information (Mittelstadt et al., 2016) produced by algorithms can lead to unfair outcomes for individuals, organizations, and society. The inscrutable information, i.e., the inability of humans to understand how data points used by algorithms contribute to the information they generate (Miller & Record, 2013), can worsen the problem. AT can also create an illusion of choice and control among users. For instance, even though users can be co-creators of content on social media, their exposure to information and how the information produced by them flows on social media are determined by the information gatekeeping implemented by the algorithms embedded within the social media platforms. Also, decisions of police officers who rely on decision support systems for daily operations are controlled by the information filtered by algorithms designed by software companies. The number of police officers who realize this invisible control is a moot point.
Rarely do studies explicitly identify, analyze, classify, and reveal the relationships among the negative consequences of information gatekeeping through AT for the users. To fill in this gap, this review investigates the following research question.
· What are the negative consequences of information gatekeeping through AT?
We conducted a state-of-the-art literature review (Grant & Booth, 2009) to identify and compare the contemporary negative consequences of information gatekeeping through AT like artificial intelligence (AI; e.g., chatbots, deepfake, large language models [LLMs], machine learning, robots), decision support systems (DSS; used by banks, police, grocery stores, social media platforms, etc.), hashtags, online gaming platforms, search technologies (e.g., voice assistants, and ChatGPT), and Web 3.0 (e.g., Internet of Things, Metaverse, non-fungible tokens). This review covers applications of AI that are integrated with DSS, hashtags, online gaming, search technologies, and Web 3.0 as well as standalone applications of AI such as chatbots, machine learning, and robots. As of 2024, the dynamic landscape of AT empowers unimaginable acts (e.g., virtual gang rapes on online gaming platforms) and subsequent consequences. A similar review performed a decade or so before might have provided different results. We present a detailed, selective, and critical review of the relevant and essential information on the negative consequences of information gatekeeping. 
Our review offers new perspectives such as information gatekeeping does not always contribute to user well-being, but instead can harm users financially, physically, psychologically, socially, and many other ways. Plus, some of these negative consequences are not immediately realized, studied, or reported by individuals, communities, and society. It can take years for the negative consequences to trickle down and generate visible and significant harmful effects. Barzilai-Nahon (2009) identifies the “impact of gatekeeping” as one of the themes in the contemporary gatekeeping literature. Our review builds on and advances this body of knowledge. Finally, our review presents potential opportunities for future research in this area. 
Methodology
State-of-the-art reviews “apply a comprehensive search of the literature without evaluating the sources obtained, often combining narrative and tabular techniques to present the current state of knowledge and trends and limitations of the research field” (García-Peñalvo, 2022, p. 23). There is no formal quality assessment involved in these cross-sectional reviews (Grant & Booth, 2009). 
We conducted this review in two phases. Each phase included literature search, analysis, and the development of descriptions of divides and vulnerabilities associated with AT (Nguyen et al., 2018). 
· Step 1: To search for the relevant articles, we used a combination of keywords from the following two sets. 
a. Information gatekeeping can manifest through the following six mechanisms: forming communities, broadcasting information, discovering information, collecting information, organizing information, and protecting information (Potnis & Tahamtan, 2021). Hence, we used keywords in Table 1 on gatekeeping mechanisms from Potnis and Tahamtan, 2021 (i.e., forming communities, broadcasting information, discovering information, collecting information, organizing information, and protecting information): “information sharing,” “broadcasting information,” “information dissemination,” “information discovery,” “gathering information,” “information collection,” “information management,” “information organization,” “information classification,” “filtering information,” “embed information,” “information suppress,” “preserve information.” Furthermore, searches were conducted using keyword variations. For instance, for “information sharing,” its variants included phrases like “sharing information” and “share information,” as well as combinations, including “sharing AND information” and “share AND information.”
b. Keywords representing popular technology solutions: decision support systems, hashtags, online gaming platforms, and search technologies (e.g., voice assistants, ChatGPT). 
· Step 2: We identified 123 relevant articles, after searching academic databases like Scopus, WoS, ProQuest, ScienceDirect, SpringerLink, Wiley Online Library, SAGE Journals, ACM, IEEE, and Google Scholar and journals from 11 disciplines: business (e.g., fashion, finance, information systems, management, marketing), communication, computer science, criminology, education, health, human and industrial safety, law, information science, psychology, and public administration.
· Step 3: Based on the content of the 123 articles, we answered the following questions for each of the technology solutions considered for this study. 
c. How do AT lead to forming communities?
d. How do AT help…information?
i. …broadcast…
ii. …discover and search for… 
iii. [bookmark: _rqhmh5zhr2c9]…collect… 
iv. …organize… 
v. [bookmark: _ml7kt4gjbyr0]…protect…
· Step 4: Using thematic analysis (Braun & Clarke, 2006), we identified the following negative consequences of information gatekeeping for users: cognitive vulnerability, economic divide, information divide, psychological vulnerability, and social divide. First, we reviewed answers to the questions listed in Step 3. This enabled us to develop an understanding of initial insights and potential themes. We then created preliminary codes by focusing on the relevant content. Next, the generated codes were employed to identify patterns by clustering them into potential themes and subthemes. The emerging themes were then reviewed, consolidated, refined, or reclassified as necessary. 
· Step 5: We proposed the following general descriptions of each divide and vulnerability identified in Step 4.   
e. Cognitive vulnerability: Reinforcement of the pre-existing differences in the ability to think, process, or visualize information. 
f. Economic divide: Unequal economic conditions; economic disparity.
g. Information divide: Lack of access to information; unequal access to information; inability to retrieve information.
h. Psychological vulnerability: Emotional disparity or inequality; being threatened by others; feeling less safe and insecure as a consequence of others’ actions; emotional unrest; breakdown of interpersonal relationships.
i. Social divide: Division in society; inequality in the society; pitting groups against each other.
In Phase 2, explained below, we expanded our search for relevant articles, identified three more vulnerabilities (i.e., financial vulnerability, information vulnerability, and physical vulnerability), and mapped them onto gatekeeping mechanisms and technology solutions.  
· Step 1: We used a combination of keywords related to (a) six mechanisms of information gatekeeping and (b) popular technology solutions in Step 1 in Phase 1, and (c) cognitive vulnerability, economic divide, information divide, psychological vulnerability, and social divide. For part c, we developed precise keywords using the general descriptions of the divides and vulnerabilities identified in Step 5 of Phase 1. 
a. Sample keywords related to divides and vulnerabilities are as follows: “social divide,” “information inequality,” “misinformation,” “disinformation”; “economic inequality”; “emotional inequality,” “psychological insecurity”; “distraction”; “(lack of) safety” and “physical harm”. 
· Step 2: We found 106 additional relevant articles, expanding the corpus of data to 229 articles. Most of the articles considered for this review were published after 2014. We focused on the content that is relevant in 2024 when constructing the arguments in this paper. 
· Step 3: We identified and extracted relevant excerpts with keywords related to different divides and vulnerabilities from the newly found 106 articles.
· Step 4: Using thematic analysis of the relevant excerpts in Step 3 in Phase 2, we discovered financial vulnerability, information vulnerability, and physical vulnerability as three additional vulnerabilities. Based on our analysis, we propose the following general description of these three vulnerabilities. 
b. Financial vulnerability: Personal financial loss; financial exploitation of individuals by institutions or other actors.
c. Information vulnerability: Exposure to false or obsolete information, misinformation, disinformation, or inability of the user to verify information. 
d. Physical vulnerability: Physical harm; lack of physical safety in the real world.
· Step 5: To visualize the inter-relationship among the (a) gatekeeping mechanisms, (b) AT, and (c) divides and vulnerabilities, we undertook the mapping exercise (see Table 1). We mapped the divides and vulnerabilities found in Phases 1 and 2 in this table with all the mechanisms in rows and technology solutions in columns. For instance, “• Cognitive (Scanlon, 2020)” represents the cognitive vulnerability experienced by children as the result of information broadcasting by search technologies. 
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	Algorithmic technologies (AT)

	Gatekeeping mechanisms

	Search technologies
	Decision support systems
	Online gaming platforms
	Hashtags
	Web 3.0
(Internet of Things, Metaverse, and non-fungible tokens)
	AI 
(Chatbots, Deepfake, LLMs, Machine learning, and Robots)

	Forming communities

	• Psychological (Hornung & Smolnik, 2022)
	• Psychological (Tufekci, 2015a)

• Social (Blex & Yasseri, 2022; Yang et al., 2012)
	• Physical (Çelik & Bektas, 2023)

• Psychological (Faust & Prochaska, 2018; Jo Sales, 2024; Kuss, 2013)

• Social (Johnson & Salter, 2022)
	• Information (Sharma et al., 2020)

• Physical (Moreno et al., 2016)

• Social (Willis, 2020)
	• Social (Murtas et al., 2024)
	• Economic (Luitse & Denkena, 2021)

	Broadcasting information
	• Cognitive (Scanlon, 2020)

• Psychological (Scanlon, 2020; Slane, 2018)


	• Cognitive (Chung & Lee, 2023)

• Information (Brake, 2017; McLaughlin et al., 2023; Tufekci, 2015b)

• Psychological (Bhargava & Velasquez, 2021; Chung & Lee, 2023)

• Social (Motoki et al., 2023; Papakyriakopoulos et al., 2020)
	• Cognitive (Abbasi et al., 2021)

• Psychological (Faust & Prochaska, 2018)
	• Information (Gruzd & Mai, 2020; Wukich & Steinberg, 2013)

• Social (Rho & Mazmanian, 2019) 
	• Economic (Murtas et al., 2024; Unver, 2022; Wilson et al., 2022)

• Information (Murtas et al., 2024; Wilson et al., 2022)

• Psychological (Murtas et al., 2024; Unver, 2022; Wilson et al., 2022)

• Social (Iliadis, 2018)
	• Physical (Choudhary, 2023)

• Psychological (Fido et al., 2022; Maddocks, 2020)

• Social (Choudhary, 2023)

	Discovering and searching for information
	• Cognitive (Pastierová, 2022)

• Information (Aeschlimann et al., 2020; Haddow & Clarke, 2021; Hersher, 2017; Miner et al., 2016)

• Physical (Bickmore et al., 2018)

• Psychological (Pastierová, 2022)

• Social (Cadwalladr, 2016; Garrett & Resnick, 2011)
	• Information (Oviedo-
Trespalacios et al., 2023)
	• Cognitive (Garett & Young, 2019; Richter et al., 2015)
	• Information (Buarki & Alkhateeb, 2018)

	• Information (van Otterlo, 2018)
	• Cognitive (Desmond, 2024)

• Psychological (Marks & Haupt, 2023; Vaidyam et al., 2019)

• Social (Kotek et al., 2023)

	Collecting information
	• Information (Hoy, 2018)

• Psychological (Bolton et al., 2021)

• Social (Moran, 2021)
	• Cognitive (Yuan et al., 2016)

• Economic (Brotcke, 2022)

• Physical (Asaro, 2019; Bellanova et al., 2021)

• Social (Lum & Isaac, 2016; Sandhu & Fussey, 2021)
	• Information (Ducheneaut & Yee, 2013; Potnis & Tahamtan, 2021; Stafford, 2019)
	• Information (Henry et al., 2018)

• Social (Rho & Mazmanian, 2019)
	• Psychological (Royakkers et al., 2018)

• Social (Couldry & Kallinikos, 2017; Fairbairn & Kish, 2023)
	• Psychological (Formosa, 2021)

	Organizing information
	• Information (Lorenz-Spreen et al., 2020; Pan et al., 2007; Zehlike et al., 2023)
	• Information (Shaw et al., 2023)
	• Psychological (McLean & Griffiths, 2019)
	• Cognitive (Costa et al., 2013)

• Information (Trant, 2009)
	• Cognitive (Iliadis, 2018)

•Information (Murtas et al., 2024; Rovetto, 2023)

• Social (Fairbairn & Kish, 2023; Johnson, 2014)
	• Cognitive (Kaplan & Haenlein, 2020; Soleimani et al., 2021; Tilmes, 2022)

• Social (Baradaran, 2024)

	Protecting information
	• Information (Granka, 2010; Moorthy & Vu, 2014)
	• Social (Tufekci, 2015a) 
	• Psychological (Tomkinson & van den Ende, 2022)

• Social (Easpaig & Humphrey, 2017)
	• Social (Ribeiro et al., 2017)
	• Information (Unver, 2022)
	• Information (Urman & Makhortykh, 2023)

• Social (Beras, 2020)


Table 1. Negative consequences of information gatekeeping
Positionality
The first author has published research on information gatekeeping in top-tier journals and conferences. He is an expert on the consequences of accessing and using information and communication technologies by vulnerable populations. The second author holds a PhD in Communication and Information and works as a user experience research lead at a multinational bank. He enriched this review with his industry experience and knowledge. The third author is a student of information sciences who brought a younger generation’s perspective to this topic. Authors belong to three distinct religions, ethnicities, and nationalities. Due to the varied intersectionalities, the authors have experienced some of the negative consequences presented in this review.
To develop a better understanding of and experience some of the never-experienced-before vulnerabilities, authors downloaded gaming apps on smartphones. At several instances, authors were disheartened when they found, analyzed, or interpreted negative consequences of information gatekeeping. It was emotionally taxing, surprising, or overwhelming for them to process the ongoing negative outcomes. In the absence of effective technology and policy solutions, the examples and the associated articles made them feel helpless. Despite these cognitive and affective side effects of reviewing articles, authors remain factual, objective, and politically centrist when framing negative consequences.  
Findings
	This section illustrates how the six information gatekeeping mechanisms (Potnis & Tahamtan, 2021) in data mining algorithms, machine learning algorithms, personalization and filtering algorithms, and profiling and classification algorithms lead to six negative consequences for individuals, organizations, and society. 
1. Cognitive Vulnerability
Broadcasting Information 
When people are bombarded with a large volume of information, it can overwhelm their cognitive capacity to process and understand it. This overload can in turn lead to confusion and difficulty in making informed decisions. Individuals' cognitive resources are limited, and excessive information can strain these resources, making people more vulnerable to misinformation or poor judgment. For instance, a lot of pop-up ads in an online gaming setting are often perceived negatively by users, especially since these ads distract users from the cognitive activities they are engaged in (Abbasi et al., 2021). 
Discovering and Searching for Information
Google has increasingly made it difficult for users to distinguish monetized search results from organic ones. As a result, Google users tend not to realize when choosing advertising results over organic results (Pastierová, 2022), which leads to a cognitive vulnerability among users. The users who inadvertently click on the monetized search results contribute to Google's revenue generated from advertising. 
Games that require social interaction among customers can violate their privacy and confidentiality laws (Garett & Young, 2019). Moreover, game rewards like badges and points might not motivate all customers equally (Richter et al., 2015). Healthcare providers and their partners who develop online games need to be aware of and respect cognitive diversity among customers since all customers might not respond equally to the gamification of healthcare services.
Databases and search engines increasingly use machine learning algorithms for efficient retrieval of relevant results. However, machine learning operates on two problematic assumptions: clicks represent relevant content as perceived by users and users are good judges of what is relevant. Studies show that users are drawn to sensational or negative content rather than informative content (Desmond, 2024; Potnis et al., 2020). For any reason (e.g., curiosity, lack of awareness) when users click on sensational or negative search result that may not fit their search query, the machine learning algorithms would automatically classify that result as relevant, thereby prioritizing that result in the subsequent searches. Such machine learning algorithms can reinforce the promotion of irrelevant information, misguiding users.      
Collecting Information 
To increase sales, most online grocery retailers use DSS, which directs customers to items similar to the ones they have added to their cart. As a result, customers can get confused with too many choices, making it difficult for them to buy items that really meet their needs (Yuan et al., 2016).
Organizing Information
Social media platforms like X lack the ability to consolidate a large number of hashtags under a single meta-hashtag (Costa et al., 2013). As a result, it is difficult to retrieve all the information tagged using hashtags on social media. Since X lacks a mechanism for meta-hashtags, users are hindered in their ability to retrieve information. The inherent disorder of user-defined hashtags is specifically a cognitive barrier to information retrieval.
Algorithms can use ontologies, which represent “semantic systems of standardized names, categories, and relationships between concepts within disciplinary knowledge domains (p. 1950)” (Fairbairn & Kish, 2023), for organizing and integrating unorganized data on the Internet to produce meaningful, hierarchical structure, providing a value for an element (Iliadis, 2018). Algorithms can also embed a set of rules for acting on the data (Pomerantz, 2015). If that data is related to individuals’ demographic status, those individuals might never know that their demographic data are being integrated with other databases without their consent. In the absence of any ethics reviews for ontology-based reorganization and integration of data on the Internet, the use of semantic technology, i.e., Web 3.0, by companies for making profits without user consent invades user privacy and violates business ethics. 
2. Economic Divide and Financial Vulnerability
Forming Communities 
	LLM, an AT, is increasingly becoming an essential feature for providing a competitive service to customers. Thousands of central processing units and graphical processing units are required to leverage the advantages of LLM. As a result, technology giants like Microsoft (through investment in Open AI) and Google dominate the market share for LLM (Luitse & Denkena, 2021). This oligopoly in AI prevents smaller companies and startups from developing LLMs or offer services based on LLMs. The hardware-driven gap between the companies interested in using LLMs affects the types and levels of services customers receive. Customers willing and capable of paying the share of hardware cost involved in LLM-based services are likely to benefit the most from LLM, reinforcing the pre-existing economic divide between customers.  
Broadcasting Information 
Internet of Things (IoTs) rely on Web 3.0 that employs algorithms to detect abnormal patterns, make decisions, and predict needs when establishing and maintaining communication (Zantalis et al., 2019). Companies build and reinforce “closed ecosystems” of IoTs to make profits, which forces customers to use the devices manufactured by a particular company and underlying programs and databases copyrighted by the company (Unver, 2022). As a result, customers forcefully participate in an artificially constrained market due to the inability of the IoT devices to communicate with each other. Companies disincentivize customers from switching to a different closed ecosystem by not allowing them to share data, settings, interfaces, with other ecosystems. This lack of choices for customers makes them financially vulnerable.
The blockchain, an application of Web 3.0, represents an online, real-time ledger that chronologically records transactions of virtual assets, also known as tokens, creating permanent and tamper-proof records (Treiblmaier, 2018). Unlike fungible tokens such as cryptocurrencies, non-fungible tokens (NFTs) allow users to authenticate ownership of digital assets (Li & Chen, 2023). Luxury brands like Balmain, Dolce & Gabbana, Etro, Gucci, Hogan, Louis Vuitton, and and Philipp Plein use NFTs to create a false impression of scarcity and exclusivity; as a result, customers oblivious to this marketing strategy end up paying higher than deserving prices for their products (Murtas et al., 2024; Wilson et al., 2022). 
Collecting Information 
Financial institutions increasingly rely on machine learning (ML) models involving algorithms developed by third-party vendors to make credit decisions. When these ML models are trained and developed using biased historical data, then loan approval and pricing decisions made by financial institutions using these models carry forward the legacy of racial, gender, or age-discriminatory practices, denying loans to applicants based on their demographics (Brotcke, 2022). It is necessary for financial institutions to review ML models, especially by ensuring that the data used to train the models represent the real world. Otherwise, unwanted bias in the training data will be enforced by algorithms and ML models. 
3. Information Divide and Vulnerability
Broadcasting Information
Government and non-profit organizations increasingly use hashtags to disseminate information related to public emergencies via social media platforms. However, the absence of a concerted effort to use the same hashtag for broadcasting information related to the same emergency makes it challenging for the intended beneficiaries to discover relevant information and support during emergencies (Wukich & Steinberg, 2013). 
Algorithms influence the timing, sequence, and type of information journalists come across online, which affects how they research, frame, or prioritize stories when sharing with their audiences (Brake, 2017). Trending topics on Twitter, which are controlled by its algorithm-based decision support system, are picked up by journalists to ride on the wave not to lose their audiences. However, the trending topics represent only a fraction of the reality and journalists’ reliance on them does not cater to the information needs of the audiences not interested in the trending topics. 
Social bots function and are controlled by algorithms. They try to appear like humans. Bots on social media like Twitter can create a false impression that thousands of users are interested in, and hence, are sharing certain information, eventually spreading false or biased information to influence large audiences worldwide (Park et al., 2020). Russia used bots to influence the 2016 Presidential election in the US (Chong, 2019). 
Popular hashtags are also used to propagate misinformation and disinformation on social media (Chong, 2019). Algorithms associated with hashtags, which are incapable of detecting the authenticity of the content attached to hashtags, inadvertently help false information spread to a large number of users faster and frequently. When social media users frequently come across false information (carried through popular hashtags) from multiple sources they are likely to trust that information and use it when making decisions.   
Discovering and Searching for Information
Relevant hashtags and associated information may never reach audiences for various reasons. For instance, when online users are not aware of the existence of a set of hashtags, they never get a chance to be used. Plus, all hashtags may not reach equal attention. For instance, a hashtag used by a bot or an influencer may have a greater reach than another similar hashtag used by less known users. The text of the hashtag might be relevant, but it can contain irrelevant information, wasting user attention and time. When the user does not search for the information using the relevant and right hashtags the associated information may be lost (Buarki & Alkhateeb, 2018). 
Voice assistants do not always understand the user request when it consists of long sentences or complex language. Sometimes they require users to repeat or rephrase the questions asked (Aeschlimann et al., 2020).
Seeking opinions from search engines (e.g., “Is it ok for Israel to close down the Palestinian areas?”; van Otterlo, 2018) could result in retrieving biased information. Search engines could propagate a viewpoint or be unethical when sharing opinions with users who do not realize the difference between seeking facts vs. opinions from search engines and its negative consequences.
Collecting Information
[bookmark: _di0d8yqoauk8]When online gaming platforms display labels and directions only in English it can limit the capabilities of the non-native English players, making them vulnerable to commit mistakes. The privacy of gamers is compromised when online gaming platforms monitor the social life data of their guilds to ensure the desired level of interaction and activity (Ducheneaut & Yee, 2013). 
The relativistic nature of socially created vocabularies, the lack of term consistency, problems with synonymy and polysemy, and the inherent inconsistency of a user-generated vocabulary (Trant, 2009) may limit the ability of hashtags for systematically retrieving information that then gets automatically organized around hashtags. For instance, when users tag content that is incoherent and irrelevant their hashtags cannot be used to retrieve coherent and relevant information. As a result, the information retrieval endeavors of other researchers or users may be compromised or incomplete by lack of access to needed data, creating an information divide (Henry et al., 2018).
[bookmark: _wae4gw6n9o13][bookmark: _a3jpcd5xlhgz]Voice assistants can jeopardize user privacy since they hear users all the time to serve them better. The information collected by these voice assistants can be stolen, leaked, or used (Hoy, 2018). 
Organizing Information
Users’ blind trust in Google’s ability to rank search results based on the relevance to their queries can lead to information vulnerability. For instance, Pan et al. (2007) reported that users select search results that were listed higher on Google’s result page, even if the search results were less relevant. As a result, web pages listed at the top of the search results have become increasingly popular, whereas other web pages, although relevant, remain less explored due to ranking algorithms. To better engage users through click rate optimization, algorithms help social media platforms or search engines trade recency for relevance of the content (Lorenz-Spreen et al., 2020), compromising the quality of content presented to users without their knowledge or preferences. Users trust search engines and social media platforms such that they think most appropriate results are presented at the top of the list of search results, which increasingly makes users prefer a limited set of products or services presented at the top of the search results (Zehlike et al., 2023). 
Though on the surface, ChatGPT seems to democratize access to information, it tends to disregard facts and cannot find existing scientific studies as reliably as other specialized search engines like PubMed or MEDLINE (Shaw et al., 2023). In addition, ChatGPT invents references in “scientific style,” creating a false impression that the information generated by it is credible and authentic. As a result, the users might rely on fake data when applying it to complete tasks, thereby spreading or reinforcing misinformation and biases. 
If labels, terms, concepts, and domain phenomena associated with organizing unstructured data on the Internet are not inclusive enough to be able to capture, organize, and represent data associated with all user groups then such semantic structures, which represent Web 3.0, can incorrectly describe, characterize, or classify data. This flaw can result in “incorrect metadata and semantic annotations of data. The annotations would be imprecise, entirely incorrect, or simply absent” (Rovetto, 2023, p. 16). Mislabeled, oversimplified, ill-defined, mischaracterized, or miscategorized data elements by erroneous, inaccurate semantic systems can make it harder to find information associated with certain user groups (Rovetto, 2023). 
[bookmark: _e60zohbmkcvt]Protecting Information
Search engines typically do not disclose the algorithms used to retrieve and rank search results. Any bias in such algorithms can introduce the same bias in ranking the search results. Searchers who are naïve to ranking biases or content creators with limited knowledge of how search engines rank their websites might end up using the top search results, which may or may not be most relevant to their search needs and keywords (Granka, 2010). Moreover, due to their trust in the search engine’s ability to retrieve the most relevant information, such users or content creators might end up making decisions based on biased information.
While serving users, voice assistants can be hacked through interception and eavesdropping techniques (Diao et al., 2014), which further compromises user privacy and security. From the information privacy point of view, it is risky to use voice assistants in public places (Moorthy & Vu, 2014).
Intellectual property rights are associated with how Web 3.0-led IoTs can function and restrict the flow of information (Unver, 2022). Technological standards used for controlling the communication among devices determine customers’ access to information resources. Copyrights and associated disputes often focus on control rather than remuneration (Elkin-Koren, 2002), which transforms the goal of the copyright law from serving policy goals to controlling information in markets. When a massive amount of information is excluded from the Internet, it can affect the diversity of perspectives and participatory democracy.
AI chatbots like ChatGPT, Bing Chat, and Google Bard censor information on topics like the Russian government (Urman & Makhortykh, 2023). In response to questions about Vladimir Putin and the Russian political landscape, Google Bard refuses to provide a response at a much higher rate than the other chatbots. Google has indexed articles with the relevant information, meaning that Bard is intentionally censoring its response. Users are often unaware of the political biases of chatbots and are therefore left misinformed about the Russian government.
4. Physical Vulnerability
Forming Communities
To conceal evidence of their self-harm practices, teenagers with non-suicidal self-injury (NSSI) tendencies use ambiguous hashtags on Instagram to interact with likeminded users (Moreno et al., 2016). Hashtags like #Addie for ADD/ADHD, #Annie for anxiety, #Bri for bipolar, #Deb for depression, #Olive for OCD, #Perry for Paranoia, and #Sue for suicidal help NSSI users go unnoticed by their social contacts and content moderators while exchanging information related to and engaging in self-destructive behavior. Hashtags help users encode and normalize self-destructive communication online.  
Online gaming platforms allow the exchange of information in the form of text, audio, video, and graphics among users, facilitating their social interactions and bonding. Çelik and Bektas (2023) found that the excessive reliance on online gaming to fulfill the social need of forming communities led to the digital gaming addiction among students aged 10-14, resulting in poor cardiovascular health conditions.
Broadcasting Information 
	The circulation of deepfake, i.e., using deep learning, an advanced algorithmic system, to generate fake audiovisual content (Maniyal & Kumar, 2024), can incite violence and physical injuries (Choudhary, 2023). Deepfake can also be responsible for increasing the frequency and intensity of the physical damage to human beings and properties like building and transportation. 
Discovering and Searching for Information
Voice assistants can provide fatal guidance and tips to users. In response to health-related queries, Siri, Alexa, and Google Assistant can fail more than half of the time and lead users to take actions that could have resulted in harm in 12.4% of queries or death in 6.9% of queries. For instance, “Google Assistant advised a user to take Xanax and melatonin simultaneously, a response which the medical professionals deemed unsafe. These technologies have the potential to cause extraordinary physical harm” (Bickmore et al., 2018, p. 9).
Collecting Information
	Algorithms are used to spread, detect, or control violence driven by political, social, or cultural causes (Bellanova et al., 2021). Algorithms embedded within autonomous weapons (e.g., Robotics sentry weapons) and complex violent systems (e.g., Active protection systems, Fire control systems) collect different types of data (e.g., geographical, biometric) to detect, track, and target certain people, neighborhoods, incoming projectiles, or facilities for attacks (Asaro, 2019). Algorithms combined with a radar, infrared, or ultraviolet sensory systems decide what constitutes a target. Several countries (e.g., Israel, Qatar, South Korea, United Arab Emirates) produce, sell, or possess algorithmic weapons (e.g., anti-personnel sentry weapons) capable of protecting or destroying physical assets (e.g., country borders) and human beings (Boulanin & Verbruggen, 2017). 
5. Psychological Vulnerability
Forming Communities
Algorithms can create confusion and misunderstanding among friends. “A recent study found that 62 percent of the participants in one study had no idea that their Facebook feed was not everything that their friends posted (Eslami et al., 2015). Some had been upset that their friends were ignoring them when, in fact, it was the algorithm that had hidden their updates. And companies with money can pay-to-play and force themselves into your feed” (Tufekci, 2015a, p. 11).
The Meta game Horizon Worlds has reportedly been the site of several sexual assaults. For instance, Jo Sales (2024) reports a gang rape of a girl under the age of 16 by other players while playing Horizon Worlds. The experience caused the girl to feel psychological and emotional distress. This event has been held up as an example of tech companies failing to protect vulnerable minors who use their platforms.
When integrated with business processes in organizations, voice assistants make employees concerned about the capabilities of voice assistants to carry out tasks effectively and anxious over whether this search technology will replace them (Hornung & Smolnik, 2022).
Broadcasting Information
Search engines increasingly serve as an effective means to access all the possible information available about an individual online with potential negative consequences for the individual (Slane, 2018). The online permanence of information has negative emotional consequences for individuals, suggesting that any mistakes or offenses they’ve committed will be tied to their online identity forever. Moreover, there is a rise in judging people based on online information, adversely affecting the quality of human interactions (Turkle, 2011). Due to the fear of negative consequences, individuals, especially youth, hesitate to express themselves online. 
Users from all age groups can experience the Internet addiction fueled by algorithms used by social media platforms and online games (Bhargava & Velasquez, 2021). Internet addiction has emerged as a significant public health issue in several countries (Chung & Lee, 2023). In fact, “[T]he user’s engagement with social media…produces an addictive feedback loop: the more one uses the platform, the more data the platform’s algorithm has about what keeps that particular user engaged, and the more the algorithm feeds that particular user precisely the content that will keep them engaged even longer, and so the more addictive the platform becomes for that particular individual” (Bhargava & Velasquez, 2021, p. 334; Chessen, 2018; Schou & Farkas, 2016). Anxiety and depression are subsequent negative consequences of the Internet addiction (Chung & Lee, 2023). 
Deepfake can invade people’s privacy by dishonoring their online dignity, autonomy, and identity (Kugler & Pace, 2021). As a result, users might feel unsafe and lose control over their audiovisual content online (Birrer & Just, 2024). Due to the culture of victim blaming, normalization, or lack of advanced technologies to detect the perpetrators of deepfake, sometimes victims of deepfake pornography are reluctant to report complaints (Fido et al., 2022; Maddocks, 2020), suffering internally.  
Discovering and Searching for Information
In several countries, there are not enough or up-to-date laws, regulations, or legislations to protect patient privacy and confidentiality. For instance, in the US, the Health Insurance and Portability and Accountability Act (HIPAA), developed primarily to protect patients’ paper records, is not capable enough to address AI-privacy concerns (Marks & Haupt, 2023). When patients share information with chatbots there are not enough legal provisions to protect that information (Vaidyam et al., 2019). The terms and conditions developed by chatbots and signed by patients can protect chatbot companies from the negative consequences of violating the product liability laws that require companies to protect customer privacy and confidentiality (Martinez-Martin & Kreitmair, 2018). This inability of the government to reinforce privacy and confidentiality through chatbot and other AI technologies can create stress and disappointment among patients. 
Collecting Information
Voice assistants like Alexa can record sensitive information of users without their consent, breaching their privacy and leaving these users vulnerable to emotional unrest and insecurity (Bolton et al., 2021). 
Customers need to grant consent for the operations of IoT devices wherein the private information of customers (e.g., the types and number of devices in a house, the wattage used by the customer in a month, the activities of customers that rely on the devices participating in IoT) is shared among devices. Despite data protection tools and related precautions, there is a possibility of devices sharing select private content through algorithms without the consent of the customer (Unver, 2022). This breach of privacy can make the customer feel cheated or psychologically vulnerable. Smart refrigerators, another example of IoT and an application of Web 3.0, may make decisions about grocery orders without human input, infringing on human autonomy, a fundamental human value (Royakkers et al., 2018). Several IoT compromise this value or blur the lines between autonomy and dependence, which could lead to psychological crises for users.
Government agencies and corporations use AI technologies (e.g., robots, surveillance cameras) to capture and process the activities of citizens or employees, violating their right to privacy (Formosa, 2021). Due to constant monitoring, customers or citizens can also feel distressed or threatened or sometimes may not feel comfortable expressing their viewpoints, jeopardizing democracy and freedom of speech. 
Organizing Information
Organizing information based on names, gender, avatars, regional or religious affiliations can influence the psychology of gamers and their performance. When a gamer is in a team that consists of names that represent a certain region, religion, or ethnicity, they do not belong to, they might feel lonely. Gamers’ names or avatars suggest their gender. In general, female gamers experience lack of emotional and social support. In the absence of advice or help, they often experience stress, anxiety, insecurity, and internal pressure, thereby “hiding their identity, avoiding communication with other players, and seeking help or social support inside and outside the game” (McLean & Griffiths, 2019, p. 975).
Protecting Information
Online games like Overwatch and World of Warcraft require users to enter personal information like gender, hometown, physical appearance, race, education, class, and equipment before they can play videos. Users’ basic combat statistics, player-to-player activity, and the number of emotes used are also collected by the gaming companies. This information is then associated with their player profile and the in-game reputation system that tracks user behavior. User profile information can be exploited by others with malicious intent. For example, users who find a reason to dislike another player may take advantage of the player’s personal information to make threats or engage in other intimidating behavior (Tomkinson & van den Ende, 2022).
6. Social Divide
Forming Communities
Communities formed around hashtags on X may be impacted by the hashtag features such as the popularity, string length, number of tweets containing hashtags, the number of users who use those hashtags, and the social status of the users who used those hashtags (Yang et al., 2012). Hashtag hijacking, the practice of diverting a hashtag to support an opposing view, serves as an effective means for groups with differing political or social views to carry out activism in online spaces (Willis, 2020). For instance, pro-life and pro-choice groups hijack each other’s hashtags on social media to spread their viewpoints and gain more support online. 
The negative effects of embodiment are experienced by gamers of color. For instance, Discord, a voice, video, and text communication service lets users form social networks and build communities. Although this online gaming platform claims to enhance the feeling of belonging among its users, its avatars and expressive tools can amplify the sense of embodiment among users, making minority users visible for attacks. Embodied online representation attracts hate speech (Clinnin & Manthey, 2019). Trolling and harassment of marginalized members of these communities are normalized and celebrated on this platform (Johnson & Salter, 2022).
To increase user engagement, social media platforms leverage algorithms to identify and offer personalized content to users, which helps individuals interact with others with similar social, economic, or political views and characteristics. Thus, algorithms inadvertently exacerbate “online segregation” (Sunstein, 2017) and promote an inherent, underlying human tendency of forming homogeneous groups within social networks (Blex & Yasseri, 2022), leading to echo chambers and information bubbles on social media. 
Broadcasting Information
Based on the dose-response, placebo, and profession-politics alignment robustness tests of the responses generated by ChatGPT to the same political question asked for 100 times, Motoki et al. (2023) found that the algorithm of this large language model is significantly and systematically skewed toward the Democrats in the US, Lula in Brazil, and the Labour Party in the United Kingdom. This left-leaning bias in the algorithm can generate adverse political and electoral consequences such as amplifying the existing sociopolitical divide and polarization in the society. 
Recommendation systems of social media platforms employ a combination of standard statistical algorithms, collaborative filtering, and neural networks. Due to the skewed data used to train recommendation systems, these systems can amplify voices or biases of outliers and underrepresent the rest, thereby spreading biased content and unfairly influencing social media users’ opinion about socio-political issues (Papakyriakopoulos et al., 2020).   
A comparative investigation of more than 100 million pieces of content related to controversial topics like gun control and abortion broadcast over social media platforms like Facebook, Reddit, and X shows that homophily in social networks dominates and leads to forming echo chambers on these platforms (Cinelli et al., 2021). Thus, online echo chambers reflect the social divide in the real world.
News content with political hashtags represent and propagate identity politics on social media. Political hashtags cater to one side or the other, tribalizing social issues. Users exposed to news posts through political hashtags find the news “significantly more partisan and controversial than those who did not see hashtagged content” (Rho & Mazmanian, 2019, p. 25:19).
Politicians and political parties can use deepfake to attack their opposition, damage the reputation of people and organizations, deepen political and social divides, create unrest in the society, and incite violence among different factions of the society, potentially hindering the societal peace and harmony and functioning of the government (Choudhary, 2023).
Discovering and Searching for Information
Search engines increasingly customize search results by matching the information with the user preferences and past behavior, consistently exposing them to narrower viewpoints (Pariser, 2011). Such seamless experiences of filter bubbles eventually lead to developing a narrowing political viewpoint among users, fragmenting the political discourse and society (Garrett & Resnick, 2011). Algorithms can further this social divide by recommending the online groups with similar political beliefs to users, inhibiting the discourse between groups with differing beliefs. For several years, when users typed, “Are Jews…” or “Are women…” Google’s autosearch feature proposed the following options to users: “Are Jews evil?” and “Are women evil?” respectively (Cadwalladr, 2016). In response to the criticism of such suggestions, eventually, Google changed its autocomplete suggestions for Jews and women. 
Users increasingly rely on LLMs like ChatGPT to search for information. However, based on the data used to train LLMs, they carry forward different biases (e.g., gender bias, racial bias) in their responses to user queries (Kotek et al., 2023). These biases contribute to stereotypes and microaggressions, reinforcing and amplifying existing social divides. 
Collecting Information
Algorithmic DSS have increasingly become a central feature of predictive policing, where police rely on algorithms employing techniques like convolutional neural network and forest forecasting (Sandhu & Fussey, 2021). Algorithms are owned by the companies that develop them and are not available for external scrutiny, thereby making DSS used for predictive policing a “black box” that cannot be deciphered (Pasquale, 2015). DSS for predictive policing make predictions about an individual’s potential to carry out crime based on the analysis of the behavior of a group the individual belongs to, which might not always be accurate. The temporal framing of predictive models, i.e., the potential of one’s ability to commit crime based on how recently they have committed a similar crime (Haberman & Ratcliffe, 2012), and the extent to which future criminal activities can be predicted based on one’s past record (Chan & Bennett Moses, 2016) are often challenged and hence remain a few other weaknesses of these algorithms. When police make decisions based on faulty algorithms, it leads to prioritizing punishment of a certain group over another, creating inequality in the society and pitting social groups against each other.    
DSS used for predictive policing can create “crime hotspots,” an overrepresentation of the crime in neighborhoods with racial and ethnic minorities, reinforcing bias in how police make decisions (Shapiro, 2017). The quality of predicting crime patterns depends on the quality of the raw information fed to algorithms. Biased data, skewed data, or non-representative data influence the conclusions that algorithms produce. The police officers’ record of targeting innocent citizens from disadvantaged groups can lead to biased data fed to algorithms, producing biased predictive outputs that encourage police to continue to target men in disadvantaged neighborhoods (O’Neil, 2017). This feedback loop in predictive policing can lead to the crime maps that reflect the racial and ethnic biases in input data (Lum & Isaac, 2016). 
The pre-existing social divides around any topic are reinforced when users search for the topics using hashtags like #BlackLivesMatter or #MeToo. Political hashtags can hinder robust, open, and civil discourse, especially when users self-segregate by identity. The lack of cross-identity connections and nuanced conversations can further the social divide (Rho & Mazmanian, 2019).
Voice assistants, when trained using the same type of accent and related speech patterns, do not understand other accents spoken by diverse populations, resulting in sub-optimal performance and not serving all the customers equally. When voice assistants are trained using the accent spoken by most of the Americans, then it could be interpreted as a norm by others (Moran, 2021). Users who do not speak this accent and follow the related pattern of speech can experience difficulty in using voice assistants. The priority to one social group’s accent and associated speech patterns when training voice assistants can lead to and reinforce the marginalization of others in society.
Government agencies, voice assistants, businesses, and military intelligence units employ algorithms that rely on semantic technologies to collect social data for understanding relationships among various user groups online (Couldry & Kallinikos, 2017). The generation of the semantic web based on the enforcement of exclusionary criteria used by semantic technologies can worsen the social divide. For instance, biased semantic structures created by algorithms can influence how new information and reports are generated using the databases with heterogeneous data (e.g., demographic, behavioral, social data) and misinform the decision-making process in organizations and agencies, unfairly affecting certain demographic groups or creating rifts between them. 
The open data movement needs to be more inclusive and serve the interests of all. Web 3.0 is used to build open datasets for faster and transparent sharing of data collected for diverse purposes. Studies show that farmers and other marginalized groups are approached to collect data but these data contributors do not necessarily benefit from the open datasets built using their data (Fraser, 2019), reinforcing data colonialism (Fairbairn & Kish, 2023). Data colonialism involves the extraction of data from vulnerable populations by semantic web developers who then embed their own values within the global information infrastructures like open datasets, thereby influencing the narratives and perspectives associated with the elements of open datasets. 
Organizing Information
Using semantic technologies, i.e., Web 3.0, organizations and government agencies collect unorganized demographic data of users online and label it when organizing it. Any mislabeling of demographic data when organizing it into various categories can be challenging to correct, especially after the integration of that data with open databases related to crime, finance, and housing, among others (Iliadis, 2018). The subsequent grouping and correlation of data can adversely affect data subjects like minorities (e.g., LGBTQ users on social media, Black users) once cross-sector data usage and practices become prevalent. 
Most of the semantic systems used by algorithms for advancing the open data movement are designed by the data scientists in Global North, which affects what counts as reality, which hierarchies can be used for standardizing the reality, and which relationships can be used to render legible and interoperable data among open databases (Fairbairn & Kish, 2023; Iliadis, 2018). The incompatible worldviews, varied assumptions made when constructing semantic structures, the bias of semantic system developers, and differences in conceptualization may lead to excluding concepts, terms, categories, entities, or objects associated with data when organizing it (Rovetto, 2023). Thus, Web 3.0 “…can end up codifying the knowledge and values of the socially and economically powerful, and disciplining marginalized groups into conforming with those values” (Fairbairn & Kish, 2023, p. 1952; Johnson; 2014). 
AI-based augmented reality is employed in application software that helps users create art. However, algorithm-based auto-correction in some of these software programs privileges light skin tones over black or brown skin tones in digital photography and art (Baradaran, 2024). Users oblivious to this built-in bias in the software tools can inadvertently propagate the racial bias in their art including photography. 
The algorithms used in photo editing and facial recognition software are biased toward White people, especially White men. The algorithms are frequently trained on data narrowly focused on White people at the expense of other races. Thus, users receive different experiences of photo editing and facial recognition based on their race, constituting a social divide.
Protecting Information
To avoid challenging user beliefs and not lose profits earned through the user engagement, Facebook’s algorithm periodically hides the feeds that the user may disagree with and shares only the feeds user would agree with. This suppression of the diversity of the user feeds shows that for a long time the Facebook algorithm focused on avoiding dissent (Tufekci, 2015a). The agreement generated by the flow of information with the user belief ensured continued user engagement and subsequent profits for the company.  
Online gaming allows users to communicate with each other in private and public (Easpaig & Humphrey, 2017). As a result, women gamers or users with female avatars frequently become the target of attacks, putting them at high risk of harassment. Derogatory and body-shaming terms are frequently used to attack women, serving as a barrier to their digital citizenship. To avoid harassment and attacks, sometimes women gamers conceal their identities by playing as male characters in games. However, due to their communication, thought, and behavior patterns, male gamers can harass such users if the male gamers suspect their identity and start perceiving them as female users. Thus, female players may not have a sense of community when playing online games, or they may feel less connected to other players. 
Users label information they disagree with as fake news using hashtags (e.g., #FakeNews), creating a negative perception and raising red flags about the associated content regardless of its accuracy (Ribeiro et al., 2017). When social media users label any content with fake news hashtags, it could lead to creating information environments like echo chambers that solely corroborate their opinions and the polarization of social media (Chong, 2019).
Organizations use facial recognition and tracking software to authenticate users and their access to protected facilities and information. When AI-driven facial recognition and tracking software are trained using datasets dominated by the images of a certain race or gender (e.g., White men), the outcome can be troublesome for non-White users (Beras, 2020), creating a demographic divide in organizations or society. 
Implications
Theoretical Implications 
	Most of the past studies focus on the consequences of intrinsic or extrinsic characteristics of algorithms (e.g., Mittelstadt et al., 2016). Information is manipulated or processed by different types of algorithms, like data mining algorithms, machine learning algorithms, personalization and filtering algorithms, and profiling and classification algorithms, differently. Past studies do not delineate the negative consequences of each of the mechanisms of information gatekeeping by algorithms. In contrast, our study reveals how information gatekeeping mechanisms impact algorithms to create negative consequences, which is our major contribution to the gatekeeping literature. We also identify 14 chain reactions among the negative consequences that manifest in the form of divides and vulnerabilities. 
Chain Reactions among Divides and Vulnerabilities
Negative consequences of information gatekeeping are hierarchical in nature (See Figure 1 below). The interaction among the actors (e.g., users, organizations, communities), information (e.g., types, characteristics, modes), and the context (e.g., social, economic, cultural factors) in which a negative consequence of information gatekeeping is experienced, can lead to more unintended negative consequences (Tarafdar et al., 2015; Turel et al., 2011). The immediate negative consequences are depicted as a primary divide or vulnerability in Figure 1. The negative consequences that actors experience after the primary divide or vulnerability are labeled as secondary divide or vulnerability. Tertiary divide or vulnerability is experienced after the secondary divide or vulnerability. There are a maximum of three levels of chain reactions among the negative consequences in our examples. Figure 1 shows that a negative consequence can lead to multiple negative consequences at the same time. There can be a circular reference among negative consequences. More than one type of gatekeeping mechanism leads to a single divide or vulnerability. In Figure 1, chain reaction examples are labeled according to the primary divide or vulnerability they represent. For instance, “14O” represents the chain reaction #14 triggered by the organizing information mechanism that leads to cognitive vulnerability, eventually dividing the society. 
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Numbers indicate the 14 linkages presented below.
Figure 1. Chain reaction among divides and vulnerabilities

1. Broadcasting Information → Cognitive Vulnerability and Psychological Vulnerability. False negative or false positive responses by voice assistants like Alexa, Cortana and Siri can lead to frustrating experiences for children. For instance, a voice assistant can provide answers that suggest to children that they are wrong while they are right (Scanlon, 2020), which may contradict the pre-existing accurate knowledge of children, making them cognitively vulnerable. When a child gets a wrong answer from a voice assistant when they are formulating their questions correctly, their confidence is damaged, adversely affecting their psychology and interest in using voice assistants. The rate at which personalized content is curated and pushed by algorithms toward users leads to Internet addiction and attention deficit disorder among users (Chung & Lee, 2023)
2. Broadcasting Information → Information Divide and Vulnerability → Physical Vulnerability and Psychological Vulnerability. The negative sentiment associated with news fuels its consumption and rapid spread in society (Potnis et al., 2020). Individuals addicted to news consumption that interferes with their daily life experience greater mental and physical ill-being than those with lower levels (McLaughlin et al., 2023). When Metaverse, an application of Web 3.0, is used to design immersive experiences for customers to engage them when buying products, its graphical limitations could fail to accurately capture and visually convey all the features of brands (e.g., color shade, texture), adversely affecting the shopping experience of customers and their perception about the utility of Metaverse (Murtas et al., 2024; Wilson et al., 2022).  
3. Broadcasting Information → Information Divide and Vulnerability → Social Divide. Since Facebook advertisement algorithms adapt to users’ click behavior and interests they selectively share information with some classes of people while other classes of people are excluded, dividing the consumers and violating law (Spinks, 2019). Politically biased algorithms can have dire consequences for society, especially when they motivate citizens to vote or not vote for a candidate based on incomplete, false, or obsolete information (Tufekci, 2015b). 
A misleading hashtag, i.e., when the hashtag does not refer to what it implies, can have unintended socio-political consequences. For instance, during COVID-19 pandemic, #FilmYourHospital may suggest that people use it to share how hospitals have reached their full capacity to demonstrate the seriousness of the situation. In contrast, this hashtag was used primarily by prominent conservative politicians, far right political activists, and their supporters to demonstrate that the virus was not causing a serious public health issue as emphasized by health authorities, propagating a conspiracy theory and weaponizing it against their political opponents (Gruzd & Mai, 2020). Similarly, #EmptyHospitals was used to imply that COVID-19 was not as severe as stated by the media, governments, or health officials. Some people used it to frame their disapproval of the lockdown and social distancing (Tahamtan et al., 2021). 
4. Collecting Information → Information Divide and Vulnerability → Economic Divide and Financial Vulnerability. Online gaming platforms collect information about how gamers interact with each other, their dialogs, how they make decisions, and other identifiable personality traits from the gamer’s behavior (Stafford, 2019), which compromises the gamer’s privacy. When the gaming companies release this information to employers, a gamer might not get a job because their gaming behavior reveals that they are not a team player. Also, when a gamer consistently selects risky options over safe ones when playing games, then this information if shared with lenders could adversely affect their chances of receiving credit. Demographic and behavioral information about children and youth collected by online gaming platforms can make them financially vulnerable, especially if used for designing customized advertisements for luring the gamers into spending money on products and services they don't really need. 
5. Collecting Information → Information Divide and Vulnerability → Psychological Vulnerability → Information Divide and Vulnerability. To increase the visibility of their posts, when users label their tweets with trending or popular hashtags, irrelevant information gets associated with such hashtags. As a result, when someone tries to find information using those hashtags, they end up collecting a huge amount of irrelevant content (Potnis & Tahamtan, 2021). Discerning relevant information from millions of tweets can become a tedious or impossible task for a user without the help of technology, leading to frustration and irritation, which, in turn, can discourage the user from using the same hashtags again for collecting relevant information, depriving them of the relevant content on social media. 
6. Discovering and Searching for Information → Information Divide and Vulnerability → Physical Vulnerability. In 2019, Google displayed a health-based Knowledge Panel on the right side of the search results associated with Ebola virus, wherein it cited Mayo Clinic to declare that insects play a key role in the transmission of the virus. However, Mayo Clinic’s website stated that there is no evidence that Ebola virus can be spread via insect bites (Haddow & Clarke, 2021). The circulation of this inaccurate health information among the medical community and wider public can lead to wrong or ineffective treatments, jeopardizing the lives of Ebola patients. Oviedo-Trespalacios et al. (2023) found that the advice provided via ChatGPT about using a mobile phone while driving was insufficient and negligent, especially since it made false statements, missed key research findings, and generated potentially harmful passages. Its responses did not align with the latest empirical evidence and provided contradicting information. If followed, ChatGPT’s responses can harm users physically. 
7. Discovering and Searching for Information → Psychological Vulnerability → Physical Vulnerability. In 2015, Dylann Roof, a 17-year old, typed “B-l-a-c-k-_-o-n” and Google suggested five strings of keywords, out of which he selected “Black on white crime.” The search results retrieved by Google, according to him, changed the course of his thoughts and actions against Black people (Hersher, 2017). Dylann's attorneys and a psychologist confirmed that Google’s autosearch feature made him psychologically vulnerable to this topic. His computer records suggest that the frequent exposure to and consumption of this information might have contributed to him murdering nine Black people in the basement of a church in South Carolina (Hersher, 2017; Pastierová, 2022). 
8. Discovering and Searching for Information → Information Divide and Vulnerability → Social Divide → Physical Vulnerability. Keywords proposed by search engines to facilitate searches can significantly influence the information users end up searching and are exposed to. Thus, search engines can manipulate or control the information and the sources of information users find online. Due to the popularity and extensive reliance on search engines like Google, users, especially teenagers, tend to blindly trust the information retrieved by Google (Hersher, 2017). Several studies show that users do not verify information before using it (McGrew et al., 2018; Nygren & Guath, 2019). As a result, Google can be a means to unintentionally spread misinformation, thereby dividing society into groups, subscribing to opposite beliefs or reinforcing existing divides among groups. This division fueled by misinformation can lead to or reinforce the polarization and radicalization among social groups, weakening the society as a whole. When such radical groups engage in a range of escalating unacceptable behaviors it can jeopardize the lives of innocent people (Pastierová, 2022). 
9. Discovering and Searching for Information → Information Divide and Vulnerability → Physical Vulnerability and Psychological Vulnerability. When a victim searches for information via search engines, they expect to receive useful, reliable, and consistent help from trustworthy and credible sources. However, when Miner et al. (2016) asked questions about interpersonal violence, mental health, and physical health, Cortana, Google Now, Siri, and S Voice (Samsung Galaxy) responded inconsistently and incompletely. This information vulnerability reinforces physical and psychological vulnerabilities experienced by rape victims or domestic violence survivors. Moreover, Miner et al. (2016) found that Siri, Google Now, and S Voice did not recognize, respect, or refer in response to any of the concerns about interpersonal violence, diminishing the lived experiences of victims looking for support and guidance. 
10. Forming Communities → Information Divide and Vulnerability → Physical Vulnerability and Social Divide. Online communities formed around hashtags may not last long. Such communities mostly consist of strangers with unknown identities or affiliations (Potnis & Tahamtan, 2021). It is challenging to verify the trustworthiness and credibility of the information shared by members. Mis- or disinformation can be easily shared with members. When others use this mis- or disinformation during health crises, political debates, and social movements, it makes them physically vulnerable or creates a social divide. For instance, Sharma et al. (2020) found that a large number of communities were formed around hashtags like #wuhanvirus, #firefauci, and #plandemic, and members of these communities primarily disseminated conspiracy theories and related information, dividing the society.
11. Forming Communities → Psychological Vulnerability → Social Divide. Due to the ability of online gaming platforms to let users form online communities, gamers develop aversion to interacting with people in the real world, prefer to isolate themselves, become fearful of social events in the real world, and end up spending more time with their online friends than real-life friends (Kuss, 2013), thereby displacing real communities and relationships.
12. Forming Communities and Broadcasting Information → Psychological Vulnerability → Physical Vulnerability. Online games allow individuals to form groups around themes that involve violent information and activities such as murdering people, looting, stealing, harming other players, and destroying properties (Faust & Prochaska, 2018). Collective engagement in violent activities by groups of gamers against each other psychologically validates those actions. Although gamers may not engage in such violence in the real world, the constant exposure to or addiction of online gaming for fantasy or escapism can psychologically damage gamers. As a result, some of them could eventually emulate the violent gaming activities in the real world, leading to unhealthy behaviors and physical damages. 
13. Organizing Information  Information Divide and Vulnerability  Social Divide. Semantic structures can mislabel or miss labeling unstructured data on the Internet, which can make it hard to find information associated with certain groups and make those groups informationally vulnerable (Fairbairn & Kish, 2023; Rovetto, 2023). If, let’s assume, such groups represent minorities, then their information might not show up in the reports generated using semantic-structure-based databases. This issue leads to social divide, especially when reports are used for providing any government benefits or facilities (e.g., housing) to minorities. Creating a social distance among customers is an essential function of luxury (Kapferer, 2012). Marketing and fashion researchers recommend luxury fashion brands not to leverage NFTs to seek equality with their customers, but “exploit them to perpetuate the myth of exclusiveness, as in the case of highly limited NFTs” (Murtas et al., 2024, p. 105).
14. Organizing Information  Cognitive Vulnerability  Social Divide. 
Companies increasingly rely on AI recruitment systems to organize and filter out résumés of thousands of job applicants. However, studies show that such AI systems replicate human biases and quantify non-quantifiable factors like recruiters’ intuition and experience into mathematical equations designed to make job decisions (Soleimani et al., 2021). AI systems trained to classify job applicants based on their names, gender, or resumes often lead to biased hiring decisions. For instance, all the promising candidates identified by Amazon’s AI Recruiter were male and finally recommended only men for various job openings (Kaplan & Haenlein, 2020). When managers unaware of this bias in the system made recruiting decisions per the AI Recruiter’s recommendations, they discriminated against applicants representing other genders. Despite repeated efforts the bias built into the AI Recruiter could not be fixed. As a result, Amazon scrapped the system (Tilmes, 2022).  
Highlights of Chain Reactions. Information Divide and Vulnerability is the most frequently observed consequence of information gatekeeping. It is also the most prominent source of Physical Vulnerability and Social Divide. No other primary-level divide or vulnerability is capable of generating the Information Divide and Vulnerability. Broadcasting of information, a gatekeeping mechanism, is the most prominent source of Information Divide and Vulnerability. Information Divide and Vulnerability is one of the most intangible and hard-to-measure divides and vulnerabilities. 
Economic Divide and Financial Vulnerability, Physical Vulnerability, and Social Divide do not directly result from information gatekeeping through AT. The use of originally defective information processed using unfair mechanisms eventually leads to Economic Divide and Financial Vulnerability, Physical Vulnerability, and Social Divide. These divides and vulnerabilities can be worsened by the negative characteristics (e.g., anxiety, depression, bias, addiction) associated with the information user (Kuss, 2013). 
Discovering and Searching for Information is the most prominent source of Physical Vulnerability. When users trust the information retrieved by search engines without verification and act on it, that information is then likely going to harm them physically. This fact enhances the urgency to verify information before retrieving it for users. Pre-existing vulnerabilities of users (e.g., information illiteracy, psychological instability) can worsen the side effects. 
After Information Divide and Vulnerability, Psychological Vulnerability is the most frequently experienced negative consequence, with three gatekeeping mechanisms (i.e., Broadcasting information, Collecting information, and Discovering and searching for information) leading to it. See 2B-I, 5C-I, and 9D-I linkages in Figure 1 above.  
When compared with the consequences of other gatekeeping mechanisms, forming communities is a more prominent source of Social Divide. Forming communities involves gathering users together based on some common interest or quality (Potnis & Tahamtan, 2021). Communities are inherently social, but people may also form communities as a reaction against another social group or ideas, thereby creating a social divide. Hashtag communities on X that spread misinformation about the COVID-19 pandemic often position themselves in opposition to what they see as the “mainstream.” 
The chain reactions among the negative consequences of information gatekeeping through AT also highlight the need to develop solutions to mitigate the consequences. 
Informing Network Gatekeeping 
When proposing a theory of network gatekeeping, based on the analysis of articles from diverse academic disciplines, Barzilai-Nahon (2009) identifies the “influence of gatekeeping” as one of the themes in the gatekeeping literature. This theme represents the studies that philosophically suggest that humans have a little control over the gatekeeping outcome in various contexts. In most of these studies, gatekeeping and gatekeepers serve as independent variables and the gated as dependent variables. However, due to the infinite number of independent variables, it becomes challenging to understand the operationalization of the gatekeeping process, a major weakness of the impact of gatekeeping sub-field. This review addresses the weakness by adopting the lens of information gatekeeping mechanisms and demonstrates how these mechanisms, irrespective of the independent variables (or actors like individuals, organizations), manifest gatekeeping in diverse contexts. Moreover, the chain reaction initiated by a gatekeeping mechanism (e.g., broadcasting information, collecting information) and carried forward through divides and vulnerabilities (e.g., cognitive vulnerability, social divide) also illustrates the operationalization of gatekeeping in diverse contexts. It is important to note that this review magnifies the process through which impact of gatekeeping is realized and propelled.    
Barzilai-Nahon (2009) states that the “transformation of the ‘previously gated’ into a gatekeeper is achieved through the ability to perform an act of information control, the exercising of this control, and the surrounding context” (p. 37). The user’s ability to upload information on the Internet helped them transition from information consumers to information producers, weakening conventional gatekeeping. In the Web 2.0 era, the power of sharing information is distributed among billions of users who can communicate with each other at little or no cost. The gated and gatekeeper roles have started becoming increasingly obsolete. The conventional notion of the source and the destination or the sender and the receiver in the gatekeeping literature is not applicable to understanding, explaining, or controlling information flow on Web 2.0 (Bastos et al., 2013). However, with the increasing use of AT, the power to control information flow on Web 2.0, including social media, is gradually concentrated with algorithms, with potentially damaging consequences for the free exchange of ideas and democracy (Bro, 2019). The technology in the form of algorithms is increasingly gaining control over users’ exposure to information and other users and their subsequent communications and interactions.
Traditionally, a gatekeeper has been a distinct, tangible entity in the form of a person, an organization, a legal framework, or a policy. However, algorithms, when acting as gatekeepers, are typically embedded or integrated within a communication channel, media platform, software, or business models. They represent structural network gatekeeping (Helberger et al., 2015; Unver, 2022), where they catalyze linear as well as exponential transmission of information. Algorithms are comparatively more subtle or invisible than the conventional gatekeepers, which makes it harder for users to detect them and their negative consequences. Heinderyckx (2015) proposes users’ attention span as a critical factor limiting the impact of gatekeeping on the Internet. However, irrespective of the user’s attention span algorithms seamlessly and consistently gatekeep information better than their traditional counterparts, which makes it challenging to trace their negative consequences at different points in time. The user with a limited attention span might suffer more than others at the hands of algorithms. The time at which the gated come across information on social media is influenced by algorithms, affecting the utility and application of that information by the gated.      
The network gatekeeping theory proposes that due to the dynamism associated with information-related technologies, the concept of the gate, which was originally viewed as a one-sided control mechanism for filtering information, is of less significance than the rest of the actors (Barzilai-Nahon, 2009). Vos (2015) argues that the relationship between the gated and the gatekeepers can keep changing in networked gatekeeping as they influence each other during the gatekeeping process. Welbers and Opgenhaffen (2018) claim that “unidirectional mass communication” is increasingly becoming obsolete in the era of social media platforms. However, our review demonstrates that users’ choices, decisions, interactions, and exposure to information and other actors are controlled by algorithms. Users neither have the skills or access needed to influence or modify the algorithms. Thus, algorithms emerge as a gate with one-sided control and hence, more power over users. Welbers and Opgenhaffen (2018) argue that social media users increasingly control network gatekeeping. In support, they state that in the backdrop of diminishing conventional one-way communication the concept of gatekeeping now applies to “multi-directional interactions between many people” (p. 4732). In contrast, this review shows that algorithms influence who social media users will meet and what information they will be exposed to at what time. Users have the power to create and share information on social media but the direction and rate of transmission of that information is controlled by algorithms.   
Most of the past studies on the impact of gatekeeping consider gatekeeper and gatekeeping as independent variables with gated as a dependent variable (Barzilai-Nahon, 2009). In case of information gatekeeping through AT with consequences for society, software developers, who design, develop, and embed algorithms in software are part of the society where their family members, friends, academic backgrounds, training, experiences, and organizational policies can indirectly influence the way they conceptualize and build algorithms. Hence, we argue that information gatekeeping through AT is part of and represents a cyclical impact of network gatekeeping with no permanent dependent or independent variables.          
Practical Implications 
Algorithmic technologies can enable ripple effects. For instance, a virtual gangrape of a user on an online gaming platform can have negative consequences for the user, their family and friends, the online gaming platform, the law enforcement agencies, the law and policies of the country in which the user lives, and the overall society. 
We propose top-down and bottom-up strategies helpful in devising and implementing “coordinated collective solutions” (Lorenz-Spreen et al., 2020) for addressing the negative consequences of information gatekeeping. The top-down strategies for governments, organizations, and technology experts to attain more transparency, accountability, ethical behavior, and moral practices are as follows. 
· Avoidance: Search-technology-based companies and their solutions need to produce search results that are not biased toward any specific gender, community, race, or nationality. Algorithms should be designed in such a way that inaccurate information is flagged and not retrieved for users. Online gaming platforms need to stop sharing advertisements that reinforce gender roles or racial biases (e.g., a White King, a male saving a woman in trouble), especially since these games are played by children who subconsciously process this hierarchy of power and are likely to imitate it in their behavior. Organizations can learn from web analytics and constantly work on their online presence to avoid spreading obsolete and inaccurate information. 
· Awareness: Banks and police departments need to create more awareness among employees about the limitations of the recommendations made by predictive technologies for making loans or arresting people. These institutions need to test the predictive technologies for in-built biases before making them available to employees when interacting with and making decisions related to patrons, especially those from vulnerable populations. Organizations should urgently explore, test, and procure fair solutions for bankers and police officers to better serve patrons. Organizations that collect personal data should be transparent about how they collect and use the data, and they should be held accountable for any misuse of the data.
· Mediation: Social media platforms can also help users make sense of conflicting information on controversial topics like vaccination (Getman et al., 2018). For instance, they can introduce features and functionalities that allow the emergence and operation of crowd-based authorities to help users assess the credibility of information and its sources from diverse perspectives. Social media platforms can detect and flag encoded online communication among users (e.g., #Deb for depression, #Sue for suicidal) and report to appropriate authorities (e.g., law enforcement agencies, hospitals) to avoid casualties. Facebook publishes political advertisements only after their third-party fact checkers approve them, helping constrain the spread of misinformation and disinformation online (Lorenz-Spreen et al., 2020). Online gaming platforms should actively detect and intervene to stop attacks on vulnerable players through strict policies, regulation, and punishment. 
· Protection: Governments and regulatory authorities need to craft and update policies that protect users from the negative consequences of information gatekeeping through AT. It is the moral responsibility of social media and mass media companies to discern and flag false information and help users with fact-checking on their platforms. More advanced solutions need to be devised to detect false information and conspiracy ideation and to restrain its sources and perpetrators on social media platforms.
· Training: Libraries, schools, and other nonprofits can take the lead in developing online and in-person programs to train users in literacies (e.g., information, digital, science, and media). To create ethical algorithms that work behind the scenes for many technology solutions, companies need to hire a diverse workforce and periodically train them to build equitable and inclusive software solutions. Universities need to train students, especially those who aspire to write code and develop software for diversity, equity, and inclusion.  
We propose the following bottom-up approaches for users to be more alert, discerning, 
critical, and proactive. 
· Realizing one’s nature and degree of vulnerability is critical in fighting the negative consequences of information gatekeeping through AT. Users with pre-existing vulnerabilities related to accessing, managing, processing, and using information (e.g., lack of skills, lack of experience, lack of exposure, lack of education, lack of literacy) can readily experience or get worst affected by the information gatekeeping through AT. The dependency of users on AT can worsen the negative consequences of information gatekeeping (Faust & Prochaska, 2018). 
· Users need to be more vigilant, especially when using AT, and increase their attention span (Heinderyckx, 2015) to analyze the potential negative consequences of algorithms. 
· Users need to assume a more active role in realizing and addressing the limitations and negative consequences of information gatekeeping through AT; instead of remaining as information consumers, they need to build and update literacies to evaluate, understand how information is produced and disseminated, and make sense of the massive amounts of different types of information constantly pushed by social media platforms. 
· Users need to be aware that search engines can collect their personal information to create their search profiles, which are then used to produce customized search results, potentially directing users to the resources that lead to filter bubbles.
· Users need to be open to information sources that challenge their beliefs and existing worldview. Users need to periodically expose themselves to online resources that present information from the opposite end of their belief spectrum, which would force search technologies to retrieve information representing diverse viewpoints. Users should consider using alternatives like DuckDuckGo, StartPage, and SwissCows that neither collect personal user information nor personalize search results, avoiding the problem of filter bubbles (Pastierová, 2022).
· Users should also inculcate a habit of verifying information before trusting it, irrespective of its source. Influencers need to verify information before broadcasting it to friends, family, and followers; otherwise they might inadvertently fracture the society into atomized and hostile audiences. 
Limitations and Future Research 
As explained in the Methodology section, we have used a sufficient number and variety of keywords to identify relevant articles aligned with the research question. However, due to the dynamic nature of AT, it is challenging to identify and analyze the literature using an exhaustive set of keywords. Hence, the corpus of literature considered for this review is not comprehensive and does not cover all the examples of and chain reactions among the negative consequences of information gatekeeping through AT. Our understanding of this topic will evolve as more research articles report the negative consequences. 
Different types of algorithms can work together to create negative consequences for users. Deepfake can be used to compose disinformation and can go viral due to the algorithms embedded in social media platforms. For instance, in 2022 a deepfake video of Volodymyr Zelenskyy, the president of Ukraine, surfaced that seemed to show him surrendering to the Russian government. These videos help misinformation and disinformation to circulate widely (Oksymets, 2024). Manipulation, malicious use, privacy violation, and regulatory and legal violation are some of the ethical concerns associated with using deepfake (Maniyal & Kumar, 2024). More research on how different types and combinations of algorithms create which negative consequences at what stage for whom can enrich the research on the impact of information gatekeeping. 
The range of negative consequences in this review calls for more research on identifying effective ways in which institutions like government agencies, private sector organizations, libraries, etc. help individuals mitigate the negative effects of information gatekeeping through AT. For instance, political bias is more challenging to detect and eliminate than gender or racial biases (Motoki et al., 2023). In the future, researchers can investigate the role of the six types of gatekeeping mechanisms in spreading, detecting, and eradicating different types of biases. Future research can also investigate how different demographic groups perceive and respond to information vulnerabilities and divides. Specifically, it can be explored how gender, race, age, or socio-economic status affects the perception of these vulnerabilities/divides and their impacts. Additionally, how information gatekeeping mechanisms and resulting vulnerabilities/divides vary across diverse socio-cultural contexts will provide a more comprehensive understanding of these complex phenomena.
Conclusion
This review covers examples of the implementation of information gatekeeping mechanisms before (e.g., search technologies, hashtags, deepfake, Web 3.0) and after (e.g., chatbots, DSS, online gaming platforms, LLMs, robots) users attempt to access relevant information through AT. We present the negative consequences of AT relying on data mining algorithms (e.g., IoT), machine learning algorithms (e.g., credit decisions), personalization and filtering algorithms (e.g., online grocery coupons), and profiling and classification algorithms (e.g., DSS used by police). Information gatekeeping through AT is integrated with the business processes of the organizations (e.g., grocery stores, social media platforms, police, online gaming companies) that implement it, which is not always visible to the recipients (e.g., users) of the services offered using AT. As a result, users (e.g., grocery store customers, police officers, Facebook users, voice assistant users) might not realize that their interactions and experience with information is influenced by the algorithms in the backend of DSS, search technologies, LLMs, chatbots, hashtags, Web 3.0 (e.g., semantic technologies), or online gaming platforms. 
This review continues and strengthens the deterministic tradition of studying the impact of gatekeeping where the focus is on how gatekeepers and their gatekeeping affect the gated. This review presents intended and unintended, long-term and short-term, implicit and explicit, virtual and offline, event-driven and perpetual, tangible and intangible, measurable and unmeasurable, demographic (e.g., gender, age, race), individual-level, community-level, and organizational-level, geographical (e.g., regional, national), sectoral (e.g., private vs. public, health, education), and cognitive, economic, financial, informational, physical, psychological, and social consequences of accessing, storing, processing, managing, and applying information through AT. 
Several studies from different disciplines propose information gatekeeping as a solution to prevent or address these divides and vulnerabilities (Ragu-Nathan et al., 2008; Tarafdar et al., 2015). In contrast, this study illustrates how this solution creates or reinforces the divides and vulnerabilities it is expected to prevent or address. 
The manifestation of information gatekeeping (i.e., irresponsible implementation of any of gatekeeping mechanisms), the features of technology solutions used to implement it (e.g., biased algorithms), the institutional and individual actors who implement it, their worldview, their ethical and moral values, and their motivation behind information gatekeeping (e.g., making profits, monitoring and controlling user attention and behavior, arresting criminals, attracting voters) influence its ability to generate the type of consequences (i.e., positive or negative), the intensity of consequences (e.g., chronic depression, inability to buy a home or car due to lack of loans), the recipients of those consequences (e.g., women, people of color, and teenagers), and the duration for which they experience the consequences. 
Some negative consequences, like Internet addiction, affect all users irrespective of their demographic and other characteristics. However, not all users are equally affected by the negative consequences of information gatekeeping through AT. For example, women, people of color, and teenagers who don't have sophisticated levels of literacies or those who are oblivious to how their behavior and attention are manipulated by profit-driven actors can experience a greater degree of divides and vulnerabilities. Users may not instantly experience the same negative consequence of gatekeeping mechanisms. The continuous implementation of the combination of gatekeeping mechanisms creates staggered negative consequences.  
The range of vulnerabilities and divides resulting from information gatekeeping through AT suggests that it is the moral and ethical responsibility of powerful actors to look after vulnerable users. It is the collective responsibility of individuals, families, libraries, schools, government agencies, and nonprofits to equip users better to fight against the negative consequences enabled and propagated by a myriad of sectors and industries. 
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