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Abstract

Following the Covid-19 pandemic, supply chain disruptions have been thrust into
the spotlight. Despite the recent attention, disruptions have been plaguing supply chains
since the Silk Road. Supply chain disruptions can be defined as the trigger event(s),
along with their consequences, that disrupt the flow of supply chain and business
operations (Bugert and Lasch 2018). Disruptions are an inevitable aspect of managing a
supply chain. Because of this, supply chain managers are responsible for enacting a
variety of strategies to mitigate the risk and impact of disruptions.

Strategic approaches can be broken into two categories: proactive and reactive.
Proactive approaches are implemented as preventative measures by an organization to
prevent disruptions or reduce the scale of the disruption. Reactive approaches can be
planned before or after a disruption occurs but are implemented and adjusted after the
fact to control the impact of the disruption (Rinaldi, et al. 2022). Strategies can typically
be used in both proactive and reactive manners.

This research aims to analyze the different potential strategies organizations can
implement to combat supply chain disruptions. By understanding what factors trigger
different responses and how organizations can respond to disruptions, we can provide
insights that will allow managers to adopt the strategies that will be the most effective

for their supply chain.

Types of Supply Chain Disruptions

There are multiple different types of supply chain disruptions that can affect
operations. The four primary categories of disruptions are natural, man-made,
technological, and economic disruptions. Natural disruptions are any events of a natural
origin: pandemics and natural disasters like earthquakes, hurricanes, and wildfires.
Natural disasters pertaining to atmospheric events tend to physically disrupt the supply
chain by damaging infrastructure, materials, and products, whereas natural disasters
like pandemics disrupt labor availability and create regulatory disruptions. Man-made

disruptions are events like strikes, labor disputes, war, and other forms of geopolitical



conflicts. These forms of disruptions can cause operations to shut down and
transportation routes to be affected, disrupting downstream customers (BSI America
2024).

Technological disruptions are events like cyber-attacks, system failures, and other
technological issues. With our increasing reliance on technology, these disruptions can
delay or shut down operations in both manufacturing and corporate supply chain
functions. Economic disruptions are events like recessions, market crashes, and trade
disputes. These disruptions impact customer behavior, demand, and inventory.

The level of risk associated with a type of disruption can be understood through a
supply chain volatility matrix, which classifies each disruption by known and unknown
causes. A disruption that is a known known is likely and has foreseeable consequences
and recovery actions. A known unknown disruption has a likelihood that is somewhat
predictable but has varying consequences. An unknown known disruption is a disruption
we are aware of but cannot foresee. Finally, an unknown unknown disruption is a
disruption that we are unprepared for in terms of consequences and likelihood of
occurrence (Oakden 2019). Before Covid-19, a global pandemic and the resulting
shutdowns was an unknown unknown. Included in Appendix A is a matrix categorizing
different common disruptions by level of risk, these may vary based on an organization,

All businesses will face any combination of disruption from multiple different
categories. Some disruptions, like Covid-19, will affect virtually all businesses, others
like cyber-attacks can be isolated incidents that only directly impact one business at a
time. Because of this, organizations must have multiple strategies to be reasonably

prepared for disruptions.

Strategies to Address Supply Chain Disruptions

The goal of all supply chain disruption strategies is to improve a company’s
supply chain resilience. Supply chain resilience is a company's ability to continue
operation in the face of internal or external disruptions (Brandon-Jones, et al. 2014).
These strategy categories are summarized as exogenous or endogenous and proactive

or reactive in Appendices B and C respectively.



Information Sharing and Visibility
Proactive and Reactive Approaches

Information sharing is a necessary tool that enables decision making during a
disruption. Information sharing is regarded as the quality and relevance of information
that is gathered (Brandon-Jones, et al. 2014). Robust information sharing is the catalyst
for greater visibility in a supply chain. Visibility can be defined as the end-to-end view of
supply chain operations. Both internal and external information sharing is needed to
enable visibility. External visibility of suppliers’ operational activities can improve
operational performance and decrease risks (Barratt and Barratt 2010).

Visibility can be used to improve a company’s resilience, proactively helping
identify potential risks before they turn into disruptions (Sunmola, et al. 2023). Visibility
leads to faster disruption discovery. Discovery time is one of the most important factors
in disruption response, allowing for a quicker response that will hopefully reduce the
disruption’s impact and prevent larger accrued costs (Messina, et al. 2021). Early
identification through information sharing allows companies to have timely responses
(Colicchia, et al. 2019). Visibility can also reactively provide insights into why, when, and
from where a disruption originates from (Sunmola, et al. 2023).

Limitations

One of the greatest risks of information sharing is information leakage. Potential
risks from a security standpoint include viruses, hackers, etc. (Colicchia, et al. 2019)
However, modern supply chains increasingly need the information sharing to survive.
Operations, transportation, planning, and other facets of the supply chain are
interconnected through a network of different systems and infrastructures and are
reliant on information sharing (Zuehlke 2010). Companies need to balance the
mitigation of risk associated with technological disruptions as compared to other types.
Investment in strong IT security can also be pursued to address the risk of data
breaches.

Scenario
In March of 2021, the Suez Canal was blocked by a container ship the Ever

Given (Trestrail 2023). The Suez Canal is one of the most important shipping routes in



the world, and this blockage stopped billions of dollars’ worth of goods. This man-made
disruption highlighted a lack of visibility in many companies. Companies did not have
access to the real-time data they needed to make necessary business decisions
(Upasani, et al. 2024). Products, through multiple levels of suppliers, were physically
trapped in the canal. This disruption highlights the need for product visibility and
information sharing between suppliers, shippers, and buyers to identify delays. This
information is integral for companies to make contingency plans based around these

product delays.

Supplier Diversification
Proactive and Reactive Approaches

Multisourcing is the primary method of diversification in a supply chain (Tomlin
2012). This is one of the most straightforward ways to reduce the disruption risks
associated with a specific supplier. This method is a proactive approach to handling
supplier risks. Diversification in all forms creates a more flexible supply chain and can
also stabilize an organization’s supply (Hendricks, et al. 2008). As of April 2021, over
80% of Japanese manufacturers have begun diversifying their suppliers (Nikkei 2021).
In a post-Covid environment, it is recommended to avoid overreliance on a small
number of suppliers. Geographical diversification adds an extra level of protection
against disruption (Lin, et al. 2021).

Alternatively, in response to a disruption, companies can go to an alternative
supplier identified previously by a backup plan (Tomlin 2021). Temporary alternative
supplier diversification is most useful for products that are not highly specific (Whitney,
et al. 2014).

Limitations

However, supplier diversification through multisourcing has its limitations. Firstly,
diversification relies on the assumption that both suppliers will not be impacted by the
same disruption. When the products are not equitable substitutes in quality, using these
materials could cause discrepancies in a company’s own production and processes.
Inequitable costs between suppliers and reduced economies of scale can also cause

hesitancy to multisource certain products, this is in addition to the investment costs



necessary to establish a new supplier (Tomlin 2012). Diversification also complicates a
supply chain, discouraging effective information sharing between the company and the
manufacturer (Li, et al. 2022).
Scenario

Apple, like most companies, was significantly impacted by Covid-19 and the
resulting shutdowns. Prior to the pandemic, China was Apple’s sole manufacturer. The
impacts of Covid in China were strict and long lasting, while other countries had
reopened manufacturing, many parts of China were still under lockdown (Goh 2022). In
2023, Apple decided to geographically diversify its production. Apple was introducing
MacBook production in Vietnam and iPhone production in India (Forbes 2024). This
decision creates challenges for Apple as moving to a new country affects labor
regulations, government regulations, and property rights. Despite this, this decision was
made to protect Apple’s supply chain from similar disruptions to Covid-19. The
geographical and geopolitical change is intended to mitigate the potential of an all-out
production stoppage. While this might increase the potential of isolated disruptions at a
manufacturing facility, this supplier diversification is aimed to strengthen the entire

supply chain, with multiple production sources (Forbes 2024).

Continuous Monitoring and Supplier Resilience
Proactive and Reactive Approaches

Supplier resilience is a focus on an individual supplier’s capability to endure
disruptions and resume normal operations. Underperforming suppliers are more likely to
experience longer and more frequently occurring disruptions. Supplier performance, and
therefore resilience, cannot be quantified and tracked without supplier measurement
systems. Managers should implement continuous monitoring through performance
metrics to understand a supplier’s resilience. These metrics would allow for pre-
disruption monitoring to mitigate the risk of a poor-performing supplier, but can also be
used to compare pre-disruption, during disruption, and post-disruption impact to
improve supplier response (Burkhart and Bode 2024).

Quiality audits can be used to monitor a supplier's operations and catch potential

sources of disruption before they occur (Lawson, et al. 2019). Supplier audits can be



conducted under voluntary standards, specifically created for that company, or could be
based on set industry or government standards (Castka, et al. 2021). These audits are
traditionally used to track a supplier’s quality performance, which can also be used to
determine their resilience.

Additionally, programs encouraging improved performance of the entire supplier
base can make a significant difference in overall supply chain resilience (Burkhart and
Bode 2024). One incentive program could be imposing severe external failure penalties.
These two strategies should be used in conjunction to improve supplier performance.
External penalties provide financial reinforcement to supplier facility audits and supplier
facility audits motivate suppliers to demonstrate proper quality control to avoid penalties
(Handley and Gray 2013). These programs can be both a proactive deterrent and a
reactive penalty for disruption.

Limitations

Improving supplier resilience can be contradictory to supplier diversification. It is
recommended to simplify supply chains by decreasing the supplier count and localizing
the supply chain (Burkhart and Bode 2024). This causes a challenge for managers to
decide between creating resilience through redundant suppliers or creating resilient
suppliers through a simplified supply chain and closer supplier relationships.

Scenario

Car manufacturer Ford and tire manufacturer Firestone had a collaborative
relationship that had begun in 1906 (Schubert 2011). This relationship was strained
when Firestone tires, that had been used on Ford vehicles, were malfunctioning leading
to many accidents and fatalities. This caused a supply chain disaster as Firestone and
Ford had to recall 6.5 million tires in 2000. Firestone already had the largest tire recall in
1978, when 14.5 million tires were recalled (Schubert 2011). Despite their long-standing
relationship and Firestone’s history, Ford did not have the proper quality assurance
programs in place with Firestone. This caused a significant disruption as Ford had to
publicize the recall, undergo reverse logistics to recall tires, and procure functional
replacement tires. Ford was made aware of potential quality issues in 1997, with early
warnings coming out of Venezuela and Saudi Arabia. Ford, however, did not take

adequate steps to confirm the quality of their tire supply (Pinedo 2000).



Inventory Management
Proactive and Reactive Approaches

Inventory management is the process of balancing the necessary inventory
needed to meet demand, while taking storage, stock levels, and many other factors into
consideration (Atnafu and Balda 2018). Inventory management models should balance
cost savings and customer satisfaction through order fulfillment (Corlu, et al. 2020).
Maintaining a higher level of inventory is a more effective and practical approach for
companies that experience shorter and more frequent disruptions than companies who
experience prolonged and infrequent disruptions. This form of inventory management is
known as just-in-case (Ishak 2023). Inventory management models should also be
adapted to disruptions with the highest likelihoods. Certain disruptions, like natural
disasters, are seasonal and inventory can be planned around these potential disruptions
(Atan and Snyder 2011).

Not all inventory management strategies require stockpiles. Companies who
want reactive inventory management need tools that allow them to detect potential
disruptive events (Tomlin 2012). This allows them to use an adaptive inventory strategy.
Additionally, to maintain short-term stockpiles, companies need the infrastructure to
store a sudden increase in inventory and procure or manufacture the necessary
supplies quickly (Tomlin 2012). Another inventory management strategy that does not
involve active inventory adjustments is having an inventory evacuation plan. This
method is for the reactive mitigation of disruptions that will directly affect operations at
an inventory-holding facility (Corlu, et al. 2020).

Limitations

Inventory stockpiling is ineffective if the disruption will damage or prevent the use
of the inventory. This is when inventory evacuation plans are needed, but not always
applicable in the case of inner-facility disruptions. Just-in-time (JIT) inventory
management has been the new standard, recently challenged by Covid-19. Because of
this, there has been some trepidation about the resiliency of JIT and pushback against
abandoning JIT. Companies must balance JIT practices with additional buffering

mechanisms, considering a just-in-case strategy (Chol, et al. 2023).



Scenario

In 2007 an earthquake in Japan disrupted Riken’s production facilities. Riken was
responsible for creating a unique piston ring for multiple car manufacturers, most
notably Toyota. When this occurred, Riken was the only supplier of this piston ring and
finding an alternative supplier was not a possibility (Whitney, et al. 2014). Production
levels did not return to standard operations until 2 weeks after the earthquake. In
situations where there is not the possibility of finding alternative sources, inventory
management is crucial.

The JIT manufacturing philosophy is famously developed and enacted at Toyota
manufacturing facilities (Cambridge 2024). Because of this, Toyota and other car
manufacturers kept very low piston inventory on hand. The disruption of the only
supplier caused car production to halt entirely (Whitney, et al. 2014). Inventory buffering
methods are necessary in these scenarios to prevent production delays or entire
stoppages. During Covid-19 there was a global semiconductor chip shortage that lasted
into 2023 (Gupta and Chauhan 2023). This shortage heavily affected the automotive
industry. Toyota, who had adapted inventory management strategies since 2007, had
required its suppliers to stockpile at least two months’ worth of chips (Shirouzu 2021).
This contingency plan allowed Toyota to maintain production while other auto

manufacturers reduced production.

Technology Adoption
Proactive and Reactive Approaches

Improvement in digital technology is an important step for companies to take.
Technology is necessary for proactive disruption detection, and also for disruption
mitigation and for returning to normal operations faster (Gottlieb, et al. 2019).
Technology adoption enables many of the other potential strategies: information
sharing, visibility, and supplier resilience. Tools like blockchain technology, which is an
advanced database, create data visibility and enable data sharing that can be used to
identify future disruptions (Alkhudary, et al. 2022). They can also be used reactively in
response to a disruption to trace products (Kumar, et al. 2021). This can be used to
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mitigate the impacts of the disruption and to identify the cause of the disruption or
weaknesses in the supply chain, therefore enabling improvements.

Additional recommended tools include enterprise resource planning (ERP)
systems, Big Data Analytics (BDA), Industry 4.0, and tracking and tracing (T&T)
technologies to allow for the collection of data and added resilience (Gottlieb, et al.
2019). This research shows that ERP systems and T&T technologies are the most
useful in the pre-disruption phase. These technologies are able to provide real time
data, which can decrease time delays in the event of emergency disruptions. ERP
systems are also able to create supplier transparency, by allowing visibility when there
are quality deficiencies or shortages. Whereas BDA, Industry 4.0 and ERP systems are
more useful for recovery during the post-disruption phase (Gottlieb, et al. 2019). In
reactive stages, technology can be used to trace back to the origin of the disruption,
identifying the causes to allow corrections and to prevent future similar disruptions
(lvanov, et al. 2023).

Limitations

There are significant costs associated with technology adoption. Costs are not
limited to the initial investment to procure the system or technology but extended to
recurring fees and training costs. This, along with inadequate company organizational
structure and talent to properly handle new technology implementations are barriers to
technology adoption (Agrawal, et al. 2019). Technology can help prevent disruptions
and mitigate the effects; however, it can also create an avenue for technological
disruption. Strong cyber-security is needed to protect these systems (Cagliano, et al.
2021). Proper employee training and system maintenance is also needed to ensure that
they will not be the source of the disruption. Despite cyber-security risks, some new
technologies like blockchain provide greater security and protection (Alkhudary, et al.
2022).

Scenario

One of the largest retailers in the world, Walmart, is subject to almost every type
of supply chain disruption due to the expanse of their network and business scope. A
core component of their business is being a grocer, and therefore managing food safety

is a prominent concern. In 2018, there were large outbreaks of both E. coli and
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salmonella. These outbreaks are forms of natural disruptions that impact Walmart’s
ability to procure and sell certain products (Smith 2018).

To overcome this, Walmart has been working with IBM to implement blockchain
technology. Because of Walmart’s large scale, their supply chain involves moving food
products, some of which are perishable, across the country and sometimes across
borders (Vitasek 2022). Blockchain technology is able to connect the many different
systems and technologies that are used within Walmart’s supply chain. This system
provides Walmart with greater transparency and traceability when managing their food
service supply chain. This allows them to respond to and reactively manage disruptions
and trace products through the supply chain and through the supplier (Kumar, et al
2021).

Discussion

Limitations

This paper’s goal is to summarize and categorize empirical and quantitative
research regarding supply chain disruption strategies. It is not a comprehensive list of
all possible disruptions or disruption strategies. The effects of implementing these
strategies are not fully explored, specifically strategies that have been implemented
post-Covid. Additionally, not all disruption responses are equally effective for each
company. Companies have different needs depending on a multitude of different factors
that impact their day-to-day supply chain and operational functions.
Future Research

This research allows for the possibility of further study breaking down
recommendations into more categories. Greater insights and recommendations can be
made if the research were to focus on a specific factor like industry, company size, long-
term goals, supply chain strategy, etc. This would allow recommendations to be catered
to companies grouped by characteristics that would affect what disruptions they face
and what limitations they face as an organization.

Additional research can also be done regarding the interconnectivity of the
responses to supply chain disruptions. Further study could also be conducted regarding

how a combination of responses will affect an organization's risk levels. This includes,
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but is not limited, to understanding if combining multiple strategies creates more risk, if
they can be used to help cover the other’s risk, or if incorporating different strategies

contradict each other or the organization’s goals.

Conclusion

As supply chains adapt and grow, the disruptions that affect them adapt and
grow too. Organizations must be aware of the different types of disruptions they will
face: natural, man-made, technological, or economic. They must be aware of each
disruption category of risk: known known, known unknown, unknown known, or
unknown unknown. These factors are key for managers to understand what disruptions
they need to be prepared for.

Managers should be intimately familiar with the level of risk disruptions impose
upon their organization. This enables them to strategize and enact the appropriate
disruption responses. Information sharing and visibility, supplier diversification,
continuous monitoring and supplier resilience, inventory management, and technology
adoption are all tactics that can be used to mitigate risks. These strategies are not
independent of each other. One strategy is often needed to facilitate and strengthen the
other. Through a deeper understanding of these risks and strategies, managers can

provide the necessary insights and leadership to create a resilient supply chain.
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Appendix A

Unknown Known Unknown Unknown

« Pandemics (Pre-Covid)

* Cyber-attacks
* Major trade route

Unknown « System failures

« Technological Issues blockage
«\War
« Market Crashes
Known Known Known Unknown
» Product delays - Strikes
« Quality issues » Natural Disasters
Known

* Transportation issues *Recessions

Known Unknown
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Diversification

Appendix B
Strategy Exogenous Endogenous
Information * External information ¢ Internal information
Sharing and sharing sharing
Visibility e External tracking and * Internal tracking and
visibility visibility
Supplier e Multi-sourcing ¢ Alternate supplier

identification

Continuous

Quality audits

Supplier relationship

Monitoring * Continuous maintenance
and Supplier monitoring |
Resilience * Performance metrics

¢ Incentive programs
Inventory e Supplier stockpiles ¢ Just-in-case inventory
Management management

¢ Internal stockpiles
Technology e Blockchain e Blockchain
Adoption * ERP, Big Data, Industry
4.0, and T&T

technologies
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Appendix C
Strategy Proactive Reactive
Information e External/Internal e Disruption traceback
Sharing and information sharing
Visibility * External/Internal
tracking and visibility
Supplier e Multi-sourcing e Alternate supplier

Diversification

identification

Continuous

Quality audits

Supplier penalties

Monitoring ¢ Continuous monitoring
and Supplier * Performance metrics
Resilience * Incentive programs
Inventory ¢ Supplier/Internal * Inventory evacuation
Management stockpiles plan

e Just-in-case inventory

management

Technology ¢ Blockchain ¢ Blockchain
Adoption e ERP * ERP

e T&Ttechnologies * BigData

Industry 4.0
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