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Abstract

This thesis describes a methodology to support the decision to reuse a soft

ware asset from a repository, using the information of previous testing to best

advantage. The context of this work is statistical testing with usage models repre

sented as Markov chains.

The methodology provides techniques to compare a new usage chain with

other usage chains in the repository to determine the similarity between the pro

spective new use and the testing history. To determine if enough testing was

performed, the method compares the prospective new use with the testing chains

in the repository, and also analyzes the reliability and confidence measures when

no failures are found.

The methodology also describes techniques to combine previous uses of the

software in such a way as to have more information about the behavior of the

software in general as well as for a particular environment. A technique to disre

gard the irrelevant (redundant) testing experience is also provided so that the

stopping criteria in testing are met sooner than by testing exclusively with the

new use, or by including all the testing history.
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Chapter 1

Introduction

A software component might be used in many different environments, therefore we

need methods to assess its fitness for each different environment. Formal testing methods

provide us with tools to evaluate the reliability and confidence of software in a given envi

ronment. Test budgets are usually restricted in time and money, therefore it is important to

find the most efficient way to qualify a component.

Testing software is a hard problem because it is impossible to test every single input

sequence applicable to the software. Testing methods should identify an appropriate sub

set of all possible input sequences and by analyzing test results on the subset infer the

quality of the software. In other words testing methods should generate statistically valid

data to infer the quality of the software.

Some testing methods in common use are partition testing, path testing and statistical

testing. In partition testing the standard approach is to divide the input domain into classes

and then to select test data from each class of the partition. The idea is that all the elements

in a partition are equivalent for the purpose of testing. If the result of a single element in
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the class is correct then all the elements in that class are assumed to be correct. On the

other hand, if one element of a class exhibits a failure then so will all elements in that class

[9].

In path testing the idea is to run as many test cases as necessary to test every path

through the code. The problem with path testing is that it does not include loops and

cycles.

Statistical software testing, in which the test cases are randomly generated according

to a probability distribution, will find failures in generally the same order that a user would

find them, if the distribution is an accurate characterization of field use. Also, such testing

generates data that can be analyzed with standard statistical methods.

Several studies support the idea that statistical testing is the most efficient way to test

software. Duran and Ntafos [3] showed that random testing is generally as effective as

partition testing and it is much less expensive. Duran and Wiorkowski [4] argued that path

testing is more expensive than statistical testing, and that it is very difficult to show that

every single path has been covered. They also showed that path testing is not better at

finding failures than random testing. Mills [8] indicated that testing with human-selected

test cases produces only anecdotal evidence. If the goal in testing is to certify the reliabil

ity of the software, statistical testing is the most appropriate option because one can infer

information from the actual testing performed. Research and practice have established that

apart form certain anecdotal tests that are justified on legal, moral, ethical or political

grounds, the most effective way to spend the test budget is on statistical testing based on a

usage moder[13].
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This work presents a methodology to reduce the amount of statistical testing necessary

to support a decision to reuse a software asset. In current practice, when a user wants to

reuse a software component, testing is usually done without quantitatively considering

results from previous testing experiences. This is not a very efficient way to spend the test

ing budget especially when the prospective new use of the software is similar to some pre

vious usage.

We would like to consider previous testing experiences in a formal way to reduce the

new testing necessary to satisfy quality requirements of a new user. In the case of statisti

cal testing these requirements are usually expressed as reliability and confidence levels of

the software, and the environment of use is described by a usage model.

Statistical Testing1.1

The main elements in statistical testing are:

•  Build the Markov chain usage model. The model can be constructed even before the

code is written because it is based on functional specifications  of the software.

•  Generate random test sequences. Once the usage model is constructed we can generate

as many sequences as we want.

•  Run the test cases on the software under test and record the results in the testing chain.

•  Record the entire testing record in the repository.
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Usage Models1.1.1

Software testing can be treated as a stochastic process, and the usage of the software

can be modeled by a finite state, discrete parameter, time homogeneous, irreducible

Markov chain [14,15]. The structure of the Markov chain reflects what the software can

do, and the probability distribution associated with the Markov chain represents the

expected use of the software. This Markov chain is called a usage model or usage chain.

A software usage model characterizes the intended use of the software in the intended

environment [13]. Modeling the use of the software with Markov chains is a good choice

because there is a well known body of theoretical results associated with Markov chains

which allows a deep characterization of the software testing process. They are also mathe

matically tractable and they have proved to be effective in practice.

The transition probabilities among states can be expressed as constraints based on field

data, informed assumptions about the expected use, uniformly where no information about

the use of the software is available. Specific probability values are then determined from

the system of constraints. Walton [12] proposed a method for the representation of usage

models as constraints and the optimization of the transition probabilities relative to testing

objectives.

The usage model can be used to plan the testing process even before the code is writ

ten because it is based on functional and usage specification. It also can be used to gener

ate statistically correct samples of test cases.
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Testing Sequences1.1.2

The usage model is used to generate sequences (test cases) that are applied to the soft

ware in order to certify it. A test case is a realization of the usage chain that begins with

the invocation state and ends with the first occurrence of the termination state. The

sequences are generated by random walks (with a random number generator) on the usage

model. Once the usage model is created, any number of test cases can be generated auto

matically.

Testing Chains1.1.3

The testing chain records the result of applying the test cases to the software and it is

used to determine software quality measures such as reliability and confidence, and also to

support a decision to stop testing.

The testing chain is created by initializing a frequency model F with the same states

and arcs of the usage model. The labels for the arcs in F are frequencies instead of proba

bilities, and are initially set to zero or to one. All frequencies are set to zero when arc cov

erage is expected soon in the testing process, otherwise all frequencies are set to one to

permit computation of the Kullback discriminant (see Section 3.1.2). Every time a test

event applied to the software traverses an arc, the frequency count is incremented by one.

Failures are incorporated in the model by creating a new failure state for each failure. If a

failure is observed when passing from state i in some test sequence, a new state fi is ere-
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ated with an arc from i to^ with frequency count of one. The exit arc from^- follows the

execution of the software; that is, if the failure prevents continued testing of the sequence,

the exit arc goes to termination, otherwise the exit arc goes to the next state in the model.

It is assumed the failures are detected unambiguously. The testing chain is created by nor

malizing the frequency chain F.

1.2 Reuse

The repository is presumed to contain all the information about previous testing of the

software, that is, the usage model, the sequences with which the software was tested, and

the result of the testing experience. When a user wants to reuse a software component he

should be able to consider all previous testing information available in order to reduce the

amount of new testing necessary to certify the software for the new environment.

In the context of this work we use the term reuse to indicate changes only in the transi

tion probabilities of the usage model. The software component will be taken from a repos

itory, and tested as it is, with no changes in code.

1.3 Reuse Questions

The objective of this work is to investigate mathematical techniques to determine how

much new testing (if any) is necessary to satisfy the requirements of reliability and confi-
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dence expected for a new use of the software and at the same time reduce the amount of

testing necessary. To reduce the amount of additional testing necessary we want to use all

the previous testing experiences in order to avoid redundant testing. In this context we

want to answer the followings questions:

How can we compare one usage model with another, or with a testing model?

What is the likelihood that a set of sequences was generated from a specific usage

model?

How can we combine testing records in order to get stronger conclusions about reli

ability and confidence of the software without performing extensive new testing?

If we decide that new testing is necessary, what usage model is the most efficient to

generate the new test cases, and how much testing is necessary?

Outline and Overview1.4

This work presents a set of mathematical operations to be performed on usage models

and testing chains in order to help decide the testing strategy when a user wants to reuse a

software component from a repository. The idea is to use the information of previous test

ing experiences to best advantage.

The process begins with the selection of the usage model. To select this model we pro

vide techniques to compare usage models against usage models and also usage models

against testing chains. The comparison among usage models is used to determine the clos-
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est model, and the comparison between usage models and testing chains is used to deter

mine if enough testing was already performed.

We provide techniques to combine usage models in order to compile all the testing

experience into a single model so that we can infer the cumulative reliability and confi

dence of the software taken in consideration of all the testing experiences.

In order to reduce the amount of testing required to certify a component for use in a

new environment, we provide a technique to disregard irrelevant experience so that

recorded experience plus the new tests will satisfy the stopping criteria sooner than if we

test exclusively with the new model.

This document is organized as follows. Chapter 2 describes the mathematical opera

tions and presents the properties required of each one. Chapter 3 presents candidates for

each operation and delineates the methodology to support the reuse of an asset. Chapter 4

treats reliability and confidence measures. Chapter 5 presents simulation results for the

technique proposed in Chapter 3. Chapter 6 provides a summary of the work and the con

clusions.
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Chapter 2

Basic Operations to Answer Reuse Questions

In this chapter we describe a set of operations over testing records and the required

properties of each operation. These operations will be used to answer the reuse questions

posed in Section 1.3.

Testing Records2.1

A testing history is a collection of testing records (one or more), each of which con

tains the information related to the testing experience for a software item. The structure of

a testing record is: < U, S, F, T> where:

•  U is the usage chain represented as a transition matrix. This matrix contains the struc

ture of the model and the transition probabilities associated with a particular usage

environment of the software.

•  5 is the set of sequences or test cases actually used to test the software.
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•  F is the failure log of all failures found during testing.

•  T is the Testing chain produced from U, S and F.

The reliability, confidence, MTTF (mean-time-to failure), state coverage, arc cover

age, and other measures, can be generated with computations over the elements of the test

ing record. When the history contains more than one testing record, they will be named

and indexed.

Operations Over Testing Records2.2

In order to outline a method that supports the decision to reuse an asset from a reposi

tory we need to define a set of basic operations to be performed with testing records. In

this section we will define the following operations:

•  Comparison of stochastic matrices

•  Likelihood that a sequence would be generated by a given model

•  Combining testing records

•  Assessing the difference between testing records

Comparison of Stochastic Matrices2.2.1

The first step in the process of deciding to reuse an asset is to compare the usage model

of the proposed usage with those in the repository to assess the similarity to prior testing.
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If there is one similar to the propose usage, we will take that model either as a reference

for reliability and confidence or as starting point in further testing. After this initial com

parison we must be able to determine if enough testing was already performed or not. To

determine if enough testing was performed we will compare the intended use with all the

testing chains available. A schema of this process if shown in Figure 2.1.

The comparison will be defined as a function C(A,B), which is the distance from

record A to record B, and must have the following properties:

i. C(A,B) = 0 iff A=B

ii. C(A,B) = C(B,A) (symmetrical)

iii. C(A,C) < C(A,B) + C(B,C) (triangle inequality)

2.2.2 Sequences and Models

We need to compute the likelihood that a set of sequences would be generated by a

specific usage model, that is P(SequencelUsageModel). This information can be used to

determine the relevance of a sequence to a new model, and it will be useful to determine if

enough testing was already performed. We can use this information in two ways:

•  To see if some of the sequences generated for previous testing would be likely gener

ated by the new model. In this case we can select the sequences relevant to the new

usage.
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Are there usage models in the repository similar to the
proposed use?

compare (New, UsageChain)

yes

was testing adequate
for present needs

Was enough testing performed con
sidering all testing records?

compare(New, TestingChain)

REUSE

no

How much new testing
should be done?

Which model will be the
starting point?
*New?

* Closest one?
* Combination of new

and closest one?

Incorporate testing
results in repository.

Figure 2.1: Comparison of Testing Records
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•  To see if the sequences generated for the new model would be likely generated for

some of the previous models (the generation of statistical test cases is easy and inex

pensive, and for this experiment we don’t need to run the test cases).

Combining Testing Records2.2.3

We need to combine testing records in such a way that we have more information

about the reliability and confidence in the software, and also more information about some

specific testing situation.

Our purpose is to reduce testing. We want to combine testing records in the following

circumstances:

• When no single previous testing is similar to the new use of the software, we want to

check if some combination of two or more of them is close to our proposed usage. In

that way, testing for a new environment will use as a starting point the closest possible

model and reach requirements of reliability and confidence as inexpensively as possi

ble.

• With the combination of all the testing records we can estimate reliability of the soft

ware with greater confidence. In this way we have more information about the behav

ior of the software in general as well as the behavior for a particular environment.

Let A and B be two testing records with the following structure: A = < U^, S^, F^, Ta>

and B = <Uij, S^, Fi,,Tfj>. We want to define an operator © that combines testing records
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to produce a new (synthetic) testing record, while respecting certain properties. We will

analyze the information shown in Figure 2.2.

Figure 2.2: Combining Testing Records

The operator © should combine the elements in the testing records point by point, so

that for testing records A = < U^, S^, F^, r^> and B =<Uy, Sf,, r^>

a  b

A®B =
F ®F,
a  b

17 © r,
a  b

The combination should have at least the following properties:

A © A = A, Idempotent

A® B =■ B ® A, Commutative

A © (5 © Cj = (A ®B) © C, Associative

Ua®Ui, is a combination of the usage models. It will be checked for similarity with

proposed new usages of the software.
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TqSTj, is a new testing chain constructed from both sets of sequences and failure logs.

This chain will be used to represent the combined testing experience of the software. It

summarizes the information of all testing of the software.

The arrow from T„©Tj, to means that we can get a usage chain for the cumula

tive testing experience by transforming the frequency testing chain into a Markov chain.

Usage Model Difference2.2.4

Let A be a testing record in the repository and let B represent a prospective use of the

software. If we consider the experience obtained with the testing of A, we will usually

have some irrelevant experience, and some experience directly relevant to situation B.

Some aspects of B might have been under addressed by A (Figure 2.3).

New Testing
Required

Irrelevant

Experience

Relevant Experience
Under Usage B

Figure 2.3: Relevancy of Previous Testing Experiences

If analysis of the previous testing experiences shows that more testing is necessary we

need to determine which Markov chain is more effective in generating the additional test
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The method to find the most appropriate Markov chain to generate the additionalcases.

test cases will depend on the similarity between the previous testing experience and the

new usage of the software. It also depends on the amount of testing already performed.

We need to consider two issues:

•  How to ignore irrelevant experience

•  How to compensate for missing experience

b) Model Ba) Model A

Figure 2.4: Examples of Testing Situations

Figure 2.4 shows two testing situations. Let us say that model A was already tested and

the results are in the repository. Model B is the proposed new usage of the software. Given

that p is much bigger than q, submodel A. 1 was heavily tested and that experience should

not count against us in the evaluation of reliability and confidence for usage B, therefore

we need to find a method to “ignore” the redundant experience for usage B when compar

ing B to A. On the other hand, given that s is much bigger than r submodel B.2 needs to be

tested more than submodel B.l. Therefore we need to compensate for the missing experi

ence. In addition to that, we want to use previous testing experience in such a way that the
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previous experience plus the new tests will satisfy stopping criteria sooner than if we test

exclusively with model B (Figure 2.5).

Testing experience with model A

Relevant experience of A _h^v^te£ti^g B-A
-

1

I

“1

Testing exclusively with model B

ICost saving

Stopping criteria
achieved

Figure 2.5: Cost Saving in Testing

Outline of A Method to Support Reuse2.3

A new user of an asset must decide if the testing already performed by other users sat

isfies his own requirements. The user will have all the individual testing records and the

combinations of all records to evaluate. The first step is to find out if some of the previous

experience is similar to the proposed one.

The next step in the process is to determine if enough testing was already performed,

either in an individual testing situation or some combination of the experiences. If the user

decides to carry out more testing all the relevant testing already done would be used. To do

that the user must select the sequences that are applicable and supplement them with new
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sequences. In this way the user will achieve the stopping criteria sooner than by testing

exclusively with test cases generated with the new usage model. The results of the new

testing should be included in the repository as an individual testing record.
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Chapter 3

Candidates for Basic Operations

In this chapter we define a set of candidate operations on testing records that have the

desired properties as explained in Chapter 2, and describe some circumstances in which

they can be used. The best operator depends on the specific situation and all of them allow

us to decide in an informed way about the possibility of reuse of an asset from a reposi

tory. Experience in real applications will show us the range of values appropriate for each

operator.

Comparison of Stochastic Matrices3.1

Let A and B be two stochastic (transition) matrices (or two probability distribution

vectors) of the same structure. Some comparison methods for stochastic matrices are:

•  Euclidean distance

•  Kullback discriminant
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• Matrix norms

•  Bhattacharyya distance

Euclidean Distance3.1.1

The Euclidean distance is used as a primary source to determine the differences

between probability distributions. Larger numbers for this measure reflect greater differ

ences between the distributions.

The Euclidean distance is computed as follows:

IWd(A,B) =

This distance is zero only when the distributions are equal. This measure satisfies all

the properties of a distance function.

Kullback Discriminant3.1.2

The discriminant is a measure of the likelihood that two usage profiles will generate a

similar set of typical sequences. The smaller the value of D(A,B) the greater the likelihood

of generating similar sequences. If two usage profiles generate similar sequences then we

expect similar outcomes using the testing information of either one. The discriminant is

computed by

D(A,B)
tj tj
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where n is the stationary distribution vector.

When A.. is zero, we just skip that value from the computation because in that case a
V

transition from state i to state j is not allowed, therefore it does not provide information. If

A..^0 and B.. = 0, the Kullback discriminant is not defined. The Kullback discriminant
iju

has a valid value only when the chains have the same stmcture. When we compare a usage

chain against a testing chain we get a valid value only when arc coverage is achieved in

the testing chain. For some models it is necessary to run lots of test cases (more than you

can afford to run) before achieving arc coverage. In this work we use a frequency chain

initialized to ones instead of zeros. In this way we always have a valid value for the Kull

back discriminant.

Notice that the Kullback discriminant is not symmetrical. The symmetrized version of

the discriminant is the average between D(A,B) and D(B,A), which measures the difficulty

of discriminating between A and B [6].

3.1.3 Matrix Norms

Matrix norms provide a measure of the distance on the space of matrices [5].

mxn mxn

For A,Be and ae f:9t -> is a matrix norm if and only if

i. fiA) >0 (f(A) = 0 iff A = 0)

ii. /(A + B) </(A) +/(B)

iii. /(aA) = |aLf(A)
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The norm of matrix A is denoted ||A|1. The most frequently used matrix norms are the

Frobenius Norm and the p-norm, specially when p = 2. The Frobenius Norm is defined as

m

2 or llAll^ = VXDiag(A2’A)I I a.
ij

= lj=l

The 2-Norm is the square root of the largest eigenvalue of A^A.

Given that we are interested in differences between matrices we will compute the

norms for A-B and in that case the Frobenius Norm is the same than Euclidean Distance.

The norms of (A-B) will be zero if and only if A  = B.

Bhattacharyya Distance3.1.4

The Bhattacharyya Distance [11] is a measure of the separability between density

functions. It is defined as;

B = -In

where p, (y) and P2(y) are probability density functions.

This measure can be applied to the stationary distribution and in this case we have a

measure of the similarity of the chains in the long run.



page 23Candidates for Basic Operations

Sequences and Models3.2

Let testing record A = < Ua, 5^. F^, Ta> be the testing experience, and D be the new

prospective use. Therefore, we have D = <U^, S^, -> since no testing has been done

with S^. We need to determine the relationship between models and sequences.

New Models versus Test Experience3.2.1

To decide how much of the previous testing is relevant to the new environment we

need to compute the relationship between the testing history and the new model. Let A be

the testing record and D be the new model. We need to compute the relationship between

P(D\Sa) and PfAI5J. Notice that A can be a combination of previous experiences or an

individual testing record.

PiY\X)PiX)
) we haveApplying Bayes’s Theorem (P (X| 7) =

PiY)

P(5^ A)P(A)P(5 D)P(D)
and P(A|5a) =P(D\SJ =

P{SJP{Sa)

P(Sa) is a (non zero) scaling factor, therefore it can be removed from consideration.

P(Sequence\Model) can be computed by multiplying the probabilities of each event in

the sequence using the stochastic matrix associated with the respective model. Notice that

as a sequence grows longer, its probability of being generated becomes lower.
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P(Model) represents the probability of choosing that model as starting point in the test

ing experience for D. Since this is totally under the analyst’s control we can say they are

equally likely and remove this factor from the comparison.

If P (5^ D) >P A) then we have P ^ P ^nd can say that the testing

experience generated for A will be relevant for the new use.

New Sequences versus Previous Models3.2.2

Another way to assess the similarity between the prospective use and the testing his

tory is to compute the probability that sequences generated by the new model could also

be generated by some of the previous uses. In this case we need to find ou.t the relationship

between P(SJD) and P(SJA). If P A) >P {Sj D) then is at least as likely to come

from environments A as D.

Combining Testing Records3.3

We need to combine each element of the testing record, but the only point of interest is

the usage chain because sequences and failure logs can be easily combined with the union

(with repetition) of their elements and the generation of the testing chain is accomplished

with the incorporation of all sequences and failures logs in a single chain. We will focus

now on the combination of usage chains.
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Combining Usage Models by Mean Values3.3.1

The simplest way to combine usage chains, and Markov chains in general, is with the

mean of the values, that is:

for all i and jU ®U. =
a  D 2

Clearly this way of combining usage chains has the expected properties.

Combining Usage Models by Entry wise Multiplication3.3.2

Another way to combine usage chains is with the following algorithm:

Step 1 : Compute matrix C such that C(i,j) = UJiJ) * Uh(i,j). Notice that this matrix is not

row stochastic and must be normalized.

Step 2 : Compute the square root of each entry in matrix C (i.e., Q = sqrt(C)).

Step 3 : Get the Perron-Frobenious eigenvector V, associated with the maximum eigen

value Y.

Step 4 : Construct a diagonal matrix X with element os the Perron-Frobenious eigenvec

tor, i.e., X.. = V,

1
Step 5 : Compute the normalization of the matrix with = -xinv(XxQxX) .

For the idempotent property (A © A = A), in step  1 of the algorithm we multiply each

element by itself and in step 2 we get the square root, therefore we are again working with
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the original matrix. This matrix is normalized, therefore steps 3 to 5 should have no effect

on it.

The commutative property (A® B = B@ A) is kept because multiplication is commu

tative in step 1, and all the computations depend on the result of step l.The associative

property (A®(B®C) = (A ®B) © Q is also preserved.

Cumulative Experience3.3.3

The usage chain of the cumulative experience can be obtain by updating the frequency

testing chain with all the sequences available and transforming frequencies to probability

estimates.

This way of combining is the best starting point for the rest of the process because it

has all the testing experience summarized in a single chain.

The idempotent property is kept. Every arc in the frequency matrix will have twice as

many values and we divide by the sum of them to obtain the original probability value.

Commutativity and associativity are also maintained since the order in which the

sequences are incorporated to the frequency chain does not matter.
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3.4 Usage Model Difference

Once we get the closest possible model as starting point for testing, we need to solve

two problems:

•  How to ignore irrelevant experience from distance considerations

•  How to compensate for missing experience

Let us say that A is the closest model with testing experience in the repository and D is

the new intended use. Notice that A can be a particular testing situation or the combination

of previous experiences.

Ignoring Irrelevant (Redundant) Experience3.4.1

To remove irrelevant (redundant) experience we will use a schema of picking and

choosing sequences associated with some testing experience.

One way to remove irrelevant experience is to consider only those sequences that have

a greater or equal probability of being generated by the new model than by the model in

the repository. Let be the ith sequence generated by model A. We will consider iff

P (5^. D) >P {S^. A) . The problem with this method is that we cannot assure arc cover

age even if in model A we had arc coverage, because we might remove sequences critical

to coverage.

A more efficient way to remove irrelevant experience is to consider any sequence that

incorporates new information to the testing chain, that is any sequence that traverse an arc
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not already traversed, and for those sequences that do not introduce new information we

use the previous scheme, and incorporate it if the probability in the new model is greater

or equal to the probability in the old model.

If we use a testing chain initialized to ones instead of zeros the former approach is bet

ter because we already have arc coverage and in this case we consider only test cases that

contribute more to the new environment. In addition to that, this approach requires less

computation which could be a significant saving for large models with lots of test cases.

Compensating for Missing Experience3.4.2

After eliminating the irrelevant (redundant) experience with the method explained

above, we are in the closest possible situation between the prospective use and the testing

chain generated considering the previous experience. The direct method to compensate for

missing experiences and preserve all statistical properties is to simply generate and run

new random test cases from the prospective new model. More efficient methods may be

found in the future.
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A Method to Support Reuse3.5

Let us say that we have three testing records A =  < 17^, S^. F^, Ta>, B =<Uy, S^,, Ffj,

Tij> and C = kU^.. S^, T^> in the repository, Xis the new intended use, therefore we

have X = < Ujc, Sjp ->.

We propose the following method to support the decision for reusing an asset from a

repository.

Step 1 : Decide which is the closest usage model to be used as starting point. To do this we

need to create Table 3.1 and analyze its information

Table 3.1: Evaluation for Model X

Dfx,.; D(-,X) d(X,») N2(X,») B(X,»)mean

A

B

C

A©B

A©C

B©C

A©B©C

where:

• is the model in the repository

D(X, •) and D(», X) are the Kullback discriminants

mean is the mean value between D(X, •) and D(», X) (symmetrized version of the

Kullback discriminant).
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d{X, •) is the Euclidean distance (which is equal to the Frobenius Norm)

N2(X,») is the norm-2

B(X, •) is the Bhattacharyya distance

All the computations follow the same trend. The most accurate is the Kullback Dis

criminant because it give us a difference of ensemble characteristics of the chains and its

ability to generate a similar set of test cases, but it requires significantly more computa

tion.

After analyzing the values in Table 3.1 we should be able to indicate which model is

the closest one to the intended use. If no model is close enough we should choose the com

bination of all experiences (y4©B©C).

We must also keep in mind that the size of the model is very important in the compari

son of values. That is, a value that is bad for a small model could be good enough for a

larger model.

Step 2 : After choosing the closest model we need to determine if enough testing was

already performed. To do that we will compute D(X,T^), that is the Kullback dis

criminant between the prospective use and the testing chain for the closest model

in the repository. We will also compute Kullback discriminate for D(X,Ta®Th®T^)

to determine if enough testing was performed considering all the testing experi

ence available.

Step 3 : Analyze the information of reliability and confidence achieved with previous test

ing but using the prospective use as the probability distribution in the computa

tions.
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Step 4 ; If not enough testing was performed or if we want to perform independent testing

we will use the model with a better value for the Kullback discriminant as the

starting point. That is, either the closest model or the combined model is used.

Step 5 : Eliminate the irrelevant experience from the chosen model in step 4 with the

method explained in Section 3.4.1.

Step 6 : Generate a set of test cases with the intended model.

Step 7 : Run the test cases and evaluate the results. If the results are good enough then we

should reuse the asset.

With this methodology we will reduce the amount of testing necessary in order to

decide to reuse an asset.
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Chapter 4

Reliability and Confidence

Reliability and confidence are two fundamental measures in testing software. Usually

these measures define the stopping criteria of the testing process.

Software reliability is the probability that the software will perform correctly in a given

operational environment. Confidence is a measure of the certainty that a given value of the

reliability lies in a certain interval. Reliability and confidence are closely related to each

other, therefore we use terms like the reliability of this software is 0.90 with 95% confi

dence, i.e., we have 95% confidence in our estimate that the reliability is in the interval

[0.9, 1.0].

In terms of Markov chain usage models, reliability is the probability of a randomly gener

ated test case running from invocation to termination without encountering a failure state.

When the testing chain contains no failure state, this definition results in a value of 1.0, which

provides no information. If interpreted to mean that every single fault was removed from the

software, and it will produce the right result 100% of the time, would be an unrealistic

affirmation. In this work we focus on situations in which testing reveals no failures. If test-
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ing reveals failures, we use the Markovian reliability. The following formulae are based

on [7].

4.1 Probability of Failure

Probability of failure is the probability that an input selected at random according to the

input distribution and run on the system under test will give an incorrect output.

Let 0 be the unknown true proportion of failures in the software and 0 be an estimate of

0. We assume that the test selection does not prohibit repetition. This is equivalent to picking

balls from an urn with replacement. Intuitively, as we run more test cases without failure, we

become more confident that the proportion of failures is small. We cannot be sure that 0 is

zero because we are selecting test cases with replacement. To estimate 0 we must quantify

the previous intuition.

4.1.1 The Overall Approach

The Bayesian estimate for 0 is

? = a

t + a + b

where t is the number of test cases run and a,b are the parameters of Beta(a,b) chosen con

sistently with the prior knowledge about 0 [7]. In this case the prior assumptions are
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appropriate to the entire input domain of a program, and sampling is from the entire

domain.

If no prior knowledge about 0 is available we must set a and bto \. This assumption

embodies the believe that the software is equally like to have any possible value of 0 in

the interval [0,1], In this work we will use a =  1 and b = \.

Binning the Domain4.1.2

A more conservative alternative to the overall approach is to partition the input

domain into bins and compute 0. for each bin i.

The tester can choose the way in which to define the bins as long as they form a math

ematical partition, that is, all the elements of the input domain are represented and no ele

ment appears in more that one bin. In addition to the partition requirement, each element

in a bin must have equal probability of being selected. Each bin has a probability pi of

being selected.

/—N

Following [7] compute 0^. using

0. =
/ r,+ a, + fc.

I I

and the estimate for 0 is

0 = sv,
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where ai, bj denote the prior Bayesian knowledge about 0 for bin i, and r,- is the number of

test cases run in bin /.

In this approach, the distribution of ̂  is a probability weighted consideration of the

estimators of each bin. The binning approach allows us to select a prior distribution for

each bin, which means that each bin can be analyzed independently. For all bins, c,- and b.

will be set to 1.

Repetitions of test cases are not forbidden for this method, however we will not con

sider them. If a test case is repeated it will not impact the computations of 0^ since no new

information is contibuted.Three possible ways to define the bins are now presented.

First, we consider a separate bin for each test case run, and one bin for all the test cases

not run. In this approach the probability of each bin will be defined by

P(Sequence\Model). Table 4.1 shows the binning process for n test cases. This is the most

conservative scenario.

Table 4.1: Binning for n+1 Bins (one for each test case run)

bin 1 bin2 bin n bin n+1

test case 1 test case 2 Input Domain - {test case 1, test
case 2,..., test case n}

test case n

t, = l t2=l tn=l tn+l = 0

«!= 1

fe,= l
02= 1
b2=\

a„= 1

fc„=l
«n+l = 1

Vl= 1

p,= P(t,\Model) P2= P(t2\Model) p„= P(t„\Model) Pn+I=
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Second, we consider one bin for all the sampling and one for the bin not sampled. The

issue here is how to assign the probability to the bins. It is necessary to estimate the pro

portion of the population from which those run were drawn, p, and the proportion not par

ticipating in the sample, 1-p. Table 4.2 shows some example values for the probabilities in

the two-bin model.

Table 4.2: Probabilities for Two Bins

Test Cases Run Test Cases Not Run

0.20.8

0.10.9

0.050.95

0.99 0.01

Third, we consider an intermediate selection of bins between two and n+1 bins. As

before, we assign one bin for the partition from which no samples were drawn. We pro

pose two ways to assign the probability mass to the bins. Let n be the number of bins (n-7

bins for the partitions sampled and one for the partition not sampled). The first method is

to use uniform probabilities for the bins sampled, that is, p. = —^ i = and 1-p
‘  « — 1

for the bin not sampled, where p is the proportion of the population from which the test

cases were drawn.

The second way to assign the probabilities to n bins will consider the proportion of the

population from which the test cases run were drawn {p) and the distribution of test cases

and their probabilities among bins.



Reliability and Confidence page 37

The first step is to generate a large number of test cases (t) and compute

‘t

 L' P Model) for k = n-1
i= 1

n - 1

and 0 = S
i= 1

where t = '^t. and f,- is the number of test cases assigned to bin i.

Using Q and p we will compute the probability mass of each bin for test cases run

by

‘Ik= TjXp forA:= n-1

The probability for the bin with test cases not run is = 1 -p.

The estimates of probabilities of failure 0. and "o will be computed as above using

the real number of test cases run.

As an example, Table 4.3 summarizes these two methods for the binning process using

bins. Rows 1 and 2 are common for both methods and are the parameters for the estimate

of the probability of failure of each bin 0.. Row  3 shows a method in which uniform

probabilities are assigned to the bins for test cases run, and row 4 shows the second way to

assign the probability mass.
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Table 4.3: Binning for Six Bins

Bin not

Sampled
0.001 >/',S 0.0001 0.0001 SP.^00.01 >P,> 0.0010.1 >P,.i0.011 SP,>0.1rows

t6U h1 h0

^5 = 7

bs = l
06 = 1

b6 = l

04 = 1

b4=l
03 = 1
b3 = l

02=1

b2 = l

Oj = l
bj = l

2

P5 = P6=l-PP4 = P^^P2 = P3 = P^^Pi = p/53

P6 = l-P4
Fork=l,2....5Pk=Q^P

where

It

q^= (t.i^Model) for k = /,..,5 and a large number of test cases
1= 1

n- I

e= !«//
I = I

is the number of test cases run in bin k.

Figure 4.1 shows the behavior of the reliability for the overall method and the differ

ent binning methods. The method with six bins uses p = 0.9. Limits in reliability are the

overall approach (most aggressive) and the binning with n-i-7 bins (most conservative).

For two bins we can see that they are closer to the overall approach than to the n+7 bins.

The higher the probability for the bin for test cases run the closer the reliability will be to

the overall approach. When we increase the number of bins we get an intermediate value

for the reliability and also we get a curve with  a more gradual slope, which means that the

asymptotic behavior is reached after a larger number of test cases. In conclusion, we can

say that if we want a curve with gradual slope we need to increase the number of bins, and

a higher value of reliability will result from test cases sampled from the higher probability
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bins. Further work must be done to determine in a formal way the appropriate number of

bins and how to assign the probability mass to each bin, but that is out of the scope of this

work.

Confidence4.2

Let 0 be the posterior distribution of ̂ . We can define a confidence level c which

defines a critical value 0^ such that P {0 < 0^ j:} = c, where x is the number of failures.
C  C

By solving this equation for 0^, we can determine an interval 0 < 0 < 0^ in which 0 lies

with confidence c.

For a = I , b = I, and x = 0 we have that the confidence is

1+1c = l-(l-0p

We will compute the confidence level c for each estimate of 0. That is we will use'?

(computed for both the overall method and the binning method) as the critical value in the

previous equation to get a value of confidence that the unknown value 0 lies in the inter

val 0, ?^ .

Table 4.4 shows the number of test cases required to achieve a certain level of reliabil

ity and confidence assuming zero failures and no previous knowledge of the true propor

tion of failures (a = 1, = 1 in prior Beta distribution). We can see that to achieve
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reliability of 0.999 with a confidence of 90% we need to run 2301 test cases without fail

ure, which for manual testing will usually be more than the tester can afford to run.

Table 4.4: Number of Test Cases for Certain Reliability and Confidence Levels

Test CasesReliability Confidence%

210.9 90.00

95.00 28

4399.00

99.90 65

90.00 440.95

95.00 58

99.00 89

13499.90

90.00 2290.99

95.00 298

99.00 457

99.90 687

90.00 23010.999

95.00 2994

99.00 4602

99.90 6904

Figure 4.2 shows the relationship between Reliability and Confidence for both the

overall method and the method of n bins. We clearly can see that the reliability with bins is

more conservative than the overall reliability. The confidence is very high for the method

with bins. Therefore we can see that for the method with bins we get a very conservative

reliability with a high confidence. On other hand the overall method give us a higher value

for the reliability, but a lower confidence.
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Figure 4.2: Relationship between Reliability and Confidence
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Figure 4.3 shows the behavior of the confidence for the overall method and the differ

ent binning methods. We get about the same level of confidence for 6 bins (with both ways

of assigning probabilities) and for n+1 bins, that is very high confidence with just a few

test cases (we approach 100% confidence with 21 test cases for the n+1 bins method and

100% for the six bins method with about 40 test cases). For the two bins method we get

close to the overall confidence when we assign a higher probability to the bins with test

cases run. We can also see that the slopes of the curves with lower probabilities are greater

than the ones with higher probabilities. This means that for low probabilities, the confi

dence reaches the asymptotic behavior faster.
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Chapter 5

Examples

The examples and simulations presented here are based on the usage model of a real

product with 130 states and 566 arcs.

We assume that no errors were found during testing. In all cases, 200 random test

cases were generated for each environment. For this specific model, coverage of arcs was

not achieved at that point, consequently we initialized the frequency testing chain with

ones instead of zeros, to permit computation for the Kullback discriminant for every test

case run. This is reasonable practice if the arc-coverage sequences are tested prior to ran

dom testing.

We will show two situations. In the first one. Testing Records A, B and A©B are

available for the comparisons and C is the prospective new use of the software. Environ

ment A was provided by the original builder of the model. Environment B uses uniform

probabilities. Environment C is a variation on use B.
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In the second situation we have environments A, B, C, and all the combinations.

Model D is the new use of the software. A, B, C are the same as in situation one. D is a

variation on use A.

The first step in the method is to compare the prospective use with the testing history.

Table 5.1 shows the values for the different distance measures proposed above for situa

tion one. The dot (•) represents the first column of the matrix.

Table 5.1: Distances from Usage Model C to Usage Models in the Repository

D(.,C) d(C,.) N2(C,«) B(C,.)D(C,.) mean

0.093932 3.131496 1.064059 0.2046160.049239 0.138626A

0.000921 0.793828 0.424264 0.0004690.000892 0.000950B

0.031828 0.029585 2.370636 0.712345 0.109151A©B 0.027342

For this situation the closest model is B.

Now we need to determine whether or not enough testing has been already performed.

To do that we compute the distances between the new use (C) and all the testing chains

available. Notice that in this case we do not need the mean value for the Kullback discrim

inant. We only need to compute D(C,*). Table 5.2 shows these distances.

Table 5.2: Distances from Usage C to Testing Chains in the Repository

D(C,.) d(C,*) N2(C,«) B(C,«)

Ta 0.125316 3.017741 1.008647 0.198698

0.005819 1.484031 0.505076 0.003523Tb

2.370636A©B 0.031828 0.712345 0.109151
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The value of greater interest in our analysis is the distance for the model close to the

prospective use, in this case Tb- If that value is good enough for our purposes we can

decide to reuse the software element without further testing. On other hand, if we decide

to perform more testing we must choose the starting model.

Another aspect that we must consider is the reliability and confidence achieved with

previous testing but using probability distribution C to compute the values. In that way we

have the reliability and confidence under the new use. Table 5.3 shows these values. We

can see that the best reliability (with 6 or n+1 bins) is for the closest model, in this case B,

but we have only a slight difference on the reliability between B and B without the irrele

vant experience. Therefore the we can say that the irrelevant experience does not contrib

ute much to the convergence of the model nor to the reliability or confidence achieved. For

the overall approach the best value is for model A©B which can be understood because the

computation is based on the number of test cases, although the differences are small.

In the simulation that follows, we will plot the information for the following situa

tions:

I. Testing exclusively with the prospective new use. In this case the testing chain is

initialized either with all zeros or all ones. In this situation, no previous testing

information is considered.

II. Add test cases generated by the new model to previous testing. This situation con

siders all the previous testing history for the closest model.

III. Considering only test cases in the history that have a greater or equal probability of

being generated by the prospective usage model.
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Table 5.3: Reliability and Confidence with Use C

6 bins

(0.9 0.1)
2 bins

(0.9, 0.1)
Test

Cases
n+1 binsOverallModel

R: 0.55592

C: 100 %

R: 0.699970

C: 100 %

R: 0.944643

C: 99.99 %

R: 0.994048

C: 63.10%

166A

R: 0.609705

C; 100 %

R: 0.775334

C; 100%

R: 0.943431

C: 99.96%

R: 0.992701

C: 63.08 %

135B

R; 0.576682

C: 100 %

R: 0.765499

C: 100 %

R: 0.946949

C: 100 %

R: 0.996610

C: 63.15%

293A©B

R: 0.609704

C: 100 %

R: 0.775331

C: 100 %

R: 0.942623

C: 99.92 %

R: 0.991803

C: 63.06 %

120B-irrelevant 1

R: 0.609705

C: 100 %

R: 0.775333

C: 100 %

R: 0.943023

C; 99.95 %

R: 0.992248

C: 63.07 %

127B-irrelevant 2

B-irrelevant 1: Only test cases with a greater probability in the prospective new use are considered
B-irrelevant 2: test cases with a greater probability in the prospective new model are considered or
those that contribute information to the coverage of the model.

IV. Considering only test cases in the history that have a greater or equal probability of

being generated by the prospective usage model, or test cases that produce new

information relative to achieving arc coverage of the model.

Figure 5.1 shows the results of the Kullback Discriminant for testing simulation start

ing with use B and applying test cases generated with C. The top line (I) correspond to

testing only with environment C, without considering any of the previous experiences. For

this example, we clearly got quicker convergence with either method rather than with C

alone. We can see that methods 11 and III are practically indistinguishable. This happens

because both models are very similar. For this example there is not a big difference among

methods 11, III or IV, although method IV is slightly better than methods II and III. When

two environments are very similar one can simply add the test cases generated with the
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Figure 5.1: Kullback Discriminant for Simulation with B and C
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new usage model to the previous testing experiences. We can notice that when we test

only with C we never get values as good as those obtained with the other methods, and we

need around 100 test cases to get convergence. That is about a 50% saving in the testing if

we use previous experiencein the second situation, we will show what happens when the

models are not very similar. Table 5.4 shows the distance from use D and all the testing

record available. In this case the best value is the one with use A©C although there is no

big difference if we use all the testing history (A©B©C). The worst value is given for the

use B0C.

Table 5.4: Distances from Usage Model D to Usage Models in the Repository

N2(C,.) B(C,.)d(C,.)D(.,C)D(C.) mean

0.0320501.987489 0.8800570.033986 0.0250380.016089A

0.1283662.318271 1.0640590.039376 0.0750450.110713B

1.064059 0.1220030.074400 2.3512910.109790 0.039010C

0.736965 0.0204680.024068 0.025133 1.9590530.026198A©B

0.0212381.945051 0.7332130.023966 0.0241850.024404A©C

0.1235410.075072 2.446171 1.0760490.041756B©C 0.108388

1.918573 0.809156 0.0229310.023962 0.029422A©B©C 0.034881

Table 5.5 shows the distance between D and all the testing chains. In this case A©B©C

is slightly better than A©C. We can expect to get similar results if we use either one as

starting point. In this example we will use A©C.
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Table 5.5: Distances from Usage D to Testing Chains in the Repository

N2D(C,.) d(Q») B(C,«)

0.033631 2.069465 0.855750 0.127369Ta

Tb 0.047365 2.553247 1.108259 0.127369

0.046956 2.735245 1.048036Tc 0.125127

0.024068 1.959053 0.736965 0.020468A®B

0.023966 1.945051 0.733213 0.021238A®C

0.041756 2.446171 1.076049 0.123541B©C

0.023962 1.918573 0.809156 0.022931A®B©C

Table 5.6 shows the values for reliability and confidence for model D. The tester must

use this information to determine if enough testing was already performed to achieve the

reliability and confidence goals under the prospective new use.

Figure 5.2 shows the results of Kullback Discriminant for testing simulation starting

with use A®C and applying Test Cases generated with D. In this case we can see that just

adding new test cases to the testing history is not a good choice. When the models are not

so similar, the best option is to eliminate the irrelevant experience first and then run the

test cases generated with the new model. When the initial frequency testing chain is set to

ones instead of zeros we can use either method to eliminate the irrelevant experience, but

when the testing chain is initialized in zeros it is better to use the method that includes test

cases which incorporate new information to the testing chain. In this example, we need

about 50 test cases with the new model to reach the same point as if we used previous

experience. If we start with the worst possible model (the most different) we still save

some testing, but of course in this case it is less than if we chose the closest model.
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Table 5.6; Reliability and Confidence with Use D

2 bins

(0.9,0.1)
6 bins

(0.9 0.1)
Test

Cases
n+1 binsOverallModel

R; 0.944643

C: 99.99 %

R: 0.785213

C: 100 %

R:0.522431

C: 100 %

166 R: 0.994048

C: 63.10%

A

R; 0.992701

C: 63.08 %

R: 0.943431

C: 99.96 %

R: 0.808042

C: 100 %

R: 0.527803

C: 100 %

135B

R: 0.943431

C: 99.96 %

R: 0.808042

C: 100 %

R: 0.527803

C: 100 %

135 R: 0.992701

C; 63.08 %

C

R: 0.996610

C: .63.14%

R; 0.946875

C: 100 %

R: 0.800270

C: 100 %

R: 0.524840

C: 100 %

293A©B

R: 0.792116

C: 100 %

R; 0.523505

C: 100 %

286 R: 0.996528

C: 63.14%

R: 0.943023

C: 99.95 %

A©C

R: 0.946296

C: 99.99 %

R; 0.809103

C: 100 %

R: 0.528005

C: 100 %

241 R: 0.995885

C: 63.14%

B©C

399 R: 0.997506

C: 63.14%

R: 0.947756

C: 100 %

R: 0.801487

C: 100 %

R: 0.525042

C:100%

A©B©C

67 R: 0.985507

C: 62.94 %

R; 0.936957

C: 98.80 %

R: 0.694256

C: 100 %

R: 0.513502

C: 100 %

A©C-irrelevant 1

A©C-irrelevant 2 129 R: 0.992366

C: 63.07 %

R: 0.943130

C; 99.95 %

R; 0.785095

C; 100%

R: 0.522347

C: 100 %

A©C-irrelevant 1: Only test cases with a greater probability in the prospective new use are considered
A©C-irrelevant 2: Test cases with a greater probability in the prospective new model are considered or
those that contribute information to the coverage of the model.
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Figure 5.2: Kullback Discriminant for Simulation with A+C and D
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Chapter 6

Conclusions

This work presents a methodology for using previous testing information in order to

reduce additional new testing. We provide several candidate operators in order to answer

the reuse questions posed in Section 1.3. Practice will show which candidate operator to

answer each question is the most appropriate depending on the testing situation. Practice

will also show which values are appropriates in the comparisons.

The method basically consists of the following steps:

Step 1 : Determine which of the previous testing records is closest to the new prospective

use.

Step 2 : Determine whether enough testing was already performed. To do this, compare

the prospective use with previous testing chains and also analyze the reliability

and confidence information.

Step 3 ; If it is necessary to carry out more testing, assess the difference between the pro

spective use and the previous experience. If they are very similar, add the test

cases generated with the prospective use to the testing already performed. If the
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are not very similar, the best alternative is to eliminate the irrelevant experi-

from the closest model and add test cases generated with the new model.

uses

ence

Step 4 : Incorporate results of new testing to the repository.

Table 6.1 shows the alternative methods proposed to answer each of the reuse ques

tions.

Table 6.1: Summary of Candidates to Answer Reuse Question

CommentsCandidatesQuestion

In general, we prefer the symmetrical
version of the Kullback discriminant.

Kullback Discriminant requires more
computation that all the other candidates.

1. Euclidean distance

2. Kullback discriminant (symmetrical ver
sion)

3. Matrix norms

4. Bhattacharyya distance

How to compare one usage model with
another?

Kullback discriminant is the right mea
sure because it indicates if two chain will

generate similar test cases.

Kullback discriminantHow to compare a usage model with a
testing mode?

We compute the probability that a
sequence generated for previous testing
experience is also generate for the new
model with a greater or equal probability
than in the previous model. We use this
computation to select the relevant experi
ence.

1. New model versus Test experience
2. New Sequences versus Previous models

What is the likelihood that a sequence
was generated from a specific usage?

In this work we use the cumulative expe

rience method.

1. Means Values

2. Entrywise Multiplication
3. Cumulative experience

How to combine testing records?

For very similar models is better to add
testing to previous experience.
For models which are not very similar it
is better to eliminate irrelevant experi
ence first.

1. Add new test to previous experience
2. Eliminate irrelevant experience

What is the most efficient model to

generate the new testing?

Extensions of this work will be to analyze the values generated for each of the candi

dates in order to answer the reuse question. Further work must also be done in the compu-
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tation of reliability with bins to determine in a formal way the appropriate number of bins

and how to assign the probability mass to each one.

In this work we assumed that a software element is tested and used as it is, with no

change in code. Under this assumption the structure of the models are identical. Future

work must be done when the structure of the models is similar but not identical. Another

to explore is porting software to different platforms.area
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