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ABSTRACT
_Thereis a need to measure th‘e eﬁ'ects of radar ]ammmg on modem military radar
i systems‘. An advanced Doppler video system designed to measure the eﬂ‘ects of jammers
on radar systems was deyeloped by the United States Air Force Electronic AWar‘fare
Division. This thesis develops a methodology thatcan be used to eﬁ"ectively validate
such an instrumentation system. The Doppler video instrumentation system Was an
advanced system geared specifically t‘owards developing counter-jamming techniques by
capturjng the raw']t-{‘lT data entering the radar. 'l‘he methodology developed vs;as ‘a process
.of seduenced tests designed to evaluate the l)oppler video 'instrumentation system.
, Aﬁpllcations into the development ot“electro'nic counter-countenneasures are described to
illustrate the processes required by this methodology. |
o The typical radar 1nstrumentat1on connects only to the radar processor recordmg
'the various operatlng modes or calculated range and clos1ng rates of targets and does not
- »capture the RF spectrum. That type of system is eas11y validated through the companson -
of radar processor data to target trackrng data ﬁom a surveyed ground radar or other truth
“source. The challenge of val1dat1ng the Doppler v1deo mstrumentanon was in selectlng
| : specrﬁc tests to deterrmne the accuracy of the frequency and 1ntens1ty measurements of
.theRFspectrum S
The methodology used a bulldmg block approach, starting with ground tests and
! , advanc1ng to ﬂlght tests. Ground'testmg v1nvolved direct injection of a srgnal into the ,
- radar, exercising the full range of bandwidth and intensity. Fligh testing assessed radar

v

baseline performance to determine the impact of the instrumentation system’s insertion
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loss on detection and loqk-on range. Flight testing included examining the effects of
Doppler shiﬁs and frequency roll-off-at radar gimbal. Flight tests against a target
equipped with a programmable radarjanuﬁér We(e designed to evaluate berformance
against techniques such as noise, range gate pullQOﬂf’ and ;/elocity gate pull-off.

The methodology demonstrated that the Doppler video instrumentation system

met the accuracy réquirements for monitoring the frequency and intensity data from the -

radar under test in both gréuﬁd and ﬂight phasés. Flight testing also successfully
assessed the capability of the instrumentation system to capture jamming techniqués. The
radar under test was observed in jamming runs to apply an attenuating filter to manage
the power levels for the receiver and in the process lose the faint skin return. Additional

testing in an anechoic chamber or with a calibrated airborne signal collector was

recommended to enhance the measurement of intensity error.
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Chapte‘n 'li"f‘vlntrodu‘ction ',

Background

In the h1storyv of electromc warfare the ab111ty to deny and dece1ve an opponent s - |
use of electronic sensors is almost as old as the radar itself. Operat1ona1 use of barrage
- noise jammlng and chaff countermeasures date back to World War II (1) Whlle most o
radar spec1ﬁcatlons emphas1ze detect1on range and tracklng accuracy, protectlon from " |
' jamrmng, or electromc counter measures is an equally valued charactenstlc Des1gners
program the radar w1th loglc to detect and protect 1tse1f from jammmg Fl1ght tests of
these counter-countermeasures are extremely exactlng To th1s end, more’ soph1st1cated
1nstrumentatlon has been- developed to measure the eﬂ‘ects of countermeasures onthe
radlo frequency (RF) spectrum captured by the antenna This thesis describes a
methodology to validate the performance of such an mstrumentatlon system |

| Before an instrumentation system to measure the effects of radar countermeasures
can be ﬁelded for flight test, the end-to-end performance must be venﬁed Once the
prec1s1on and accuracy of the system is demonstrated, radar developers can then use that
_ data to_ evaluate the perforrnance of thelr radars in.the dynamic envlronment of flight test
against various radar countermeasures |

Th1s validation program was camed out using a Doppler video system developed y
by the Air Force Electromc Warfare Directorate. The system was des1gned to have a - .
standard interfac_e to adapttoa large number of arrcraﬁ, radar systems. The validation’
methodology for this thesis was developed in parallel with the hardware to deliver a fully

capable system to radar soﬁware,developers. '



The validatlon of thlS 1nstrumentatlon is d1v1ded mto two parts ground test. and
flight test. Ground testlng consists of Electro-Magnetlc Interference / Electro-Magnetlc
Compatlblhty (EMI/EMC) test1ng and d1rect 1n]ect10n of radio waves. The obJectlve of
EMI/EMC tests is to exatmne the effects of the aircraﬂ mstallatlon and operatlng
, env1ronment on the data quality and operatlon of the 1nstrumentatlon system Direct
1nJection allows careful control of the 1nputs (frequency and 1ntens1ty) to evaluate agarnst
the des1gn criteria. Flight testing encompasses modlﬁcatlon checkout, dry target and wet
target testing. Modlﬁcatlon checkout ensures basic functionality of the design and re-‘ .
baselining of the radar sensitivity;' Dry target ‘t'e‘sting focuses on the precision and
accuracy\of the Doppler video system against a non-jamming aircraft. Wet target testing :J
detehninesthe system’s ability to accurately capture representative counterrneasures
techmques transmitted by another. aircraﬁ

The Doppler video system is umque in that the input comes from the radar’s IF

. data, unhke most radar 1nstrumentat10n winch captures data coming out of thé radar

computer/receiver. The diﬁicultywith countermeasures testing is that it requires data -

K from\what_ the radar sensed and what the radar{processed. Evaluating only what the radar
processed might he able to demons'trate when the radar was deceived, but_ not what
caused it to be decelved By capturing what the radar sensed like jammer-to-signal

‘ ratios tracking gates and local osc111ator settmgs the context in winch a radar processed

information can be~exam_1ned.~




, Test Execution

Testlng is d1v1ded into two phases a ground phase and a ﬂlght phase The flight

phase is ﬁxrther d1v1ded into a non-Jammmg or “dry’ portion and a jamming or “wet”

o portlon The emphas1s on the ground phase is des1gned to characterize the response of

| ; the system to preclsely controlled mputs over the full dynamlc range of the system The
: “dry’ portlon of the flight phase examines the 1mpact of insertion loss on radar’
sens1t1v1ty The “wet” portlon ‘of the ﬂrght phase introduces jamming to demonstrate the

X capability of the system to accurately capture several common Jammmg techmques A
total of six ground test hours and three sortles were completed over a penod of two weeks

to validate the Doppler video system.

Test Objectives |

The general'objective of this thesis was to develop a test methodology that
~v.a‘lidated the output of a Doppler video instrumentation system. The goal, of the system
was to support development of electronic protection algorithms. To support these goals,
" the radar frequency and amphtude data over tlme was requrred To support these
. requrrements the followmg specrﬁc Obj ectlves were addressed
- 1) Determrne the accuracy. of the Doppler vrdeo frequency and power

measurements ina ground test. = .

2) Verify that the Doppler video niodiﬁcation did not affect the performance of

the radar.




3) Deterrmne the accuracy of the frequency d1splayed by the Doppler v1deo in a
non-Jammmg envrronment aga1nst a non-maneuvenng target |

4) Assess the ab1l1ty of the Doppler v1deo system to capture the Jammlng |
techmques lrsted in Table 1 0 below B : L

N (_r’\

| The most complex tests: of. radar are’ eyaluat1ng 'electromc protect1on (EP) The nature
e of EP test1ng demands knowledge of the RF env1ronment in close phys1cal proxrmrty to
. the radar Captunng the frequency spectrum S content and 1ntens1ty durmg the test ‘
a P prov1des 1ns1ght 1nto the radar computer s process1ng of the Jammlng target An 1ns1d1ous
) vf':ﬂ.fa1lure mode i 1n EP test1ng can be a malfunct1omng Jammer The radar would closely
- j..track the target 1nd1catrng the: counter:countenneasures were successful however the

| ttruth was that the radar was never Jammed in the ﬁrst place By lookrng at processed

radar computer data alone an assessment of radar funct10nal performance cannot be

_ -accompllshed. VR
Table 1 0 Selected Jammmg Techmques
Techmque e Abbrevratlon, B Description '
1 Noise - o1 N | . 5 MHz Bandwidth
... Velocity GatePull Off1 -~ -| "VGPO1l- .| 12KHzpulltozeroin
T R R " §'seconds . ]
..~ Velocity Gate Pull Off 2. 1 VGPO2 12 KHz pull to zero in
’. L HE . 3 seconds- ,
Velocity Gate Pull Off3.- . | - "VGPO3" . | 12 KHzpull to zero in
S N . 1second '
Combined Range and Velocity |  CRV1 12’ KHz pull to zero in
Gate Pull Off' 1 o . Sseconds -
Combined Range and Velocity |~ CRV2"™ 12 KHz pull to zero in
Gate Pull Off2 - , L o -+ 3 seconds -
. Combined Range and Velocity CRV3 | . 12KHzpull to zero in
Gate Pull Off3 » " 1 second '




To address this problem addltlonal 1nstrumentatlon was 1ntroduced The
proposed solutlon requlred recordmg the RF data sensed at the antenna prior to the radar - -

receiver processmg functlon At the mlcrowave level the information is analyzed for 1ts

frequency content and 1ntens1ty By analyz1ng the s1gnal durmg the test, the radar

engineer can monitor the jammer’s attack on the radar. -

Test Item Description

Radar Instrum entatlon :
Most ex1st1ng radar 1nstrumentatlon uses processed mfonnatlon from the

' recelver/processor Radar mode mfonnatlon typlcally covers the pllot 1nputs (eg.

des1gnate track, break lock) and status (e g track-whlle-scan selected searching for
targets tracklng a target) Other data prov1ded to the rest of the system include variables

such as closing velocity, Ve, and range R. “All of these data ass1st in radar speclﬁcatlon :

,comphance testing but are 1nadequate for d_evelopment of EP.

Hardware Descrzptzon
The Doppler-video unit developed by the Air Force Electromc Warfare

Directorate only requires four signals: the Intermedlate Frequency (IF) input, the '
reference frequency mput the receiver cutoff gate and +28V a1rcraﬁ power 2). The unit'
then sends data, to 1nc1ude time, on separate RS-422 formatted lines. |

The connectlons have neg11g1b1e 1mpact on the operatlon of the radar The tap-off
had an,lnsertlon loss of 0.5dB maximum and 0.2dB typical value. Slnce the excess noise

from thé microwave receiver is greater than 25dB and the noise figure of the radar -




receiver is much lower than that, an insertion loss of less than 0.5 dB is not significant
(3).

The receiver cutoff gate comes from a test connector on the radar receiver and is
lightly loaded. Both of these signals are buﬂ’er:éd on the Doppler video unit to minimize
coupling of any signals in the reverse direction. "

The output data from the Doppler video unit are the magnitudes of the freqﬁency
spectra of the IF input waveforms. The unit performs the Fast Fourier Transform (FFT)
internally, extracts the magnitude in dB for each of the frequency bins and formats the
magnitﬁde as eight bit values for the Pulse Céded Modulation (PCM) .stream. This has
the benefit of providing a much lower data rate for the telemetry link than would be
needed to transmit the time samples difecﬂy. Another benefit is that the computer

displaying the data does not require the computational power to perform the FFT, which

can be time consuming.

Block Diagram
A functional breakdown of the Doppler video unit is included in Figure 1.0
below.
F D Analog/Digital | .| Digital | .| Digital | Dual PCM PCM
In Converter Tuner | Signal Port Formatter Out
: Processor [ | RAM [€7

Variable | ‘ I A

Gain T T, Write Read
Radar Timing
Reference —W| Phase Lock Loop
Receiver
Cutoff Gate

Figure 1.0 Doppler Video Unit



The front end amplifier has_ variahle gain-to manually. compensate for gain and
noise ﬁgure variations in microwave receivers. Typical variations can be as'iarge as
30dB ).

The Analog to Digital (A/D) converter d1g1tlzes the IF 1nput to 12 bits at a rate of

64 MHz. The sample rate is near the maximum rate of 65 MHz for the A/D and Digital

Tuner.
The Digital Tuner receives the samples from the A/D converter and performs a -~ '

digitai downconversion to basehand with in-phase (1) and quadrature (Q)channels. It

also decimates and fdters the data to reduce its overall bandwidth. The net effect is that o

the samples 1nput the tuner as 12 bits parallel at 64 MHz and output the tuner astwo -
channels, I and Q, of 23 bits each at 125 KHz The senal output data is sent contmuosly
to the D1g1ta1 Signal Processor (DSP) Chlp

The DSPis a speclahzed mlcroprocessor that perfonns floating- pomt

| multlphcatlons very efﬁclently The DSP is used to set up the tuner and receive its serial

data, perform the FFT, convert the resultant magmtudes to dB and send those magmtudes ‘
to the dual port memory. | ‘

- The PCM formatter simply reads the PCM frame data ﬁorn the dual port memory
and shifts it out serially. . The output bit rate'is 1 MHz and is phase locked to the radar *
reference frequency. | o |

The receiver cutoff gate controls the sampling process. The output of the tuner is

" continuous, but the receiver is only functioning during the receiver gate time. " To make

sure the FET is based on only the s1gna1s received, the samplmg process is trlggered by

the receiver cutoﬁ' gate



The phase lock loop ensures tuning accuracy, so that zero Doppler is represented

by the first frequency bin even as the radar reference drifts.

Radar/EW Theory

As the Doppler video system is a radar instrumentation system, several key radar

components are included in Figure 1.1 and described below.

Antenna
Perhaps the most basic of radar components, the antenna carries a dual role. In

the transmit role, it shapeé and concentrates the radiated energy into a coherent beam
along a desired line. As a receiver, the antenna acts as a collector, focusing the energy of
the radar reflections to be passed along to-the receiver. Ttis generally a parabolic dish or
a flat plate series of radiators mounted on a gimballing joint. The antenna is swept in

azimuth and elevation to cover the entire search volume.

] Transmitter |«m—

v

Duplexer Oscillator

¢ Receiver

| u-wave Receiver ____> Processor

Antenna

Figure 1.1 Generic Pulse Doppler Radar




L-wave Receiver
The p-wave Receiver is a generic term to describe the down-conversion of the RF

signal to an IF for digital conversion and processing. The number of filters, amplifiers
and detectors are unique to fhe design of the host radar. The Doppler video system
adapts to the radar architecture, requiring only tapping into the signal after Jown-
conversion. The RF signal at that point is at a low enough frequency to be sampled

adequately for display and recording.

Oscillator
The oscillator is responsible for generating a highly stable, low power signal at a

design frequency. The output of the oscillator is used to ‘tune’ the outpuf of the
transmitter as well as the input to the receiver. It serves as a metronome for all of the

radar components, putting them on a common reference frame.

Receiver Processor
The receiver processor, like the pi-wave Receiver, is a generic term. It represents

the filtering, signal processing and data manipulation center for the radar. Data from the
receiver processor are provided to the pilot’s display in the form of coherent radar returns
or search ‘hits’. Some radar architectures are federated, with these functions taking place
in individual units, while others have a combined architecture, consolidating all functions
into one box. These configurations are transparent to the Doppler video system as it

captures the RF signal prior to it arriving at the receiver processor.



Jammer to Szgnal Ratio (I/S)

Jammer to signal ratio compares the mtensrty of the incoming Jammer energy .
w1th the 1ntens1ty of the radar echo from the target Typrcal of most radar values ¥/ S is
measured in decibels (dB). The radar echo’s 1ntens1ty is inversély proportional to the
range ra1sed to the fourth power, whxle thej ]ammer signal is inversely proportlonal to the..
range squared The mathematical relatronshlps are described in Equations 1.0 and 1 1.
(4). Thej Jammer s1gnal has the advantage of not having to make a round-trlp The

georhetries of the two scenarios are descrrbed in Figure 1.2.

‘Radar Power equation: = Jammer Power equation:
2 o ' P 2
pr=DIOIGA70  BoN10 pr HOG  poN 11
(4n)’ R - (4n)Y’R
Where: Pt = Intensity of the target return ‘

Pj = Intensity of the jammer signal

Gt .= Gain of receiving antenna

Gj = Gain of jammer antenna

o = Radar cross section of target
. A =Wavelength’

R= Raxrge

At some point during an intercept, the intensity of the target return will exceed the

transmit capability of the jammer. Shortly after that, the radar will be able to track the

Radar Transmit ) |

Radar Return

' Jammer Transmit

Figure 1.2 Signal Loss as a Function of Transmission Path
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true return of the target lThe range at which 'that happens is tenned the burn-through ‘

range as it descnbes when the target is no longer masked by any electromc

countermeasure Bum—through range can be calculated ‘using Equatron 1.2 (4)

PGS poN12 . . L

Rjs = |——
- ‘PJGj4n

Elécironic Counter Measures (ECM)

- The. two basic fonns of electromc counter—measures are noise ]ammlng and

. decept1ve _]ammxng Noise j ]ammxng attempts to mask the true sk1n retum w1th a w1de -
. hrgh-power covenng pulse. As the radar attempts to ad_]ust to the hlgher noise level it
' cannot detect the weaker target return. Norse jamming is 1llustrated in Frgure 1 3

'Deceptrve _]ammmg captures the radar trackmg gates, e1ther 1n velocrty or range A larger R

Jammmg strobe covers the a1rcraft retum to capture the gates The strobe is then -

‘ walked off in frequency fora velocrty gate pull off (VGPO) or walked oﬂ‘ in t1me for a’
| range gate pull off (RGPO) For e1ther pull oﬁ the goal i is to move the gates away ﬁ'om o
"the real target return and then remove the j ]ammmg The gates are then empty and the

radar breaks lock A velocity gate pull off is illustrated in Frgure 1. 4

ST







Chapter 2 - Test Methodology

Radar Testing

Flight testing of airborne radars is influenced by a number of factors.
Atmospheric attenuation can vary Qaily based on water vapor content in the:air (5).
Clutter or ground 're‘turx‘l can provide additional energy into the radar from sidelobes. The
~ radar cross secfiég of the térgétj varies as the aspect changes only a slight arr%ount (5).
Mult‘ipa‘th‘ returns ﬁoin diﬁ;ereﬂt reﬂectixig surfaces of the target spread out the return |
over time. To combat these effects, the folléﬁng proce(iures are followed. To minimize
the impact of a change in atmosphere, all runs took place on the same day, in Visual
Meteorological Conditions. To negate the gﬁeds of clutter, all passes were completed at .

higher altitudes with no look-down in the geometry.

| Electro-Magneﬁc Iﬁterference/Electro—Magnetic Compatibility Testing

Before flight-testing any avionics modification to the aircraft, the interaction
between thie new'hardwafe 'énd existing hardWére was assessed by means of an Electro-
Magnetic Interferenc&Electro-Maénetic C’ompafibility (EMI/EMC) test.

EMI/EMC testing ,demonstrated the prevention of unwanted interaction between
the aircraft existing avionics and the modification hardware. Given the ability of the
Doppler video system to monitor all energy coming into the antenna, all other emitters,
such as the tracking radar and aircraft data links, were included to assess the impact on

data quality.
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Time-Space-Position Information {TSPI)
- Precise location of the test aircraft and target were key pieces of data for radar

testing. Geherically’, this data is referred to as Time Space Position Information (TSPI).

Many difference sources can be used to provide TSPI data, most notably ground based

radar trackers and Global rPosi»t.ioninig System (GPS) based pods carried on éach aircraft.
Ground based radar trackers operate inthe C (4'-8..GHz) or X (8-12 ‘GHz) band from
sdfveyed locations, providing an acéﬁracy of 0 I rﬁilliradian root mean squared (rms)
error in a.zimqth/elevation and less tilaﬁ five yards rms in range (6).

. The ajrbome GPS pods, ARQ-SZ(V); combine a four channel GPS receiver with

. an inertial package of gyroscopes and accelerometers. The published accuracy of the

ARQ-52(V) is six feet horizontally and 10 feet vertically for é 1 sigma rms error (7). The

GPS pods transmit their TSPI data via a downlink operating at L band frequencies.

Data 'Display

To display frequency spectrum data from iadar testing, custom di_éplays were
required. The challenge was to capture frequency, intéﬁsity and timé on a single plot.
Based on &iscussion with tﬁe Joint ATM-120 A(ivanced Medium Range Air-to-Air
Missile (AMRAAM) ofﬁée at Point Mugu ﬁéval A1r étaﬁbﬂ (8), the piqts in Figures 2.0
and 2.1 were devéloped. ’ | | |

Figure 2.0 displays fréquency, on thé X axis versus intensity, on the Y axis.
These data reflect a single instant in .time and allo.v;' for detailed ’Ja‘muner-,to-Sig:nal ratio

analysis. Figure 2.1 is a three dimensional plot of frequency, intensityNand time. The -










Flight Test Methodology

Two distinct phases made up the test methedology, each building on the previous
one in terms of scope and complexity. The most basic of these was the ground phase,
where, in a controlled environment, a full range of synthetic inputs were used to exercise
the system. After satisfying the ﬁmctienality of the system, the flight phase incorporated
a “dry” portion examining the impact of'insertion loss on the baeeline radar and the
functionality of the hardware in the open-air environment. With a full understanding of |
the radar-Doppler video system interaction, jamn_ling was introduced during the “wet”
pertion to characterize the system’s ability te accurately capture generic jamming

techniques.

Ground Phase

The structure of the ground phase targeted the accuracy of the Doppler video
system’s frequency and intensity data. Given the controlled environment (i.e. inside a
hanger, using a signal generator connected directly into the receiver), uncertainties seen
in open-air testing would be eliminated. The ground testing established the absolute
accuracy of the system’s measurement of ﬁequeﬁey and intensity. Figure 2.3 describes
the ground phase hardware setup.

The measures of performance in the ground phase were the average error in
frequency measurement and power measurement. The signal generator input a
continuous wave at a specific frequency and controlled intensity. The base frequency
was then shifted over a range of discrete steps covering 80 KHz. This process was

repeated for all conditions listed in Table 2.0. #
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_ Figure 2.3 Ground Phase Hardware Configuration

Table 2.0 Ground Test Frequency and Intensity Matrix

Base Frequency (MHz) Intensity (dB) Frequency Shift (KHz)
A 20 0.2,4,10,20,30,50,80
B 40 0.2,4,10,20,30,50.80
C 260 0.2.4,10,20,30,50,80 _
D 280 0.2,4,10,20,30,50,80
E 2100 0,2,4,10,20,30,50,80
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- Flight Phqse

The output of the Doppler video d1splay was compared to the s1gna1 generator

. inputs to assess the average ‘error and standard dev1ation The perforrnance was evaluated

. against a'standard of an aVerage of 1000 Hz error in closure and 2 dB error in intensity. . '

Dry Portion . ‘ '
Based ona thorough understanding of the response of the system across the full

range of 1nputs the ﬂlght-test portlon of test1ng began The ob]ectives of the dry portlon

were two-fold Most nnportantly, testmg had to establish that the modiﬁcatlon did not.

effect the performance of the radar Also the dry portion demonstrated the accuracy of
the frequency data collected against a stable,‘ non-jamming target.

To assess the impact on the radar sensitivity, maximum detection and lock-on
tests were compared to pre-modiﬁcationv data-.' ,’l‘he test and target aircraft performed the
procedure described in Figure 2.4. .

-The airspeeds, 'altitudes and separatiOns were selected to match the baseline test -
data for maximum detection and lock-on ranges of the radar ‘The target a1rcraﬂ radar

was stowed to prevent spikmg in the 1ntens1ty of the return caused by ‘ﬂat—plating of the

. target’s radar antenna.

A total of eight samples were collected in each scenario to achieve basic statistical
significance. The measures of iperforvmance" for this obj ective were the average maximum
detection range and average maximum lock-on rangev | |

Ranges were deterrmned by comparing range from TSPI wrth the radar state .

(target detect lock) as captured by telemetry and radar display video. The performance

19
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Figure 2.4 Maximum Detection and Lock-on Test Set-Up

“of this portion was evaluated agaihst a standard of zero decrease in average detectiorr and
lock-Qn range.

To deterrmne the accuracy of the system agamst a dynamlc or maneuvenng
target, the arrcraﬁ performed the maneuvers as descnbed in Flgure 2 5. The airspeeds,
altitudes and separatlons were selected to, 1n§ure suﬂicrent performance for the target to
complete a full 180-degree turrr at 5GS at; a representative airspeed (9); As before; the -

target aircraft radar was stowed to prevent spiking in the in'tehsity of the return caused by

- “flat-plating’ of the target’s radar antenna. -

A total of eight samples were collected in each scenario to achieve basic statisﬁ(’;al— o

signiﬁcarlce. In this sceha'rio, the measures of performance.‘wer‘e the Deppler frequency
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' Flgure 2. 5 Maneuvermg Target Set—Up
reported by the Doppler video system and the closing veloc1ty of the

target based on TSPI data.

The closing velocitSr was converted o a Doppler frequency (10) as

=2V, ()

where fp is the Doppler frequency, V. 1s the elosingl velocity, f'is the operating.ﬁequency |
of the radar and ¢ is the speed of light. :Onee.conve'rted to frequency; cornparisons |
between the instrumentation system 'frequeney and the TSPI measured frequency.were

: ~made. A 2 KHz standard was applied for accuracy between the Doppler video data and

TSPI. At X-band frequencies, a 2 KHz errdr translated into approximately 50 knots

which was sufficient for analysis of jarnming techniques.

Wet Portion

With the build-up phases complete the only remaining task was to evaluate the
© system in the j ]ammlng environment. Specifically, the objective of the wet.pomon wasto

~ determine the accuracy of the ﬁequency displayed by the Doppler video system

test arrcraft and

EQN20)




compared to the jamming techniques in Table 10. The techniques were chosen as a
representative cross-section of electronic‘counter,‘-measures. :

To evaluate the perl‘ormancelof the Doppler video system in a jamming; ’
environment, the procedure in Figure 2.6 was accomplished. | S

- The alt1tudes and a1rspeeds were selected to be s1mllar to the other set;ups in the
testmg The target aircraft radar was stowed to prevent 1nterference with its radar .
‘s1gnature or the recept1on of the j _]ammlng techmques

The measure of the performance of the system in the wet portion was the
: complete Doppler wdeo drsplay, 1nclud1ng the frequency, t1me and 1ntens1ty data A total

of two runs contammg eight samples (1 e. e1ght range/veloc1ty pulls) of each decept1ve

techmque and 120 seconds of noise Jammmg ‘were collected The 1nformatron ﬁ'om the
display was compared to the programmed techmque in the Jammer '

- Unlike the previous test pomts the. evaluatlon crrterron in the wet portlon was a E o

qualitative evaluation of the system’s abllrty to 'capture a partlcular Jammmg techmque. -

Test Aircraft a L Do Target Aircraft

20K i MSL - ... 22KfMSL -
300KIAS R 300 KIAS .
" CooE . Radar Stowed ~ °

© JammerOn -

HFigure 26J a'mming:Target Set-Up '
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}

Given the time and cost constraints of the project, it was not possible to operate an }

airborne truth source to measﬁre the transmitted jammer signal to compare to the Doppler ‘
video system recorded signal. Since only data available from the jammer was the
commanded technique, the most appropriate evaluation possible was an analyst’s
assessment of the utility of the information for the purposes of develop electronic

protection algorithms.
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- Chapter 3 - Fllght Test Pr‘ogram :
G'round Phase '

Test Executzon , T '
The EMI/EMC portion of testmg requrred 2 hours to complete All arrcraﬁ

- systems were powered up w1th eng1nes runmng X'and C band trackmg radars irradiated
, the aircraft and the GPS TSPI pod was: turned on. The Doppler video system telemetry
~was momtored from a test control room - - '

| The direct injection portion‘ of testing required six‘ hours to complete All test
i pomts listed in Table 2.0, Ground Test F requency and Intensrty Matnx, were completed

A sample of the data is included as Fi 1gure 3. 0

The test point depicted was the mjectlon of an 80 KHz s1gnal at a strength of —60‘ ; e

' dB There was some minor 1nterference from the facility power supply that affected the ~
signal generator, add1ng spurious returns in'the data. This interference did not inhibit the
" measurement of the intended signal and yvoiild not be seen in flight. -

Analysis of Results : ' - :
The EMI/EMC portion of testmg ruled out the use of X and C band trackmg

- radars for TSPI data. The RF energy ﬁom'the trackmg radars would 'corrupt the RF
energy from the aircraft radar The trackmg radars would also 1nadvertently tngger the ‘
, Jammer during the wet portion of testing, causing the j Jammer to put out & spurious
wayeform. The GPS Pod L-band downlink did not interfere with Doppler video

operation, mainly due to the large transmitting frequency separation.
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Flight Phase
| 'iDryPortion

Test Executron :
The obJectlves of the dry portion were completed over the course of two sorties

. 'The ob]ectives were twofold ﬁrst to determme the 1mpact of the modiﬁcatron on .

s

receiver sensrtrvrty and then, to assess the accuracy of the measured Doppler frequency

compared toa Doppler frequency calculated based on closmg velocrty

All test scenarios listed in Figure 2.4, Maximum Detectron‘and Lock-on Test Set- .

| Up, and Figure 2.5, Maneuvering Target Test Set-Up, were completed. A sample of the
 data is included as Figure 34 The ﬁgure depicts the radar return from a tracked target A
* performing a beaming maneuver.. A beaming maneuver is:a tlying tactic where an |
"aircraft abruptly turns perpendicular to anx opp.onent. The goal oi’ a beaming maneuverjis
to lower the closing velocity of the two aircraﬁ:to a point where the Doppler frequency
‘ matches the ground return of the opponent’s radar, often causing the attacker to'vlose the
traclc. |

Analysis of Results
" A total of eight samples of maximum detection and lock-on range were collected-

in each scenario described in Frgure 2.4, Data were compared to a pre-modrﬁcation
. detection, and lock—on range database against a standard target using‘identical setup .
| geometries. All detection and lock-on ranges were within the'band of the pre- |
‘moditication data. Thus, no loss in radar sensitivity was experienced.
. The assessment of the measured ‘]')oppler freuuency accuracy was achieved hy :

executing the test scenario described in Figure 25. A sample of typical data is included
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xn Flgure 3. 4 The closmg veloclty ‘was provrded by TSPI data off the GPS pods carned b
on each arrcraﬂ A total of elght samples were collected over three runs, wrth the .- 'f_

" standard for accuracy bemg an average error of 2000 Hz The average error in measured- -

Doppler frequency versus the calculated Doppler frequency was 7 95 Hz Thrs

L performance was excellent consrdermg dynarmc ﬂlght condltlons

Rev1ew of the Flgure 3. 5 prov1des msrght mto the RF data commg mto the radar L

The radar locked the target approxunately 105 seconds mto the run The target Doppler o

) ‘frequency was 29 KHz w1th a s1gnal strength of —76dB As the aircraft closed the target | L

return increased to -58 dB and it begana 'beammg maneuver 130 seconds‘ into the run.

. Run4: Clean Target at 134 sec.”

0 | I— L T B T ; T T r

%;

Intensity (@)

&
=]
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Flgure 3.4 Doppler Frequency Comparlson
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the system to capture a given jamming technique. A total of 14 test points were executed
as described in Figure 2.6, Jamming Tatget Set-Up.

The Airborne Threat Simulation Team at Point Mugu Naval Air Station
programmed an ALQ-167V(15A) jamming pod with the techniques listed in Table 1.0,
Selected Jamming Techniques. A dersc,ription of the podis included in Appendix A. The |
pod was selected for its easy custom programming and ﬂignt envelope clearance on a

number of fighter aircraft.

J
r

Analysis of Results
The ob]ectlve of the wet portlon unlike the build-up, was a qualitative

evaluation. The ability to reconstruct and monitor the electronic attack of a jammer on
the radar was assessed.

Noise Jamming
A sample of noise Jammlng is included as Figure 3.6. The target is clearly visible

at 25 seconds into the run. The initiation of noise jamming is also evident at about 60
seconds. The 10 MHz wide band noise completely masks any trace of a target radar

return. As the two aircraft close on each other, the intensity of the jamming increases

. from approximately —80 dB to 60 dB compared to the background. At that point, the

radar switches on attenuating filters, knocking the signal strength down —15 dB.

Velocity Gate Pull-Off .
: Flgure 3.7 shows a time slice from a 5 second, 12 KHz VGPO data pomt The

target SIgnal was v1s1ble initially at 45 seconds into the run. “When the jammer began

transmitting at 47 seconds, the incoming signal triggered the radar’s attenuator. The —15

*dBin attenuatlon was enough to erase the true target skin return, leaving only the j jammer

_ techmque The 12 KHz pull, as well as addltlonal fainter 24 KHz and 48 KHz pulls, was
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Chapter 4- Conclusions and Recommendations

" The methodology for validating‘ radar instrumentation for testing the effects of
radar countermeasures was successﬁ111y developed and tested. The methodology
' cons1sted of a series of tests that included d1rect 1njectlon of RF energy during ground ‘
tests,’ followed by flight testing in non-jammlng .and then j Jamrmng env1ronme'nts.‘ This
methodology was proven during validation of th'e' Doppler video' instrumentation system
. de51gned for measuring the effects of electromc countermeasures
- The comblnatlon of ground and ﬂlght phases of testlng substantlally
" characterized the frequency and 1ntens1ty capab1ht1es of the system. By followmg thlS
) methodology, techmcal problems were addressed in increasing complex1ty, but from a
strong foundation proven dunng.the prev10us_»phase of testing. The basic frequency and |
intensity capabllity of the‘har'dvvare‘v'vas “;mea"sure'd in a tightly controlled ground test. -If
the ba51c capab1hty was not sufﬁclent redesrgn could be completed pnor to expenswe
, ﬂlght test. The dry portlon of test1ng successfully determmed the 1mpact on basehne
~ radar performance and accuracy of frequency measurement using actual targets ina
bemgn RF env1ronment Once the ground phase and dry portlon of the ﬂrght test phase
were complete, evaluatlon of system performance ina jammlng env1ronment was a
stralghtforward test The tnmng and frequency modulatlon of the j Jammmg techmques "

‘were apparent and even uncovered a hnutatlon in how the radar employed attenuators :

The validation of the mtensrty data could be improved, prov1d1ng a glven program

had the requirement and sufﬁc1ent resources The methodology covered in the thesrs was

- adequate to validate relative signal strengths (i.e. signal to noise ratro, jammer to s1gnal
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ratio), but not absolute signal strength. 'The direct injection portion of testing did not
include signal path losses-due to the vvaveguideor radome. The intensity data at that
point could only be referenced to other signals commg into the receiver, such as the

ground return or another target Toi 1mprove on the direct 1njectlon ofa s1gna1 into the

' radar the radar could be operated in free space e1ther in an anech01c chamber or with a

'callbrated s1gnal measurement aircraﬁ Chamber test1ng is qu1te expensive, but would

1nclude transmission path loss of the wavegulde and radome in the ﬁdelity of intensity

~ measurement (11). An‘airbome truth source such as aicalibrated COMBAT SENT RC— =
‘ 135U s1gna1s measurement aircraft could be flown in formatlon with the test a1rcraft to
, prec1sely monitor the radar returns (12) Obv10usly, test operations would be more

, complex and expensive to address the add1tlonal and dissimilar heavy aircraft While

. both anechoic chamber testing and a cahbrated airborne collector should 1mprove the

accuracy of the error measurement bothi have the potent1a1 to mcrease the cost ofa

o E validation program by an order of magnitude. Careﬁil consideration based on a:

- program S techmcal schedule and cost requ1rements should dictate the appropr1ate

methodology to employ.

"While 1ns1ght mto the Doppler spectrum is, cr1tlcal for development of electromc .

‘ protectlon, bas1c radar processor parameters are requlred to completely capture combmed -
‘ range and velocity gate steahng (CRV) techmques "The evaluation of the CRV test

' pomts was nearly 1dent1cal to the veloc1ty gate pull-off test pomts The only reason to a

d1st1ngu1sh between the'two types of counter-measures was to account for poss1ble
dlfferences in electromc protection logic from radar to radar, In the radar under test
there was no diﬁ‘erence. In more advanced radars, the detection of jamming could initiate

kY
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more sophlstlcated attenuatlon and trackmg a1gor1thms The performance of the radar

' agamst techmques that 1nc1ude range deceptlon w111 requ1re the radar processor s
| computed range to compare to TSPI vrange o |

Fmally, the Doppler v1deo system was LsuccessﬁJlly vahdated asa radar‘
rnstrumentatlon system The system met the evaluatlon criteria of the ground phase ‘with
an average error of 585 Hz in frequency and 1. 53 dB in 1ntens1ty In the dry portion of
"the ﬂlght phase the average frequency error grew only to- 795 Hz, well below the 2000 -
Hz requlrement In the wet portlon the system accurately captured the programmed

noise and deception’jamming techniques for reconstructlon.
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Appendix A — ALQ-167 V15 Description

The followmg text is taken from the Naval A1r Warfare Center Alrbome Threat
Simulations Group Users Gu1de

“The ALQ-167 Countermeasures (CM) set is a noise and deception jamming ,
system that is used to provide an electronic attack (EA) environment for the development,-
test and .evaluation of US weapon systemsﬂ electronic protection capabilities‘ and for
training vyeapons systems 'operators ina realistlc EA threat enyir'onment. The ALQ-167
provides EA threat simulation for all microwave oriented Navy weapon-systems
operating within the B-, C-, D-, E/F-, G/l:-, ar:ld‘J-banvdls. |

The ALQ-167 is comprised ofa pOd with EA r'nodules mounted intemally on an
equlpment tray. Different conﬁgurat1ons of these modules called variants, are used for -
, speclﬁc purposes. The EA modules used are pnmanly from one of two CM sets: the
AN/DLQ-3C(V) (DLQ 3) or the AN/ULQ-ZI(V) (ULQ-21) Add1t1onally, the ALQ 167
can be ﬁtted wﬁh B-band and C-band transmltters in three pod vanants There are two
" types of pod antenna conﬁguratlons forward radlatmg and forward/aft rad1at1ng (FAR)

The ALQ 167 pods are approved for ﬂJght on subsomc and supersomc a1rcraﬁ
They mount extemally on many types of a1rcraft mcludmg the A-6E, EA-6A, EA-6B
_ EP-3], F-14A/B, F-18A-D, EC 24A, Lear Jet and NKC-135 Cable assembhes interface
the ALQ-167 with the aircraft and the control md1cator via a1rcraft w1r1ng Speclﬁc
- operat1ng frequencles and parameters are preset pnor to ﬂlght in accordance with mission
ObjeCtIVCS The control indicator prov1des remote selectlon of the preset EA operatmg

| modes dunng flight.”
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' The ALQ-167 variant used during testing was the V(15). The V(15) was a ULQ-
21 heritage system that had forward and rear transmit capability in the I band. The V(15)
also incorporates a Digital RF Memory (DRFM) Unit to enable coordinated range and

velocity pull-off techniques.

41



Appendlx B ALQ 167 V15 Program

The ALQ-167 V15 used dunng the test was programmed as follows | ..
Hardware SRS :
| Rece1ver/T ransmitter: 7 dB low gam, Eﬁ'ect1ve Rad1ated Power (ERP) 50 dBm
'DREM: ERP 30 dBm, Sens1t1v1ty —42 dB o .
. Modes |
“-1. Spot No1se 9.0GHz, £5 MHz

2. VGPO 0 dwell 5 sec. walk, 12 KHz dev1at1on 11near-down

, 3 'VGPO 0 dwell, 3 sec. walk, 12 Kszev1at1on, 11near-down |

4. VGPO 0 dwell, 1 sec walk, 12 KHz dev1at1on 11near-down

" '5. DRFM coordinated 12 KHz 0 dwell 5 sec walk 3. 9g, t1me dev1at10n 3 us 9- '

99GHz

6. DRFM coordinated 12 KHz, 0 dwell 3 sec walk, 6.5g, time deviation 2 ps, 9-
- 9.9GHz S .

. 7. DRFM coordlnated 12 KHz 0 dwell 1 sec walk 19 Sg, time deviation 1 ps,
9-9.9 GHz.
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