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ABSTRACT

In this thesis, some suggested improvements are made to the RSA scheme

of Rivest, Shamir, and Adieman. In particular, it is suggested that the "primes",

p , be selected using pseudoprimality testing with tests for small factors of p -1

and p + 1 as opposed to the Solovay-Strassen or Rabin Tests. This requires

additional greatest common divisor tests. It is also suggested that the Euler

function <t)(n) be replaced by the Carmichael function A.(n) (or its

generalization L(n)) in the production of encryption and decryption keys. In

addition, further greatest common divisor tests are proposed when encoding to

increase security.
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SUMMARY OF STUDY

The RSA scheme of Rivest, Shamir, and Adeiman, a public key

cryptosystem, rests upon certain concepts and theorems of Algebraic Number

Theory requiring some mathematical background mainly contained in

Chapter 1 with a mathematical digression in Chapter 2. The description of

public key cryptosystems, the RSA scheme, and its proposed modification, the

pseudo-RSA scheme, can be found in Chapter 2.

The pseudo-RSA scheme is an attempt to remedy some of the problems

with the RSA scheme. It rests on the definition of a function L(n), a

generalization of the Carmichael function, and the congruency relation it is

shown to satisfy. Its use as a substitution for the Euler function in the RSA

scheme reduces the risk of a message being recovered by re-encryption and

copes with the possibility that the primes required in the creation of the coding

keys are in fact pseudoprimes, provided that they are sufficiently 'primelike'.

Some other modifications are proposed to ensure that the hypothess of needed

theorems are met, and to enhance security by reducing the risk of factoring.



INTRODUCTION

The RSA scheme of Rivest, Shamir, and Adieman Is an Implementation of

a public-key cryptosystem, In which the coding keys, consisting of pairs of

positive Integers, say (e, n) for encryption and (d, n) for decryption, satisfy the

following criteria. The n appearing In both pairs Is the product of two very large

"primes" p and q , d Is chosen to be a large random Integer relatively prime to
the Euler function (|)(n) , which equals (p-l)x(q-l) If p and q are really

prime, and e Is then computed from p, q, and d to satisfy e x d = 1 (mod (t)(n)).

The message Is first represented as a series of blocks, each represented by an

Integer between 0 and n -1 . It Is encoded by raising each converted block to

the power e modulo n and decoded by raising each enciphered block to the

power d modulo n . Due to the symmetry, the methods for computing d and

e may be Interchanged. The difficulties, as described below. He In the choices

of p and q , (|)(n), and d or e.

The first problem Is that of finding sufficiently large prime numbers, p and

q , so that It Is Infeaslble for anyone to factor n = p • q . The required size of p

and q renders the use of a deterministic algorithm Infeaslble. Instead a

probabilistic method Is proposed known as the Rabin Test. This test reduces to

the Solovay-Strassen Test, described In Chapter 1, Section 2, when

n = 3 (mod 4). These algorithms are series of composlteness tests that check

to see If the candidate prime Is a pseudoprlme for various bases. I.e. that Its

behavior Is "sufficiently primelike".'' It has been popularly believed that the

Warlous types of pseudoprlmes are described In Chapter 1.



probability of a composite number being incorrectly labeled "prime" by Rabin's
algorithm is <4-k if k test bases are used. However, this is the result of
confusion between two conditional probabilities. The number of false primes

returned by the algorithm is calculated in [1] and appears here as Theorem

1.3C.2. Finally, there is no attempt made to deal with the possibility that at least

one of p and q is composite in the conventional RSA scheme.

The second problem is the choice of d or e . Rivest, Shamir, and

Adieman suggest that d be chosen to be any prime greater than max(p, q).

This is at least as hard as finding p and q .

The remaining problem to be discussed is that of fixed points. By a

generalization of Euler-s Theorem, a<t>(n)+'' = a(mod n); that is, a message
block a is recovered by raising it to the (t)(n) + 1 power modulo n . For a

specific a , a smaller exponent might work, and when at least one of p and q
is composite, a smaller exponent will work. Thus the message may be
recovered by re-encryption or the cipher text may be the same as the message,

i.e., a fixed point. Some fixed points are unavoidable, but could be reduced by
replacing ^{n) with a function that is a divisor satisfying a similar congruence

relation.

This thesis tries to address these problems by proposing the pseudo-RSA

scheme, described in Chapter 2, Sections 3B-E . Before it can be explained,

the Carmichael function A,(n) needs to be described. This function meets the

requirements mentioned above, i.e. it is a generalization of the Euler function of
which it is also a divisor. It also satisfies a similar congruence relation, namely
a^n)+1 = a (mod n) if n is a product of distinct primes. The Carmichael

Function has a further generalization L(n) satisfying an analogous congruence



which appears as Theorem 2.3A.3. This theorem handles the possibility that

one or more of the "prime" factors of n may in fact be a Fermat pseudoprime to

the base a. The Fermat pseudoprime is described in Definition 1.1.1.

The pseudo-RSA scheme replaces (t)(n) with X{n), or more generally,

L(n). This means that e and d are chosen so that e x d = 1 (mod X(n)).

Some additional suggestions are made for the choice of e and d as well. For

n = p • q , p, q , odd primes, L(n) = ̂n) = (p -1 )(q -1 )/gcd(p -1, q -1) which is

a proper divisor of (t)(n) so this results in fewer fixed points and may result in

less calculation since for a particular d , the smallest possible e chosen using

X{n) is less than or equal to the one found using (t)(n). In choosing p and

q , it begins by using the Sieve of Erasthosthenes with small prime divisors on

an interval of large numbers and testing the remaining ones for pseudoprimality

using several bases. It also adds tests for small factors of P ± 1 of a candidate

prime P as well as tests for greatest common divisors. Small factors of p -1

and q -1 of the chosen pair (p, q) increase the number of fixed points, and

small factors of p ± 1, and q ± 1 make it easier to factor n . One greatest

common divisor test is that of p and q as both a check for primality and to

ensure that the congruences for X(n) and L(n) hold. Others are used to

increase security by checking for factors common to message blocks and n .

Such a common factor reveals a divisor of n .

Suppose this method selects a pseudoprime instead of an actual prime.

The resulting n will be easier to factor since it has more and smaller divisors

and there will be more fixed points. However there should be no more errors

than in the RSA scheme and probably less, if the pseudoprime is a Fermat

pseudoprime for all the message blocks and X{n) is replaced by L(n), the



coding msthod will work proporly. If the pseudoprime is a Carmichael number,

as defined in Definition 1.1.1, Corollary 2.3A.1 shows that the coding method

will work for all message blocks. In addition, this method is simpler. Of course,

for complete confidence that a given message has been encrypted properly, the

user can either check Fermat pseudoprimality using the message blocks as

bases or decrypt the encrypted message, the easier choice being dependent on

the relative sizes of n and d .



CHAPTER 1

TYPES OF PSEUDOPRIMES AND RELATED PRIMALITY TESTS

0. Preliminary Definitions and Theorems

This section contains definitions and theorems needed to understanding

the following descriptions of various types of pseudoprimes and related

primality tests. A pseudoprime is an integer that satisfies a necessary but not
sufficient condition for primality. These conditions can be used to develop

primality tests and are the bases for the compositeness tests used to select

•primes' in the RSA scheme. The pseudo-RSA scheme also includes tests for
Fermat pseudoprimes and allows coding using Carmichael numbers.

The following can be found in many books on number theory; see [5] for

example.

npfinition 1.0.1: For a prime p > 2 , and integer a , 0 < a < p , we say that a is

a quadratic residue if x2 mod p =a has a solution, and that a is a quadratic
nonresidue otherwise.

If x2 mod p = a has one solution, then it has exactly two. Half of the

elements a, 0 < a < p , are quadratic residues and half are not.



npfinition 1.0.2: The Legendre Symbol, (3), is defined as follows:

r

'  1 , if a is a quadratic residue

-1 , if a is a quadratic nonresidue.

Thpnrpmi n i:fEuler1: {p = a(P-1 (mod p)

More generally,

Thporem 1.0.2: Let L > 0 , p | n . If p > 2 , then the congruence

x2 = n (mod p4 has 1 + (H) solutions.

npfinition 1.0.3: The Jacobi Symbol (S) is defined as follows:

(3) = (^) i-^)... (-^)
n  pi P2 PL

where the pj are the prime, possibly repeating, factors of n ,

i.e., n = pi, P2 PL-

The Jacobi symbol can be evaluated recursively:



Writing (3) as J(a, n):
n

if a = 1 then J: = 1

else if a (mod 2) = 0 then begin ;

if (n • n -1 )/8 (mod 2) = 0

then J: = J(a/2 , n)

else J: = -J(a/2, n) end .

else if (a -1) • (n -1)/4 (mod 2) = 0

then J: = J(n(mod a), a)

else J: = -J(n(mod a), a).

nfiflnition 1.0.4: Let Zp denote the ring of integers (mod n). Let Zp^ denote

the group of integers relatively prime to n under multiplication (mod n).

Suppose p is prime. Suppose b is a generator of ZpX , a cyclic group of

order p -1 . Then the index of a (mod)p is defined as follows:

indp a = indpa(b) = min{m: b^n = a (mod p)}.

We say that a is a residue mod p if there exists a b such that

bP = a (mod p).

If p and q are prime and q|(p-1),then a is a q^'^ residue (mod p) if
and only if q|indp a .



1. Fermat Pseudoprimes

Fermat proved that for p , prime

aP-l = 1 (mod p), if (a, p) = 1 •

(Note that here and elsewhere (a, b) is a shortened notation for gcd(a, b)).
Thus, if for some a , 1 < a < n ,

3^-1 ̂  1 (mod n)

then n must be composite. There are two problems with using Fermat s

theorem as a primality test;

(a) A systematic search for an a satisfying (1) could be very lengthy.

(b) There are composite n which satisfy Fermat's congruence, i.e., there

are composite n's such that

an""! = 1 (mod n) for all (a, b) = 1 .

nefinition 1.1.1.: An odd composite number N for which

aN-1 = 1 (mod N)

is called a (Fermat) pseudoprime for the base a [see 11]. If this congruence

holds for all a relatively prime to N , N is called a Carmichael number.

8



vi V2 vp
npfinitinn 1.1.2: Let n = pi P2 - Pn be the prime factorization Of the Odd

number n . Then Carmichael's X,-function,

v-j-l V2-1 Vp-I
>.(n) = lcm{pi (P1-1). P2 (P2 -1 )'••■> Pn • (Pn*'')}-

Theorem 1.1.1: N is a Carmichael number <=> MN) 1(N -1) .

Theorem 1.1.2: Such an N must be a product of at least three distinct prime

factors.

Some examples of Carmichael numbers are listed below:

3. 11 . 17,5. 13. 17,5. 17. 29,7. 13. 19,7 . 19. 67,

7 . 31 . 73

[See 2] .

The following inequalities have been proved so far concerning the number
of Fermat pseudoprimes of base n < x , Pn(x) . and the number of Carmichael
numbers < x , C(x) :

/I ^5/14 -I/o lo >, In Xe(ln x) < P2(x) < X e"^/2 In X 2
In. X -1 In. X p

-In X (Ins X + In4 X + —4 + 0( . ^ r)Tn^ Inax Inax
C(x) < X e

where Ina x = In Inx , etc.

Comparing these expressions with the density of prime numbers, n(x) ~ x/ln x ,



[see 5], where n(x) denotes the number of primes not exceeding x , the
pseudoprimes described above are rather rare.

Examples:

(i) X = 1020 , P2(x)/n(x) < 1.43 . 10-2
C(x)/n(x)<7.2. 10-5

(ii) X = 1050 , P2(x)/n(x) < 7.2 . lO'^
c(x)/n(x) < 5.7. lo-ie

[See 11, pp. 101-102].

If all the pseudoprimes for some particular base were known, then using

Fermat's congruence together with a list of pseudoprimes would give a primality

test. This technique was used by D.H. Lehmer who made a table of all Fermat
pseudoprimes below 2* 10® for the base 2 with no factor <317. Lehmer

tested numbers between 10^ and 2*10® since the existing prime number

tables stopped at 10^. His scheme was the following:

(1) Perform trial divisions by the 65 primes <313. If a divisor is found, N

is composite.

(2) Compute 2N-^(modN). If the residue is ,then N is composite.
(3) For the residue 1 , check Lehmer's table of pseudoprimes. If N is in

the table, it is composite and its factors are given in the table. If N is

not in the table, N is prime.

10



This test, of course, only gives a definite answer for numbers of limited size

[see 11, p. 92].

2. Euler Pseudoprimes

According to Euler's criterion for quadratic residues,

a(N-1 )/2 = (g) = ± 1 (mod N) for (a, N) = 1 (2)

if N is an odd prime. Hence (2), as well as Fermat's theorem, can be used as a

test for compositeness on N .

Thfiorem 1.2.1: If N is odd, (a, N) = 1 and a(N-1)/2^±l (mod N), then N is

composite.

If a(N-1)/2 = ±1 (mod N), then if a(N-1)/2 ̂  (^ (mod N), where (g)

is the Jacobi Symbol, N is composite.

If a(N-1 )/2 = (2) (mod N), then the test is not conclusive.

npfinitlnn 1.2.1: An odd composite number N such that a(N-1 )/2 = (2j) (mod),
with (a, N) = 1 , is called an Euler pseudoprime for the base a .

Some Carmichael numbers and other Fermat pseudoprimes can be

shown to be composite using Euler's Criterion so it distinguishes primes from

composites more accurately than does the Fermat congruence. Some

examples are:

11



(i) 2170^1 (mod341),(^) = -1

(ii) 5280 = 67 (mod 561) ̂  ±1 (mod 561)

(iii) 11864 ,1 (mod 1729), (-^) = -1 .

The numbers 561 and 1729 are Carmichael numbers. [See 11, p. 97].

Euler's Criterion was the motivation for the Solovay-Strassen Test [see 13]:

If (a, n) = 1 , compute e = a('^''' V2 (mod n), -1 < e < n - 2 .

Let 5 = (S), the Jacobi Symbol.
n

If e = 5 , i.e., (3) = a("*'')/2 (mod n), decide that n is prime,
n

Decide that n is composite if either gcd(a, n) > 1 , or e 5 .

Solovay and Strassen in [3] analyze the error probability by showing that

the set

Gn = {a + (n)|a e Z , (a, n) = 1 , and a(n-iy2 = (3) (mod n)} -

the subgroup of units of Zp . Thus |Gnl ^ (n -1)/2 so that at most

1/2 of the numbers between 1 and n-1 will lead to the decision that n is

prime.

3. Strong Pseudoprimes

Definition 1.3.1: An odd composite number N with N -1 = d • 2S , d odd , is

called a strong pseudoprime for the base a if either

1 2



d-2''
ay = 1 (mod N) or a = -1 (mod N),

for some r = 0,1,2,..., s -1 .

Note: There are only 13 numbers below 25 • 10^ which are strong

pseudoprimes for bases 2, 3, and 5 simultaneously. [See 11, pg. 98].

This fact can be used to determine whether any number below 25 • 10^ is

either composite or prime as follows:

1. Check whether N is a strong pseudoprime for the base 2 . If not, then

N is composite.

2. Check whether N is a strong pseudoprime for the base 3 . If not, then

N is composite.

3. Check whether N is a strong pseudoprime for the base 5. If not, then

N is composite.

4. If N is one of the thirteen pseudoprimes, then N is composite;

otherwise determine that N is prime.

If the strong pseudoprime test also includes bases 7 and 11 , then no

table look-up is needed below 25 • 10^. [See 11, p. 98]. The strong

pseudoprime test is more stringent than the Euler pseudoprime test since in [9],

it is shown that every strong pseudoprime for the base a is also an Euler

pseudoprime for the base a .

For large primes, the more pseudoprime tests that are performed, the more

likely the prime candidate is prime but this in itself is not a mathematical proof.

As yet there is no method to select a combination of pseudoprime tests so that a

1 3



particular candidate is not a pseudoprime in all the tests. The closest to such a

method is Miller's Test. Assuming the truth of the Extended Riemann

Hypothesis, Miller in [8] shows that consecutive, strong pseudoprime tests give

a deterministic primality test taking polynomial time. The following is a

description of his approach.

8.A. Miller's Test

vi V2 vm
npfinitinn 1.3A.1: Let n = pi p2 ... Pm be the prime factorization of the odd

number n .

(i) Euler's <t)-function: (j){n) = p^"' (pi -1) P2^ (P2 " 1) ••• Pm"^ (Pm " 1) •
(ii) Miller's ^'-function: X'{n) = lcm{(pi -1), (P2 - 2) (Pm -1)} •

As was discussed in Section 1, composite numbers n fall into two cases,

those such that -1) which can be found using Format's Theorem, and

those such that ?i(n)|(n-1) which cannot. In Miller's paper, X'{n) is used to

classify composite numbers into classes instead of X.(n). In fact, he shows that

if n is composite then either

(i) n = po^

(ii) X'{n) |(n - 1) , or

(iii) X'(n)/(n -1) and not a prime power.

First consider the case when >,'(n) | (n -1).

14



I fimma 1.3A.1: If X'{r\)J('{n -1) then there exist primes p, q such that

(1) p|n . (p -1 )/{n -1). 1 (P -1) and qm/(n -1) for some integer

m > 1 :

(2) If a is any q^^^ nonresidue mod p then a"""' ̂  1 (mod n).

nfifinition 1.3A.2: Let N(p, q) be the least a such that a is a q^^ nonresidue

mod p defined only when q |(p -1). Note: Miller claims that N(p, q) is prime.

Theorem 1.3A.1 fAnkenvL With the Extended Riemann Hypothesis,

N(p, q) = 0(lp|2).

So, if X'(n) I (n -1), there exists an a s 0(|n|2) such that

a"""! ̂  1 (mod n).

Next, consider the case when X,(n)|(n-1). Let qi,q2 Pm be the

distinct prime factors of n .

nefinition 1.3A.3: Let #2(n) = max{k : 2^ 1 n}, the number of factors of two in n.

Note: By the definition of X,'(n) ,

#2(X,'(n)) = max{#2(q, -1), #2(Q2 " "•) '•••- #2(Qm " 1)} • < i < m ,

#2(Mn)) = #2(qi-1) -

1 5



nftfinition 1 ■3A.4: We say n is of type A if there exists j such that

#2(X'(n))>#2(qj-1) ,

and that n is of type B if

#2(>.'(n)) = #2(qi-1) .Vi . 1 <i<m .

The strategy of the next three lemmas is motivated by the following
observation.

Suppose n = pq and there exists an m such that

m = 1 (mod q) and m = -1 (mod p). (3)

Then m ^ 1 (mod n) and then q = (m -1, n) . So if we could compute some m

satisfying (3), we would know a divisor of n .

In the following lemmas, Miller develops a method for finding such an m .

I pmma 1.3A.2A: Let n be a composite number of type A where, say, pq 1 n

and #2(?^'(n)) = #2(P" 1) > #2(Q" 1) ■ Assume further that there is an a ,

0 < a < n such that (3) = -1 , where (3) is the Jacobi symbol. Then either (a, n)
P  P

or ((a^'(n)/2(mod n)) -1, n) is nontrivial (i.e., not equal to 1) .

1 6



I ftmma 1.3A.2B: Let n be a composite number such that pq | n . Suppose n

is of type B and 1 < a < n is such that

Then either (a, n) or (mod n)) -1, n) is nontrivial.

I Pmma 1.3A.3: If p|n, and k = #2[m/>.'(n)] + 1 .then

a^'(n)/2 = am/2'^(rnod p).

Remark: This lemma allows us to find m without knowing X'(n) which requires

knowing the prime factors of n . When >,'(n) | (n -1), put m = n -1 .

Thus if n is type A and composite, X,'(n)|(n-1) and a= N(p, 2),the

least a such that a is a quadratic nonresidue mod p, defined only when p is

odd, then either a|n or )/2 (mod n)) -1, n) # 1, n .

For type B , we need the following definition.

nefinitlon 1.3A.5: Let N(pq) be the minimum a such that (-^) ̂ 1 , where
(_a_) is the Jacobi symbol, and N(pq) is defined only when p q .
pq

Note: Miller claims that N(pq) is prime.

1 7



Thfinrem 1 ■.'^A.2 (Ankenv^: Under the Extended Riemann Hypothesis,

N(pq) = 0{|pq|2) .

This results in the following deterministic algorithm.

Let f be a computable function on the natural numbers.
1. Check if n is a perfect power, i.e. n = mS , s > 2 . If n is a perfect

power, return composite and halt.

2. Carry out steps (i) - (iii) for each a < f(n) . If at any stage (i), (ii), or (ill)
gives composite, halt.

(i) a|n

(ii) an-l ^ 1 (mod n)

(iii) 1 < ((a("-'' )2 (mod n) -1, n) < n for some k, 1 < k < #2(0 -1),
i.e., 2kl(n-1) .

3. Output "prime" and halt.

Note: In (iii) , k > 1 <=> n = 1 (mod 4) .

Miller also has an "improved" algorithm that says that only primes need be
tested. However, this requires knowing the primes < <t)(n) . [See 8] .

3B. Rabin's Algorithm

Rabin's test:

1. Check for p|n , p, prime, p<N = 1000.

1 8



2. Choose k and randomly pick 1 < bi, b2,-, bk < n . Let n -1 = 2tm ,
m  2m 2^vnm^ odd. For bj , compute bj (mod n), then bj (mod n), bj

= b'^"''(mod n). Check for bH'^ = 1 (mod n).
1  1 I

3. If not, it is composite, violating Fermafs congruence.

Note: Fermat proved that for p , prime,

aP-l = 1(mod p) if (a, p) = 1 .

4. If so, then compute ((b2^(mod n -1), n) for 1<j<t. If any one of these

god's is neither 1 nor n , then n has a proper divisor.

If

(i) 1 < bj < n ,

(ii) a) bH""' ̂  1 (mod n), or
I

b) there is a j such that

2jl(n -1) and 1 < 1, n) < n ,

then we say that Wn(bj) holds.

Such a b is called a "witness to compositeness". If Wn(bj) is true, then n is

composite. If, for all i , 1 < i < k , Wn(bi) is not true, then the test asserts that n

is prime.

1 9



Remarks:

1. As noted before, i > 1 n = 1 (mod 4) so for n = 3 (mod 4), this

reduces to the Solovay-Strassen test.

2. The computation of the greatest common divisor may be replaced as

follows:

Let n -1 = 2^ X m , m odd , 0 < x < n . Let xq = xfTi(mod n),

xj s X? ̂ (mod n), 1 < i < t. Note: xt = xn-l (mod n). Calculate xq = (mod n),

and then square mod n repeatedly until Xj.i ?£ n -1 and Xj = 1 , or until xt is

reached. This is equivalent since if Wn(x) holds, then either , or x^ = 1

and for some j, 0 < j < t, we have 1 < (xj -1, n) < n . Suppose . Let
i -1, j < i -1 < t be the last index such that xj.i ̂  1 . Thus xj = 1 . We have

o i"j"1 . J \
Xj = 1 (mod p) where p | n . Hence xj.i = 1 (mod p) since xj.i = x^. (mod n)

and i - j -1 > 0. Also Xj.-i = n -1 is impossible since p|(xj.i -1) = (n - 2) => pl2.

Thus Xj = 1 and Xj.i n -1 . If either xj 1 , or for some i , 1 < i < t, we have

Xj = 1 and Xj.i n -1 , n must be composite. For if x^ 9^ 1 , then Fermat's

congruence does not hold, and if xj-i ^^n-l , xj = x2^ =1 (mod n), then 1

has more than two square roots mod n . This implies that n is composite

since the number of square roots of 1 mod n is equal to 2 to the power the

number of distinct prime factors of n .

3. The total required number of steps required for each bj is

3 log2 n +1 log2 n .
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Rabin also gives an estimate of the number of strong pseudoprimes in Wp.

Thfiorem 1.3B.1: If 4 < n is composite, then

3(n-1) < cl{b|Wn(b)}| (4)
4

where c(s) is the number of elements in s. That is, no more than 1/4 of the

numbers b, 1 < b < n are not witnesses.

In the course of this proof, he shows that

cHb|Wn(b))|<(3 + 2)(n-1)

if there is a Carmichael number n = p • q • r such that p, q, r are prime,

p < q < r, (p -1 )(q -1 )(r -1 )|(n -1). So if there are such Carmichael numbers

for arbitrarily large p , then (4) is asymptotically the best possible. [See 10].

3C. Further Developments

As was previously observed, the strong pseudoprime test is only stronger

than the Euler pseudoprime test if n -1 contains more than one factor of 2 , i.e.

if n = 1 (mod 4) . So to come up with a stronger test for the n = 3 (mod 4) case,

a method to find factors of n = 3 (mod 4) numbers should be included. One

such method is proposed in [1]. The authors consider the set

Hn = {b G # Bp and 3 a g Rn s.t. a2 = b2 (mod n)}
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where

Rn = {a e ^ ")) •

They prove the following theorem:

Thfiorem 1.3C.1:

(i) V b e Hn , gcd{n, 1 + (mod n)) is a nontrivial divisor of n ;

(ii) #Hn>#Rn-

That is, each element of Hn gives a nontrivial divisor of n . The proof of (i)

rests on the fact that if be Hp , x = b('^'^ ^ ±1 (mod n), since b Rn , but
x2 = 1 (mod n). So X is a nontrivial square root of 1 and hence gcd(n, 1 + x)

is nontrivial. The second part follows from the fact that the number of solutions

of x2 = a2 (mod n) equals 2 to the power of the lower number of distinct prime

factors of n and is thus at least four for composite n .

They also include a probability analysis of Rabin's algorithm. They make

the following important observation. The popular belief has been that the

probability that a number called "prime" by Rabin's algorithm is composite for k

test numbers < 4"^ because each of the k iterations of the algorithm has a

probability smaller than 1/4 of failing on any given composite number.

However, this is a result of confusing two conditional probabilities. The

probability, "given that the algorithm returns 'prime' that n is in fact composite",

is equal to the number of false primes. This is not the same as the probability.
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"given that n is composite, the algorithm returns 'prime' This is the

probability which is < 4-k. They prove the following;

Theorem 1.3C.2: Let p be the probability that a uniformly randomly selected

odd L-digit number is prime. The probability that Rabin's algorithm returns a

composite number, i.e. mistakenly labels a composite number as 'prime', is

given by

1 + (-P-) 4k
1 -p

This is about (La/2)x4-k provided that L is substantially smaller than 4k
and is about 1/2 when L = 2 x 4k/a , where a ~ 2.3 , a = In 10 . [See 1].
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CHAPTER 2

THE RSA ENCRYPTION SCHEME

AND A SUGGESTED IMPROVEMENT

This chapter contains a description of public key cryptosystems, the RSA

scheme, and, after a mathematical digression, some modifications of the RSA

scheme called the pseudo-RSA scheme.

R.L Rivest, A. Shamir, and L. Adieman presented an implementation of a

"public-key cryptosystem" in 1978 [see 12, or 3, pp. 104-109], a concept

invented by Diffie and Hellman in 1976. [See 4].

1. Public-key Cryptosystems

In a "public-key cryptosystem," each user makes his encryption procedure

E public and keeps his decryption procedure D private. These procedures

have the following properties:

l.a. Deciphering the enciphered form of a message M yields M , i.e.,

D(E(M)) = M .

I.b. Both E and D are "easy" to compute.

1.0. By publicly revealing E , the user does not reveal an easy way to

compute D.
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1.d. If a message M is first deciphered and then enciphered, M is

received, i.e.,

E(D(M)) = M.

Each user can use the same general method with his own encryption key.

When the user reveals E , he reveals a very inefficient method of computing

D(C), where C = E(M), the ciphertext. If property 1 .c holds, the number of

possible messages M that must be tested until one such that E(M) = C is

found will be prohibitively large.

nefinition 2.1.1: A function E satisfying 1.a-1.c is called a trap-door one-way

function.

Remark: These functions are called "one-way" because they are easy to

compute in one direction and (apparently) hard to compute in the other

direction. They are called "trap-door" functions since the inverse functions are

easy to compute once certain private "trap-door" information is known.

nfifinition 2.1.2: A function E satisfying 1 .a-1 .d is called a trap-door one-way

permutation.

Remark: A trap-door one-way function that also satisfies 1 .d. must be a

permutation since every message is the ciphertext of some other message and

every ciphertext is a permissable message, i.e., the mapping is bijective.
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As will be seen In the following two sections, a trap-door one-way

permutation allows both privacy and signatures that cannot be forged.

I.A. Privacy

The purpose of encryption Is to provide privacy. The sender enciphers

each message before transmitting It to the receiver. The receiver, and hopefully

no unauthorized person, knows how to decipher It. An eavesdroper who hears

the transmitted message should hear only "garbage". I.e. the ciphertext.

The most widely used encryption technique, adopted by the National

Bureau of Standards which Is now the National Institute of Standards and

Technology, Is DES. DBS grew out of the Vulcan project at IBf^ . It does not

have property 1.c. All classical encryption methods. Including DES , require

the encryption and decryption keys to be distributed privately before private

communication can begin. In a public-key cryptosystem, the encryption keys

can be distributed over an Insecure communications channel.

In a public-key cryptosystem, a private message M can be sent from

person A to person B as follows:

Suppose (Ea, Da) are the encryption and decryption keys for A

and (Eb, Db) are the corresponding keys for B . Both Ea and Eb are

public. Sender A takes Eb and sends Eb(M) . Receiver B deciphers

the message by computing Db(Eb(M)) . By property 1 .c, only person B

can decipher the message. Even If Ea and Eb are not public, A and B

can send each other their encryption keys over an Insecure channel.
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A public-key cryptosystem could be used to "bootstrap" into a standard
encryption scheme by using the public-key cryptosystem to transmit the

encryption and decryption keys. This might be useful if the standard encryption

scheme is significantly faster. In the case of DES , it is hardware implemented.

However, there is now an RSA chip, and since the RSA scheme involves

multiprecision arithmetic operations as opposed to the complicated bit

manipulations of DES , the RSA scheme may be faster on a general-purpose

computer. Also, National Security Agency has refused to renew their

certification of the security of DES . Some people view this as an indication

that National Security Agency no longer feels DES is secure.

1.B. Signatures

The recipient of a message often needs to have proof that the message

originated from the sender. In particular, the recipient must be able to show that

he did not create the message himself. Thus, an electronic signature must be

message-dependent as well as signer dependent to avoid the possibility of

tampering by the recipient. Otherwise the recipient could modify the message or

tack on a signature. A digital signature is implemented as follows:

A sends a signed message M to B by transmitting

Da(M) .

B authenticates the message by using Ea:
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Ea(Da(M)) = M.

Since only A can apply , it cannot be forged. If both secrecy and

authenticity are required, A sends

Eb(Da(M)) .

B authenticates and decodes the message using

Ea(Db(Eb(Da(M)))) .

2. The RSA Scheme

The RSA scheme is an example of a trap-door one-way permutation. In

this section, a description of its coding keys, means to provide both privacy and

a signature, the underlying mathematical theory, the method for encoding and

decoding, how the large primes required are produced and how reliably, how

the coding keys are produced, and how secure it is, is discussed.

In the RSA scheme, an encryption key consists of a pair of positive

integers (e, n). The message is first represented as an integer between 0 and

n -1 by breaking the message into a series of blocks and representing each

block as such an integer (using, for example, its ASCII representation). Then it

is encoded by raising each converted block to the power e modulo n , i.e.

0 = E(M) = M®(mod n) for a message block, M .
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Each encoded block C is decoded with the corresponding decryption key

(d, n) where d is also a positive integer, i.e.,

D(C) = CC'(mod n) for a ciphertext C .

The keys satisfy the following criteria. The modulus n = pq where p and

q are very large "random" primes. The decoding exponent d is chosen to be a

large, random integer relatively prime to (t>{n) = (p -1) x (q -1). The encoding

exponent e is then computed from p, q and d to satisfy

e X d s i(mod (t)(n)).

Due to the symmetry, the methods for computing d and e may be

interchanged.

A small difficulty arises when both secrecy and authenticity are required

because it is necessary to apply successive transformations with different

moduli. For example, if A sends

C = Eb(Da(M)) .

and if n^ > ns , the blocks comprising Da(M) may not be in the range

[0, ng -1], the range of B's transformation. Reducing modulo ne does not

solve the problem because then the original message is not recoverable.

Rivest, Shamir, and Adieman suggest using a threshold value h . Each user

has two sets of transformations, say (Eai , Dai ) signatures, and
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(Ea2. Da2) secrecy where riAi < h < nA2 ■ To send a signed, secret

message to B , A transmits

C = Eb2(Dai(M))

which is computable because n^i < h < nB2 • User B recovers M and

checks A's signature by computing

Ea1 (Db2(C)) = Eai (Db2(EB2(Da1 (M)))

= Eai(Dai(M))

= M.

Another method, due to Kohnfelder, [see 6], uses the observation that if

C = Eb(Da(M)) is not computable because oa > hb , then C'' = Da(Eb(M)) is

computable. User B , knowing both oa and nB , will know which was

computable by A , and can recover M as follows:

For OA < hb :

Ea(Db(C)) = Ea(Db(Eb(Da(M))))

= Ea(Da(M))

= M
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For nA> hb :

Db(Ea(C1)) = Db{Ea(Da(Eb(M))))

= Db(Eb(M))

= M.

The RSA scheme rests on the following theorem due to Euler.

Theorem 2.2.1: For every a and n such that a and n are relatively prime,

a<t>(n)(mod n) = 1

t  e- ^ e -1
where, for n = n Pj', (t)(n) = n Pj' (P -1).

i=1 i=1

Theorem 2.2.1 has the following generalization.

Theorem 2.2.2: If n is a product of distinct primes, then for all a,

a(t)(n)+1 = a(mod n).

Note: Thus, in particular. Theorem 2.2.2 says that a message block, a , is

recoverable by raising it to the (t)(n) + 1 power and reducing modulo n for

n=p.q.
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When n = pq , Theorem 2.2.1 reduces to a(P''')(^'^)(mod n) = 1 . The fact

that d and <j)(n) are relatively prime guarantees a solution of

e • d s 1 (mod (t)(n)). Properties 1 .a and 1 .d follow from Theorem 2.2.1.

D(E(M)) = (E(M))d = (Me)d = Me*d(mod n)

= Mh(t)(n)+1 = M"! s M(mod n),

E(D(M)) = (D(M))e = (Md)e = Md«e(mod n)

= Mh<l>(r')+'' = M"! H M (mod n), for 0 < M < n + gcd(M, n) = 1 .

Thus E and D are inverse permutations.

2.A. Algorithms

In this section, algorithms for computing M®(mod n) producing large prime

numbers, and choosing the coding keys, are described.

2.A.a. A Method to Ennrvpt and Decrvot

To encrypt in the RSA scheme, M®(mod n) is computed.

This computation requires at most 2 log2(e) multiplications and 2 log2(e)

divisions using the following procedure;
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Step1. Let ekek-1 ..-e-ieo be the binary representation of e.

Step 2. Let C = 1 .

Step 3. Repeat for i = k, k -1 0 :

Set C equal to (mod n).

If ej = 1 , then set C equal to C x M (mod n).

At the end of the above procedure C is the ciphertext of M . The same

procedure can be used to decrypt, repiacing e by d , C by M , and M by C .

This, and other methods, are discussed in Knuth [see 7].

The fact that encryption and decryption are essentialiy identicai simplifies

implemention, reducing the complexity of speciai-purpose chips. The

encryption time per block increases no faster than the cube of the number of

digits in n .

2 A.b. Finding Large Prime Numbers

The RSA method requires each user to find two large prime numbers, p, q

to create his encryption and decryption keys. These numbers must be

sufficientiy large so that it is computationally infeasible for anyone to factor

n = p • q . Rivest, Shamir and Adieman suggest using primes of 100 decimal

digits. However the size of the numbers makes finding them using a

deterministic algorithm infeasible. Then there is the question of what is meant

by a random prime number. In their original paper, Rivest, Shamir and

Adieman suggest the Solovay-Strassen test, discussed in Chapter 1, Section 2.

Later Rabin developed an algorithm based on Milier's deterministic algorithm,
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as discussed in Chapter 1, Sections 3.A-B . The methods do not produce prime

numbers. They produce numbers that have passed compositeness tests and

are "likely primes".

Some additional security questions should be considered when selecting

these "primes" to reduce the risk of factoring. The two primes should differ in

length so that they are not close to >/n. Both p±1 and q±1 should not have

small factors, since factoring any of them leads to factoring of <|)(n) and n . Also

p -1 and q -1 should not have large common factors.

Another reason for p -1 and q -1 not to have too many factors is the

fixed point problem, not addressed by Rivest, Shamir and Adieman. By

Theorem 2.2.2 of Section 2, we have a<t>{n)+1 = a (mod n). For a specific a , an

exponent smaller than (t)(n) + 1 may do. If such values are abundant, the

message may be recovered by re-encryption, or the ciphertext may be the same

as the message, i.e., a fixed point of the transformation. If the message is

revealed by re-encrypting m times, we call it a fixed point of order m . Finding

the fixed points of order m is equivalent to solving

T®'^^ T (mod N)

According to Riesel, [see 11, p. 234], the number of solutions is

g(m) = (1 +(km-i,p-l))x(1 +(km-i,q-1)).

Since e is always odd, the total number of fixed points of all orders is at least

9.
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P A.c. The choice of d and e

In the previous section the relevant issues for choosing p, q, and n were

discussed. In this section, Rivest, Shamir, and Adieman suggest that d can be

chosen to be any prime greater than max (p, q). This appears to be rather

difficult si nee it seems at least as hard as finding p or q . However, any

number greater than max(p, q) is a reasonable candidate although for ease of

computation, a smaller one may be preferable. To be sure that it is relatively

prime to (t)(n), the greatest common divisor algorithm is required. The range of

possible d's should be large enough so that d cannot be found by direct

search.

The exponent e is a by-product of using the extended Euclidean

algorithm to compute the greatest common divisor of d and (|)(n). Thus, if this

algorithm is used to check possible d's , a separate calculation is not required

to compute e . By including the computation of e , each loop of the extended

Euclidean algorithm is only slightly more time consuming and involves no more

arithmetic operations. If e turns out to be smaller than log2(n), another d

must be chosen so that the encrypted message is actually reduced modulo n .

This restriction might make it more reasonable to first pick e in the appropriate

range using the method described for d , and then solve for d using the

method described for e .
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2B. The Security of the Method

Excluding theft, the problem of cracking the RSA code with modulus n

can be shown to be mathematically equivalent to factoring n . So one way to

check the security of a particular choice of n is to try to factor n = pq with all

known methods. Increasing the size of n increases the security. Unfortunately

it also increases the block size, and the encryption and decryption algorithms

will become more time-consuming and expensive. The flexibility of the choice

of blocksize is one of the advantages of the method.

Our estimates of a reasonable blocksize of between 100 to 200 decimal

places assumes that we can estimate an adversary's ability to factor. Using
presently known methods requires an effort proportional to to factor n

so an adversary will not be aided substantially by increased computing power.

Also, as computing capacity increases, the cost of large size blocks decreases

allowing larger n's . However, it is conceivable that some breakthrough in

more efficient factorization will occur, threatening the security of the method

[see 11, pp. 235-236].

3. Suggested Improvements, the Pseudo-RSA Scheme

Public-key cryptosystems, in general, and the RSA scheme in particular,

have been described to provide the proper background for understanding the

moifications made to the RSA scheme resulting in the pseudo-RSA scheme.

The details of the pseudo-RSA scheme and its underlying mathematical theory

are described in this section.
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3 A.a. Mathfimatical Digression

The RSA scheme relies on Euler's Theorem, mentioned as Theorem

2.2.1 in section 2, and e and d are chosen so that e • d = 1 (mod (t)(n)).

There is a generalization of Euler's Theorem due to Carmichael.

naflnition 2.3A.1: Let ^n) be defined as follows;

X(pa) = (t)(p«), where p = 2 and a < 2 and when p > 3

^2") = 1/2 (t)(2a), where a > 3

a- oc;
X{n) = least common multiple of (X,{p ')]i . n = n pj'

Thaorem 2.3A.1: If (a, n) = 1, then aMn) = 1 (mod n).

Theorem 2.3A.1 has the following generalization:

Thanrem 2.3A.2: If n is a product of distinct primes, then for all a ,

a?i(n)+1 = a(mod n).
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Note. The assumption that n is a product of distinct primes is necessary. Also

for a particular a , an exponent smaller than X(n) + 1 may suffice. [See 11, pp.

276-277].

The following theorem and its corollary are the main mathematical

contributions of this thesis and allow the basic method of the RSA scheme to be

extended to the case when one or both factors of n = pq are in fact Fermat

pseudoprimes. The theorem says that the congruence relation needed to

permit encoding and decoding holds when the factors of n are primes or

pseudoprimes to the base a , for a particular message block, a . The corollary

says that in case the pseudoprimality holds for all message blocks, the

congruence relation holds for all message blocks. This allows the replacement

of (t)(n) by L{n) which is central to the pseudo-RSA scheme.

ThPnrem 2.3A.3: Let n = U Nj, where Nj is a prime or a Fermat pseudoprime

to the base a , and the Nj are pairwise relatively prime. Then

aL(n)+1 = a (mod n), where L(n) = l.c.m. {(Nj - 1)}j.

N.-1
Proof: If Nj is prime, then by Format's Theorem, a ' =1 (mod Nj).

If Nj is a pseudoprime to the base a , we also have

^ =1 (mod Nj), and MNj)|(Nj -1).
Thus, for all i , h 1 (mod Nj) for m e Z+ .

S'

Multiplying by a , we have a ' = a (mod Nj) if Sj = 1 (mod Nj -1) since
m(Nj-1) + 1 =(mod Nj-1).
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If (a, Nj) = Nj, this also holds since both sides are congruent to

0 (mod Nj).

Choosing a value of s such that s s sj = 1 (mod Nj -1) for every value

of i , we have a® = a (mod Nj), for all a .

The Chinese Remainder Theorem allows these congruences to be

combined into one congruence (mod n), namely,

aS = a (mod n) for all a

provided that the exponent

s = 1 (mod Nj -1) for all Nj|N .

Since L(n) = l.c.m. {Nj - 1}j , s = L(n) + 1 will work.

Note: If all the Nj are prime, L(n) = ̂n) n

Cnrnllarv 2.3A.1: If each Nj that is a pseudoprime in Theorem 2.3A.3 is a

Carmichael number, then for n = n Nj,

aL(n)+1 = a (mod n), for all a
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Proof: If Nj is a Carmichael number,

a^' "^ =1 (mod Nj), for all a such that (a, Nj) = 1 .

Also, Nj = .n pj , where the pj are distinct primes and t > 3 , has the property
that n (pi-1) divides (Nj -1), that is, X{U\) divides (t)(Nj) which divides

j=1 J

(Nj -1). Applying the argument of Theorem 3A.2 to each Nj, and observing

that X(Nj) divides (Nj -1), we have

a' = a (mod Nj) if Sj = 1 (mod (Nj -1))

as before, although this may not be the smallest such exponent. Proceeding as

in Theorem 2.3A.2, the result follows.

3.B. The Choice of e and d

As a result of the above, we suggest that (t)(n) be replaced by ^(n) (or

L(n)), which divides <t)(n). That is, e and d should be selected so that

e . d = 1 (mod X{n)). Using X{n) may involve less calculation and has fewer

fixed points. When n = pq, p, q prime, (t)(n) = (p - 1)(q -1) and

L(n) = X(n) = (p -1 )(q -1) / gcd(p -1, q -1) which is a proper divisor of ^(n).

Thus for a particular d, the smallest possible e chosen using X{n) (or L(n)) is

less than or equal to that using <j)(n). To find e and d , given n , the previously

described method can be used, or else simply compute an integer m such that
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mX,(n) + 1 is divisible by d (or e) chosen in advance and then solved for e (or

d), so that m^n) + 1 = e • d.

As before, the choice of n, e, and d depends on the size of the coding

block. If the coding block contains N decimal places, then n must be at least

10N so that all distinct messages possible within the coding block have

different representations (mod n). The choice of e should also be restricted as

discussed previously.

3.C. The Choice of n = p • q

As a consequence of the formula describing scarcity of primes, mentioned

on page 9, picking numbers at random as possible primes would require on

average In p = 138 trials for p = 10^0 before a prime is selected, according to

Riesel, [11, pg. 232]. Suppose we try the Sieve of Eratosthenes as follows:

Look for a prime near 1060 by picking a starting point near 10^0 and a

length , say 5000 consecutive odd integers, for the interval to sieve. Then

sieve with all odd primes, say < 1000 . These choices will give about 81

numbers untouched by the sieve of which approximately 72 are prime [see 11,

p. 232].

Next, we propose to test the remaining numbers for pseudoprimality with

several bases. Each pseudoprimality test can be carried out in at most 2 log2N

steps.

Finally we check p + 1 and p-1 for small factors, say < 10^ , to reduce

the number of fixed points and to reduce the possibility of factoring using, say
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Pollard's (p -1) method, [see 11, p. 172] or the (p + 1) method

[see 11, p. 174].

Suppose our method selects a pseudoprime instead of an actual prime.

Our resulting n will be easier to factor and there will be more fixed points. If our

"prime" is, in fact, a Carmichael number. Corollary 2.3A.1 shows that encoding

and decoding will work properly (replacing ^n) by L(n)). So we do not

believe that our method causes any more errors than the errors that would

result from Rabin's method choosing a number as one of the factors of n which

is in fact not prime. In addition, this method is simpler.

3.D. A Summary of Key Production

3.D.I. Sieve an Interval.

3.D.1a. Get a list of primes.

3.D.I b. Randomly generate an offset.

3.D.1 c. Pick the interval to be offset.

3.D.1d. Use the list of primes to sieve the resulting interval.

To test for pseudoprimality, we go through the following steps:

3.D.2. Test for Pseudoprimalitv.

3.D.2a. Test for pseudoprimality using a fixed list of small primes, say 2, 3,

5,7,11, and 13.

3.D.2b. Select bases at random to test for pseudoprimality. If they are

selected from the list of primes used to sieve, no greatest common divisor test is
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necessary. If any positive integer greater than 1 is allowed as a base, the base

a must satisfy (a, p) = 1 for all candidates p .

3.D.3. Test the remaining candidates p to see if p -1 and p + 1 have

small factors (other than 2 and perhaps 3). One method is trial division.

3.D.4. Select two of the remaining candidates at random to be p and q .

3.D.5. Calculate (p, q). If the result is not 1 , select another pair p, q and

repeat the calculation for the new pair. Repeat this step until the result is 1 .

3.D.6. Calculate n = p x q and L(n), where

L(n) = (p-1)(q-1)/gcd(p-1,q-1).

3.D.7. Calculate e and d as described in 3.B.

3.E. An Additional Security Consideration

For the secrecy and authenticity protocols, we suggest some additional

greatest common divisor calculations as follows.

Suppose you are User A . Take a plaintext message and put it into blocks

of integers. Let M be such a block.

To send a secret message to B :

Compute g.c.d. (M, ne) for each M . If the result is 1 for all M , then send

Eb(M) for all M . If g.c.d.(M, ne) 1 for some M you have found a factor of

ng and B's key is less secure.
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To send an authenticated message to B :

Compute g.c.d.(M, ny^) for each M. If the result is 1 for ail M , then send

Da(M) . If not, g.c.d.(M, nA) reveals a factor of ca for some M. You could

either modify the message or change your key.

To send a secret and authenticated message to B :

First use the procedure for the authenticated message to compute Da(M) .

Then use the procedure for the secret message with Da(M) in place of M for

all M.
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CHAPTER 3

SUGGESTED FURTHER WORK

The pseudo-RSA scheme requires some strenuous testing, checking for

accuracy and varying parameters such as:

1. block size and construction,

2. the list of primes used to sieve,

3. the size and starting point of the interval to be sieved,

4. the list of small primes used to initially test for pseudoprimaiity,

5. the number of bases chosen at random to test for pseudoprimaiity,

whether they should be required to be prime, and how large,

6. methods for looking for small factors of p ± 1 and what small means,

7. selection of pairs of candidate primes,

8. the relative efficiency of using X,(n) (or L(n)) versus <j)(n) in practice,

9. choices of d or e,

10. how often the checks for greatest common divisors find common

factors,

11. the selection of algorithms used in repeated calculations, and

12. methods to make it faster such as paralleiization and chip design.

To do this, a computer program that can handle large numbers is required.

There is an existing sample program that can only handle small numbers.

It operates as follows:

A. A list of primes used to sieve is provided as well as a small list of primes

used to initially test for pseudoprimaiity.
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B. It prompts the user to select the size of the interval to be sieved and its

starting point.

C. It prompts the user for the number of bases to be chosen at random for

additional pseudoprimality tests.

D. After it performs the sieve and the pseudoprimality tests, it displays

those numbers remaining in the interval that have not yet been shown to be

composite.

E. It checks to see if a candidate prime p has small factors of p ± 1 and

displays the surviving candidates.

F. It picks two "primes", p and q , to be used in the coding procedure.

G. It calculates n = p • q and L(n) = (p -1) • (q -1 )/gcd (p -1, q -1).

H. Then d and e are selected as follows:

a. First e is selected at random.

b. Then a preliminary smallest possible d is selected by solving the

congruence m • L(n) + 1^0 mod e for m and solving

m • L(n) + 1 = e • d for d.

c. This d is replaced by a randomly selected d produced by

picking a randomly selected congruent m .

I. The resulting coding keys are displayed.

J. The user is prompted for a plaintext message.

K. The message is converted to ASCII and the user is prompted for the

block size.

L. The user is asked how many times the message should be encrypted

and whether re-encryption should stop at the first fixed point.
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M. These requests are implemented and the results are displayed.

N. The user is asked if the message should be decrypted. If decryption is

requested, the result is translated back into a character string.

The program has a fair amount of flexibility, limited mainly by the size of the

numbers it can handle without overflow. There are many independent

operations performed such as pseudoprimality testing once the bases are

selected, checking each candidate p for small factors of p ± 1 , and encrypting

and decrypting each block provided that a method for keeping track of their

order is included. Thus, there is a lot of opportunity for parallelization.
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