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ABSTRACT
Phishing kits have become increasingly popular among cybercrim-
inals because they offer an easy-to-use and efficient way for phish-
ing attackers to build phishing websites. Prior work on phishing
kits has focused on analyzing specific behavioral features (e.g.,
evasion techniques), and measuring their effectiveness on the anti-
phishing mechanisms. Unfortunately, such prior studies provide a
limited perspective, either targeting specific phishing kits or not
fully addressing the server-side strategies at the script level that
offer insights into the phishing attacker’s view.

In this paper, we systematically conduct a comprehensive study
of phishing kits at the script level, aiming to better understand
the server-side behavior. Particularly, we design a crawler that pe-
riodically (every 15 mins) collects phishing kits used in the wild
and client-side resources of real-world phishing websites (e.g., in-
dex.html, images, CSS, JavaScript) for 18 months. We utilize two
types of our collected dataset (4,153 phishing kits and 2.4M phishing
webpages) for our study. First, we classify user interaction patterns
based on information-exfiltrating components of phishing kits into
three categories: single-stage (non-real-time) phishing, multi-stage
(non-real-time) phishing, and multi-stage (real-time) phishing. We
then identify the potential information leakage of each pattern.
Next, we conduct an in-depth script-level analysis of the evasive
behaviors in the kits. Aiming to evaluate their practical impact on
the phishing sites, we also measure how many phishing kits are
used and deployed with an emphasis on the chronological trends
for phishing attacks by clustering the landing pages of phishing
kits with those of our collected phishing websites. Lastly, we dis-
cuss the security implications of our comprehensive study on web
interaction, URL patterns/redirection, and kit-deployment trends
in the phishing detection literature.
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1 INTRODUCTION
Phishing is a type of social engineering attack where attackers
set up a fraudulent website designed to look like a legitimate
website and to lure users into putting their personal information.
Such social engineering attacks currently affect billions of Internet
users [38, 68]. Even worse, phishing kits facilitate the easy construc-
tion and deployment of phishing websites for even novice phishing
attackers without in-depth knowledge of web development, such
as PHP and JavaScript. A phishing kit typically consists of landing
pages (i.e., fraudulent webpages that mimic target brands), exfiltra-
tion methods (e.g., email, Telegram, and administrator panel), and
evasion techniques against anti-phishing techniques [53, 70].

Phishing kits have gained much attention recently. For example,
studies on access blockers [51, 53] and client-side evasion tech-
niques [70, 71] pointed out the limitations of anti-phishing mecha-
nisms (e.g., Google Safe Browsing) when blocking phishing attacks.
The other recent studies on the lifecycle of phishing kits [28, 36]
and leaked phishing data [54, 62, 65] examined the damages and
duration of phishing campaigns.

However, there aremany unveiled characteristics of phishing kits
that should be better understood to mitigate phishing attacks. First,
prior studies are confined to focusing only specific phishing kits,
such as financial brands within a specific country [28, 54]. Similarly,
research on two-factor authentication (2FA) bypassing phishing has
exclusively examined three man-in-the-middle (MITM) phishing
kits [41]. Second, server-side strategies have not been fully ana-
lyzed. For example, one recent study on web interaction of phishing
sites [61] only checked if phishing sites have multiple pages, having
a limitation in figuring out the precise processes and amount of data
exposure caused by a phishing attack. We observed this limitation
is caused by the absence of an in-depth analysis at the script level
of phishing kits, which can effectively capture server-side behavior,
such as real-time interaction between the phishing attacker and the
phishing site. To this end, our work aims to systematically explore
the behavioral strategies of phishing kits through script-level analy-
sis, analyze how these strategies manifest on real phishing websites,
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and discuss how our findings uncovered during the analysis can
contribute to phishing detection techniques.

Specifically, we first design a crawler that periodically (i.e., every
15 mins) accesses real-world phishing websites in the wild and
collects two datasets from the phishing websites: (1) client-side
resources of phishing websites (e.g., index.html, JavaScript, images,
CSS, etc.) and (2) phishing kits. The crawler is fed from one of the
largest phishing URL repositories, APWG eCX (Anti-PhishingWork-
ing Group eCrime Exchange) [9]. For 18 months (Aug. 2021 – Jan.
2023), the crawler successfully collects distinct 4,153 phishing kits
and 5,178,919 (5.2M) phishing webpages (i.e., client-side resources)
from 14,373,422 (14.4M) real-world phishing URLs. We analyze the
collected datasets at the script level to establish the relationship
between the intricate details of phishing kits and real-world phish-
ing ecosystem. Particularly, we first systematically classify user
interaction patterns — single stage (non-real-time), multi-stage (non-
real-time), and multi-stage (real-time) phishing — and analyze their
characteristics based on how the kits handle and leak the informa-
tion submitted by victims. Second, we comprehensively investigate
the two underexplored evasive behavioral features of phishing kits
— redirection and dynamically-generation of URLs — and measure
their real-world implications. At last, we find out how many phish-
ing kits are used and deployed to launch phishing attacks. Each
phishing website has a unique fingerprint on its landing pages, even
though they are visually identical. To address this, we collect land-
ing page scripts by deploying phishing kits on local servers. Then,
we score the structural similarities between the scripts extracted
from phishing kits and those from our collected phishing webpages
dataset and cluster the landing pages using the structural similarity
scores.

With forementioned methodologies, we unveiled the following
hidden characteristics of phishing kits. First, each classified type
of phishing kit significantly differs in the submitted information
type, the number of interactions, targeting brands, and exfiltrating
methods. Second, our script-level analysis observes that 60% of kits
actively use redirection and 1.5M phishing URLs adopt the redi-
rection feature of the kits as an evasion technique. We identify six
common patterns of dynamically-generated URLs and disclose that
the three most common patterns — random names of directories,
incremental numbers, and random HTTP GET values — account
for over 90% of dynamically-generated URLs in the wild. Further-
more, we discuss the differences between the URLs generated by
phishing kits and those of actual web services targeted by phishing.
Lastly, comparing clustered landing page scripts from phishing
kits to HTML scripts from real-world phishing sites, we find that
a single kit is deployed on an average of 46.92 domains, showing
the predominant usage of a specific kit in the phishing ecosystem.
Moreover, we measure the monthly kit-deployment trend and find
that 107 kits, most of which target banking brands, show the bursty
deployment trend. Additionally, we discuss how our findings based
on web interaction, URL patterns & redirection, and kit-deployment
trends can contribute to phishing detection.

Our work has the following contributions.
• We conduct a comprehensive study to systematically disclose the
correlations between phishing kits and websites in the wild.

• We classify user interaction patterns of phishing kits into three
types and analyze their characteristics in terms of information

leakage flow, including interaction trials, information exfiltration
types, and methods.

• We comprehensively analyze the behavioral features (e.g., redi-
rection and dynamically-generation of URLs) of phishing kits at
the script level and measure how such features affect phishing
attacks in the real world.

• We utilize and compare landing pages of phishing kits to real-
world phishing pages to better understand how phishing kits are
used and deployed for phishing attacks.

• We discuss the security implications to give insights into building
more efficient phishing detection based on our findings about
web interaction, URL patterns & redirection, and kit-deployment
trends.

2 BACKGROUND
In this section, we provide a brief overview of phishing attacks and
phishing components in the kits.
2.1 Phishing Attacks
Phishing attacks are typically composed of three steps. First, phish-
ing attackers build a deceptive website that disguises itself as a
legitimate one, such as paypal.com, apple.com, or google.com. Sec-
ond, as the main purpose of phishing attacks is to obtain victims’
credentials, the attackers send phishing messages to potential vic-
tims via diverse channels, such as emails [9, 60, 64], text messages
and phone calls [40, 66], or direct messages (DM) over social me-
dia [27, 31]. For example, the attackers may send an email requiring
urgent action from victims, such as “Your email address has been
compromised. You need to reset your password right now.” Lastly,
the attackers exfiltrate the victims’ credentials from the phishing
websites after victims are tricked into entering their credentials
into the phishing websites.

2.2 Phishing Kits
The phishing kit is defined as a ‘ready-to-deploy’ package that
helps attackers readily deploy phishing websites [32]. These kits
typically consist of three general components handling 1) web-
site appearance, 2) victims’ information (e.g., credentials), and 3)
evasion techniques.
Website Appearance Components. It consists of phishing web-
site code (e.g., HTML, JavaScript, CSS) and images (e.g., brand logo)
of the target brand that look similar to the original website, luring
victims to submit their credentials. However, prior works [25, 30]
have shown that some phishing pages do not contain exactly the
same visual content as the original websites; rather, they show
various webpages with different layouts and contents mimicking
the same brand.
Information Exfiltrating Components. This component han-
dles victims’ information (e.g., credentials) and exfiltrates the infor-
mation for the attacker using various ways such as email and Tele-
gram [47, 63]. Phishing kit users are able to send emails containing
victims’ information by utilizing the PHPmailer [3] library included
in phishing kits or the built-in PHP mail function. When using Tele-
gram as an exfiltration method, for example, phishing kit users
send victims’ credential information by specifying their chatbot
IDs and tokens in scripts using cURL [1]. More advanced kits may
have an administrator panel that facilitates victims’ information
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management for phishing attackers [28]. For example, the uAdmin
phishing kit family provides various exfiltration methods; one al-
lows real-time communication between the administrator panel
and the phishing webpage. This helps phishing attackers defeat the
two-factor authentication defense mechanisms by acting as a man-
in-the-middle through real-time interaction with the victims [41].
Evasion Technique Components. Advanced kits also have eva-
sion technique components that help phishing attackers bypass
anti-phishing systems, such as Google Safe Browsing [14]. The eva-
sion techniques can be categorized into two approaches: server-side
and client-side [26, 51–53, 70, 71]. For client-side ones, kits provide
JavaScript scripts that show Captcha pages or detect users’ mouse
movements and clicks [70, 71], in order to identify if the visitors are
real humans. For server-side ones, there are four typical evasion
techniques [43, 47, 51, 53] as follows.
• .htaccess. This file is generally used for Apache web servers to
block or redirect access from clients. In phishing kits, it is partic-
ularly used to block access from potential anti-phishing agents
by specifying IPs, hostnames, referring URLs, and user agents
(i.e., bots).

• robots.txt. This is a text file that is used to allow or block web
crawlers and bots [42]. For example, ‘User-agent: * Disallow: /’
blocks all web crawlers from all content. However, this file does
not have any compulsory restrictions for crawlers and bots, im-
plying that bots (including anti-phishing bots) may not follow the
rules and can access phishing websites. In the phishing ecosys-
tem, in spite of the lack of its compulsion, phishing websites keep
using the files because the files help evade the crawling by bots
of the major search engines, making their phishing site URLs less
noticeable.

• Blocker. A blocker is a special-purpose PHP script inside kits.
It blocks requests from anti-phishing bots similar to .htaccess
and robots.txt files. It is more flexible for phishing attackers
to configure the blocking rules than .htaccess. This is because
phishing kits with blockers can be used on any web server, while
.htaccess can be used only for Apache web servers.

• Dynamically-Generated URLs. Phishing websites dynamically
generate phishing URLs for each victim by creating new direc-
tories, scripts, or HTTP GET values [47]. In other words, every
victim has different phishing URLs. Since anti-phishing systems
such as blocklists normally block access to phishing websites
based on URLs (not a domain) [51], the dynamically-generated
directory can be effective in avoiding being added to a phishing
blocklist, which helps extend the lifespan of phishing websites.

3 MOTIVATION & RESEARCH QUESTION
As numerous phishing kit families have kept emerging and evolv-
ing, the prior measurement and analysis studies mainly focus on
certain confined features (or components) of phishing kits without
systematic analysis at the script level. Due to the lack of it, the ques-
tions of how each component is implemented for each functionality
of a phishing kit and how it is associated with or determines the
user interaction pattern remain unanswered. Moreover, the behav-
ioral connection between the user of visible phishing sites and the
server (such as the information submission process) of phishing
kits has been poorly understood.

Phishing Webpages

Number of Accessed URLs 14,373,422
Number of Crawled URLs 2,483,870
Number of Accessed Domains 844,718
Number of Crawled Domains 497,856

Phishing Kits Number of Crawled Archive Files 10,082
Number of Distinct Phishing Kits 4,153

Kit Hit Rate per Domain 0.83%

Table 1: Phishing Kits and Webpages Collection.

One recent study [61] analyzed user interaction patterns of phish-
ing sites in the real-world and identified multi-stage phishing pat-
terns that trick potential victims into believing the site is legitimate
and submitting their information. Unfortunately, due to the chal-
lenge of determining a relationship between phishing kits and
phishing webpages, it is still little known which phishing kits have
been used (i.e., deployed) in the phishing ecosystem. This gap in
knowledge highlights the need for a comprehensive study investi-
gating the correlation between phishing kits and real-world phish-
ing websites through script-level analysis. Such a study can provide
valuable insights into constructing advanced phishing detection
techniques by understanding phishing kits at a more fundamental
level. To this end, in this paper, we seek to answer the following
research questions:
• RQ1. How can user interaction patterns of the phishing kits be
classified at the script level, and how does each type work with
information-exfiltrating methods inside the kits?

• RQ2. How is each evasion-related behavior implemented in
phishing kits at the script level, and how does it affect real-world
phishing websites in the wild?

• RQ3. How many phishing websites share the same web appear-
ance components of each kit, and how much each kit is used to
deploy in the wild with what chronological trends?

4 DATASET COLLECTION
We describe how we design our crawler that periodically accesses
phishing websites and collects their client-side web resources and
phishing kits. Our phishing dataset is collected from Aug. 2021 to
Jan. 2023 (18 months).

4.1 Phishing URLs & Client-side Resources
In order to obtain phishing URLs used in the real world, we utilize
eCrime Exchange (eCX) [8], one of the largest phishing blocklist
repositories operated by Anti-Phishing Working Group (APWG).
APWG is an anti-phishing industry association and collects phish-
ing URLs used for real phishing attacks in the wild from various
sources, such as its industry members. APWG eCX has been widely
used to analyze and better understand phishing ecosystems [35, 51–
54, 62, 70, 71]. During the collection period from Aug. 22, 2021,
to Jan. 31, 2023 (18 months), we have collected a total number
of 14,373,422 (14.4M) phishing URLs from the eCX phishing URL
repository. Table 1 summarizes our collected phishing dataset.

Our crawler is periodically (every 15 mins) fed with the phish-
ing URLs from APWG eCX, and then visits the phishing URLs
to collect phishing websites (including client-side web resources)
and phishing kits. We visit each URL using a Selenium Chrome
WebDriver [18] with fake-useragent [21] library in Python to
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avoid the evasion technique of phishing kits. Out of a total number
of 14.4M phishing URLs, the crawler is able to successfully visit
2,483,870 phishing URLs (17.28%). This is because many of them
have become offline when our crawler accesses them because phish-
ing websites typically have a very short life cycle [54]. An average
of 27,274 phishing URLs are accessed every day.

Of the total 14.4M phishing URLs, 844,718 distinct domains are
found; each domain, on average, has 17 different phishing URLs.
Particularly, a certain domain1 has more than 1.4M URLs, which
is the largest number of phishing URLs reported from a single do-
main. This indicates that phishing domains are typically servedwith
more than one URL, which would be facilitated by the dynamically-
generated URL feature that helps evade the anti-phishing tech-
niques – we will discuss the dynamically-generated URL feature
more in Section 6.2.
Client-side Resources Collection. To answer our research ques-
tion RQ3, our crawler collects the phishing websites’ client-side
web resources (HTML pages, JavaScript, CSS, images, screenshots,
header information, etc.) by visiting the fed phishing URLs from
APWG eCX. The crawler is implemented with Selenium Web-
Driver [18], which can help simulate real users’ access to phishing
websites as it fully loads and executes all client-side resources, such
as JavaScript, CSS, and images on the webpages. First, we filter out
the webpages showing phishing blocking pages of hosting services
and HTTP error response codes, such as ‘404 not found’ or ‘403
forbidden.’ This is because we attempt to obtain the real landing
page scripts for the URL requested. Finally, we could successfully
crawl 2,483,870 landing page scripts from 14,373,422 phishing URLs
accessed. These scrapped phishing webpages will be used to ana-
lyze the internal redirection flows in the kits in the presence of the
evasion technique in Section 6 and understand how real phishing
kits are being used in the wild by clustering kits with the scrapped
webpages in Section 7.

4.2 Phishing Kits
We also collect phishing kits used in the wild. When our crawler
visits the phishing websites, it also attempts to retrieve phishing
kits in the phishing web servers. The main challenge of collecting
phishing kits used in the wild is that we have no specific informa-
tion about phishing kits’ locations and file names on a phishing
website. To this end, our approach leverages the fact that phish-
ing attackers might not remove their phishing kits after deploy-
ing phishing websites using the kits, leaving their kits on certain
URL paths that are publicly accessible and downloadable [32, 62].
Specifically, our crawler visits all of the collected phishing URLs
and checks if the directory listing feature (i.e., directory index) is
enabled in the web servers of the phishing URLs. If enabled, the
crawler starts downloading all of the files, including compressed or
archive files (e.g., zip, rar, tar), images, HTML, JavaScript, etc. For
directories, it recursively visits the sub-directories and downloads
all of the files in the list. If files or directories are not found in
the directory listings, the crawler moves to the parent path seg-
ment of the phishing URL. For example, suppose that a phishing
URL is ‘https://phishing.com/root/example/target/index.html’. If
the directory listing is not enabled in ‘/root/example/target/’ and

1servesrs-xxxxxxxx[redacted][.]cyou

no files and directories are found, it recursively visits its parent
path ‘/root/example/’. Finally, we manually confirm if the down-
loaded files and directories are related to phishing kits. Note that
our crawler checks directories based on the reported phishing URLs,
not domains, which prevents accidentally collecting benign con-
tent belonging to compromised domains. Additionally, we compare
archive files’ directory trees to the collected URLs’ ones, and only
use files, whose filenames match, for our study.
Number of Distinct Kits. Our crawler fetches all phishing URLs
newly reported to eCX every 15 minutes and collects phishing
kits. From the 6,097 distinct phishing domains, we collect 10,082
phishing kits. We verify interactable distinct phishing kits by the
following steps. First, by comparing hashes of phishing kits, we
filter out duplicated kits. Second, we build a local Apache server and
host each kit on the server based on the fact that phishing kits are
typically composed of PHP scripts [32, 45, 53, 62]. Finally, as shown
in Table 1, we have distinct 4,153 kits from 3,283 domains, observing
a 0.83% hit rate of the total crawled domains. Note that our hit rate is
slightly lower than 1.15% in the prior work [55]. As noticed in [55],
a hit rate may decrease with time because phishing attackers are
likely to make more effort to delete the traces of phishing kits in
web servers.
Gaining an Overview of Phishing Kits’ Features. In order to
gain an overview of what features phishing kits generally provide
for attackers, and how the features work inside the kits, we first ex-
amine the descriptive scripts (e.g., readme.txt and config.php).
This is because these scripts specifically describe how components
of kits are used and configured. Next, we search for commonly used
names in descriptive scripts within phishing kits, such as ‘manual’,
‘cfg’, and ‘config’ (for configuration), or ‘readme’ (e.g., readme.md).
As a result, we obtain 20,206 descriptive scripts from 1,139 kits, of
which 16,811 are readme.md files. Due to the huge number of files
for manual analysis, we mainly focus on the 664 files found in the
root directories.
Phishing Features in Kits. Our manual analysis of descriptive
scripts reveals the following three main features of phishing kits:
(1) exfiltration and user-interaction, (2) evasion, and (3) web appear-
ance components. First, the most frequently appearing description
is about ‘exfiltration’ methods that explicitly explain how phishing
attackers can exfiltrate the victims’ personal information (e.g., cre-
dentials) they submitted to the phishing web servers. Additionally,
we find user interaction features enable attackers to configure land-
ing pages to obtain more personal information from victims, such as
login failure pages, payment pages, and delivery information pages.
The exfiltration/user-interaction features will be discussed further
in Section 5. Next, the descriptive scripts in the kits reveal how to
use ‘evasion’ techniques, such as redirection of URLs, dynamically-
generated URLs, and blocklists, as mentioned in Section 2. We focus
on the script-level analysis of evasive behaviors – redirection and
dynamically-generated URLs –; excluding blocklists that have been
extensively studied in a prior study [53], and assess the real-world
impact in Section 6. Lastly, ‘web appearance’ components are also
mentioned in the descriptive text files. As kits would have different
landing page scripts even if targeting the same brands [61], we
can leverage the fact to better understand how many phishing kits
are used and deployed for phishing websites by comparing the
landing pages from kits with those of real-world phishing websites.
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Figure 1: Analysis Overview of Phishing Kit Components and Phishing Sites.

This will be discussed in Section 7. The overview of our analysis
is presented in Figure 1.

5 USER INTERACTION PATTERNS &
INFORMATION EXFILTRATION

In order to classify user interaction patterns in phishing kits and
their utilization of information exfiltrating methods, we analyze
the user interaction features of phishing kits with regard to how
submitted victims’ data are processed among the three entities
involved in phishing (victims, kit-deployed servers, and phishing
attackers). Then, we identify three user interaction patterns based
on how the victims are required to interact with phishing websites
and how the victim’s personal information is processed inside kits,
including the exfiltration of the victims’ information. Moreover, in
order to gain a better understanding of each classified user inter-
action pattern, we analyze the differences among each pattern by
considering a range of factors, including the information leakage
characteristics, targeted phishing brands, and the administrator
panels. The administrator panel is a key feature of phishing kits
with a more advanced user interaction pattern.

5.1 Classification of User Interaction Patterns
We describe our methodology and classification process for iden-
tifying different user interaction patterns of phishing kits based
on how the phishing kits process submitted victims’ information
and interact with potential victims and phishing attackers. For ex-
ample, the most simple scenario of a phishing website where the
website only has a login page, and the victim submits his/her per-
sonal information (e.g., credentials). However, a recent phishing kit
would offer more advanced features, such as scripts for subsequent
webpages (e.g., a login fail page). If potential victims are given the
login fail page, in a second trial, they are highly likely to put their
real credentials in the phishing login form. We take a step further
to examine the interaction patterns at the script levels, showing
server-side behaviors such as whether information exfiltration hap-
pens in real-time, unlike the previous study [61] that analyzed user
interaction patterns between victims and phishing sites by simply
checking whether phishing sites have multiple pages.

Potential 
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. . .
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Information

Redirection to 
Authentic Page

Authentic 
Service

Figure 2: Overview of User Interaction Patterns

Methodology & Classification. To classify the user interactions,
we follow the same steps as the victim and track the page navigation
by monitoring the destination page of navigating functions like
window.location or header. We also conduct a manual analysis,
considering when automated analysis failed. The detailed descrip-
tion is described in Appendix A. As a result shown in Figure 2, we
can classify the interactions for 4,153 kits as 1 single stage (non-
real-time phishing), 2 multi-stage (non-real-time phishing), and 3

multi-stage (real-time phishing).
Result. We classify three user interaction patterns: one pattern
for phishing kits with a single stage, 1 non-real-time phishing, and
two patterns for phishing kits with multiple stages, 2 non-real-
time phishing, and 3 real-time phishing. First, out of 4,153 kits, we
find that 1,111 kits (26.75%) have no or single navigation to the
original website of the targeted brand. We classify these types of
phishing kits as 1 single stage (non-real-time phishing). We find
that this type of phishing kit has only a single landing page script,
and any additional communication between the potential victim
and the web server is made after the first submission. On the other
hand, we check that the remaining 3,042 kits have multiple scripts
that the potential victim is navigated to, called multi-stage phishing
intending them to submit more personal information in detail, as
mentioned in the previous study [61]. From the remaining 3,042
kits, we classify 2,881 kits as 2 multi-stage (non-real-time phishing),
where user interaction patterns of the kits navigate accesses of
the potential victims to additional scripts, while the kit-deployed
servers exfiltrate data submitted to phishers.
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#Stage User Interaction Pattern #Kits Avg. # of Info. Types Avg. # of Interaction Exfiltration Methods Found(%)

Single stage 1 Non-real-time 1,111 2.61 1.06 Mail: 881 (79.29%), Telegram [20]: 9 (0.8%), Local File: 324 (29.16%)

Multi-stage 2 Non-real-time 2,881 3.79 1.78 Mail: 2,281 (85.49%) , Telegram: 600 (20.83%), Admin Panel: 580 (20.13%)
3 Real-time 161 4.25 3.98 Admin Panel: 161 (100%), Mail: 141 (87.58%), Telegram: 35(21.74%)

Total 4,153 3.49 1.67 Mail: 3,303 (79.53%), Admin Panel: 741 (17.84%), Telegram: 644 (15.51%)

Table 2: Information Leakage Characteristics of Phishing Kits

During the manual analysis of descriptive texts in Section 4.2, we
discover that some phishing kits offer real-time interaction by com-
bining administrator panels and specific plugins, such as Jabber [59],
the XMPP protocol for real-time interaction. Additionally, we find a
hidden user interaction pattern that facilitates 2FA bypassing, nav-
igating potential victims to additional scripts within the phishing
kits, where the phisher has curated scripts to either navigate the
potential victim or act as a man-in-the-middle attacker with the
intention of bypassing two-factor authentication in real-time [41].
We classify these types of kits as 3 multi-stage (real-time phishing).
In the pattern, the phishers not just receive data from the server but
also send data to the server in real-time, which is not recognized
by the potential victim. In order to enable these functionalities,
it is crucial for the kits to have a library or plugin that provides
real-time interaction. By leveraging this fact, we identify 161 kits
including scripts of real-time interaction plugins and libraries.

5.2 Characteristics of Kits Based on User
Interaction Patterns

To classify phishing kits based on user interaction patterns, we first
analyze the characteristics of each pattern based on information
leakage flow inside the kits. For this purpose, we measure the
types of target information, validation, and exfiltration methods
used in each class. We also analyze how user interaction patterns of
phishing kits are related to the authentic target brands. Additionally,
we deeply analyze the administrator panel, an advanced exfiltration
method, which plays a significant role in the real-time interaction
of 3 real-time phishing. We describe what components constitute
administrator panels and analyze multi-brand panels and real-time
plugins of existing frameworks.

5.2.1 Information Leakage of User Interaction Patterns. Due to dif-
ferent steps of user interaction patterns, each type has a different
range of information leakage. In order to assess the information
leakage of each user interaction pattern, firstly, we measure the
personal information types that a phishing kit targets. Secondly,
we measure how often the kit tries to navigate potential victims
to gather more sensitive information. Finally, we measure the di-
versity of the exfiltration methods of each pattern, such as mail,
Telegram bots, and administrator panel.

To measure the three aforementioned factors, we leverage the
fact that phishing kits tend to have specific scripts for dealing with
exfiltrating information. As shown in Listing A2 in Appendix, we
can collect the types of information submitted by values written
on the scripts. Specifically, by using regular expressions and clas-
sifying information with keywords, we first collect 20 types of
information submitted to kits based on our empirical analysis, as
shown in Table A4 in Appendix. In addition, we find that phishing
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Figure 3: Exfiltrated Information Type

kits tend to exfiltrate submitted information at every step when
navigation happens. Thus, we secondly measure the number of
interacting steps dealing with the submitted information to find the
number of attempts to validate submitted information by the kits
during the user interaction. To figure out which exfiltration method
phishing kits are using, we finally examine each kit to see if it uses
the mail() function and includes mail addresses in PHP scripts.
Additionally, we search for PHP scripts in the kits that include
the Telegram bot (e.g., https://bot.telegram.∼) and confirm whether
there is a token and a bot key. To find admin panels further, we
check whether filenames include ‘admin’ or ‘panel’ using regular
expressions and manually analyze if the kits we found show the
submitted information on the browser.
Results. We analyze each kit type based on the information leakage
characteristics we measured, specifically the number of information
types, the number of interaction trials for validating information,
and the diversity of exfiltration methods, as shown in Table 2. Fig-
ure 3 shows the information types each kit type can handle (i.e.,
submitted). The most frequently submitted information types are
IDs & mail addresses and passwords for all user interaction patterns.
However, specific information types, especially for more sensitive
information, have significant differences in user interaction pat-
terns. For example, 36.11% of 3 Multi-Stage (real-time phishing)
intend the potential victim to submitATM PINs, while only 17.58% of
2 Multi-Stage (non-real-time phishing) ask for ATM PINs. This is
becausemost of the 3 kits target financial brands (in-depth analysis
of it will be given in Section 5.2.2). From the perspective of exfiltra-
tion methods, we find that most 3 phishing kits use multiple meth-
ods simultaneously. Phishing kits with admin panels, which are the
most commonly used method for 3 , have various ways to compose
the visual webpage. Of the 741 (17.84%) panels we analyzed, 497
admin panels read text files in which the submitted information is
written, while the other 244 panels read the submitted information
from databases such as SQLite3 inside existing frameworks.

5.2.2 Targeted Brands. We measure the targeted brands of the
phishing kits to determine the relationship between user interaction
patterns and the brands they are targeting. To this aim, we examine
the brands of the kit-found domains from the APWG reports. If
multiple kits are found in one domain, we manually check the
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Framework Technology #Kits Framework Technology #Kits

Laravel [24]
Redis [7] 28 uAdmin Jabber 25

WebSocket [33] 11 unknown WebSocket 5

Laravel-pusher [17] 4 Drupal [2] Redis 5

Laravel-echo [10] 2 Twilio [15] Twilio Chat∗ 4

CodeIgniter [13]
Redis 33 Bootstrap [16] WebSocket 2

LiveChat [5] 4 Dolibarr [4] Redis 1
Jabber [59] 1 Mercure [23] 1

WordPress [12]
Redis 18 Joomla [11] WebSocket 2

Sendinblue [19] 7 Moodle [6] WebSocket 2

WebSocket 4 gRPC [22] Streaming bot 1
*: Twilio Programmable Chat

Table 3: Existing Frameworks and Real-time Technologies in
Admin Panels

landing page scripts, images, and favicon files that indicate which
brands are targeted. As shown in Table A1 in Appendix, Microsoft
is found to be the top targeted brand in all of the three patterns. In
detail, Adobe is the second most targeted company in the 1 , but
the percentage decreases significantly in the 2 , and there are only
two kits in the 3 . Moreover, fake email brands are not observed
only in the 3 ; rather the phishing kits in 3 tend to target various
financial brands (Wells Fargo, PayPal, Chase, etc.) as well as online
business services.

5.2.3 Analysis of Administrator Panels. To better understand how
admin panels work and the relationship between the panels and
user interaction patterns, we focus on the key functions of admin
panels. Admin panels in phishing kits provide two key functions: (1)
options for choosing targeting brands, which helps phishing attack-
ers easily configure kits (e.g., some admin panels offer additional
landing page scripts of other brands and switch hosting providers by
simply checking the options), and (2) an extra exfiltration method,
especially for real-time interaction. Although there is a panel that
only tells phishers the current status of exfiltrated information with
a single script, advanced phishing kits leverage existing frameworks
to provide real-time interaction through plugins.
Multi-Targeting Brand Panels. During manual analysis of de-
scriptive texts in Section 4.2, we find that the specific descriptive
texts explicitly mention their phishing kit identities, uAdmin, Spox,
XBALTI, and NewOreoo, have admin panels that offer multiple tar-
get brands. To figure out the exact number of phishing kits that
cannot be found from descriptive texts in our dataset, we further
search phishing kits for their names or identify fingerprints of each
kit by their specific file names and strings inside their scripts. For
example, uAdmin has its own directory named ‘a1b2c3’, and the
string ‘uadmin’ appears inside the scripts of the same kits. We iden-
tify 214 kits (5.15%) of multi-targeting brand panels. Specific trends
of each multi-targeting brand panel are shown in Appendix B. Al-
though such phishing kits with multi-brand panels are the minority
of the total kits, as the number of targeting brands increases, anti-
phishing agents will face greater difficulty in determining the true
identity of the attacker responsible for the phishing campaign and
the extent of the attack.
Usage of Real-Time Interaction Technologies. We find that the
uAdmin phishing kit offers a single remote admin panel hosted on
a remote web server to control multiple phishing websites, even if
their target brands are various. This functionality works with real-
time interaction plugins, an essential component to help bypass 2FA,

1 ...
2 <h4 class="waiter__h4">\
3 Please wait...\
4 </h4>\
5 <p class="waiter__p">\
6 We are checking your information\
7 </p>\
8 ...
9 REST_FN__ = {
10 ask_login: {
11 send: function(data) {
12 CORE__.show_wating();
13 respond.prev_op = "ask_login";
14 ...
15 CORE__.send_home(function() {});
16 },
17 },
18 ask_otp: {
19 ...
20 },
21 };

Listing 1: Example of Real-time Interaction Features in
uAdmin. If information submission is completed on a single
page, the kit shows a fake subsequent waiting page (lines 2-7).
Then, the kit sends information submitted to the phisher with
prearranged opcodes such as “ask_login” or “ask_otp” and waits
for the subsequent message from the phisher (lines 10-16).

as shown in Listing 1. These technologies are integrated into phish-
ing kits directly through web frameworks like WordPress [12] and
Laravel [24], without requiring the phishing kit creators to develop
the technologies from scratch. To determine which real-time inter-
action technologies are being used, we examine the configurations
and backend infrastructure of each phishing kit.

The results in Table 3 indicate how advanced these phishing kits
have become. Of the 161 3 multi-stage (real-time) phishing kits
we examine, the most popular real-time interaction technology is
Redis [7] – an in-memory data store and caching layer for web appli-
cations – that provides a publish/subscribe mechanism to interact
with users in real-time. This in-memory framework decreases de-
lays between potential victims and kit-deployed servers, making the
phishing website look more authentic. Phishing kits with Redis typ-
ically include scripts for subscriptions when users access phishing
sites. Once a user subscribes, the kit using Redis will publish user
data to the remote server where the attacker is located, allowing
real-time interaction between the attacker and the victim. Moreover,
the framework offers live chats to facilitate real-time interaction.

The next most commonly used real-time interaction technolo-
gies are Jabber and WebSocket, each of which is found in 26 kits.
We assume that uAdmin is a type of framework because phishing
kit creators have created it without using the other existing frame-
works. All kits using uAdmin interact with phishers by Jabber, an
instant message protocol called XMPP. Interestingly, real-time in-
teraction scripts are not found in 5 uAdmin kits, while configuration
scripts of them still have options to configure how to use Jabber.
Instead, they are using the Telegram bot as the information exfiltrat-
ing method, showing the flexibility of the advanced phishing kits.
Unfortunately, we cannot identify the framework of 5 kits using
WebSocket; all script names inside the kits are obfuscated.
Takeaway. We identify submitted information types and attempt
to validate information increase in the order of 1 single Stage
(non-real-time), 2 multi-stage (non-real-time), and 3 multi-stage
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(real-time) phishing kits. Additionally, by analyzing administrator
panels, we find 214 kits (5.15%) provide multi-brands, and 161 kits
(3.88%) can be classified as 3 real-time phishing, because of their
real-time interaction technologies. We also find that a real-time
interaction technology, Redis, is most frequently used due to its
low latency and the ability to provide live chat functionality.

6 ANALYSIS OF EVASIVE BEHAVIOR
The evasive behaviors provided by phishing kits are one of the es-
sential functionalities for phishing attackers to have anti-phishing
bots and agents challenged to access the phishing websites, which
helps extend the lifespan of phishing websites.

We focus on the prevalence of the two evasive behaviors – (1)
redirection of URLs and (2) dynamically-generated URLs –; first, to
deeply understand how the (1) redirection of phishing domains and
URLs occurs, we analyze redirection features inside phishing kits
and measure how many real-world phishing websites have the redi-
rection features in the phishing ecosystem. Second, we focus on how
phishing kits (2) dynamically-generated URLs. Moreover, we mea-
sure what dynamically-generated URL patterns are created by kits
and find out which patterns of phishing sites’ URLs are in the wild.

1 [config.php]
2 <?php
3 ...
4 $autoEmail="true";//"true":Auto email grabing "false":

without auto email grabing
5 $pagelink="http://domain.com/OfficeV4";
6 $FailRedirect="https://www.wikipedia.org/wiki/

Microsoft_Office";
7 $redirecttype="2";// 1:header - 2:script
8 ...
9 ?>
10
11 [index.php]
12 <?php
13 ...
14 echo "<script type=\"text/javascript\">window.location.

href = \"$pagelink\"</script >\n";
15 ...
16 echo "<script type=\"text/javascript\">window.location.

href = \"$FailRedirect\"</script >\n";
17 ...
18 echo "<script type=\"text/javascript\">window.location.

href = \"$pagelink/$email\"</script >\n";
19 ...
20 ?>

Listing 2: Example of Redirection Features in the Kits

6.1 Redirection of Phishing Domains & URLs
As described in Section 4, in our collected dataset, we observe
many cases where initial phishing URLs are redirected to other
URLs, which helps evade the current blacklist-based anti-phishing
defense mechanisms [37, 49, 52]. We aim to analyze how redirection
features are implemented inside kits and how the features are used
in real-world phishing websites.
Redirection Functions & Destinations of Kits. To get an in-
sight into how redirection works, we randomly select 20 phishing
kits with redirection features from our manual analysis of descrip-
tive texts in Section 4.2. We analyze the kits at the script level
and identify several significant attributes. First, each kit has a con-
figuration script that contains two links: one for redirecting vic-
tims to the original phishing website and the other for redirecting

Category Total #Kits (%) Category Total #Kits (%)

HTTP Status Code 522 (19.98%)

Auth. Website

Microsoft 245 (9.38%)

Variable or Empty
Value 1,443 (55.22%) Google 117 (4.48%)

Financial Brands 61 (2.33%)

Filepath of Kit 1,161 (44.43%) Others 192 (7.34%)

Total 615 (23.54%)
∗ : Wells Fargo, ∗∗: M&T Bank

Table 4: Input Values of Redirection in 2,613 Kits

them to the authentic website of the targeted phishing brand if
access is filtered. For example, in Listing 2 (lines 14 and 16), the
kits redirect accesses to each link by using the JavaScript func-
tion window.location.href, which returns the page of the URL.
Moreover, as seen in Listing 2 (line 4), the kit provides an email-
grabbing option. This option identifies emails from the URI of in-
coming access and redirects access to URLs containing email (line
18 in Listing 2). It implies that phishing attackers, using email-
grabbing, attack only if the request URI contains the victim’s email
address that the phishing attacker targets.

Next, we analyze the index PHP and HTML scripts of phishing
kits to extract redirection features. We collect 13,875 index PHP
and HTML scripts from 4,153 kits and examine the usage of eight
popular redirection-related functions in PHP, HTML, and JavaScript.
As a result, shown in Table A3 in Appendix, we find seven functions
(1 of PHP, 1 of HTML meta tag, and 5 of JavaScript) from 5,926
scripts in 2,613 kits (62.92% of the total 4,153 kits). The header
function in PHP has been identified as the most frequently used
function in a single script, with a maximum of 47 occurrences due
to various redirection conditions. Additionally, 1,074 HTML scripts
from 707 kits (17.02%) utilize redirection functions, indicating that
anyone accessing these HTML scripts in the wild can easily identify
the presence of redirection functions, unlike in PHP scripts.

We collect input values of discovered redirection functions to de-
termine the destinations of phishing kit redirections. These values
are categorized into four groups: HTTP status code responses for
connection errors, variables or empty inputs for kit customization,
redirection within kits, and authentic websites. The analysis in
Table 4 reveals that variable or empty inputs are the most common
values, indicating that kit users are responsible for setting the redi-
rection links. Notably, phishing kits respond with specific HTTP
status codes (404 or 403 errors) when accessing from a blocklist.
Additionally, we find a limited number of specific authentic web-
sites to which initial access is redirected. Microsoft services (Office,
OneDrive, and Outlook) rank highest, followed by Google services
(Gmail). This observation suggests that redirecting initial access to
specific authentic websites can be used as a feature to help identify
phishing sites.
URLRedirection in theWild. To see how the redirection features
are used in the phishing ecosystem, we compare the list of URLs
initially reported to the APWG eCX with the URLs of the landing
pages that our crawler has finally landed. As shown in Table 5, of the
total 14,373,422 accessed URLs, we find 273,440 (1.90%) redirections
to other domains and 1,414,491 (9.84%) redirections to other URLs
in the same domain. Specifically, 17.42% of the 273,440 domain redi-
rections are to the other phishing domains reported in APWG eCX,
not to other authentic domains. The rest of the domain redirections
(82.57%) are confirmed to domains of authentic, legitimate services
(e.g., microsoft.com), which means the phishing sites may recognize
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Redirection Type #Domains Redirection To #URL in Same
Domains (%)Authentic Do. (%) Phishing Do. (%) Total (%)

Only Desktop 3,036 (1.11%) 1,060 (0.39%) 4,096 (1.49%) 22,544 (1.59%)
Only Mobile 2,796 (1.02%) 1,625 (0.59%) 4,421 (1.61%) 51,619 (3.65%)

Both 219,973 (80.44%) 44,950 (16.44%) 264,923 (96.88%) 1,340,328 (94.75%)

Total 225,805 (82.57%) 47,635 (17.42%) 273,440 (100%) 1,414,491 (100%)

Table 5: Redirection of Phishing Websites

URL type #Domains(%) #URLs (%) Examples

Random Names of Directories 33 (36.26%) 5,776,004 (50.44%) a.com/PRbdEEy30Btfgt5yv/
Incremental Number 28 (30.77%) 2,802,770 (24.47%) a.com/1644307804/login
Random HTTP GET Values 21 (23.08%) 1,802,672 (15.74%) a.com/?login=TZaQ&user=UpM3
Recursive Generated Directories 5 (5.49%) 366,872 (3.11%) a.com/siteassets/bank/siteassets/bank/...
Random Hex Strings 2 (2.20%) 665,401 (5.81%) a.com/#%08%C3%A0%C2%AA%CB
Random Names of Scripts 2 (2.20%) 36,618 (0.32%) a.com/6LRZM9.php

Total 91 11,450,337 (100%) -

Table 6: VariousURLGenerationTypes for PhishingDomains
with More Than 10,000 URLs

our crawler not as the potential victim and redirect our crawler to
authentic, legitimate services (e.g., microsoft.com, adobe.com, and
DHL.com). Additionally, 3.01% of domain redirections target only
mobile and desktop environments. We suspect that the domain
redirections have occurred because the reported phishing domain
links have been delivered as desktop or mobile-dependent services,
and the phishing attackers considered the environment.

6.2 Dynamically-Generated URLs in the Wild
In our collected dataset, we have observed that several phishing
domains have an excessive number of different URLs. We have also
observed that such different URLs are dynamically generated for
each victim. For example, multiple URLs in the same domain differ
only in one directory or script name as randomized strings with the
same length. Such dynamically-generation features for URLs can
help bypass the blacklist-based anti-phishing defense mechanisms
such as Google Safe Browsing (GSB) [51]. To better understand
these dynamically-generated URLs features as an evasion tech-
nique, we first analyze the features in our collected phishing kits;
specifically, we seek to know how the features are implemented in
kits and how they are used in the wild.
Six Patterns of Dynamically-Generated URLs. We character-
ize dynamically-generated URLs and observe that the kit explicitly
implements dynamically-generated URLs components in the in-
dex pages (e.g., index.php or index.html). In these index files,
when access requests (e.g., from potential victims or anti-phishing
agents) are sent to phishing websites, the PHP scripts call mkdir()
or rand() functions, each of which makes directories and random-
izes numbers. For example, as shown in Listing A3 in Appendix, a
random string is generated in line 3, which uses rand() function
in line 28, the original main script or directory is copied in line
5, and, at last, the header function, which redirects access to the
input URL, is used in line 11 to redirect to a newly-generated URL.
By leveraging this fact, we check if either one of the functions
is on scripts named ‘index’, such as mkdir() and rand(); and, if
this is the case, we further check if their outputs are used as in-
puts of redirection functions. As a result, we find the existence of
dynamically-generated URLs from 2,091 kits.

To characterize dynamically-generated URLs, we analyze URL-
generating functions from the index scripts of 2,091 kits. We fo-
cus on the functions used to create directories, scripts, or ran-
domized strings for URLs such as mkdir(), copy(), rand(), and

hex2bin(), and their input values. As a result, we identify six com-
mon patterns of phishing URLs from kits by analyzing which parts
of the URLs are dynamically-generated, as shown in Table 6. Each of
the six patterns we identify in our dataset employs various patterns
to create unique URLs for phishing websites: random names of
directories, incremental number, random HTTP GET Values, recur-
sive generated directories, random hex strings, and random names
of scripts. Three of these patterns involve randomizing the names
of directories, scripts, and HTTP GET values. One pattern takes a
step further by encoding randomized names of directories or scripts
as hex strings. The other two patterns do not use a random function
but rather employ incremental numbering as directory names or
recursively copy their directories, resulting in extremely long URLs.

To figure out how these six patterns are shown in the wild, we se-
lect 91 phishing domains with more than 10,000 URLs (10.5M URLs)
to better observe the use of dynamically generated URLs. As shown
in Table 6, the three most common URL patterns – random names
of directories, incremental number, and random HTTP GET values
– are used by more than 90% of domains and URLs. This implies
that anti-phishing agents can assess the phishing suspicion level of
a domain by checking if these patterns are frequently used in URLs.
For example, as shown in Table A5 in Appendix, we have analyzed
the URL patterns of the authentic login pages of the top 30 brands
identified from phishing URLs. Among them, 14 brands have HTTP
GET values patterns in their URLs, 10 have directory patterns, and
6 have script names with extensions at the end. The authentic login
pages’ script names, such as ‘login.jsp’ and ‘client.php,’ are not
arbitrary but rather have names suitable for their function. This
holds true for brands with directory patterns as well.
Bogus Parameters. Notably, we decide to conduct a detailed
analysis of the third most common pattern, which shows HTTP
GET parameters of phishing sites. Unlike other patterns, kits can
use their HTTP GET values, which gives us more insight into the
correlation between phishing URLs and kits. To figure out how they
use HTTP GET values by investigating kits, we analyze 1,350 kits
with random values in their URLs, andwe search for their parameter
names in the scripts of kits extracted from those domains. Our
findings indicate that 1,187 kits generate URLs with bogus HTTP
GET form data, while only 163 kits collect HTTP GET values from
URLs. The detailed usage is given in Appendix C
Takeaway. We identify six common patterns of dynamically-
generated URLs from the kit analysis.We observe that phishing sites
actively use them and find that the three most common patterns
– random names of directories, incremental number, and random
HTTP GET values – are used more than 90% of phishing domains
with more than 10,000 URLs. Through a detailed kit analysis of the
third most common pattern involving HTTP GET parameters, we
find that most phishing kits generate URLs with bogus HTTP GET
form data rather than collecting HTTP GET values from URLs.

7 PHISHING KIT WEB APPEARANCE
COMPONENTS IN THE REAL WORLD

In this section, we extract landing page scripts from phishing kits to
figure out the distributions of their deployments in the real world.
By finding the similarities between the HTML codes of phishing
sites and those of the landing pages created by phishing kits, we
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can establish a relationship between the deployments of the kits
and the phishing sites in the wild. Note that we utilize our two
collected datasets (i.e., phishing kits and phishing websites’ client-
side resources) for the clustering.

7.1 Distinct Landing Page Scripts & Similarity
Matching

To obtain the index HTML code from phishing kits, we install/de-
ploy phishing kits in an experimental environment (Apache web
server on Ubuntu 18.04 with the PHP 7.2.24.) simulating real-world
phishing websites, as shown in Figure 4. Specifically, we extract the
HTML code of the landing pages from our own deployed phishing
websites using Selenium Chrome WebDriver. Then, we compare
the landing pages from the deployed phishing kits with the landing
pages of the client-side web resources of phishing websites used
for real phishing attacks.

Although the main PHP script, index.php, works as a landing
page script in general cases, this is not the only case in the phishing
kit; instead, in the phishing kits, it mainly works as a script for
operating evasion techniques such as dynamically generating URLs
and the other script, such as login.php, works as a landing page
script showing fraudulent login page to the potential victim. Thus,
we select not only the main scripts of the phishing kits but also po-
tential landing page scripts containing keywords (e.g., index.php,
login.php, index.html) in their file names from the upper paths
of phishing kits. We determine the number of candidate scripts to
be 10 based on our empirical analysis. The analysis shows that most
of the landing page scripts of phishing kits are located in the root
path, and the number of scripts located in the root path is mostly
less than 10. We then visit each candidate landing page using a Sele-
nium Chrome WebDriver [18]. We use the fake-useragent [21]
library in Python to avoid the evasion technique of phishing kits.
Similarity Matching. After obtaining landing pages from two
datasets (phishing kits and phishing websites’ client-side resources),
we then score the structural similarities between the original HTML
script of each phishing website and the candidate landing page
scripts obtained from the phishing kits. The reason for utilizing
structural similarity is that the JavaScript in the landing pages
could be different even though both pages are visually identical.
For example, we empirically observe that some phishing kits have
visually identical landing page scripts but have different JavaScript
functions for processing victims’ personal information. Moreover,
some phishing kits obfuscate specific values of their HTML scripts
for each phishing URL with the same domain, such as <a class
= ‘TC9skcl4Kz’>, or encode all contents in them. This makes
it difficult for the other similarity methods to verify if the index
HTML scripts are from the same phishing kit, although there is no
visual difference on the browsers.

We use the simple sequence comparison algorithm [67] of HTML
tags for structural similarity considering the computational time,
especially in the case where there are hundreds of tags (this is the
case of our collected HTML scripts). We determine a 75% similar-
ity score as a threshold for candidate scripts because we confirm
visually identical scripts have over 75% structural similarity based
on our empirical analysis and the previous studies that use the
number as the threshold [46, 57, 58]. After pruning error pages
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Figure 4: Pages Collection and Grouping of Phishing Kits

User Interaction Type #Scripts #Kits #Domains(%) #Domains/#Scripts

1 Single stage (non-real-time) 155 576 26,625 (28.08%) 171.77
2 Multi-stage (non-real-time)) 502 1,333 64,100 (67.59%) 127.69
3 Multi-stage (real-time) 20 112 4,109 (4.33%) 205.45

Total 677 2,021 94,834 140.08

Table 7: Kit Deployment by User Interaction Types

in the phishing webpage dataset, such as ‘404 not found’ pages,
finally from 2,021 kits, 677 distinct index page scripts are identified.
Each index page script is originally from, on average, 2.99 kits. The
largest number of sharing an index page script is 172 phishing kits
that mimic Adobe page where there is the login form of Adobe
website with Microsoft IDs and passwords (i.e., Microsoft Single
Sign On); followed by the second largest number, 84 phishing kits
that mimic the Microsoft login pages. Each of the rest 431 index
page scripts is from only a single kit.

7.2 Measuring Phishing Kits in the Wild
HTML Scripts from Real-World Phishing Sites. To compare
the HTML scripts extracted from the phishing kits with those from
real-world phishing websites, we first group the HTML scripts ex-
tracted from the phishing websites. We select 91 domains with more
than 10,000 URLs, a total of 11,450,337 (11.4M) URLs, and check
how many different URLs can be grouped together for each domain
based on the structural similarity. As a result of our analysis, we
recognize that most of the URLs with the same domain have the
same index HTML scripts. For example, we observe the domain
actvess-xxxxxx[redacted][.]xyz has 11,417 different index
HTML scripts, but all of them are structurally the same. As a result,
we extract 91 HTML scripts from them using the same process for
each domain. Despite the numerous URLs, the maximum number of
different HTML scripts from one domain is 9, and the single script
tends to be deployed in more than 90% of URLs of one domain,
showing the prevalent deployment of the dynamic URL evasion
technique. By conducting the same analysis on the rest of the do-
mains having less than 10,000 URLs, we also extract one representa-
tive HTML script among URLs in each phishing domain; and, finally,
extract 497,856 index HTML scripts from all of the 497,856 domains.

To discover the distribution of phishing kits in the wild, we fi-
nally compare 677 HTML scripts to 497,856 index HTML scripts of
phishing websites. As a result, 94,834 index HTML scripts of phish-
ing domains, about 19.05% of the total 497,856 phishing domains,
are structurally identical to some of the 677 HTML scripts extracted
from phishing kits. This implies that a single landing page script
is used for 140 domains on average, highlighting the fact that a
non-negligible number of domains show the same phishing pages.
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Trend #Scripts (#Kit) #Do.∗ (#Do./#Kits) #Scripts by Interaction (#Do.)

Regular 75 (855) 61,800 (72.28) 1 : 19 (20,409), 2 : 54 (40,996), 3 : 2 (385)
Bursty 15 (117) 8,236 (70.39) 1 : 3 (1,468), 2 : 9 (3,653), 3 : 3 (3,125)

Total 90 (972) 70,036 (72.05) 1 : 22 (21,877), 2 : 63 (44,649), 3 : 4 (2,127)
∗ : Domains

Table 8: Bursty and Regular Phishing Kits

Targeted Brands of Kit-deployedDomains. We conduct an anal-
ysis of phishing kit-deployed domains to identify trends of targeted
brands in the phishing kits. As also previously reported in [61], we
find multiple landing page scripts exist for a single brand, which
means there are multiple kits with different landing page scripts.
Our investigation reveals that, on average, each kit with the same
single landing page script is deployed in 46.92 domains, showing
the average number of potential deployments a single kit has.

In the top 6 targeted brands of kit-deployed domains shown
in Table A6 in Appendix, we observe that 146 scripts are used for
phishing Microsoft, and the Microsoft - Adobe Generic (MAG 1)
script is the most frequently deployed with 6,939 domains. The
Facebook landing page script (Facebook 1) is the second most fre-
quently deployed, with 3,881 domains. The Microsoft landing page
script (Microsoft 1) is deployed in 3,393 domains, ranking third in
frequency. Among the top 6 targeted brands, we also find financial
institutions such as Chase and Wells Fargo, as well as e-commerce
services such as Amazon.
User Interaction Types of PhishingKits in theWild. As shown
in Table 7, we check how many phishing kits of which user interac-
tion types are deployed on domains. Even if there are fewer domains
deployed by 3 kits, their impact on the phishing ecosystem is non-
negligible, considering the number of domains is more than the
average number of domains deployed per script. In addition, 2

kits are most widely deployed on domains at present. Compared
to previous research [61], which has discovered that about 45% of
phishing sites use multi-stage phishing, we discover that about 70%
of kit-deployed domains use multi-stage phishing kits.

7.3 Chronological Trends of Phishing Kits
We measure how each kit-deployed domain changes on a monthly
basis during our observation period (Aug. 22, 2021 – Jan. 31, 2023).
We especially focus on investigating what kind of kits radically
reach their peaks and fall in a very short period of time, which is
called a bursty kit. We then analyze which brands and phishing kits
have such trends and discuss their implications in practice.
Bursty Phishing Kits. To classify phishing kits into bursty kits
and regular kits, we first select 90 landing page scripts deployed
in more than 10 phishing domains per month during the period.
We then check each index script to see if the number of deployed
domains exceeds 20% of all deployed domains in some months. As
a result, we find 15 specific landing page scripts (117 kits) show-
ing the bursty pattern, while 75 (855 kits) are consistent. Figure 5
shows the top three landing scripts of each user interaction type.
As shown in the figure, each pattern has a huge difference.

Table 8 shows that the number of bursty kits is less than that
of regular kits. However, considering the conspicuous number of
deployed domains in a short period, their practical impact is no
less than that of a regular kit in the period. For instance, one of the
identified bursty kits showed a peak of 416 deployed domains in
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Figure 5: Monthly Ratio of Kit-Deployed Domains by Each
Top Three Landing Page Scripts. The top three landing scripts
of 3 kits are radically increased in specific periods showing bursty
patterns, while the other 1 and 2 kits show relatively even distri-
bution.

one month. In contrast, the regular kits only had an average of 10
domains per month, demonstrating the potential impact of bursty
kits in the phishing landscape. Among the landing page scripts,
Microsoft scripts dominate the regular patterns. However, none of
the scripts imitate Microsoft for busty patterns. Instead, six scripts
mimic Wells Fargo, and one script from M&T Bank stands out with
1,995 deployed domains. Furthermore, 10 of 15 landing scripts pri-
marily target banking brands, including Wells Fargo, M&T Bank,
ITAÚ, Commonwealth Bank of Australia, and Alaska Federal Credit
Union. On the other hand, three scripts focus on social networking
services (2 Facebook and 1 Instagram). This insight sheds light on
the more dangerous brands for short-term phishing attacks.
Takeaway. We find one kit is deployed in an average of 46.92
domains, showing the average number of potential deployments
a single kit has. We also disclose that multi-stage kits account for
more than 70% of kit-deployed phishing domains, and about 5% of
the domains deploy real-time phishing kits. Finally, we identify 117
kits that show a bursty deployment trend, mostly targeting financial
brands, especially banks. Consequently, we confirm that phishing
kits are evolving into conducting more sophisticated attacks with
real-time user interaction in a hit-and-run fashion, especially for
financial gain.

8 DISCUSSION
8.1 Limitation
In this study, we aim to measure the prevalence and impact of
phishing kits in the wild. However, our study has the following
limitations in terms of data collection and analysis. Firstly, we can
collect kits only when the kits are not removed and left on the
reported URL paths. If a phishing kit has a function to delete itself
after unpacking or is manually deleted by the attacker, we cannot
collect it. Therefore, diversifying phishing kit gathering methodolo-
gies that can overcome such a challenge could help provide a better
understanding of phishing kits’ behaviors. Secondly, we can identify
real-time phishing kits potentially used as 2FA bypassing by inves-
tigating their interaction technologies as well as JavaScript with
WebSocket functions. However, we could not analyze JavaScript
when it was obfuscated, which happens in the non-negligible num-
ber of the kits. Thus, finding more effective evidence or features
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for identifying real-time phishing kits and other kit types in the
presence of such obfuscation mechanisms remains a challenging
and open problem in the phishing kit analysis literature.

8.2 Contributing to Phishing Detection
Web Interaction. We discuss how our research enhances web
interaction-based phishing detection by applying our findings to
the state-of-the-art reference-based detection method [45], which
is based on the recording reported pairings (i.e., phishing domain -
brands identified using OCR-based techniques). When the detection
fails to determine the website’s brand, it submits fake information to
the website and checks if the submitted information is identified as
false by the website. In this context, the detection model arbitrarily
sets the number of interactions during information submission. We
observe that the 3 multi-stage real-time kits with the highest in-
stances of interactions typically have an average of more than four
interactions. Our observation helps the detection model determine
an appropriate interaction threshold. Additionally, a time threshold
for fake information submission can be precisely set by consider-
ing the potential delay in real-time interactions where phishers
use administrator panels to verify user information, as mentioned
in Listing 1.
URL Patterns & Redirection. Our analysis in Table 5 reveals that
20% of domain redirections caused by phishing websites navigate
potential victims to other phishing domains. The finding highlights
that anti-phishing bots need to verify not only the access URL
but also the final destination URL to counter the entire phishing
attack process effectively. Moreover, in cases where URL redirection
occurs, detection models can heighten the suspicion level of the
phishing URL by utilizing the phishing URL generation pattern
in Section 6.2.
Kit-Deployment Trends. As shown in Table 8, we find that the
majority of 3 real-time phishing kits exhibit a deployment trend
characterized by a hit-and-run fashion. This finding can contribute
to exploring and preventing entire phishing campaigns rather than
solely focusing on the detection of individual phishing sites. Assume
that when an anti-phishing agent is detecting a phishing site, it
leverages features specific to real-time phishing kits, such as delays
between interactions or the use of particular web frameworks, to
identify if a real-time phishing kit has generated the site. The anti-
phishing agent can proactively notify the targeted brand about
the bursty deployment trend of real-time phishing kits, issuing a
preemptive warning to the brand’s consumers and accelerating the
early detection of phishing campaigns.

9 RELATEDWORK
Recent studies analyzed components of phishing kits. Especially for
evasion techniques, since .htaccesswas analyzed in [53], how server-
side [51, 52] and client-side evasion techniques [70] influence the
anti-phishing ecosystem have been investigated. In addition, while
numerous recent studies were proposed for phishing detection
[25, 29, 34, 44, 45, 48, 65, 69] and data exfiltration [27, 31, 55], only a
recent study [61] has investigated multi-stage phishing, aiming for
a better understanding of user interactions in phishing sites. How-
ever, this study focused only on user interactions of phishing sites,
while our research offers a more comprehensive view, including

server-side behaviors such as real-time interaction, by scrutinizing
phishing kits at the script level.
Script-Level Analysis on Phishing Kits. Cova et al. [32] first
identified the existence of ready-to-deploy PHP written packages,
called phishing kits nowadays, and showed snippets of obfuscation
and backdoor exfiltrating data from the phishing website. Merlo et
al. [50] analyzed PHP, JavaScript, and HTML codes from 20,871 kits
using static similarity analysis. They reported that 90% of the kits
share 90% or more of their source codes with another kit. However,
the study did not delve into the specific functionalities associated
with the shared source codes. Tejaswi et al. [62] collected 4,238
phishing kits and identified backdoors, information exposure, and
security vulnerabilities within them. They discovered obfuscated
emails through dynamic analysis tools for PHP and hard-coded
Telegram bots, exposing significant stolen data obtained by phishing
kits. Compared to their studies, our research focused on statically
analyzing how scripts are implemented for evasion techniques and
the extent to which they are shared in the wild.
Phishing Kits in the Wild. Han et al. [36] used a sandbox ap-
proach to lure phishers to deploy phishing kits on their honeypot
servers and analyzed their lifecycles such as duration and locations.
Bijamins et al. [28] fingerprinted Dutch phishing kits, clustered
phishing kit families with features found in directories and codes,
and searched fingerprints of kit families in the wild. Compared to
their research, we use structural similarity instead because of the
large number of phishing kits to use unique strings as fingerprints.
We also analyze kit deployment from the worldwide phishing land-
scape. Kondraki et al. [41] analyzed three MITM phishing toolkits
that proxy user traffic to bypass 2FA in real-world scenarios using
network-level properties and proposed a resilient detection scheme.
In our study, we analyzed real-time phishing kits, which are also
capable of 2FA bypassing in a broad sense by real-time interaction
among potential victims, servers, and phishers; and examined the
frameworks and technologies they utilized.

10 CONCLUSION
In this paper, we comprehensively analyze phishing kits at the script
level to achieve fundamental understanding of server-side behav-
iors, and find real-world implications. To this aim, we collect 4,153
phishing kits and 5.8M index HTML scripts from 15.5M phishing
URLs for our analysis. We classify three user interaction patterns of
phishing kits. By examining the types of submitted information, in-
teraction trials, and exfiltration methods, we find that the potential
information leakage increases in the following order: single stage
(none-real-time), multi-stage (non-real-time), and multi-stage (real-
time) phishing kits. Moreover, we discover 161 real-time phishing
kits using real-time technologies, showing the current deployment
of advanced admin panels in the wild. We measure the impact of the
evasive behaviors and their widespread usages on real-world phish-
ing websites and URLs. By comparing landing pages of kits to phish-
ing sites, our research finds that each kit with the same single land-
ing page script is deployed in an average of 46.92 domains, revealing
their practical impact on the phishing ecosystem and chronological
trends. Our study can further contribute to constructing advanced
phishing detection techniques by offering our findings of web in-
teraction, URL patterns/redirection, and kit-deployment trends.
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APPENDIX
A AUTOMATIC & MANUAL ANALYSIS OF

USER INTERACTION
Automatic Analysis. As explained in Section 5.1, HTML or PHP
scripts, which show phishing contents such as fake login pages,
contain navigating functions that move victims’ accesses to the
next scripts. For example, if a victim inputs ID and password on
the login page, the functions navigate the access to the input error
page, making the victim inputs ID and password once again.

We follow the destination scripts of the navigation functions
(window.location JavaScript functions and header PHP func-
tions). First, we search the navigation functions in the main page
script which are usually located in the root directory of phishing
kit with the name, ‘index.php’ or ‘index.html’. Second, we check
if a destination script of a navigation function exists. If the desti-
nation script exists, we make a navigation tree whose root node
is the script where the navigation function exists and leaf node is
the destination script. Third, we repeat this process until naviga-
tion functions are not found in any destination scripts. As a result,
the height of the navigation tree represents the number of user
interactions.
Manual Analysis. At the same time, if following the navigation
fails (e.g., none of user interactions are found), we manually analyze
those kits, and check whether a specific framework with various
plugins constitutes the kit and uses its navigation functions (e.g.,
redirect function for CodeIgniter [13]) found by our automatic
analysis of navigation because of obfuscation.

We observed 161 of all 204 failures because of using their own
navigation functions and specific routing scripts. The other 43 failed
kits have obfuscated their navigation functions such as using base64
encoded function names. We double-checked their user interactions
by manually translating their obfuscated functions and deploying
the kits in the local server, and confirm that all 43 kits are 2 non-
real-time multi-stage kits.

B DETAIL OF MULTI-TARGETING BRAND
PANELS

As shown in Table A2, we check the targeted brands of these phish-
ing kits using the same methodology described in Section 5.2.2.
Specifically, XBALTI mainly targets Chase and Amazon, while the
other three identities target various banks. Interestingly, one of
Spox panels provides twelve targeting bank brands to phishing
attackers, while most of XBALTI only provide two targeting brands,
Chase and Amazon. We suspect that the difference may happen
because phishing kit creators have sold different phishing kits de-
pending on the price paid by phishing attackers. For example, we
can choose what brand to target on the admin panel or the configu-
ration script, and the creator provides targeting brand plugins if we
pay more. These multi-targeting brand panels work like as small
phishing-as-a-services [39, 56], which make it even more difficult
to identify the subject of phishing campaigns. They facilitate tem-
plates of various brands, 2FA bypassing, evasion techniques, and
Telegram bots, all in one to unskilled kit users, increasing potential
phishing attackers.

C USAGE OF BOGUS PARAMETERS
As shown in Listing A4 in Appendix, line 3 just checks if the URL
before redirecting to this script has the string of bogus HTTP GET
parameter, ‘_Authentication’, and value, ‘Service_Login_’, written
and do nothing if the string is in URL. In contrast, all HTTP GET
values of the remaining kits pertain to either ID or email addresses,
which they use as filling welcome phrases on their fraudulent lo-
gin pages. This implies that the purpose of the bogus parameters
is simply to bypass URL-based blocklists, rather than providing
meaningful information along with the URLs. Moreover, as shown
in Table A5, well-known services use HTTP GET Value patterns for
their login pages. Comparing whether the parameter is requested
by HTTP GET can be an important criterion for determining a
phishing URL.

D LISTINGS

Listing A1: An Example of a Configuration Script of uadmin
Phishing Kit Family.

1 <?php
2 ...
3 // $php_js->home=$relative_root."email.php";
4 // $php_js->home=$relative_root."jabb.php";
5 $php_js->home=$relative_root."home.php";
6 // $php_js->home = "http://localhost/uadmin/gate.php?pl=

logs";
7 // $php_js->stat_home="http://127.0.0.1/uadmin/gate.php";
8 // $php_js->home="http://127.0.0.1/uadmin/gate.php?pl=

token";
9 ...
10 ?>

Listing A2: Example of Script Dealing With Information Ex-
filtration in the Phishing Kit

1 <?php
2 @$message .= "---------------|V0y493|---------------\n";
3 $message .= "USER AGENT: ".$browser."\n\n";
4 $message .= "Email: " . $_POST['login'] . "\n";
5 $message .= "Password: " . $_POST['passwd'] . "\n\n";
6 $message .= "IP : " .$ip. "\n";
7 $message .= "

--------------------------------------------\n";
8 ?>

Listing A3: Dynamically-generated URLs employed in the
Phishing Kit

1 [index.php]
2 <?php
3 include function.php
4 ...
5 $name = generateRandomString();
6 $secfile = $name.".php";
7 if (!copy($staticfile , $secfile)) {
8 //echo "file not create\n";
9 }else {
10 if(file_exists($secfile)){
11 //echo "file exist\n";
12 unlink($staticfile);
13 header("Location: $secfile?rand=13InboxLightaspxn

.1774256418&fid&1252899642&fid.1&fav.1");
14 }}
15
16 ...
17 ?>
18
19 [function.php]
20 <?php
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21 ...
22 $name = generateRandomString();
23 function generateRandomString($length = 24) {
24 $characters = '0123456789abcdefghijklmnopqrstuvwxyz';
25 $charactersLength = strlen($characters);
26 $randomString = '';
27 for ($i = 0; $i < $length; $i++) {
28 $randomString .= $characters[rand(0,

$charactersLength - 1)];
29 }
30 return $randomString;
31 }
32 ?>

Listing A4: Fake HTTP GET parmeters Creation in Kits
1 <?php
2 ...
3 if (strpos($actual_link , 'Service_Login_&_Authentication'

) !== false) {
4 //Do nothing
5 }elseif(strpos($actual_link , '?') != true){
6 $url = $actual_link."?&SERVID=Service_Login_&

_Authentication=".sha1(uniqid(time()));
7 header("Location: ".$url);
8 }else{
9 $url = $actual_link."&SERVID=Service_Login_&

_Authentication=".sha1(uniqid(time()));
10 header("Location: ".$url);
11 }
12 ...
13 ?>

E TABLES

Table A1: Top 10 Targeting Brands for each Type of User
Interaction Pattern

Type Brand #Kits Type Brand #Kits

1 Single stage Phishing

Microsoft 444

3 Multi-stage real-time

Microsoft 47
Adobe 74 Wells Fargo 15

Facebook 47 DHL 12
Wells Fargo 44 PayPal 8
TMOBILE 38 Chase 5
AT&T 29 Facebook 4

Fake Email 22 Societe Generale 4
Yahoo 19 Commonwealth Bank 4
Chase 19 Adobe 3
DHL 19 Orange 3

2 Multi-stage non-real-time

Microsoft 779

Total

Microsoft 1,270
Wells Fargo 176 Wells Fargo 235

Chase 174 Chase 198
DHL 148 DHL 179

Fake Email 96 Adobe 159
Facebook 83 Facebook 134
USPS 83 Fake Email 120
Adobe 82 USPS 86
Netflix 68 Netflix 74
Amazon 49 PayPal 71

Table A2: Phishing Kits Supporting Multi-brand Panels

Kit User Interaction Pattern Targeted Brands (#Kits) #Kits

XBALTI 2 Multi-stage non-real-time Chase: 49, Amazon: 14, Others 24: 48 111
Spox 2 Multi-stage non-real-time Wells Fargo: 15, Chase: 14, Others 10: 18 47
uAdmin 3 Multi-stage real-time DHL: 6, CB*: 4, Others 13: 20 30
NewOreoo 2 Multi-stage non-real-time SB**: 9, Chase: 7, Others 7: 10 26
∗ :Commonwealth Bank, ∗∗ : Standard Bank

Table A3: Redirection Functions from Index Scripts of Phish-
ing Kits

Lang. Functions #Scripts (%) Avg. Usages∗ Max. Usages∗

PHP header 3,883 (65.52%) 1.248 47

HTML meta tag 717 (12.09%) 0.068 4

JavaScript window.location

.href 717 (12.09%) 0.187 15
.replace 728 (12.28%) 0.255 5
.assign 23 (0.39%) 0.004 3
.pathname 23 (0.39%) 0.004 3
.reload 34 (5.74%) 0.205 2

∗ : Usages per Script

Table A4: 20 Types of Information Exfiltrated from Kits

ID & Mail Add. Password Phone Address
ZIP code Route Number Card Number CVV
ExpDate Question Answer Name
OTP Birth Date Account Number & Password Driver License
SSN ATM PIN Crypto Wallet Phrase & Key Verifying code
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Table A5: Authentic URL Patterns of top 30 Brands from Phishing URLs

Brand Name URL pattern #Brands Example

Microsoft, Facebook, Instagram,
WellsFargo, DHL, Adobe, USPS,
Yahoo, Amazon, AT&T,
CommonWealth, Standard Bank,
Banco de Chile, cpanel,
Twitter(X), Santander

HTTP GET Value 16 https://id.cpanel.net/get/login?url=aHR0cH∼(cpanel)

Chase, Netflix, Paypal,
TMobile, Societe Generale Group,
ING Group, Apple, Credit Agricole

Name of Directories 8 https://secure.chase.com/web/auth/#/logon/logon/chaseOnline (Chase)

Absa, Dibaserver, Sparkasse,
winbank, BancoEstado, ABN AMRO Name of Scripts 6 https://ib.absa.co.za/absa-online/login.jsp (Absa)

Table A6: Kit Deployment by User Interaction Types

Brand Landing Page # Kits # Domains Brand Landing Page #Kits #Domains Brand Landing Page # Kits # Domains

Microsoft

Microsoft 1 84 3,393

Facebook

Facebook 1 2 3,881

MAG∗

MAG 1 172 6,939
Microsoft 2 83 3,185 Facebook 2 3 1,345 MAG 2 1 192
Microsoft 3 3 2,850 Facebook 3 3 579 MAG 3 1 178
Others: 143 472 13,085 Others: 27 51 4,299
Total: 146 642 22,513 Total: 30 59 10,104 Total: 3 174 7,309

Chase

Chase 1 5 3,353

Wells Fargo

WF 1 22 856

Amazon

Amazon 1 2 1,690
Chase 2 24 1,958 WF 2 8 675 Amazon 2 1 712
Chase 3 2 323 WF 3 5 628 Amazon 3 6 588
Others: 17 32 1,144 Others: 26 108 4,029 Others: 8 8 129
Total: 20 63 6,778 Total: 29 143 6,188 Total: 11 17 3,119

∗: Microsoft - Adobe Generic. The brand displays a fake Adobe login page where the potential victim logins with a Microsoft account.
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