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Abstract

Securing control systems which manage the nation’s critical physical infrastructures and key re-
sources is becoming one of the highest priorities and can no longer be ignored. Several researches
and incidents have confirmed the real vulnerability of these systems. Due to the vital role of control
systems, the study and the development of advanced strategies to overcome these cyber-security
breaches are very important. Control systems are mainly composed of sensors and actuators, which
cyber-security is vital for the security of the whole control system.

Characterizing and guarding against worst case attack scenarios is important to secure control
systems. This dissertation proposes to study worst case optimal attacks for various estimation and
control algorithms. In particular, optimal attack signals on the ever popular least squares and
weighted least squares algorithms are explicitly computed. Optimal strategies for bounded and
finite energy sensor and actuator attack signals are characterized using functional analytic tools.
Moreover, optimal random signal attacks on the Kalman filter are characterized. In particular, a
worst case probability distribution is provided.

A new optimal attack proof estimator is derived. This estimator mitigates optimal attack strategies
on the Kalman filter. Illustrative numerical studies are provided to support our methods for ana-
lyzing the worst case attack signals, including optimal attack’ scenarios on a power grid network,
and a radar tracking system, showing the validity of the results obtained and also the effectiveness

with real applications.
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Chapter 1

Introduction

1.1 Overview

Control systems are computer-based systems. Depending on the application, these control systems
are also called Supervisory Control and Data Acquisition (SCADA), Process Control System (PCS),
Distributed Control System (DCS), Cyber-Physical Systems (CPS), etc. The purpose of control
systems is to control, monitor, and manage physical processes which represent a wide variety of
networked information technology systems connected to the nations critical physical world infras-
tructures and key resources. Control systems are mainly composed of a set of networked agents,
consisting of actuators, sensors, communication devices, and control processing units [1].

Control systems perform a vital function for the safe operation of the nation critical infrastructures
systems ranging from relatively simple systems to incredibly complex systems such as electrical
power generators, subway systems, dams, telecommunication systems, weapons systems, oil and
natural gas pipelines, water and waste-water treatment, transportation systems, healthcare de-
vices, and many others. For example, the oil and gas industry uses control systems not only to
manage refining operations, monitor the gas flow and pressure at the pipelines, and control the gas
transmission flow, but also to gather information about a possible leak in a pipeline, then transmit
the information to the main control station to be analyzed and to determine all the possible actions
the control system can perform. In this example, shutting down the pipe to stop the leak could
be the best action to be performed by the control system after the information about the leak is

analyzed.



Several control systems listed above are categorized as SCADA systems, which leads a SCADA
security is an emerging issue, which can no longer be ignored. The U.S. Department of Homeland
Security recognizes the importance of control systems security education and awareness and offers
the Cyber Security Procurement Language document as a means to help asset owners integrate
security into their control systems security lifecycle [2]. Not all SCADA systems are vulnerable or
are at risk of attacks. However, these systems manage critical infrastructure assets that are vital to
nations’ economy. Whether the threats are real or perceived, it is in a nations interest to provide
guidance on the protection of these assets.

There are several efforts conducted by industrial and government organizations to improve the
security of control systems. The electrical sector has the North American Electric Reliability Cor-
poration (NERC) whose mission is to ensure, develop, and enforce reliability and cybersecurity
standards for control systems. The National Institute of Standards and Technology (NIST) has
also published a guideline for security best practices for general IT in Special Publication 800-53.
Federal agencies must meet NIST SP800-53. To address the security of control systems, NIST has
also published a Guide to Industrial Control System (ICS) Security [3].The Department of Energy
(DOE) has led security efforts by establishing the national SCADA test bed program and by de-
veloping a 10-year outline for securing control systems in the energy sector [2]. The International
Society of Automation (ISA) whose mission is to bring together industrial cyber security experts
from across the globe to develop ISA standards on control systems security and industrial automa-
tion [4].

Several control systems can be classified as life-critical systems or safety-critical systems, whose
failure or their malfunction can result of a loss, harm, or severe damage to the physical system,
environment, and to people. Therefore, it is critical to recognize and understand the importance of
these systems and their potential vulnerabilities, and the challenges in securing these systems from

any type of compromises.

1.2 Literature Review

In this section we review the current literature in the area of cyber-physical security. The study of

defenceless cyber-physical systems to different types of attack has gained more and more interest



over the last decade. In [5] denial of service and deception attacks against a networked control
system are presented with a semi-definite programming based solution. The denial of service of
sensor and control data occurs when there is a jamming in the communication channels or any
compromising in the data communications. The deception attack is defined when the integrity of
the sensor and control data packets has been breached. Denial of service and deception attacks
have been considered in [6-21]. The compromised integrity results when a false data is received and
it is believed to be the true data. In [22] false data injection attack against static state estimators
is introduced. Then, an extension to a generalized version of the false data injection attack is
introduced [23]. False data injection attack is defined when malicious measurements are injected
to mislead the state estimation process without being detected by bad measurement detection
techniques. In a similar manner, Stealthy attacks are studied in [24-26]. In [27] a resilient control
problem is studied, where the control packets sent over a communication network are corrupted
by human adversaries. A receding-horizon Stackelberg control law is proposed to stabilize the
control system. Attack-resilient control has been considered in [28-30]. In [31] the effect of covert
attacks against networked control systems is investigated. The method consists of a parameterized
decoupling structure which allows the covert agent to make modifications to the physical plant
while remaining undetectable from the original networked controller. In [32,33] state-estimation
of a linear system with corrupted sensor measurements are studied, in which the tolerated number
of attacked sensors are characterized then a decoding algorithm is proposed to recover the state of
the system.

Bad measurements detection and identification have been considered in [34-48]. The generalized
form is based on the small measurement error that is typically tolerated that can allow the attacker
to increase the injection of the false data without being detected. In [49,50] the effect of replay
attacks on a control system is analyzed. The replay attacks is when the sensors are hijacked by
the attacker, then observe, record the reading for an interval of time and repeat them afterward
while attacking by injecting an exogenous control input. Considerable attention has been devoted
to security issues related to cyber-physical systems in many areas such as power networks [51—
58],water networks [28,59-61], and linear network with misbehaving components [30,62-64]. The
technology of control system has being evolving over the past few decades which makes the control

systems more and more vulnerable now than before. The security of these systems was not a



priority since they were traditionally stand-alone devices with logic electromechanical relays not
connected to the outside world or to a network. Most efforts for protections at these stages were
only focused and limited to random failure [1]. However, after these traditional controllers have
been switched to microprocessors and embedded operating systems with multiple hardware and
software connections and their usage over the internet and their communication and networking
capabilities. Consequently, control systems inherited the vulnerability of these components. Most
of these components are an open source to their protocols to public which makes it easier to the
attacker to gain vital information about the system to attack and an easier access to it. However,
with the new era emerged for control systems when the control systems start becoming a target to
several type of attacks including but not limited to cyberattacks [2,65-67].

In the begining of this section, we discussed the major reasons behind which the current control
systems are now more vulnerable than before. In what follows; we discuss some specific incidents
showing that the threat of the control systems is real. The most well-known security breach in
SCADA systems is the attack on Maroochy Shire Councils sewage control system in Queensland,
Australia. In the Spring of 2000, a former employee of an Australian organization that develops
manufacturing software applied for a job with a local government, but he was rejected. Over a
2-month period, he continuously used a radio transmitter on as many as 46 occasions to remotely
alter electronic data for particular sewage pumping stations and caused malfunctions in their control
systems, ultimately releasing about 264,000 gallons of raw sewage into rivers and parks [68]. The
response to the attack was very slow as the sewage operators thought it was a leak in the pipes
and did not consider the possibility of an attack to their system, only after months that they
discovered that spoofed controllers were activating the valves. In August 2006, two Los Angeles
city employees hacked into computers controlling the city’s traffic lights and disturbed signal lights
causing backups and delays. In 2000, the Interior Ministry of Russia reported that hackers had
seized temporary control of the system regulating gas flows in natural gas pipelines [69]. In 2008, a
teenager in Poland used a modified TV remote control to control the switch tracks of trams. There
were four derailments and twelve resultant injuries [70]. In June 2010, a cyber worm Stuxnet striked
the Iranian nuclear facility and therefore it has demonstrated the threats that control systems are
subject to sophisticated computer-based attacks to critical infrastructures, and that these attacks

are not just speculations [71,72].



There are many other reported targeted attacks [73-76]. Beside the several reported control systems
attacks, there have been several studies to show the vulnerability of control systems. On March
2007, researchers at Idaho National Laboratories investigated the results of a possible cyber attack
directed against a power network. The Aurora Generator Test demonstrated the ability of a cyber
attack to damage a power generator turbine [77]. Other reports show how easy it is to obtain access
to computers controlling physical infrastructures, [78,79]. Also, new security audits are starting to
reveal the vulnerability of major critical infrastructures. In a recent security audit, the Tennessee
Valley Authority (TVA), the nations largest public power company, was found to be vulnerable to

cyber attacks that could sabotage their control systems [1].

1.3 Main Contributions

The main contributions of our research can be described as follows:
1. Development of the optimal attack strategies for Least Square algorithm.
2. Development of the optimal attack strategies for Weighted Least Square algorithm.

3. Development of the optimal sensor attack strategies for Recursive Least Square algorithm in

which the attacker aims at making the estimation error as large as possible.

4. Study the effect of finite energy and bounded optimal sensors and actuators attacks on Linear

Quadratic (LQ) control systems.
5. Development of optimal sensor attack strategies on the Kalman filter.

6. Development of new optimal attack resistant estimator which mitigate optimal sensor attack

strategies on the Kalman filter.

1.4 Dissertation Outline

This dissertation is structured as follows:
In Chapter 2, we present the derivation of the optimal sensor attack for the Least Squares,

Weighted Least Squares, and Recursive Least Squares algorithms. Many control systems use least



square algorithms to estimate the states and identify plant parameters. Therefore, characterizing
optimal attacks on these algorithms is of paramount importance. First, Least Squares and Weighted
Least Squares are characterized and generalized to Recursive Least Squares with the view to apply
the results later to the Kalman filter.

Chapter 3 presents optimal cyber-attacks on sensors and actuators. The results are anaylized
and simulated for the finite horizon for linear quadratic control. We assume that the attacker is
capable of spoofing sensor and actuator signals with time-varying signals. Both sensor and actuator
are considered for finite energy and bounded signal attacks.

Chapter 4 presents the optimal sensor attack strategies on Kalman filter in which the attacker
aims at making the estimation error as large as possible. The attacker needs to determine the
probability distribution which deteriorates the estimation cost function the most. In addition, two
main propositions are given considering whether the attack signal depends on the estimator error
or not. We will start from the relatively easy situation, where signal attack is independent of
the estimation error. Then we will continue to work on the general case, where the attack signal is
dependent of the estimation error at time k. The former scenario corresponds to the case where
the hacker does not have access to the estimation error of the Kalman filter, the latter case is where
he has access to the estimation error. After both of the scalar cases are presented with illustrative
examples, the multivariable case is presented as well. Finally, the mitigation for the scalar case for
the main proposition is given considering the estimation error depends on the attack signal and
a numerical example to show the effectiveness of the mitigation algorithm to counter attack the
optimal sensor attack on Kalman filter.

Finally, Chapter 5 provides the conclusions and future work to be preformed which include the
characterization and the implementation of optimal attacks and their mitigation on more control

algorithms.



Chapter 2

Optimal Sensor Attack for Least

Squares Algorithms

2.1 Optimal Sensor Attack for Least Squares

In this chapter we derive and analyze the optimal sensor attack for least squares algorithms (Least
Squares, Weighted Least Squares, and Recursive Least Squares algorithms). Many control sys-
tems use least squares algorithms to estimate the states, and identify plant parameters. Therefore,
characterizing optimal attacks on these algorithms is of paramount importance. First, the least
squares optimal is characterized, and generalized to recursive least squares with the view to apply
the results to the Kalman filter.

x is an unknown n-element vector, and y is a k-element noisy measurement vector. The goal is to
find the best estimation & of x. The following matrix form represents the dependence of measure-

ments on the unknown vector x [80]:

y=Hzr+v (2.1)

where v is the measurement noise.
The measurement residual is the difference between the noisy measurements and the vector HZ
and is defined by [80]:

ey=y—Hzt (2.2)



The estimate & is determined based on minimizing the following cost function J:

Jzey%+"'+6yi

T, (2.3)
By substituting €, in equation (2.3), the cost function J can be written as:
J=(y—Hi)" (y— Hz)
(2.4)

=yly —yTH: —iTHTy + 2THTH2

To minimize the cost function equation (2.4) with respect to Z, a partial derivative of J is taken

then set equal to zero [80]:

dJ
0r = —yTH —y"H+2:"H'H =0 (2.5)
Thus we have:
aJ
— = —yTH—y"H+2:"H"H
o
THTH = yTH
HTH# = H"y
&= (H"H)'H"y
(2.6)

&= Hly

Where H” is the left pseudo inverse of H is valid if the number of measurement k is larger than

the variables n, and measurements are linearly independent.

The new measurement with the sensor attack signal A, take the following new form:

ya =y + 4y (2.7)

We assume that the attacker can inject into measurements signals with amplitude less than a

threshold M, that is, ||Ay|| < M.



Substituting the ya attack in equation (2.4), yields the following new cost function:

Ja, = (y+ 0, — HH  (y+ ) (y+ A, — HHE (y + A))

Yy

= w+4a,)T (I—-HHY (I—- HHY) (y + A,)

(I-HHL)

= [(y + Ay)T (I - HHL) (y + Ay)} (2.8)

The attacker optimal strategy consists of making the cost function as worst as possible, that is:
HXZX Ia, (2.9)
To determine the worst signal attack A,
Ja, = [+ 8)" (1= HH") (y+ A,)] (2.10)
Let H =1 — HH". Substituting H in equation (2.10), yields the following:

Ja, = |w+a)H @+,

Y

= y"Hy+AJHA, +2y"HA, (2.11)
To maximize Jay, the term yT Hy is omitted since it does not depend on Ay, yields the following:

ATHA, + 2 HA, = (ATH+24") A,

. o \T
= (fTA,+20Ty) A, (2.12)
Applying the Cauchy-Shwartz inequality, equation (2.12) can be written as:

~ ~ ~ ~ T
ATHA, +2yTHA, = (HTA, +20Ty) A,

IN

|7 A, 207y 18,

A

HﬁTAy + zﬁITyH M (2.13)



The upper bound in (2.13) is achieved if and only if:
H'A, +2H"y = A,

for some scalar .

From (2.13) and (2.14):

HHTAy+2FITyH < HFITAy+2ﬁTyHM
< BAylI M
< |8|M?

From (2.15) the optimal attack A, satisfies the following expression:

(BI _ FIT) A, = 20Ty

A, = 2(51—15#)_11}%

(2.14)

(2.15)

(2.16)

For (2.15) to hold with equality, equation (2.16) should satisfied with the scalar 5 with the maximal

magnitude |8|. That is,

max ‘5‘ = ’/Bmax’

~ -1 -
st. M = HQ(BI - HT> ATy H
Solving for S yields the following:

(51 ﬁT)*lﬁT

I
/N
~
|

T
w| T
N~
Q —_

R

e

S

10

(2.17)

(2.18)



~o\ =1
Using series expansion for (I - %) , equation (2.18) can be written as:

N2 L \3
A1\t T H” (HT> (HT) 1T
BI—H) A = |1+ + + o | g
( B B2 B
ar (A7) () () = (17)
FE R 2 )
To simplify equation (2.19) we notice the following:
HH = (I-HH")(I-HH")
= I-2HH"+ HH"HH"
— I-2H(H"H) 'H" + H(H"H) 'HTH (H"H) 'H”
—_—
I
— I-HH"H) 'HT=I1-HH'=H (2.20)
Therefore, we have HH = H, and it follows that:
=i\ _ AT _ 5TET
(HH) — AT = ATH (2.21)
From equation (2.21) yields the following:
- RN ~ N\ 3 N4
A7 = (HT) - <HT> - (HT) _ (2.22)
Using equation (2.22), we can simplify equation (2.19) to the following:
= ( gT)j ©
Y~ =HTY — (2.23)
j=1 p? j=1 B

From equation (2.52) we notice the geometric series and can be simplified to the following:

=1 1
Y —= = 66—1 18] > 1 (2.24)

11



Therefore, equation (2.17) can be simplified to the following:

= oyZam]
Solving for 8 we have the following:
= oz
o= |y ]
2l
5l - o
Pl 2|y
L2
1—- =+
B M
Therefore, the solution for 3 is:
M M
8] = max

M2y | ar 2|y |
And the optimal signal attack is given by:

~ -1 .
A, = 2(,Bmaxl _ HT) ATy

Substituting H in equation (2.56) and (2.57), yields the following:

M M

- |
M+2(|(I-HH")y "M =2|(I-HH")y |

Therefore the optimal attack signal corresponds to:

= 2(ﬁmaxl - (1 HHL)T>_1(I ~HHEYy

12

(2.25)

(2.26)

(2.27)

(2.28)

(2.29)

(2.30)



Numerical Example

We give an example to illustrate the performance of the optimal attack for the Least Squares
algorithm. The Least Squares algorithm is used to superimpose a line on a scatter plot in the
current axes. For this simulation, we chose M = 2.

Applying the result from eq. (2.59), we could generate the optimal attack for the Least Squares

algorithm as shown in Fig. 2.1 and the attack signal as shown in Fig. 2.2.

2000 — Optimal Attack Least Squares

%  actual
O  attacked

1500
D

1000 &

*
> 500

o

-500

-1000 I I I 1 I I I 1 I 1
0 100 200 300 400 500 600 700 800 900 1000
X

Figure 2.1: Optimal Attack for Least Squares
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2500 : : : O|I)t|mal Atltack Slgrl1al

2000 4

1500 -

1000 ol iR .

500 J -

Attack Signal

-500 |-

-1000 |

-1500 -

-2000 5

-2500 I I I 1 I I I 1 I
0 100 200 300 400 500 600 700 800 900 1000

Time

Figure 2.2: Optimal Attack Signal

Therefore, a system theoretic analysis of the effect of the optimal sensor attacks for Least
Squares algorithm scalar case was presented. The characteristic equation for the Least Square
algorithm is given and a numerical simulation which illustrates the effectiveness of the optimal

attack technique is presented.

2.2 Optimal Sensor Attack for Weighted Least Squares

In the Least Squares section we had an equal amount of confidence in all of the measurements. In
the Weighted Least Squares, the confidence in some measurements exceeds the others, therefore

generalizing the Least Squares method. The variance of the measurements noise is the following [80]:

EW?) =o? i=1,2,---,k (2.31)

where v is the measurement noise. The assumption is that the noise for each measurement is

zero-mean and independent [80].

14



The measurement covariance matrix is [80]:
R=F (w") (2.32)
The cost function for the weighted least squares can be written as [80]:
J=¢e,R'e,=(y— H&)"R™'(y — Hz)
=y"R Yy —3"H'R Yy —y"R'Hi +2"HT'R 'H3% (2.33)

To minimize the cost function equation (2.33) with respect to &, a partial derivative of J is taken

then set equal to zero [80]:

oJ
oz

HT'R'Hi=HTR™ Yy

=—y'RT'H+iH'R'H=0

#=(H'R'H) 'H'R 'y (2.34)

By an appropriate change of variables the WLS cost function is transformed into a standard LS

optimization problem. Let:

A, =R, (2.35)
j=R1?%y (2.36)
H=R'Y?H (2.37)

Therefore, equations (2.33) and (2.34) can be written as the following after inserting the mea-

surement signal corrupted with the attack signal A, yields:

Ja, = (W+A+HD)T (§+ Ay + Hi)

Y

i = (H'H) H(y+A4, (2.38)
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I, =

= (p+A) (1-a@E H) ") (1-AETE) 7 5+ A,)
= (p+A)" (1- AT (ATH) AT+ BT (ATH) A - AT (ATH) ) (5 + A,)
= (g+4)" (1-H"(HTH)'H) (5 +A,) (2:39)

Let H=H = (I —HT (ﬁTI_{)fl.F_I) Substituting H in equation (2.39), yields the following:

Ja, = (Z?JrAy)TH(-@JFAy)

Y

= § Hy+ALHA,+25"HA, (2.40)

To maximize jAy, the term 7 Hy is omitted since it does not depend on Ay, yields the following:

ATHA, + 2 HA, = (ATH +25"[)A,
o ~ T _
= (ATA,+207) A, (2.41)

Applying the Cauchy-Shwartz inequality, equation (2.41) can be written as:

o~ — ~ _ ~ o — ~ T _
ATHA, +257 AA, = (ATA, +2075) A,

IN

|ATA, 207y |4,

IN

HFITAy + 2ﬁTgH M (2.42)

The upper bound in (2.42) is achieved for some scalar  if and only if:

H'A, +2H"g = BA, (2.43)
From (2.42) and (2.43):
78, 2ty < [a, 425
< [[BAy][M
< 18102 (2.41)
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From (2.44) the optimal attack A, satisfies the following expression:

(51 — FIT) A, =2H"y

A, =2 (51 - fIT) ATy (2.45)

For (2.44) to hold with equality, equation (2.45) should satisfied with the scalar 8 with the maximal

magnitude |3|. That is,

maX’/B‘ = |6max|

st. M = HQ(BI—ETT>_IFITy H (2.46)

Solving for § yields the following:

~ —1
(51— a7) AT - (z _ HT) gLt
(2.47)

|
Using series expansion for (I — HTT> , equation (2.47) can be written as:

N2 o \3
(’BI_ﬁT)_lﬁT - I+Pg+<}2> +(h;) 4+ | BTHT

~ N\ J
5 ) 4t

= I-H"(H'H) H =H (2.49)



Therefore, we have HH = H, and it follows that:
2\ _ 5T _ 5T AT
(HH) AT =AT[H (2.50)
From equation (2.50) yields the following:
8 _N2 N3 _\4
A7 = (HT) = <HT> - (HT) = (2.51)

Using equation (2.51), we can simplify equation (2.48) to the following:

i (ﬁi)

]
3 :HT;BJ, (2.52)

From equation (2.52) we notice the geometric series and can be simplified to the following:

1 1
j=1 B
Therefore, equation (2.17) can be simplified to the following:

M= H2ﬁ gH (2.54)

Solving for 8 we have the following:

(2.55)
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Therefore, the solution for g is:

M M

Bl = max — . (2.56)
M2y || =2y |
And the optimal signal attack is given by:
_ o1
A, = 2(57%1 _ HT) ATy (2.57)
Substituting H in equation (2.56) and (2.57), yields the following:
M M
|| = max R ——— , e ——— (2.58)
Mo 2||(r—amETE) ) g || v -2 (1- BT )T ) g |
A 7T *T**1*T_1 ST (5T 7\ )L -
By =2(Bual = (1= AT (HTH) 7)) (1-AT(HTH)H) 3 (2.59)
Therefore, the optimal signal attack is given by:
_ -1 ™ 1
A, = 2RY? (ﬁmw] — <I — H'R™V?(HTRVH) R*WH) )
. T
(1= ATR2(HTR ) RTVPH) Ry (2.60)

2.3 Optimal Sensor Attack for Recursive Least Squares

In this section, the optimal sensor attack strategies on the Recursive Least Squares filter in which
the attacker aims at making the estimation error as large as possible are derived. The attacker needs
to determine the probability distribution which deteriorates the estimation cost function the most.

For the Recursive Least Squares, suppose we have the following linear recursive estimator [80]:

yr = Hpxp + vy

Ty = Tp-1+ Ky (yp — Hp@p-1) (2.61)
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The noise process vy is white, zero-mean, uncorrelated process, with known covariance matrice Ry.
xy, is the state vector, Ay is the optimal random signal attack at time k, y, is the output vector,
and Hj is the output matrix, #j is the state estimate at time k, K} is the estimator gain matrix
to be determined.

In terms of mathematics, the optimal sensor attack corresponds to designing an attack signal such
that:

max min Jj (2.62)

Ayk Tk
where Jj is the estimation cost function. Since a random attacker has finite resources, the attack

signal is constrained to be finite energy or finite power but is otherwise random. For the sensor

attack, the measurement g takes the following new form:
yr = Hyzp + v + Ay, , (2.63)

To compute the estimator gain matrix K} as a function of the optimal signal attack A, first we

need to compute the mean of the estimation error as a function of A, [80]:
E (Sx,k) =F ((Ek - .f?k) (2.64)
where €, 1, = x, — &}, is the estimation error. Then the estimator error mean with sensor attack is:

E(eok) = E(xk—2xk) = Elvg — Bp—1 — Ky (yp — Hi@r-1)]
= Elzp — Tp—1 — Ky (Hpx + v + Ayk — HyZp—1)]

= F |z —Tp—1 — KipHe | xp — Tp—1 _Kk<vk+Ayk)
————

Ex k—1

= F [(I — Kka) (Ex,k—l) — K (Uk + Ayk)]

= (I - Kka) E (5x,k—1) - Kk;E (’Uk) - KkE (Ayk) (2.65)
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The cost function J can be written as:

Je = E|@— @]+ + B | (@ - 20)’]
= E(eap’+ - +emmn?)
= E(er"er)
= E|[Tr(erer )]

= Trp, (2.66)

where Py is estimation error covariance after the measurement g is received.
To minimize the cost function, we need to obtain a recursive formula for P, as a function of the

signal attack Ayy:

P, = E {[(I — KipHy) en—1 — Ky (vp + Ay,)] |- "]T}
= (I — Kka) E (5k_15k_1T) (I - Kka)T - KkE ((Uk + Ayk)ék_lT) (I - Kka)T

— (- KuHy)E <5k_1(vk + Ayk)T> KT — K,E ((vk Ay, (v + Ayk)T> KT (2.67)

Main Results

The previous equation (2.67) can be simplified since measurement noise is assumed to be indepen-

dent of the estimation error and the attack signal:

P, = (I —KyHy) Po(I — KpHy)" + KDy KF — KyE [AyeT] (I — KpHy)" + KRy K]

— (I - KgHy) E [eeA] | K (2.68)

where Ry, = E(vgvi?) and Dy = E(AykAykT).
Therefore, the optimization (2.62) reduces to finding the attack signal A, which maximizes the

following:

max {minTr (Pk)} = max {minTT (([ — Ky Hy) Py (I — Kka)T + KDkK,z + KRkKkT
Ayk K, Ayk Ky,

—KLE [AyerT] (T = KHy) ' — (I — KyHy) E [2,A7 ] K,Z)} (2.69)
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In the following, one main proposition is given, where the estimation error is independent of

the attack signal A, at time k.

Estimation Error Independent of A,

To simplify equation (2.68) the estimation error at time k — 1 e is assumed to be independent

of the measurement noise vy, , and attack signal A, at time k.

Proposition 2.3.1. The optimal estimation error covariance as a function of the signal attack

Ay, is given by:
T T -1
Py = Py, — Py_1H|, (HyPy—1H}, + Ry + Dy)  HpPi_1.
Proof. We rewrite (2.68) as
P, = (I-KiHy)E (Ek,lz’:“k,lT) (I — Kka)T + KL FE ((Uk +Ay,) (v + Ayk)T) K;{.(Z'?O)

Moreover, we assume the measurement noise vy is independent of the attack signal Ay at time k.

Therefore, E (vaZk) =F (Ayk vg) = 0 and (2.70) could be further simplified to:
P, = (I-KpHy)Po_1(I — KiHy)" + KDL K + KR K] (2.71)

where Ry = E(vzvi”) and Dy = E(AykAykT). With this expression of J; in hand, we are ready

to compute K} by taking the derivative of the cost function with respect to K} as:

oJ
a?k = 2(I — KHy) Pe_1 (—HE) + 2K, Ry, + 2K, Dy, (2.72)
k

In order to find K}, we set the previous equation equal to zero and compute Kj:

Ky (R, + Dy) = (I - KyHy) Py (HY)
Ki(Ry+ D) = Po_Hl — K H,P,_H!

Ky (R + Dy, + HyPy 1 HY) = Py HY (2.73)
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Therefore, K}, should satisfy:
Ky, = Py Hf (R + Dy + Hy Py HE) ™ (2.74)
Let Sy, = Ry, + Dy + HpP,_1H]', then K is:
Ky =P, H S (2.75)
Substituting K}, in (2.68) we get:

Py = Po1— PoHy Sy HyPooy — Py Hy Sy Hy Py + Proa Hy S Hi P Hig Sy Hy Py

+ PooiHES; RSy Hy Py + Py HE Sy DSy Hi Py (2.76)
Combining the last three terms in the previous equation,

Py = Py — 2P, HIS; "Hy Py + Poo HE S Sk Sy M Hy Py
= Py1— 2P 1 H Sy HyPeoy + Py H, Sy Hy P

= DPo1— P HUS, " HyPya (2.77)
Finally, we can rewrite Py as:
1
Py = P,y — Py Hl (HyPy—1Hl + Ry + Dy)  HyPy_y (2.78)

O]

Proposition 2.3.1 shows how the covariance matrix is affected by the sensor attack signals.
It follows then that the worst case attack scenario corresponds to maximizing the following cost
function:

Jp = Tr(Py) (2.79)

Next, the optimal attack problem is converted into an optimization problem described as follows:
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Problem 2.3.2.

max J,

subject to Tr [E [Ay, A 1] < M (2.80)

In order to solve the optimization problem (2.3.2) the Lagrangian is defined as:

L="Tr [Pk—l — P HE (HiPeo HE + Ry + Dk)ilHkPk—l}

(2.81)
+A (M =T [E [AykAgk]])
To avoid cumbersome computation, the scalar case is only considered:
-1
L = Pu1— P *Hp(HiPho1 + R+ D) + X (M — E[A7])
-1
= Po1— B "H{SL + A (M - E[A}])
S1,Y = HP.1+ Ry + Dy, (2.82)
oL 2 772 —2
A, = 2P, "H{E[A,,]S1,° —2XE[A,] =0
k
oL 9

5 = M-E [A2] =0 (2.83)

From the previous equation (2.83) we have A is equal to the following:

_ Py_1*H}
(HEPoor+ Ryt B[A3,])° (2.84)
Bla%] =M
Therefore, we have:
Pj_2H?

A\ = k=1 Tk (2.85)

(H2P,_y + Ry + M)®
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To show that this indeed corresponds to a maximum, the 27¢ derivative of L is computed:

9*L
oA = —8E[A, PPy 12 HES1,3 — 2\ + 2P)_12H}ES1,? (2.86)
Y
Replacing A in (2.86):
0*L 2 2772 g1—3
Y

Therefore, any signal A,, which satisfies (2.84) is optimal.

25



Chapter 3

Optimal Sensor and Actuator Attacks

on Finite Horizon Linear Quadratic

(LQ) Control

In this chapter, cyber-attack on the sensor and actuator are analyzed and results are simulated for
the finite horizon linear quadratic control. We assume that the attacker is capable of spoofing sensor
and actuator signals with time-varying signals. Both sensor and actuator attacks are considered
for finite energy and bounded energy signals attack. We also assume that (A, B) is controllable,

and (A, C) are observable. Consider the plant with the following state-space model:
X(t) = AX(t) + Bo()U (1), X(0) =Xo

Z(t) = 1 X (3.1)

The LQ control corresponds to minimizing the following quadratic performance index (cost func-

tion) [81]:
ty
J =3 (X]SrXs)+ / 3 (XTQX +UTRU) dt (3.2)
N—’ to
w(Xp) L(X.U)
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Where Sy, @ are positive semi-definite matrices (psdf), and R is positive definite matrix (pdf),

S¢,Q >0 and R > 0. The Riccati equation is [81]:
P+ PA—PBR'BIP+ATP+Q=0 (3.3)
Let us now consider the minimizing of the following cost function for the state-space equation 3.1
h
J= /t zV(n)z(T)dr + XT(h)Qxz(h) (3.4)
With R = I we have the optimal controller simplifies to the following [81]:
U=-BIPz (3.5)
Also, the Riccati equation:
P+ PA—PBBIP+ATP+Q=0 (3.6)

with P(h) = Q and C;7Cy = Q The cost function can be reduced using the Riccati equation, we

have the following [81]:

h
d
J :/ xtoloyx +UTu +
t

= (XTPX)dr + XT(0)P()X (1) (3.7)

The previous equation (3.7) can be simplified to the following [81]:
h T
J= / (U+ B3 PX) (U+ B3 PX)dr+ X" (t)P(t)X(t) (3.8)
t
For t =0 (3.8) becomes [81]:

J = /h (U+ BQTPX)T (U + B3 PX) dr + X" (0)P(0)X(0) (3.9)
0
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3.1 Optimal Sensor Attack Finite Energy

In this section we assume full-information, i.e., the state vector is available for measurement the

sensor attack is defined as follows [82]:
Ya(t) = z(t) + Az(t),t >0 (3.10)

Therefore, the cost function J after using (3.8), the sensor attack signal A(t), and the optimal
controller U = —ByP(X + A,(t)) takes the following form [82]:

J=(X+A, () P (X+A,(1)) + / ' (BIPA,)" (BYPA,)dr (3.11)
For t =0 (3.11) becomes:

7= (XOM+.0)7PO) (X(0)+8,(0) + [ " (B PA)T (BIPA,) dr

h
= (X(0)+A,(0)TP(0) (X(0)+A.(0)) +/ HBQTPAIWCZT (3.12)
0
Using the Rayleigh-Ritz inequality, the sensor attack satisfies the following [82]:
h
2
T < D (PO w0+ As O) (@0 + 8. 0) + [ |BEP @I 1A (lPar— (333)

Where Amax (P(0)) is the maximal eigenvalue of P(0), and || Bj P (T)H2 = Amax (PB2B3 P) is the
maximum singular value of B P (7). The worst case sensor attack corresponds to the eigenvec-
tor, denoted v;(0) associated to Apqez(P(0)), and the singular vector, denoted v;(7) associated to

| B3 P (7)||. Therefore, (3.13) takes the form [83]:

P(0)v1(0) = Amax(P(0))01(0),  [[or(0)[f =1

PByBY P(1)u (1) = HBQTP(T)H%(T), lor(T)]| =1, 7>0 (3.14)
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From (3.14) and (3.13) the worst sensor attack signals is [82, 83]:

Az (0) = apv1(0) — (0), for some scalar ag

Az (1) = a(r)vi(7), for some valued function «af-) (3.15)

For the finite energy case which is a special class of signals (L?-signals). Let A (-) € L2([0, h), R™),
where L2(]0, h), R") is the space of finite energy functions defined in the interval [0, k) and its values
in R™. The assumption is that the attacker cannot expand more than an energy threshold |ag| < M

and [|Az|l2 < M [82,83]. Then the worst case cost is [82]:

sup J = MAmax (P(0))+M sup || B; P(r)]| (3.16)
Ay Te[o,h]
Since
h
sup / |BIPA,||2dr = sup M| BIp(r)|? (3.17)
Az ll2<M Jo T€[0,h)

To compute A;, we need first to have BQTP(T> have the following singular values o1(7) > oa(7) >
oo > op(r), T €[0,h] and let BI P(r) = UDV*(7) the singular value decomposition, Where U
and V are unitary matrix, V* is the conjugate transpose of V', and D(7) = diag(o1(7) > 02(7) >
<> op(7)) [82,83].

Let € > 0, by the definition of supremum there exists a subset E. C [0, h] of positive Lebesgue mea-
sure p such that HBQTP(T)H > SUp,c(o,n) HBQTP(T)H —e for all 7 € E.. Let xg. be the characteristic
function of E, [83]:

1 Tek

X (1) = (3.18)
0 7¢E.
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And Let &(7) = Ml(Es)(XES’O"" ,0)T, then ||&(T)||5 = @IEE dp = ZEE;; = 1. The finite

energy sensor signal attack is [82,83]:

_ DX (3.19)

where v(-) is the first column of V(-) and it is the right singular vector of B P(-) associated to
01(-) Therefore, the closed-loop system for the finite energy under sensor attack can be written

as [82,83]:

i (t) = (A — BaBIP(t)) 2(t) — B B3 P(t) A, (t)
N——
UDV*(t)

= (A — BngP(t)) x(t) — Mngul (t) (3.20)
H (Ea)

Where u;(t) is the first column of U(t) and represents the unit left singular vector corresponding

to the maximal singular value o (t)

Numerical Example

In this chapter all numerical examples we propose is by employing the distributed control scheme
introduced by [84]. A numerical experiment is given to demonstrate the effectiveness of the proposed
attack strategies and validate the theoretical analysis. A Power Model Network with a distributed
control will be used for the simulation. We assume the attacker has access to the system parameters
and the optimal sensor actuator attack for the finite [82,83]. We assume each generator supplies
a time-varying current, time-varying power, and a constant voltage [82,83]. The state of a single

generator is represented by rotor rotation angle ¢ and described by the following swing equation
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[82-84]:

M$ + D = P, — P,
D, 1 ZV?X 1

0, = ——0, + — 2 (e — —
’ M Z+Mi 1Z|? (& 6k)+Mz’

Uj
k—i

(3.21)

Where P, is the mechanical power and P, is the electrical power. M; is the rotor inertia constant,
D is the mechanical damping constant, and Z = R+ jX is the impedance of the transmission line.
Assume all N generators operate near a stable point §p and there is only small perturbation. Then
define €; = §; — dgy, based on the Kirchoff’s current law. The state space equation for each generator

is given as [82-84]:

N
; = Ax; + Bu; + Z Crxy,
k=1
0 1 0
A= , B = (3.22)
V:X D 1
M;|Z|? M; M;

Let n; be the number of generators that are adjacent to generator 4, if k is adjacent to ¢ then [84]

0 0
C; = eV ,Cr = 02x2 , othewise (3.23)

M;|Z)?

This represent the effect on each local generator by states from other generators connected to it.
The distributed controller employed will utilize this state information only. A suboptimal LQR is
computed following [84]. The numerical results for the optimal attack from the attacker’s viewpoint
are shown in Figs. 3.1 to 3.6. These results are for finite energy attack signal such as ||All, < M,
where M is fixed by the user. For this simulation we chose M = 3.4. Looking at these figures, it
is clear that the optimal attack has a greater effect and the larger damage than the random Bias

attack [82].
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Figure 3.2: Finite Energy Sensor Attack Case: Attack Signal.
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Figure 3.4: Finite Energy Sensor Attack Case: Difference Optimal Attack and No Attack.
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Figure 3.6: Finite Energy Sensor Attack Case: Difference Bias Attack and No Attack.
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3.2 Optimal Bounded Sensor Attack Signal

For the bounded signal sensor attacks A, € L*([0,h),R"), and [[Az|lc = esssuprcionl|Az(T)]-

Therefore, the following inequalities for the sensor attack signal with ||Az||ec < M [83]:

h h
/ |BYPA,|?dr < / | B P(r)|P]| Ag(r) 2dr
0 0

h
< /O | BEP(7) |12 {esssuprco pyll Ae (7|2} dr (3.24)
lAzIZ

<ur? [ B pe)Par
The upper bound can be satisfied by choosing A,, the attack signal as [83]:
Ay(1) = MV (7)(1,0,---,0)T = Muv(7) (3.25)
The bounded sensor attack signal is [83]:

h
sup  J = M*Apax (P(0))+M? / | BY P(1)||?dr (3.26)
lAz]loo<M 0

Therefore, the closed-loop system for the bounded signal sensor attack can be written as [82,83]:
z(t) = (A— BQBgP(t))x(t) — Moi(t)Bauy(t), 0<t<h (3.27)

The numerical results for the optimal attack from the attacker’s viewpoint are shown in Figs. 3.7
to 3.12. These results are for bounded attack signal such as ||A;|, < M. Looking at these figures,
it is clear that the optimal attack has a greater effect and a larger damage than the random bias

attack. However, the random bias is harder to detect.
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Optimal Sensor Attack
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Figure 3.9: Bounded Sensor Attack Signal Case: Optimal Attack.
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Figure 3.10: Bounded Sensor Attack Signal Case: Difference Optimal Attack and No Attack.
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3.3 Optimal Actuator Attack Finite Energy

In this section the actuator attack take the following form [83,85]
ua(t) = u(t) + Ay(t), t >0 (3.28)

Therefore, the cost function J with the actuator attack signal A, (t) takes the following form:

J=aT(t)P(t)x(t) + / ' [(u+ B3 Pz)"(u+ Bj Px) + 22" PByA, ] dr (3.29)

Using u = —BZ Px, The optimal actuator cost function takes the following form [83,85]:

h
supJ = zL (t)P(t)z(t) + 2 sup/ zT PByA(7T)dr (3.30)
Ay AVA

For the RHS of the previous equation and with ||A,||2 < M, for some constant M > 0 and by the

Cauchy-Schwarz inequality we have [83,85]:

h h
sup / 2T PByA(1)dr < M\// | BT Px(7)|]2dr (3.31)
[Aullz<M Jt t

For a scalar 8 > 0, equality of previous equation is achieved when [83,85]:
Ay(1) = BBy Pa(r), 0<t<7<h (3.32)

Therefore, the optimal actuator signal attack takes the following form [83, 85]:

M

2

Ay(r) =
Therefore, the corresponding worst case cost function [83,85]:

sup J = 2M || B Pz|y 4+ = (t)P(t)x(t) (3.34)
Ay
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And the closed-loop system for the finite energy under sensor attack can be written as [83,85]:

i=(A—ByBiP+2 ByBj P)x (3.35)

1B3 Pzl

The numerical results for the optimal attack from the attacker’s viewpoint are shown in Figs. 3.13
to 3.18. These results are for finite energy actuator signal attack such as [|A,||, < M. Looking at
these figures, it is clear that the optimal attack has a greater effect and the larger damage than the

random bias attack.
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Figure 3.13: Finite Energy Actuator Attack Case: No Attack.
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Figure 3.15: Finite Energy Actuator Attack Case: Optimal Attack.
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Figure 3.16: Finite Energy Actuator Attack Case: Difference Optimal Attack and No Attack.
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Figure 3.17: Finite Energy Actuator Attack Case: Bias Attack.
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Figure 3.18: Finite Energy Actuator Attack Case: Difference Bias Attack and No Attack.
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3.4 Optimal Bounded Actuator Signal Attack

For the bounded actuator signal attacks we have A,, € L*([0,h),R™), and ||A,||cc < M. Therefore,

we have [83,85]:

sup  J—al (t)P(t)x(t) = 2T (t)P(t)z(t) +2  sup /h T PByA,(7)dr (3.36)
lAulloo<M 1Aullco<M Jt

The second part of RHS the previous equation satisfies the following [83,85]:

h h
sup / ST PByAy(r)dr < M / BT Pa(r)|dr (3.37)
1Al Ji 0

The upper bound can be satisfied by choosing A,, the actuator attack signal as [83,85]:

B BTPa:(T)
A (1) = Mm (3.38)

Therefore, the closed-loop system for the bounded actuator signal attack can be written as [83,85]:

_ T By BT Px(7)
i) = (A— BBl P+ MiHBng(T)” )z(7), on the set E (3.30)

Ax(7), if BI'Pz(r) =0 (ie,7¢E)
The numerical results for the optimal attack from the attacker’s viewpoint are shown in Figs. 3.19
to 3.24. These results are for bounded actuator signal attack such as ||A,|ly, < M. Looking at
these figures, it is clear that the optimal attack has a greater effect and the larger damage than the
random attack.

In this chapter, a system theoretic analysis of the effect of finite energy and bounded attacks on
linear systems with an LQ controller was analyzed and simulated. The optimal finite energy and
bounded attacks for the finite horizon LQ problem are presented for the corresponding LQ cost
functions. The closed-loop systems under attack are given and a numerical simulation illustrates
the effectiveness of the optimal attack is also compared to a random attack. Finally, it is clear that

the optimal attack has a greater effect and the larger damage than the random attack.
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Figure 3.19: Bounded Actuator Signal Attack Case: No Attack.
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Figure 3.20: Bounded Actuator Signal Attack Case: Attack Signal.
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Figure 3.21: Bounded Actuator Signal Attack Case: Optimal Attack.
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Figure 3.22: Bounded Actuator Signal Attack Case: Difference Optimal Attack and No Attack.
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Figure 3.23: Bounded Actuator Signal Attack Case: Bias Attack.
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Figure 3.24: Bounded Actuator Signal Attack Case: Difference Bias Attack and No Attack.
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Chapter 4

Optimal Attack Strategies on The

Kalman Filter

In this chapter, the optimal sensor attack strategies on Kalman filter in which the attacker aims
at making the estimation error as large as possible are derived. The attacker needs to determine
the attack signal probability distribution which deteriorates the estimation cost function the most.

For the Kalman filter, suppose we have the following linear discrete-time system [80]:

rp = Fr_i1zkp-1 + Gro1up—1 + wi—1
yr = Hypxp + vy
iy = & 4+ Ki (yp — Hidy) (4.1)

The noise processes wy, and vy are white, zero-mean, uncorrelated processes with known covariance
matrices QQ; and Rg. In terms of mathematics, the optimal sensor attack corresponds to design an
attack signal such as:

max min Jg (4.2)
Ay, Tk

where Jj, is the estimation cost function, A,, is the optimal random signal attack at time k, &y,
is the state estimate at time k, zj is the state vector, u; is the control vector, y; is the output
vector, F} is the system matrix, Gy, is the input matrix, and Hy, is the output matrix. Since random

attacker has finite resources, the attack signal is constrained to be finite energy or finite power but
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is otherwise random. Let %, and ﬁ:; denote priori and posteriori estimates of xj, respectively.
Specially, &, is the estimate using all the measurements before (but not including) time k; and ig
utilizes all the measurement up to and including time k.

For the sensor attack, the measurement under optimal attack signal ya, takes the following new
form:

yn, = Hyxp + v + Ay, (4.3)

To compute the Kalman gain Kj, as a function of the optimal signal attack A, , first we need to

compute the mean of the estimation error of the Kalman filter as a function of A, :
E () = E (& — &) (4.4)
where 62— =2y — :%;: is the estimation error. Then the estimator error mean with sensor attack is:

E(eg) = Elop—ay — Ky (g — Hidy )]

= F [:Ek - -f,; — K (Hkxk + v+ Ayk - ijjl;)]

= F xk—;f:,;—Kka :Ck—i'l; _Kk(Uk+Ayk)
———

= B (I - KpHy) (g) = Ki (v + Ay,)]
= (I—Kka)E(EI;) —KkE(Uk)—KkE(Ayk) (45)

The cost function Ji can be written as:

Jp =
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where P,j is estimation error covariance after the measurement yy, is received.
To minimize the cost function, we need to obtain a recursive formula for P as a function of the

signal attack Ay, :

Pf = E{[(I- KeHy) iy — Ki (op + Ay)] [++]7}
— (I- KuHp)E (g,;_lg,;_lT) (I — KpHy)" — KuE ((vk +A,,) g,;_lT> (I — KpHy)"

— (I = KeH) B (s (on + 8y)7 ) KT = KB (0 + Ay,) (o + A)7) KT (47)
The time-update equation of Py can also take the following more general equation [?]:
Py =FuaPE R+ Qe (4.8)

After obtaining the the estimation error covariance as a function of the signal attack A,, (4.7), in
the next section we will start with the scalar case, where two main propositions are considered. We
start with the signal attack which is independent of the estimation error for both the optimal attack
signal and its mitigation, then we do the same for the case where the attack signal is dependent of

the estimation error.

4.1 Optimal Attack on Kalman Filter Scalar Case

The previous equation (4.7) can be simplified since measurement noise is independent of the esti-

mation error and the attack signal:

Pf = (1= KpHy) Py (I = KpH)" + KDRKT = KB | Ay ey | (1= KieHy)™ + KRy K]

— (I-KpHy) E [e; A} ] K} (4.9)

where Ry = E(viv’) and Dy = E(A,, A, 7).
Therefore, the optimization (4.2) reduces to find the attack signal A,, which maximizes the fol-

lowing:

max {minTr (Plj')} = max {minTT ((I — Ky Hy) P (I — KipHyp)"

+K DK}l + KR K]l — (I — KiHy) E [e;, AL | K[}
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In the following, two main propositions are given considering whether the estimation error
depends on the attack signal or not. We will start from situation, where the estimation error is
independent of the attack signal. Then we will work on the general case, where the estimation
error is dependent of the attack signal A, at time k.

4.1.1 Optimal Attack with A, independent of the Estimation Error

To simplify equation (4.9) we can consider that the estimation error at time k — 1 is independent

of the measurement noise 5:, and attack signal A, at time k.

Proposition 4.1.1. The optimal estimation covariance error as a function of the attack signal is

given by:
P} =P, — Py H] (H.P, H + Ry + Di) " H Py .
Proof. We rewrite (4.9) as
P = (I-KyHy)E (EZ*«IT) (I - KpHi)" + K E ((Uk + Ay,) (v + Ayk)T) Kj (4.11)

Moreover, we assume the measurement noise vy is independent of the attack signal Ay at time k.

Therefore, E (va"yrk) = E (Ay,vf) =0 and (4.11) could be further simplified to:
Pt = (I - KyHy) P, (I — KiHy)" + Ky Dy KE + KR K}, (4.12)

where Ry = E(vivp?) and Dy = E(Ay, Ay, 7).
With this expression of Ji in hand, we are ready to compute the minimum of Ji by taking its

derivative as:

aJ
a?k = 2(I — KxHy) Py (—HY) + 2K, Ry, + 2K, Dy (4.13)
k
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In order to find K}, we set the previous equation equal to zero and compute Kj

Ky (Ry+Dy) = (I —KyHy) P, (HF)

Ky (Ry+Dy) = P, HI — K H,P, H
Ky (Rp+ Dy + Hy Py HY) = Py H] (4.14)
Therefore, K}, should satisfy:
Ky = P, HE (R + Dy + Hy P, HEY) ™ (4.15)

Let Sy = Ry, + Dy, + Hy P, H', then K is:

Ky, = P, H!'S, ! (4.16)
Substituting K}, in (4.9) we get:
Pf = P; - P H!S 'HP, — P Hl S, 'Hy P, + Py HE S, 'Hy Py HE S, ' Hy Py
+ PyHIS;'ReS;'Hy Py, + Py HL S, ' DSy ' Hy Py (4.17)

Combining the last three terms in the previous equation,

Pf = P —2P HIS;'HyP; + P, HL S, 'S, ' Hy Py,
= P_ —2P  HIS;'HyP, + P, HL S, ' Hy Py,

= P, — P HIS,'H.P; (4.18)
Finally, we can rewrite P,:r as:

— — — -1 —
P =P, — Py HI(H,P; HF + Ry + D) HP; (4.19)
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Proposition 4.1.1 shows how the covariance matrix is affected by the sensor attack signals.
It follows then that the worst case attack scenario corresponds to maximizing the following cost
function:

Ji =Tr(P) (4.20)
The optimal attack strategy is to maximize Ji as summarized in the following problem:

Problem 4.1.2.

max Jy,

subject to Tr [E [Ay, Al 1] <M (4.21)

In order to solve the optimization problem (4.1.2), the Lagrangian is first defined as:
L="Tr|P, — P, H (H,P, HI + R; + Dk)_lHkPk_} + A (M -Tr [E[A,ALT]) (4.22)
To avoid cumbersome computation, the scalar case is only considered:

L = Py — P HY(HEP, + Ry + Dy) ' + A (Mg — E [A2)])

= P - PCHESI A (M - E[A2))

(4.23)
where S1,!' = H2P;” + Ry, + Dy,
L
oL _ 2P, HIE[A,,] 51,2 — 2AE [Ay,] =0
0N,
oL )
o - M-F [AZ]=0 (4.24)
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From the previous equation (4.24) the following identities hold:

Py H?
(2P +Ricrm[ag,])° (4.25)

ElA,]=M

A\ =

Replacing P, from equation (4.8), yields:

(Foo1 P P +Qp1 ) H2
2
(H,f(Fk._lplj_lFE_l-&-Qk_ﬂ-ﬁ-Rk-l-E[Agk]> (4.26)

ElA] =M

A\ =

To show that this indeed corresponds to a maximum, the 2"¢ derivative of L is computed:

&L 2 =2 772 oy —3
T2 = _8E[A, 2P HESI;
AV .
— 2A+2P; *H}S1? (4.27)
Replacing A in (4.27):
&°L 2 =2 772 g1 -3
Yk

Therefore, any signal A,, which satisfies (4.26) is optimal.

4.1.2 Optimal Attack with A, dependent on the Estimation Error

Next, we will consider the general case, the estimation error at time k — 1 is independent of the

measurement noise, but is dependent of the attack signal A, at time &.
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Proposition 4.1.3. The optimal sensor attack signal for the case, where the estimation error at

time k — 1 is dependent of the attack signal A, at time k, comes with estimation error:

Pt = P — P H[S;'H,P, — Py HL S E [eg 1A ]
— Py H[IS;'HP, — E [egn1AL ] Sy " Hi Py — PrHES, ' E [Ayel) 1]
— Elean1A) | S, E [Ayery 1] — E [eap1 AL ] S, " He Py
— BleenaB] 8B [eapaAl) + [P HEST 4+ B [ens AL ] 57 5

Sy He Py + Sy E [ep 1AL ]

Proof. Instead of (4.11), we get:

PY = (I-KpHy) Py (I — KpHy)" + KRyKT — KB [Ayka,;T] (I — K Hy)" + KDyKT

— (I-KgHy) E [e; AL ] K} (4.29)

where Ry = E(vivi”) and Dy = E(A,, Ay, 7). Recall these three basic trace identities:

o(TrAB) T
0A =B
0 (I'rABAT) T
——54  — AB +4B
9 (TrBAT)
o - B (4.30)

We can rewrite (4.29) as:

— — — — _T _T
Pf = Py - PUHLK] = Ky HyPy + KpHyPy BUKE — KGB [Ayer” | + KB |y e | HEKT

— B[, AL | Kl + KyHyE [g;, Al | K + KR K] + KDy K| (4.31)
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Similar as in the first case, we need to characterize the derivative of Ji with respect to K. We can

+
use the relationships in (4.30) to solve for 8(?71(’;’“):

o (TrP; T
(TrB) _ 9% = —P, H} — P, H + KyH P H + KyHy P H] — E [Ayk&‘k }
0K}, 0Ky,

+ K.E {AykagT} B + KBl AT HY + KkaE[Aykek T} 2K, Ry +2K.Dy

— Ele Al ]+ KpHyE [, A] ] (4.32)
Therefore,
9J _ — 77T — T — AT
Sk, = 2bHi +2KH P H - 28 ler AL] 42K HyE [e;, AL ] + 2K Dy, + 2K Ry
k
+ 2K E [Aykg,;T] Hr (4.33)

In order to find the value of K}, we set the previous equation equal to zero and compute Kp,
Ky, [HyPy HY + E [e, AL | HY + HyE [eg A} ] + R+ Dy = (P HE + E [ AL])  (4.34)
Therefore, the optimal gain Kj, is:
T —1
K, = (P HI' +E [ekA }) [HkP HI +E [%A ] HI + H.E [akA } + Ry —i—Dk] (4.35)
Let S = Hp P, Hk +F [ek AT ] H,? + H.E [ek A ] + Ry, + Dy, then K} becomes:
Ky = (P Hi + BlepAy]) 57 (4.36)
We can rearrange P, from equation (4.31):

_ _ _ _T —
Pf = Py - PrHK] = K HpPy = KB [ Ay | = B[ AL KT+ KiSiK]

= P — P HTK] — K H Py — K4E [Ayks,;ﬂ — B[ AT KT + KySpK[ (4.37)
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Therefore, the previous equation (4.37) becomes:

PE = Py = PUHISTHGPT — PUHESTE Ay |
~ E[exAL] Sy HGPT — B[ AL] ST [y
— Py - By HIST [HPy + B [Aye ||
— Bl AT st [HkP,; +E [Aykg,;T”
= P - [BHE + Eleghy, ]S

[HePyy + B | Ayer || (4.38)
Substituting Ky, in :

Pf = Py — P HIS;'H,P; — Py HL S 'E [epn1A] ]
— P H[S;'HyP, — E [egn1A] | S H Py — PrHES, T E [Ay el 1]
— Eleap1A) | S TE [Ayery 1] — E [eap—1AL ] S He Py
— Bleer ] 8B [eapa]) + [PUHS 4 B [ AL ] 51 S

(S He Py + S E a1y, ] (4.39)

So we can write the cost function as:
Jp=Tr (PF) =Tr [Py — [Py Hi +E [eap1A}]] Sp ' [HePy + E[Ayenri]]]  (4.40)

Now the optimal attack problem is converted into an optimization problem described as follows:

Problem 4.1.4.

max J,

subject to T'r [E [Ay, AL ] < My, (4.41)

where My, is to be determined.
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In order to solve the optimization problem (4.1.4), we define the Lagrangian as:

L=Tr [P = [Py H + B [er 518, ]] S0 [HePy + B [Ayeg o ]]]+2 (M = Tr [E [Ay, Ay ]])
(4.42)
where A is the Lagrange multiplier. The previous equation (4.42) can be expanded to the following

form:

L = Tr(P)=Tr (P Hy S HyPy ) = Tr (P Hi Sy B [Ayeze])
= Tr (B [ear18y,] S HRP) = T (B [eop18y,] S B [Ayeeria])

+ AN(M —Tr [E [Ay, AL (4.43)
Rearranging the previous equation:

L = Tr(P;)=Tr(S; ' HyP, Py HY) = Tr (S;'E [Ayeen ] Py HL)
— Tr(Sy ' HiP E [eop1AL]) = Tr (S E [Ayeni 1] E [eap—14L,])

+ A(Mp—Tr [E[A,AL]]) (4.44)
To avoid cumbersome computation, the scalar case is only considered:
_ _2 _ _ e
L = Py — P HES, ' — Elewp10y,)°S; " — 2H, Py Sy E len 1Ay, ] + A (M — E [AY445)

where S), = H,?Pk_ +2E [eg k—1Ay, ) Hy + Ry, + E [Azk] Differentiating yields:

oL _ 2 g
5h = 2B e,k 10,25 2B Ay, ] + 2P, *HES,2E[Ay,] — 20 E [Ay,]
k
+ AHP; S ?F [eg 10y, E[Ay,] =0
oL
5 = My—E[A2] =0 (4.46)

Differentiating Sy yields:

—2E A, (4.47)
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From the previous equation (4.46) we have A equal to the following:

A= [Sy (HiPy + Eleri18y,))]° (4.48)

Factorizing the equation for 82’; (4.46) yields to the following:
k

(2514_2E [Ayk]) <Pk_2Hl% + E[‘Sw,k*lAyk]Q + QHRPk_E [€I7k*1Ayk] - )‘Sl%) =0

(2572E18y,)) [(HkPy + B ap18y.]) = (VASK) | [(HiPy + B ag-18y]) + (VASK) | = 0

(4.49)
Therefore, we have the optimal attack A,, satisfies the following identities:
(
E [Azk] = My, and
ElA,]=0,0r
A,] o)

Eleg 1Ay, = —Hp P, — VAS, or
E [e’:‘m,k,lAyk] = _HkPk_ + \f)\Sk

2nd

To show that this indeed corresponds to a maximum, the derivative of L is computed:

9L

_ _2 _ o
BAg = QE[Ex,k—lAyk]2Sk 2 8P, Hl?Sk 3E[Ayk]2 — 16H, P Sy, °E [Ex,k—lAyk] E[Ayk]Q
k

+ AHP_ S, °F [eg 10y, + 2P,;2H,§S,;2 — 8B[es k104, )2 S, S E[A,]* — 2)

(4.51)

9L

aA?/k E[A

— 2P PHS;® 4+ 2E[es i 10,125, 2 + 4HL P, S 2E [ep 10y, ] — 2X4.52)
]=0
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Replacing A in the previous equation (4.52) and E'[A,, ] = 0 gives the following:

0L

2 — 2 — — a—
SA? = 2P "H}S,? — 2P, "H{S; > — AHp Py S °F [exp—10y,]
Yk

E[Ayk]zo
— 2F[ep 10y, )°S 2+ AHLP, S E [erk1Ay,] + 2B k10,752 =0

(4.53)

Therefore, the case for E[A,, | = 0 is indecisive. Replacing E [e; x—14y,] = —H, P, — VAS;; in the

previous equation (4.52) gives the following:

0L

SR — 2P *H2S2 — 8P, PHSPE[A,, )P — AVAH,P S}
Yk

E[Ez,kflAyk]:_HkPk__\/XSk
+ 2P H2ST? 420+ AVAHL P, St — 16V AH Py ST2E[A,, )2 — 2\ — 4P PHES 2

— 8AS'E[A, ] — 8P PHESPE[A,,]? + 16P; H2S P E[A,,)? + 16V AH Py S.2E[A,, ]

(4.54)
After further simplification of the previous equation (4.54) gives the following:
9L -1 2
= —8\S_"E[A <0 4.55
Replacing A and F [Azk] = Mj, in the previous equation (4.55):
0*L . _ 2,1
AT = —8M[S; ' (Hp Py + Elesi—10y,])] 7S, <0 (4.56)
Yk E[Ez,kflAyk]:_HkP]:_\/XSk
If showing that (4.50) corresponds to a maximum the following holds:
Elerp1y,] = —HpPy — VS,
= —HyP, — S; 'Sk (HpP, + E[exp-10y,))
= —HpP (4.57)
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We have then for the optimal signal attack Ay:

(

E [Ex,kflAyk] = _Hkpk_
E[A]] = My (4.58)
E [Ei,kq] =D
FE [&c,k—l] =0

The system of equations (4.58) has many solutions in A,,. That is any signal A, which
satisfies (4.58) is optimal. To determine an optimal signal attack it suffices to exhibit one solution;

A possible choice is:

Ayk = _5x7k—1Hk: (4.59)
Therefore, we have:
A =ei o Hj (4.60)
Then,
E[AL] = B[ Hi] = H{ P = M (4.61)

Numerical Example

We give an example to illustrate the performance of Proposition 4.1.3. As mentioned before, for
simplicity, we only deal with the scalar case here. The derivation can be easily generalized to more
complicated vector case.

We took an example from Matlab where the Kalman filter is used for object tracking to predict
an object’s future location, to account for noise in an object’s detected location. For this simple
scalar case, the state-transition matrix is also a scalar which is chosen to be 0.5. Without loss of
generality, assume the white noise w; and v; are zero-mean with both standard deviations equal
0.1. Notice that these two noise processes are uncorrelated. We set the initial location to be 1.

Applying the result from Proposition 4.1.3, we could generate the optimal attack as shown in
Fig. 4.1. The state trajectory under optimal attack is presented in Fig. 4.2. As expected, we see a
large deviation from the original estimation trajectory after adding the optimal attack signal. To

better illustrate the optimality of the proposed optimal attack, we compare it with another random
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attack. It can be seen from Fig. 4.3 that the trajectory deviation is much larger under our optimal

attack.

Optimal Attack Signal
14 T T T

12

10 -

Attack Signal

0 10 20 30 40 50 60 70 80 90 100
Time

Figure 4.1: Optimal Attack Signal on the Kalman Filter
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Radar based target tracking using Kalman Filter
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Figure 4.2: Optimal Attack on the Kalman Filter
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25 Radar based target tracking using Kalman Filter
- T T T T T T T

actual
estimated
optimal attack
random attack

target x-position
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Time

Figure 4.3: Optimal Attack and Random Attack on Kalman Filter

Therefore, a system theoretic analysis of the effect of sensor attacks on Kalman filter scalar
case was presented. Specifically, the effects on the steady state response are derived. The charac-
teristic equation for the optimal attack on Kalman filter is given and a numerical simulation which

illustrates the effectiveness of the optimal attack is presented.

4.1.3 Mitigation with A, dependent on the Estimation Error

We know F (vagk) =F (Aykvg) = 0. Therefore, the cost function:

Jp = TrPF=Tr {(I — Ky Hy) Py (I — KpHy)" + KR KL — Ky E [Aykg,;ﬂ (I — KpHy)"

+ KDyK[ — (I — KxHy) E [ AL 1 K[} (4.62)

where Ry = E(vgvr”) and Dy = E(A, A, T). Only the scalar case is considered, Therefore,

equation (4.62) can be written as:

Jp = (I — KiHy)*P; + K2Ry, — 2 (I — KyHy) K. E [ex Ay, ] (4.63)
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Now the optimal attack problem is converted into an optimization problem described as follows:

Problem 4.1.5.

max  Ji (4.64)
Bl " <ar

Jp = (I—KyH)’Py + KiRy+ KRE [AL ] — 2 (I — KpHy) KiE [ep Ay, ]

= Nip+KiE[A] ] —2(I — KpHy) KiE [e, Ay, ] (4.65)
where Ny = (I — Ky H k)QPkT + K,%Rk This term from the previous equation can be written as:

—2(I — KiHy) KiE e Ay, | = E [-2(I — KiHy) Kiey Ay, |

(4.66)
Applying the Cauchy-Schwarz inequality yields:
J. < Npy+K:E +\/E 2(I — KHy,) Kyey, | \/E A,
< Nk—i-KkM—i-\/E I Kka)KkEk \/E yk
< \/E [2(I — KiHy) Ky, | \/E[Ayk] (4.68)
The previous equation hold if and only if:
Ayk = O (2 (I - Kka) Kk&‘,;) (469)
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Therefore, the signal attack A,, should satisfy the following:

Ayk = Qo (2 (I — Kka) Kkz—:,;)

(4.70)
2 —
E [Ayk] =M
Solving for « yields:

E {ai (4(1 - Kka)QK,fng)} =M

402 (I — Ky Hy)?K2E [e,ﬂ M
403 (I — KiHy)*KiP, = M (4.71)

The solution for « is:
1 M

ap = + = (4.72)

(I — KyHg) Ky, \| P

| M _
Ayk =+ Pik_gk (473)

Replacing Ay, in the cost function yields to:

Therefore, the attack signal is:

| M

Jo = (I — K Hy)* P + K2Ry, + KPM — 2(I — Ky Hy,) Ky Py e (4.74)
k
2 p— 2 2 _ M

Jio = (I — KiHy) Pk +KkRk+KkM+2(I—Kka)KkPk F (4.75)
k

Therefore, to solve for the optimal K} is to take the partial derivative of the cost function Jg

and set it equal to zero. We have the following the first partial derivative with respect to Kp:

0J1
0K,

| M
= 2MK, —|-2P',€_I’I]C ?Kk + 2K Ry, — QPI;Hk (1 - HkKk)
k

(4.76)
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The optimal Kalman gain is:

Py Hy + /2L P¢
Ky, = . (4.77)
M + P H} +2Hy, /35 PC + R
k

Numerical Example

We give an example to illustrate the performance of mitigation strategy on Kalman filter. As
mentioned before, for simplicity, we only deal with the scalar case here. The derivation can be
easily generalized to more complicated vector case.

We took an example from Matlab where the Kalman filter is used for object tracking to predict
an object’s future location, to account for noise in an object’s detected location. For this simple
scalar case, the state-transition matrix is also a scalar which is chosen to be 0.5. Without loss of
generality, assume the white noise w; and v; are zero-mean with both standard deviations equal
0.1. Notice that these two noise processes are uncorrelated. We set the initial location to be 1.

Applying the result from equation, the original radar tracking without attack is presented in
Fig. 4.4. Then, we could generate the optimal attack signal as shown in Fig. 4.5. The state
trajectory under optimal attack and mitigation are presented in Fig. 4.6 and 4.7. As expected, the
mitigation strategy played an important role to mitigate the optimal attack.

Therefore, a system theoretic analysis of the effect of mitigation strategy on Kalman filter scalar
case was presented. Specifically, the mitigation effects are shown after the optimal sensor attack
are applied to Kalman filter. The characteristic equation for the optimal attack on Kalman filter
and the mitigation new Kalman gain are given and a numerical simulation which illustrates the

effectiveness of the mitigation strategy on optimal sensor attack is presented.
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Figure 4.4: Radar Based Target Tracking using Kalman Filter
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Figure 4.5: Optimal Attack Signal for Mitigation Strategy
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Figure 4.6: Radar Based Target Tracking
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4.2 Optimal Attack on Kalman Filter Multivariable Case

Now for the general case, the multivariable case is considered in this section. Let us assume that
there exist matrices same size as P,j , nx n ¥ function of €, ;1 components and €2, function of
A, components such that \Ilkﬁg = nszyk_lAgk. Therefore, €, ;1 can be replaced by ¥y, and A,,

by Q. Therefore, we have the following equation:

L=Tr (Pyy) ~ Tr (S5 HePy Py HE) — -7 (S B [0]) Py )

1 1
- —Tr (S, "Hi Py B[94 ]) — —Tr (S, 'E [W%Y]] E [v:Q1])

1
+ A (Mk - ~Tr[E [QkQ{]]) (4.78)
Let us take an example:

el erdr eidy erds

Ex,k—lAgk: €9 [dl do d3 :| = | ead; eads eads

e3 esdy esdsy esds
e1 el e1 di do ds | eidi eids eids ]
% e2 ez e di dy dy | = | eadr eady eads (4.79)
e3 e3 e3 di do ds esdy esdy esds

Using these identity to obtain the optimality condtions:

oTrY 1A
= aTr(Y'AY Y Y/0X
aX 8 T( )c /8
T
0 ar)((] Y aru,vjox + orrUv.jox (4.80)
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Where a matrix carrying the subscript ”c” is to be regarded as a constant for further differentiation.

Which gives the following optimality conditions:

aL 1 1 T _16516
20, nS E [Vl P HLS, 90,

+ %Sk_lHkP,;E (T: 0 ] 5195 _ % U H P E [V ]

ka0,
1 _10Sk 1
+ ﬁsk 'E QU] B [U:Q1] S, 139 —
oL

oy = Mi - %Tr [E [201]] (4.81)

1 .
Lstpare ]

S B [ B [wof] - ey

We know that %’; = 2F (] and E [¥]] = 0 therefore, equation 4.81 becomes:

oL 2 o B 2 _
a0, = Esk 'Hy P, Py HLS, VB[] + ﬁsk 'E[Q U] E [TeQL] S E (]

2 e 2 _ _ 2\
+ 5% 'E [, O]] Py HES B [Q] + 55 'Hy Py E [0 QL] S B[] — ~E[n] =0

(4.82)
oL
5 = Mk —Tr (B[] =0
Tr [E [QuQ4]] = nMy (4.83)
The previous equation 4.82 can be factorized to the following:
OL _ 2 o (2h, PP BT +nE [, 07] PrHT
00, n3k (n*Hy Py P Hy +nE [Py ] Py Hy,
+nHy P, E [UpQf] + E [ U1 ] E [0,QF] — M?SE) S B[] =0 (4.84)
Solving for A we have:
S 2 _ 2
A= ﬁ(nHkPk + E [ V])" >0 (4.85)
By identification a solution to the previous equation:
E [2,97] = E[0,07]" = —n (Hkp,; + ﬁsk) — —n(PHE)" = nvA(SD)" (1.56)

B[] =0
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To check the sign of g% we can let n = 1. Therefore, the size of the matrices will be 1 x 1
k

2L B _ _ _
o = 2, 2HZP? + 28, *E[Q,V;,]* + 45, 2Hy Py B [0y
— 88, 3HZPZE[O)? — 85, 2 E[Qx Ui B[]
— 168, 3 H, Py B [Q, 03] E[Q)° — 2) (4.87)
oL — 9P ?H2S72 4 2B[Q, U282 + 4Hu P S 2E [Q 0] — 2 4
02 = 2P THS, " + 2B xS " + AHR Py S E [ Wx] — (4.88)
Yk | E[Q]=0
PL — 9P ?H28-2 _ 8P *H2S3E[0.)2 — AVAH,. P St
892 _2k k:k_gk kk[k]_ kL Pk
k1 B[Qu]=—Hy P, —VXSy,

+ 2P HES 2 42X + AVAHL P, S, — 8P HES P B[y
— 16V AH, P, S, 2 E[Q4]% — 27 — 4P HES, 2 — 8AS; ' B[

+16P, “H2S P E[)? + 16V AH, Py S, 2 B[] (4.89)

L

70 = —8ASTE[Q)* <0 since A >0 (4.90)

2
EE[QyWy]=—HpP, —VXSk

If showing that (4.90) corresponds to a maximum the following holds:

-1
B[] = -nHyP; —nSpVA = —nH,P — nSk%fL (nHp P, + E [ 9]])

E QW] = —nHpP; (4.91)
We have then for the optimal signal attack €2:

E [QV]] = —nH, P, HpP_ >0

Tr [E [%QL]] = nMy (4.92)

E[¥, U] =nP;

E[W] =0
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The system of equations (4.58) have many solutions in A,,. That is any signal A, which
satisfies (4.58) is optimal. To determine an optimal signal attack it suffices to exhibit one solution;

A possible choice is:

Q = — U Hy, (4.93)
Therefore, we have:
W] = 0, i 1} (4.94)
Then,
B[00 = —E [, Y] H} = —nP, H} (4.95)

Therefore, My = —Pk_H,f

We have then for the optimal signal attack 2:

p

FE [qufg] = —TLHkPk_ Hkpk_ > 0

Tr [E [uQf]] = —nP, H? (4.96)
E 9, V]| =nP;

E[¥] =0

The optimal sensor attack strategy on the multivariable Kalman filter are characterized by
(4.96). That is, any signal attack 2 which satisfies the identities (4.96) is optimal in the sense of

maximizing the cost of the Kalman filter.
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Chapter 5

Conclusions and Future Work

Securing control systems which manage the nation’s critical infrastructures is extremely important.
As recently highlighted the incidents and their impacts following the attacks on these control
systems, it is imperative to study worst case attack scenarios which can occur to devise. Due to
popular usage of least squares algorithms to estimate the states and identify plant parameters, the
derivation of worst case attack strategies on these algorithms is presented in this thesis. First,
the least squares optimal attack signal is characterized, then the weighted least squares optimal
signal attack is characterized and generalized to the recursive least squares with the view to apply
the results later to the Kalman filter. Also, the corresponding worst case cost functions for these
algorithms are computed.

Optimal cyber-attack on the sensor and actuator are analyzed and numerical results are presented
for the finite horizon linear quadratic control. The assumption is that the attacker is capable
of spoofing sensor and actuator signals with time-varying signals. Both sensor and actuator are
considered for finite energy and bounded signal attacks. Additionally, illustrative numerical results
for LQ control of a power grid network are presented.

Optimal cyber-attack sensor attack strategies on the Kalman filter in which the attacker aims at
making the estimation error as large as possible are derived. The attacker needs to determine the
probability distribution which deteriorates the estimation cost function the most. In addition, two
main propositions are given considering whether the estimation error depends on the attack signal
or not. After both of the scalar cases are presented with illustrative examples, the multivariable case

is presented as well. Finally, the mitigation for the scalar case is given considering the estimation
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error depends on the attack signal with a numerical example, to show the effectiveness of the
mitigation to counter attack the optimal sensor attack on Kalman filter. In future work, we plan to
derive optimal attack mitigation strategies for the various least squares algorithms by appropriately
modifying the estimation algorithms. This can be achieved by first determining the attack strategies
that must deteriorate the estimation error, and then derive LS estimators which best minimize the
corresponding worst case estimation error.

Another avenue for future work, is to derive mitigation strategies in the optimal finite energy and
bounded signal attacks on sensors and actuators. These problems are formulated as min max
problems involving the corresponding cost functions where, the max are taken with respect to
the attack signal. The attackers are trying to maximize the cost, while we seek controllers and
estimators that minimize the cost function.

In this thesis, we have only considered LQ control and LS estimators. Generality to other important
control laws, such as, H,, control and maximum likelihood estimators are important research topics

left for future work.
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