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Abstract

A statistical experimental design methodology is demonstrated for determining
the optimal number and placement of data collection devices of a monitoring sys-
tem for a computer network such as the Internet or its subsystems. .The approach
is based on Mercer’s expansion of covariance kernels in the case of continuous
controlled variables and on the direct use of convex design theory for discrete de-
signs sets with spatial covariance structure. The merit of the methodology using
Mercer’s kernel expansion is illustrated with some examples based on covariance
structures generated by the Brownian bridge model. The results of this disser-
tation establish the optimality conditions for the D- and linear criteria in the
presence of a spatial covariance structure and discrete variable space. Associated
algorithms and computer software are developed to implement the theory. In ad-
dition to constructing optimal designs, the computer network examples exhibit
the ability of the algorithms to suggest and estimate the efficiency of monitoring
system designs which are less than optimal but which may be attractive according
to some operational, policy, or cost perspectives.

The applicability of the methods to computer network monitoring is demon-
strated with simple network graph examples for single- and multiple-host moni-
toring systems and with a test case from the Department of Energy (DOE) Energy
Sciences Network (ESnet).

The simple network graph examples utilize the D-optimality and minimax
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criteria for linear models both with and without a prior information structure. The

analysis is repeated for the case when the variance is dependent upon the route
selected. The examples show that the transition from single-host to multiple-host
monitoring systems produces a significant gain with respect to efficiency and cost
reduction.

The ESnet test case is created using an Oak Ridge National Laboratory host
computer that interrogates 39 sites of the ESnet host community. The developed
methodology for constructing experimental designs for D- and linear optimality
in the presence of a spatial covariance structure-produces an optimal monitoring

system with 12 sites, which is compared with a few other designs.
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Chapter 1

Statistical Design of Optimal
Experiments for Computer

Network Performance Evaluation

1.1 Introduction

This dissertation concerns the applicability and extension of optimal experimental
design methodologies to the problem of developing a theoretical basis for structur-
ing monitoring systems to evaluate the performance of large computer networks
such as the Internet. Monitoring system structure, here, refers to the optimum
placement of data collection devices on the system being monitored. This section

describes the scope by providing a discussion of the motivation, background infor-



mation on existing network performance research, historical remarks on statistical

design, and focus areas.

1.2 Motivation

The motivation is multifaceted. The idea of applying experimental design method-
ologies to develop a monitoring system is relatively novel even though it does not
originate with this work. The application to large computer networks, however,
is novel. The concerns and issues of developing a design for an experiment closely
parallel those of developing even a reasonable monitoring system. One objective
of a monitoring system should always be to collect as little data as necessary to be
able to monitor specific parameters of the system with respect to assigned targets
and objectives. This implies a purposeful monitoring where each piece of data has
a reason to be collected, a question that it will help to address. When a computer
network system as large and complex as the Internet is the monitoring subject,
providing an optimal observing system becomes even more important. Internet
monitoring will be a continuing effort of (1) focusing on monitoring objectives
and (2) optimal data collection for analysis of those objectives. The theoretical
component of this dissertation considers extending optimal design theory method-
ologies so that the suspected spatial correlation and non-homogeneous variance

structure of computer network traffic data can be accommodated. Finally, algo-



rithms and computer programs need to be developed so that the test results can

be extended in the future to construct and implement a monitoring system for a
computer network such as the Internet. Each of these motivation components is
discussed in further detail.

Monitoring systems are needed to provide different kinds of information about
a physical operating system. Metrics are required (1) to determine performance of
routine maintenance and problem troubleshooting and (2) to predict performance
trends, develop simulations, and evaluate operating system planning. The metrics
may characterize the operating system status, routes, capacity, resources, packet
losses, response time, or intrusions, to name a few examples (c.f. Paxson (1997)
and Cottrell et al. (1997) for computer network metric examples). A monitoring
system may be implemented for non-industrial areas such as seismology, climac-
tic, and environmental evaluation and intrusion monitoring. These applications
might, for example, consider the optimal placement of sensors that would provide
data on the status of a spatial area.

Many data collection decisions must be made by the developers of a monitoring

system. These decisions include but are not limited to the following:
1. The type of data collection instrument (hardware or software) to be used.

2. The amount of data to be collected in a given time period, how large a subset

of the available data to collect during the period, the length of the period,



and the frequency of data collection.

3. The determination of the data to be collected, i.e., response measures and

important influencing factors.

4. How to minimize operating system or spatial area interruption during data

collection.
5. The placement of sensors and data collection devices.

6. Which data will be retained and how long (i.e., data storage and retention

issues).

7. Quantification of the objectives and the formulation of optimality criteria.

8. The analysis costs of experiments.

We would like to emphasize that this research is focused on the monitoring
of networks. We do not consider the very interesting and challenging “active”
experiments in which a network’s characteristics or regimes may be varied to get
information about its behavior at some specific conditions to validate or test such
models.

The optimal sizing and structure of a monitoring system with respect to the
number and placement of data collection devices can address issues (2) through
(8). The optimal number and location of data collection devices can be determined

via statistical experimental designs based on optimal design theory.



Optimal design theory methodologies start with a set of factors that have a

potentially important impact on the response measure of interest (i.e., the perfor-
mance metric). The entire feasible set of combinations of factor levels is used to
select the minimum set of combinations that will provide the most cost effective
information about the response variable (i.e., the performance metrics). In this
manner, the minimum number of data collection devices and locations (i.e., spe-
cific combinations of factor levels to be monitored) is constructed by the method.
Including or deleting locations (i.e., specific factor combinations) from the moni-
toring system are constraints which can also be optimized. Chapter 1.3 describes
the place of optimal design methodologies within the realm of other statistical
experimental design methodologies.

The Internet is a very large and complex computer network system with many
performance monitoring needs. The network has experienced great growth and
is expected to continue. With the large number of users and host computers,
it is necessary to provide a reliable and timely system. All of the performance
metrics and data collection decisions discussed above are relevant to the Internet.
Research on computer network performance metrics and monitoring for the In-
ternet has not included optimizing the network monitoring system or developing
a specific monitoring system, as shown in Chapter 1.2.

Different types of data require different model assumptions and, therefore,

different theoretical approaches. Computer network traffic has been shown to



exhibit unusual patterns with respect to correlation and variance non-homogeneity

that require different assumptions, modeling theory, and response surface design
of experiments.

An example of monitoring system development using experimental design is
Cheng (1991), who proposes a sampling system for federal highway vehicle traffic
data using a variation of response surface design methodology. The problem and
approach are different from the computer network application and the approach
of this dissertation.

Computer software for generating response surface design of experiments is
currently available from various vendors such as the Statistical Analysis System
(SAS) Inc. (see SAS (1995)). While this software handles most standard linear
model designs, it does not cover the optimal design theory methods needed for
our research. In particular, even the most extensive package SAS does has no
features for correlated observations, does not allow the computation of optimal
designs when prior information is available, and uses algorithms which frequently
do not guarantee global optimality. Thus, computer programs which can satisfy
the theoretical extensions of this dissertation are necessary, and their development

is a part of this dissertation.



1.3 Internet Computer Network Performance Metric Re-

search Background

The research needed to lay the foundations of performance monitoring for the
Internet is in its early stages. This section provides highlights from some example
research literature on important Internet issues.

“Towards a Framework for Defining Internet Performance Metrics,” (Paxson
(1996)) describes a format for establishing an international framework for Internet
performance diagnosis and evaluation. The article describes and recommends a
standardized method of considering and developing metrics and incorporates the
work of the Benchmarking Methodology Group of the Internet Engineering Task
Force.

“ESnet’s Internet Monitoring Activities,” (Cottrell et al. (1997)) reports on
a study by the ESnet Site Coordinating Committee to determine the impact of
the Internet on the reliability and timeliness of network connections to national
research sites (e.g., the national laboratories) and international partners. This
article describes some current monitoring activities completed at some locations
and recommends expanded monitoring to additional locations. Specific metrics
to be monitored include delays and throughput using “ping” (the Packet Internet
Groper) data.

There is a problem with “burstiness”, an oscillation between periods of smooth



traffic levels and periods of traffic bursts. Authors have observed such burstiness

patterns in computer network traffic data and noted that the traffic displayed
a self-similar behavior, which is characterized by long term data dependencies.
Briefly, processes with self-similar behavior have long range dependencies, which
means that the autocorrelation function decays hyperbolically as the lag increases.
While the lag correlations are all individually small, their cumulative effect is
important and has features very different from processes with conventional short-
range dependencies. Hurst (c.f. Hurst (1951, 1956)) uses his own “R/S-Statistic”

H as n — oo, where n is the

to represent many time series as E[R(n)/S(n)] ~ cn
number of observations; R(n) is the re-scaled, adjusted range; S(n) is the sample
standard derivation; and c is a finite constant greater than zero. H is the Hurst
parameter, which equals .5 for time series with short-range dependencies and is
greater than .5 for long-range dependencies.

Willinger, et al. (1996) provide an excellent bibliographical guide to studies of
self-similar network traffic modeling and analysis and related areas such as Poisson
modeling, traffic measurement, Brownian motion, Markov processes, and ARIMA
time series models.

Downing, Fedorov, et al. (1997) use the concepts of non-homogeneity, com-
poundness, and double stochasticity of Poisson processes to explain behavioral

patterns of the long-memory representation of computer network traffic.

“On the Self-Similar Nature of the Ethernet Traffic,” (Leland et al. (1994))



provides detailed theory and analysis of the self-similar nature of some network

traffic data. Their study also shows that their analytical tools are cumbersome and
dependent on graphs. Additionally, prediction methods for self-similar processes
are in the early stages and do not exhibit a desirable level of prediction accuracy.

“STOW Traffic and Related Issues,” (Ngyuen and Batsell (1996)) analyzes
traffic data from a demonstration of the Synthetic Theater of War-Europe (STOW-
E) for the Distribution Interactive System (DIS) at the U. S. Naval Research
Laboratory. Analysis of the data shows that a possible mixture of Poisson and
self-similar processes exists and recommends a further analysis and study of the
nature of such computer network traffic data.

Additional information appears in the literature supporting the idea of self-
similar properties for network traffic data. Floyd and Paxson (1994) document a
thorough study of the failure of the Poisson model to represent the behavior of
traffic data.

Another important area in Internet performance metrics is the idea of devel-
oping improved pricing schemes. Pricing also involves some level of monitoring.

In summary, a number of important research issues are being addressed; how-
ever, no information appears in the literature with respect to the specifics of
developing a large scale computer network monitoring system or of optimizing

such a system.



1.4 General Comments on Statistical Methods of Experi-

mental Design

A number of statistical methodologies have been developed for constructing exper-
imental designs. In general, experimental design methods suggest an appropriate
sample size (number of design points, experimental units, treatments, experimen-
tal runs, etc.) based on prior knowledge about the experimental uncertainties that
might be expected and the class of models which may be used to make inferences
about the explored systems. The controlled factors (independent variables) repre-
sent either qualitative or quantitative variables. Methodologies for standard lin-
ear models published by Fisher (1947), Box and Draper (1987), Box, Hunter, and
Hunter (1978), Karlin and Studden (1966), Fedorov (1972), Puckelsheim (1993),
and many others handle such models as the factorial, fractional factorial, compos-
ite, or blocked designs, to name a few. A number of software packages exist which
can analyze such standard designs. The corresponding mathematical techniques
(c.f. Box and Draper (1987)) work well for simple multi-dimensional linear models
like simple linear regression or first order polynomials with possible interaction
terms. New techniques are needed, however, for irregular operating regions and
more complicated models that allow non-homogeneous covariance structures, and
they started to emerge in the early 1970’s.

How “good” is an experimental design? That is, how well does it provide a

10



mathematical environment for making a precise and accurate test of hypotheses

from the experiment? Were more or fewer data collection points needed? Which
ones? What effect can additional points have on the information that this exper-
imental design will provide? Optimal design theory addresses these questions.
Standard experimental design methods for linear models (regression or re-
sponse surface) are a subset of optimal design methodologies, which are used
as a benchmark for determining how “good” designs are. Optimal design theory
methodologies, then, apply to the assumptions and models of standard experimen-

tal design methods for linear models but also apply to the following situations:
1. not all factor level combinations are feasible,
2. the design space of the independent variables is irregular, and
3. the experimental design model is non-standard or non-linear.

Optimal design theory methods consider all possible (i.e., feasible) combina-
tions of factor levels in order to select the minimum set of factor combination
levels that will provide the most cost effective information about the measured re-
sponse. Optimal design theory methodology also provides weights that represent
the number of repeated observations to be taken at each factor level combination.
Including or deleting particular factor level combinations can also be evaluated.

The assumptions of homogeneous variances and no correlation of observational

errors are very important to statistical experimental design methodologies. The
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assumptions made about the experimental data and model demand special ap-

proaches for correlations between observations and heterogeneous variances. Cor-
relations can occur for a variety of reasonms, including easily-traced “physical”
causes like passing the same routes in the traffic problem. Most frequently a
common cause factor leads to the correlations of various observations. The term
common cause refers to the occurrence of an event which impacts or influences
items which otherwise may be assumed to operate or exist independently: from
a reliability perspective, for example, a common power source for multiple sub-
systems or components may be a common cause factor in that the failure of the
power source may cause all the subsystems to fail. These problems were identified
at the early stages of development in the theory of optimal design of experiments
leading to the concept of orthogonal designs.

The correlation and variance problems are specific to a type of data, the model
of the response function, and other assumptions, such as the criteria of optimality,
characteristics of the operability region, and cost-type constraints. The applica-
tion of optimal design theory methodologies to computer networks, then, requires
the development of a model for the correlation structure of a test case. Then the
design theory extensions and supporting algorithms can be developed. Chapter 2

provides the details of optimal design theory needed for this dissertation.
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1.5 Study Focus

The thrust areas and novel contributions of this dissertation are:

1. Extensions of optimal design theory for experiments with prior information,
correlated observations, and non-homogeneous variances are developed. The
proposed approach is essentially based on Mercer’s expansion of covariance
kernels in the case of continuous controlled variables (Chapter 3) and on the
direct use of convex design theory for discrete design sets (Chapter 3). The
theoretical results in Chapters 3.2 and 3.3 are developed in collaboration

with V. V. Fedorov.

2. A first order algorithm and computer codes to implement the theory of
Chapter 2 and theory extensions of Chapter 3 are developed. Four algorithms
that construct optimal designs for (1) D- and linear criteria for continuous
and discrete designs and (2) D- and linear criteria for designs with covariance
structure were developed in FORTRAN. Software documentation appears in

Appendices A and B.

3. The illustration of theoretical results with some classical covariance struc-
tures in Chapter 3 is provided. These are numerical examples of the the-
oretical results using well-known problems which are frequently used for

benchmarking.
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4. The application of the developed methodology to test cases using delay time

data from the Department of Energy (DOE) Energy Sciences Network (Es-
net) and a few showcase examples based on widely-used exchange type and
steepest descent algorithms are completed. These applications include prob-
lem and model development, data collection and preparation for analysis,
and computer processing and analysis. The examples allow the methodol-
ogy to exhibit the theoretical features of optimal design and other features
important to practitioners, such as “what if” analyses of alternate optimal

or less-than-optimal monitoring system structures.
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Chapter 2

Convex Design Theory

This section provides theoretical background for the developed extensions of con-
vex design theory. The background discussion starts with concepts of the linear
mode] and information matrices in Chapter 2.1 and proceeds with the criteria of
optimality and main properties of optimal designs for standard linear models in
Chapter 2.2. Optimal design in the presence of prior information is presented in
Chapter 2.3, and numerical methods for optimal design construction appear in

Chapter 2.4.
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2.1 The Linear Regression Model and the Information

Matrix

The standard linear model considered is

y; = 07 f(z:) + &, (2.1)
where i = 1, ..., n, i.e., we have n response measurements y; given p independent
variables or factors sz = (Z1, Z2i,- - -, Tpi)- The model contains m unknown pa-
rameters § = (6,6, ...,0,). Errors ¢; are assumed to be random and E(s;) = 0.

The variance 02 = E(e?

1

) of the random errors is homogeneous across all levels
of the independent variables, and E(g;es) = 026;#. It is crucial for many results
that the basis functions f(z) = (f1(z), ..., fm(z))T are known.

The least squares estimator for 6§ is
§ = arg mgin v(6), (2.2)

where

v(d) = > (yij - 9Tf(l‘i))2 ,

i=1j=1
and the second subscript indicates the possibility of repeated observations. The

notation “arg miny” means a solution to the optimization problem mingv(8). The
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least squares estimator coincides with the best linear unbiased estimator as proved

by the Gauss-Markov Theorem (c.f. Rao (1973)). Noting that v(6) is a convex
function of @ and setting the derivatives of v(f) with respect to 6 equal to zero,

we can derive (c.f. Rao (1973), Chapter 4a; Seber and Wild (1989), Chapter 12)

that
oM =Y, (2.3)
where
ryrif () /T ()
M = == = , (2.4)
and
Y Tl (T = Vi
j=1 "1

Matrix M is called the information matrix. If M is regular, i.e., its determinant

is greater than zero, then

f=M'Y. (2.6)

The variance of §, Var{f}, is found by using

Var{LZ} =L Var{Z}LT,

where L is a given matrix and Z is a random vector. Indeed from (2.6) it follows

17



Var{f} = M~ 'Var{Y}M™' =M™ =D,

where we have used Var{Y} = M (see also (2.5)), which comes from the fact that

E((Ys - E(Ya)) (Ys — E(Yp))] = ZZU ei€jfa(zi) f3(z;5)

i=1 j=1
n n 5
=zzézjo- fa Z; fﬁ zj ZU fa Z; fﬁ(mz)
=1 j=1
for the covariance of the a-th and B-th components of the m x 1 vector ¥ with an

introduction of the factor 7; in the case of repeated observations, i.e., in general,

> E[(Ya; — E(Ya;)) (Ys; — E(Yp;))] = i 1072 fo(2:) fp(2:).

j=1 =1

The diagonal elements of D are variances of the parameters’ estimators, and
the off-diagonal elements of D are their covariances. Generally, the information
matrix is calculated directly from the design points and then inverted to obtain

D. Note that neither M nor D depend directly on the results of observations y;.

2 2

The variance o2 is either known or assumed; however, whether ¢° is known or

unknown is not important at this stage because the results do not depend on 2.

Both Fedorov (1972) and Puckelsheim (1993) discuss many additional proper-

ties of the information matrix M. Among them are these very important proper-

18



ties:

1. The information matrix is symmetric and non-negative definite.

9 The information matrix is additive and is the sum of the individual infor-

mation matrices for each observation (design point).

Let the collection
5 = {xi)pi}?a Di = Ti/Nv N = Zri (27)
=1

be called the design of an experiment. We can introduce the normalized informa-

tion matrix

ME) = N M = 0* S pif ()17 (z2). (2.8)

1=1
If the set of designs is extended to the set of all possible probability measures
£(dz) on a compact (for simplicity) set X, then the normalized information matrix

is defined as

M(©) = [ F@)f (@)¢(de), [ €ldz) =1. (2.9)

Unless it would otherwise be ambiguous, we omit the word “normalized”.

Let M;, and M, be the information matrices of two experiments made accord-
ing to designs & and &, respectively. Then, because of the additivity of M we
can write

M =M + M, & NM(§) = MM(&) + NoM (&),

19



and dividing both sites by N we have

M) = (1 - a)M(&) + aM (&),

where

N.
azm, and £ = (1 — ) & + abe.

Thus, the set of normalized information matrices is convex (see more details in
Chapter 2.2). Note that additivity is a property of information matrices only with
uncorrelated observations. Calculations and proofs are simpler because of it.

If there exists prior information about the estimated parameters which can be
expressed in terms of a prior distribution with mean 6, and variance-covariance

matrix Dy, then the combined information matrix is the following sum:

Mtot = M + Mo, (210)

where My = Dy'. The variance-covariance matrix of the parameter estimators is

calculated as D = M,;}. The updated estimator for § may be presented as

B0t = (M + Mp)~ (M6 + Moby), (2.11)

where 6 is defined by (2.6).

Formula (2.10) contains a hint of how to regularize the estimation problem

20



when the original information matrix is singular: one has to use an “uncorrected”

matrix

M(c) =M +cMy, My >0, ¢>0

where frequently My = I, and to analyze the behavior of M ~!(c) as a function of
c. This approach is convenient when a linear combination v = L can be uniquely

estimated for a given M. In this case (c.f., Albert (1972))
Vary = ling L(M + eMy) LT,

where 4 is the best linear unbiased estimator of 7.

A number of authors discuss theory and applications for the varied uses of
prior information in experimental design; among them are Atkinson et al. (1982),
Atkinson and Donev (1992), Cook and Nachtsheim (1982), Fedorov and Atkinson
(1988), Fedorov and Hackl (1997), Khuri (1984), Pilz (1983, 1989), and Puck-
elsheim (1993), Puckelsheim (1993) also provides a summary of authors publish-
ing in the Bayesian area, and Pilz (1991) provides many references and detailed

discussions of the Bayesian model.

2.2 Elements of Convex Design Theory

More about information matrices. Convex design theory provides the basis for
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construction of experimental designs which are optimal with respect to some cri-

terion, for example, In |D| (D-criterion) or tr AD, A > 0 (linear criterion). The
properties of the information matrix M, the variance-covariance matrix D, the
inter-relationships of M and D, and the means of mathematically manipulating
functions of M or D are the subjects of convex design theory. The theory is de-
rived from such mathematical areas as the theory of convex sets, matrix algebra,
and optimization theory.

To formulate results we need the following definitions and a simple, but im-
portant theorem.

Definition 2.1. The set S is convez if there exists a point u € S such that
u = au; + (1 —a)up, withu; €5, 0<a <1,

Points, straight lines, and spheres are some examples of convex sets.

Definition 2.2 The set S* of points = {u:u = ¥, oyu;, u; € S,
o; >0, Y% a; = 1} is called the convez hull of the set S.

The properties of the information matrix are conveniently summarized in the

following theorem (c.f. Cook and Fedorov (1995), Fedorov (1997)):

Theorem 1 1. For any design £ the information matriz M () is a symmetric

non-negative definite matriz.

2. The matriz M(£) is singular (i.e., |M(§)] = 0), if the supporting set of the

design € contains less than m points (m is the number of unknown parame-
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ters).

3. The set of matrices M(€), corresponding to all possible designs, is convez.

4. For any design & the matriz M () can be represented in the form
M(§) = Zpif(fi)fT(Ii),
=1

where

ng < [(m+1)m/2]+1, 0<p; <1, Y pi=1.

i=1

Statements (1) through (3) follow directly from the definition of the informa-
tion matrix. Statement (4) follows from Caratheodory’s theorem, which says that
any element of the convex hull may be represented as a convex linear combination
of not more than ng = (dimu + 1) elements from S (see Definition 2.2). Any
information matrix because of its symmetry is completely defined by m(m +1)/2

elements. Combining this result with the fact that

M(E) = S pM (@), M(z) = f(2)7 (),

we arrive at the concluding statement.
Properties of optimal designs. Let the function ¥(M) be the “criterion of

optimality” i.e., it quantitatively describes the objective(s) of a practitioner. A
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design £* is called ¥- optimal if

&= argm{in T[M(€)], /Xé(da:) =1. (2.12)

That is, £* is the design that minimizes the function ¥[M(£)] over the set =
of all possible design measures £(dz) defined on X.

Assume that

1. the design set X is compact;
That is, the set X is closed and bounded, has a finite subcover for every

open cover, to name a few properties of compact sets.
2. the basis functions f(z) are continuous functions in X, f € B™;

3. U(M) < ¥ (M+A),M >0, A >0, where M and A are nonnegative definite,
and VU is convex; the above relationship promises that if non-negative matrix

A is added to M, then ¥ does not decrease.

4. there exists a constant g such that
{€:U[ME)]<g<oc}=E(g)#¢; Z(QC=

That is, the set of designs with a finite value of the objective function is

non-empty.
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5. for any £ € Z(g) and E € =(q),

¥ [(1~ )M(E) + aM(E)] = ¥ [M(©)] + o [ v(z, OF(da)

+7(a,&,§),

7(a, &, &)
[04

where lim = (.
a—0

The above assumption means the existence of the directional derivative

lim —[T{(1 - a)M(€) + aME)} — T{M(E)}],

-0t

which has a rather special form. However, this assumption is fulfilled for most
optimality criteria used in practice (see Table 2.1).
The previous assumptions are needed in order to prove the following optimality

theorem.

Theorem 2 1. For any optimal design there ezists a design with the same
information matriz which contains not more than m(m + 1)/2 supporting

points.

2. A necessary and sufficient condition for a design £* to be optimal 1s

minv(z, ") 2 0,
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3. The set of optimal designs is convez.

4. The function ¥(z,£*) achieves zero almost everywhere in the set of support

points for the design measure £*.

The first statement of the theorem provides an upper bound on the number of
design points in the information matrix M of an optimal design. Complemented
with the last statement of Theorem 2, statement 1 allows us to find an optimal
design with a relatively small number of supporting points. For instance, if an
optimal design is constructed and contains more design points than this upper
bound allows, then another design exists which has m(m + 1)/2 design points or
fewer. The second statement on the necessary and sufficient condition for opti-
mality is used for analytical derivation of optimal designs, which are constructed
using some intuitive approaches, and for verification of the optimality of designs.
Statement 2 is also crucial for the development of numerical algorithms. The third
statement helps to construct optimal designs using, for instance, symmetry prop-
erties of basis functions, optimality criterion, and the design set X. The fourth
statement is used to verify that the design points and weights constructed by an
algorithm form an optimal design solution.

Various versions of this theorem were proved by Fedorov and Malyutov (1972)
and Whittle (1973). Additional comments appear in Puckelsheim (1993), Fedorov

(1997), Atkinson and Fedorov (1984), and Puckelsheim (1993). In Table 2.1 we
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give functions ¢(z, ) and constants C for the most popular criteria. Criteria other
than the D- and linear criteria are not within the scope of this dissertation.

The sensitivity function

¢(I, f) =Cc- 1’/(17,5)

shows how much the existing design measure added to a point z can improve the
design £. For the D-criterion, the sensitivity function coincides with the variance

of the estimated response, 1.e.,

é(z,€) = d(z,€) = fT(2)D(€) f(z).

This fact leads to the most-quoted equivalence theorem by Kiefer and Wolfowitz

(Kiefer (1959)), which is a particular case of Theorem 2.

Theorem 3 The following three designs are equivalent for the D criterion:
1. the design & minimizes |D| (mazimizes |M|);
2. the design £* minimizes maz.d(z,§);
3. maz.d(z,£*) = m.

This theorem proves that finding a design which satisfies any one of the three

stated optimality conditions will automatically satisfy the remaining two. This
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Table 2.1: Sensitivity Function ¢(z, ¢) and Constants C for Various Optimality Criteria

¥(£).
[ 99 9z, c__|
log[D], D=M""] d(z)=f"(z)Df(z) m
log | Dl ™ d(z) — di(x) k
di(z) = f{ (z) Difx (),
f7lz) = (7 (2) J &)
trAD, A >0 T (z)DADf(z) trAD
d(zo) d*(z, zo) d(zo)
d(z, z) = fT(z)Df (o)
[, d(z)dz [, d*(z,z)dz [z d(z)dz
tr D7 fr(z)D" f(z) tr D7
Amin = /\min(M) -?:1 Wi(fT(x)IDi)2 Amin
= )‘;ix(D) Yeinbs = MPF;,
o is a multiple of Apin,
?___17Fi=1,0§71'iS1

* Dy is a submatrix of D corresponding to £ parameters, k = m — £

means that solving the problem of finding the design that minimizes the maximum
standardized variance d(z,£) = f7(z)D(£) f(z) is equivalent to finding the design
which minimizes |D|. We want to emphasize that this is true only for cases when
observational errors are homogeneous. If 0?(z) = E[e?(z)] is not constant, then

d(z,€) must be replaced by o72(z)d(z, £*) in statements 2 and 3.

2.3 Optimal Design in the Presence of Prior Information

In constructing optimal designs for large networks, we experienced a serious prob-
lem with ill-conditioning of the information matrices. To overcome that difficulty,

there exist two approaches: using some prior information or regularizing the corre-
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sponding optimization problem (c.f. Fedorov (1997)). From a formal perspective,

both approaches are very similar and are based on adding some positive definite
matrix to the original information matrix. In what follows (see Chapter 4) we pre-
fer to work in the framework of an approach based on the use of prior information
and, therefore, will restrict this section to that discussion.

Let prior information be described by a prior distribution with a given 6o
and dispersion matrix Dy, which is assumed to be regular (see also Chapter 2.1).
Combining this information with the information gained in an experiment made

according to design £, we have the normalized version of (2.11).
Buor = Mt () [M(€)8 + Mobo) , (2.13)

and

Var{fix} = 02N~ (M(€) + My), (2.14)

where

Mot (€) = M(E) + My, and M, = o *NDy*.

Note that the normalized total information matrix depends now on ¢? and N.

An optimal design is now defined as

£p = arg m{in v [Mtot(f)] ) (2~15)

29




and is frequently referred to as a Bayesian optimal design. Optimization problem

(2.15) may be considered a very special case of (2.12) if one notices that
U (Moo (§)] = ¥ [M(£) + Mo] = W' [M(£)]. (2.16)

We distinguish this case from others for two reasons. First, the explicit handling
of prior information leads to relatively simple and sound formulas. Second, we
needed to develop numerical algorithms for this case, and there are no known
sources of computer software that allow the construction of optimal designs with
prior information.

To develop the necessary results, we needed to find the sensitivity functions
for the criteria described in (2.16) and then to apply Theorem 2.

Let us start with the D-criterion, i.e.,
U [Mior(€)] = — In [M(£) + My].

Noting that

. _
lim =~ 1In |M (1= 0)¢ + o] + My|

= tr [M(€) + Mo] ™ [M(E) - M(©)]

= [ F7@) M) + M) F@)E(de) - r [M(©) + Mo M(O),  (217)
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we conclude that

¥(,€) = trMp (§)M(E) - diar(z, €), (2.18)

where

é(z, ) = dion(z,€) = f7(z) [M(€) + Mo) ™" f(2).

The latter function is the variance of the best linear unbiased estimator of the
response function if prior information is included. Thus, observations must be
allocated at points where this variance might be greatest. The first term in (2.18)
equals m if My = 0.

Similarly for the linear criterion, when W[M;q(£)] = trAMg; (€), we can derive

that
lim %trA [M[(1 - a)¢ +of) + M)
= trAMZHOM(OMH ) — [ F(2) Min(€) AMicr () (@)E(d2).  (2.29)
Thus,

W(z, &) = trAMH (E)M(§) M (€) — fT(z) Myt (€)AM; (€) f () (2.20)

6(,€) = fT(z) My (§)AMp () (). (2.21)

Function (2.21) does not have so clear an explanation as the sensitivity function
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for the D-criterion. As will be seen subsequently, both functions are essential for
the development of numerical search procedures for constructing optimal designs.

Using (2.20) and (2.21) it is possible to trace what kind of changes to make in
Table 2.1 for criteria which include prior information. This dissertation is confined

to the D- and linear optimality criteria.

2.4 Numerical Methods of Optimal Design Construction

The definition of the sensitivity function hints about how to improve an existing
current design €. Let there be a design & that must be improved. For instance,

we may select a design

E=(1—-a)+af, 0<a <1
It is expedient to select a “correcting” design_ ¢ such that

"= arg mEin U [M(1-a)l + af). (2.22)
Noting that (see assumption 5 from Chapter 2.2):

¥ [M(1 - )¢, +ag) = U[M(E)] + o [ vz £)E(da),
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we may replace (2.22) by

¢ = argmin [ ¥z, €)¢(da) (2.23)

or

¢ = argmin / (z, €)€(dz) (2.24)

when « is small enough.
Both (2.23) and (2.24) have a very simple solution. Namely £’ must be atom-

ized at the point z;

z, = argmin ¥(z, &)

= arg E:Iél)r(l o(z, &). (2.25)

Note that in general a few different solutions may exist for the above problem.
Thus, we have to increase weights p; at points z; where ¢(z,£) reaches its
maximum and decrease weights at points (if there are any) where ¢(z, &) is small-
est. If we repeat the procedure sufficiently many times we may get close to an
optimal design. For a more accurate statement, see Theorem 4. More formally,

the iterative procedure may be described as follows:
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1. There is a design & € Z(g). Find

z, = argmax{¢(z", &), o(z7,&)},

where

z* = argmax ¢(z, &)
and

z” = arg mip 6(z, &).
The set X, consists of all points with non-zero weights of design &, i.e.,
Xs = supp &

. Choose 0 < a; < 1 and construct

€s+1 = (1 - as){s + as{(xs)a

where £(z;) is a design measure atomized at z.

Authors such as Atkinson and Donev (1992), Fedorov (1972), and Silvey
(1980) discuss how to select a sequence o to guarantee the convergence of
U[M(&)] to ming ¥[M(£)], i.e., to guarantee weak convergence of {{}. The

following three rules are most popular:
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lim a; =0, >, = o0; (2.26)

s=0

a; = argmin ¥ [M((1 - a)s + b (z5))]; (2.27)

Qs—1, if ¥ [M((l - as—l)fs + as—lg(xs))] <V [M(gs)]),
as = (2.28)

as_1/7, otherwise, with v > 1.

An extensive discussion of the general properties of the iterative procedure can be
found in Fedorov (1972, 1997) and Atkinson and Donev (1992). The same authors
also provide detailed recommendations on computer programs to implement the
algorithms.

The following result follows from the general results presented by Fedorov
(1972) in Chapter 3.2 and combined with the specific properties of the optimality

criteria introduced in Chapter 2.2.

Theorem 4 For any sequence from (2.26), the iterative procedure is weakly con-

verging, i.e.,

lim U [M(&) + Mo] = min ¥ [M(€) + My). (2.29)

The proof for cases (2.27) and (2.28) is based on the monotonicity and bound-
ness of the sequence {¥[M(&;)]}, which result in convergence to some ¥*, and
subsequent application of Theorem 2.

For case (2.16) the proof is slightly more complicated (compare with Wu and
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Wynn (1978)) but is still mainly based on the use of Theorem 2.
Note that Theorem 4 is stronger than the corresponding results from Fedorov
(1997), Chapter 3.2, where for some sequences {c} there exists a possibility that

lim ¥ [M(£,)] = oo. (2.30)

S§—=00

This can be explained by the presence of the prior information matrix My, which
regularizes the optimization problem by excluding singular sequences which lead
to (2.30).

In computer implementations of the iterative procedure in this dissertation, we
also used the fact that the set of candidate points or design set X for computer
networks is a discrete set: it is a collection of sites (nodes) or routes (edges) to
be monitored or observed. The intermediate optimization problems (see stage 1
of the iterative procedure) are rather simple and fast. This is especially true in
cases when it is possible to compute the functions f(z) for all z € X and store
these values in memory.

In all cases, we recommend starting with ag = N~!, where N is a number of
observations which the practitioner considers reasonable. If rule (2.28) is used,
then the iterative procedure coincides as long as o remains constant with the so-
called exchange algorithm (c.f. Mitchell (1974)). We recommend selecting v > 0

so that 7v/ap is integer. The quantity  can be changed with s, but it is important
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that as_1/7s — 0. More details are given in Appendix A.

37




Chapter 3

Optimal Design with Correlated

Observations

3.1 Existing Results for Optimal Design with Correlated

Observations

The problem of correlated observations can effect the optimality and efficiency of
a design (see Fedorov (1996), Kiefer and Wynn (1984), and Silvey 1980)). Fedorov
(1996) provides an extensive account of research in this area. This section high-
lights only those issues of design with correlated observations that are relevant to
the properties of network performance data and the solution algorithms proposed.

An important difference between optimal design theory for the standard (i.e.,

with uncorrelated observations) linear model and theory for a model with cor-
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related observations is that the information matrix is guaranteed to be additive
only for the former case. The additivity of the non-normalized information matrix
leads to the convexity of the normalized information matrix M () with respect to

¢ € = and, therefore, meaningful convexity. The optimization problem,
§" = argmin Y[M(E)], (3.1)

can then be introduced.

If the covariance functions
V(z,z') = El(y(z) — 67 f(2))(y(z') — 67 F ()] (3.2)

or the covariance matrix V(£y) are given, then the least squares estimator for the

parameters in the case of correlated observations is
0= M~ (En)F(EN)VTHENY, (3.3)

where

M(En) = F(En)VHEN)FT (En), (3.4)
Vij = V(zi, 25),

F(éN) = (f(xl)’ "',f(IN))7 and YT = (y17 ~--,yN)'
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As before, N is the number of observations. Note that unlike (2.4), (3.4) is not

the sum of the information matrices of individual observations.
Note that if z € X and the design set X is compact, then (with the exception

of degenerate cases)

lim N~'M(Ex) = 0. (3.5)

N—=oo

Thus, we cannot use the concept of the normalized information matrix as it was
used in Chapter 2. Instead of a relatively simple optimization problem (2.4) we

now solve the discrete optimization problem
€ = argmin U[M(En)], (3.6)

which cannot be directly embedded in convex optimization theory. Non-additivity
of the information matrix is the main cause. Additionally, the set of all possible

discrete designs £y is not convex, i.e., the convex combination of & x and &on

£=(1-a)liy+obon

does not lead to a discrete design with NV points. So, either we pursue (3.6) with all
its difficulties or we develop new optimization ideas that can fit in the framework
of convex optimization theory. The latter is the subject of this dissertation.

A few efforts to solve (3.6) or some approximate versions are discussed briefly.
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Brimkulov et al. (1986) proposed the use of a straightforward generalization of
the iterative procedures from Chapter 2.4 to construct &y. To accomplish that

they derived the following recursion formula for the information matrix M:

M(Ens) = M(En) +w(z, En)e(z,En)¢" (2, EN), (3.7)
where
w(z,&n) = V(z,z) = VI (2,&0)V HENV (2,€N) (3.8)
and
o(z,En) = f(z) = FEN)VTHENV (2, EN). (3.9)

A recursive formula for [M(¢én)] is

IM(Ensr)] = |IMENIL + wiz, &v) " (,En) M En) (T, En)]- (3.10)

Then, in an iterative procedure for D-optimal design construction, the point 7%,

to be added to the set ¢ of design points is

Th1 = aIg iréi)r\;[w(:c, En)eT (2, En) M (En)p(z, En)). (3.11)
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The point x5, to be deleted from the set of design points is

Ty, = arg mein[w(xe,§N+1)¢T($e,§N+1)_M__1(§N+1)¢($£,§N+1)]- (3.12)

There is no published information about the proof of convergence of this iter-
ative procedure to a D-optimal design. There are a few applied studies, however,
in which it is shown that the procedure frequently leads to “good” designs. For
example, Rabinowitz and Steinberg (1990) study the problem of selecting sites for
a seismographic network using this exchange-type algorithm. They constructed
relatively efficient designs that showed improvement over the use of D-optimal de-
signs which were constructed without covariance structure. A number of authors
have studied autoregressive models of correlated observational errors, including
Kiefer and Wynn (1984) and Bickel and Herzberg (1979). Autoregressive exam-
ples are not within the scope of this dissertation and are not considered further
here.

Sacks and Ylvisaker (1966, 1968, 1970a, 1970b) suggest a very interesting and
mathematically elegant approach for correlated observations which is based on
theory close to classical integral approximation theory. Let X = {z:a < z < b}.

Following spatial sampling theory ideas (for example, Matérn (1986)), Sacks and
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Ylvisaker consider these discrete designs

Ev={z:z; = arg[/;z h(z)dz = Jif——ll]}’ (3.13)

where h(z) is a density function which must be selected to guarantee the asymp-
totic optimality of £y (N — o0) in the sense of some optimality criteria. For

instance, for the D-criterion one has to try to maximize

In |M(¢n)| — In |M]

lim , 3.14
W% Taxg, [M(Ex)] ~ o M] 319
or, equivalently,
—In|M
h*(z) = argmax lim In |M(Ex)| — In | M| (3.15)

h(z) N—oo MmaXp) |[M(En)| — In |M]

where the information matrix M corresponds to the case with “cohtinuous” ob-
servations, i.e., with observations collected at all of z € X. Obviously, In|M] is
the maximal information which may be gained in the considered problem.
Various generalizations and discussions of Sacks and Ylvisaker’s ideas can be
found in Benhenni and Cambanis (1992), Cambanis (1985), Cressie (1991), Fe-
dorov (1996), and Wahba (1974). Unfortunately, we cannot apply the above
results to the monitoring of computer networks because they are essentially based

on the fact that z is a continuous variable and that distance may be introduced
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in X. It is also important that the latter may be very close to zero for some

neighboring points.

The results reported in the next section elaborate and further develop an idea
briefly discussed in Fedorov (1996); see also Fedorov (1989) for earlier similar at-
tempts. This idea is based on partitioning the random error into two components:

“intrinsic” or “process” randomness and “observational” randomness:

£(z) = u(z) + £(x), (3.16)

where the random variable u(z) models the random behavior of the observed
system, while £(z) describes various uncertainties of the observational process.
It is assumed that the covariance between two observations y(z) and y(z'), with

T # 2/, is explained entirely through u(z) and u(z'), i.e.,

Cov [y(z), y(«)] = El(y(z) — 67 f(2))(y(z") - 6" f('))] (3.17)
= K(z,2') (3.18)
= Elu(z)u(z"), (3.19)
where,
Elu(z)] = Ele(z)] = 0. (3.20)
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If z =2, then

E[(y(z) - 67 f(2))*] = K(,2) + 0%,

where 02 = E[e?(z)]. We assume that the variance of the observational errors is
homogeneous. Otherwise, a simple transformation replaces a non-homogeneous

case by a homogeneous one (compare with the comments to (2.1)). We use
V(z,z') = K(z,7') + 0*0.0, (3.21)

where 8, = 1,if z = z', and §; = 0, otherwise. This notation makes results
comparable to those considered in the beginning of this section.

Fedorov (1996) assumes that
! 2 !
K(z,2') =) Aapalz)palz’), (3.22)
a=1

where p < 00; A, is the a—th eigenvalue of K(z,z'), and ¢(z) is the corresponding

eigenfunction, i.e.,

Natal2) = [ K(z,2')0ale)da, (3.23)

where X C Z, and Z is some regular region (e.g., interval, square, circle, etc.).
In the discussion that follows we prefer to call K(z,z') the “covariance kernel”
to avoid confusion with V(z,z'), which is named the covariance function. The

partition of (3.16) together with (3.21) and (3.22) allows replacing (2.1) by a
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regression model with random coefficients (i.e., the second kind regression model):

y(z) = 67 f(z) + 63 p(z) + £(2), (3.24)
where all components of 6, are deterministic, while
E(6,) =0, E(8,67) = A, and

Aag = Sapha.

Presentation (3.24) provides the opportunity to use convex design theory as fol-

lows. One introduces

My M,
Mt (€) = ) 20 : (3.25)

M1 (€) Mao (&) + Moxe

where

Min(§) = [ £(@)f7 (2)é(da),
Mia(e) = ME(E) = [ f(z)¢" (@)E(dz),
Muo() = [ ol@)e (@)€(dx),

M022 = O'_ZNA.
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Matrix (3.25) is a replacement of the information matrix M(£). Consequently,

optimization problem (2.4) is replaced by
£* = arg mEin UM (€)]- (3.26)

Optimization problem (3.26) can be considered in the framework of the convex
design theory as it was done by Fedorov (1996).

In the following sections, we expand the results in these directions:
1. evaluate and analyze the role of remainder terms in approximation (3.22);

2. develop numerical procedures for optimization problem (3.26) for continuous

and discrete weights.

3. illustrate our findings with some analytical and numerical results for vari-
ous covariance kernels K(z,z’) (e.g., the Brownian bridge and the Poisson

kernel); and

4. apply our findings to design a set of optimal monitoring sites related to
the ESnet computer network (Chapter 5) and arbitrary computer networks

(Chapter 4).
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3.2 Optimal Design Based on Mercer’s Expansion

of Covariance Kernel

Model, estimators, criteria. To make presentation simpler we assume that in

model (3.24) we have 67 f(z) = 0 and

y(r) = u(z) + (). (3.27)

That is, there is no trend. Our main objective is to estimate the parameters 6, or
to predict u(z) at a given set of points. The material is presented in the manner
of Fedorov and Flanagan (1998).

It is convenient to introduce the following matrices and vectors:

{K(&)}w = Kz zi), (3.28)

{K(z,8)} = K(z,2:), (3.29)

One can check that under model (3.27)

E(Y)=0, EYYT)=V(&n) = °I + K(&n)
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Let the prediction of u(z) on a given set X, be the goal for a practitioner. The

estimator

W(z) = KT (z,En)VTH(EN)Y (3.30)

minimizes the variance of prediction, and

Var(u(z) — 4(z)) = El(u(z)— i(z))?]

= K(z,2) ~ K"(2,68)V7 (€8 K (z,6v),  (3.31)

given that E(u(z) — @(z)) = 0, and where expectation is taken with respect to u
and . Throughout this discussion, the use of any inverse matrix automatically
assumes the existence of this matrix.

Without loss of generality we may assume that F(u(z)) = uo(z) = 0 for all
z. Otherwise, a simple transformation u'(z) = u(z) — up(z) reduces any problem
with nonzero ug(z) to the previous one. It is important that uo(z) be known.

To check the optimality of (3.30) (compare with Ripley (1981)), let us introduce

a(z) = LY,

where L is an n x 1 vector, such that

E..(LTY —u(z)) = 0. (3.32)
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Subscripts v and ¢ indicate that expectation is taken with respect to both corre-

sponding random variables. By definition

Var, i(z) = Eu.(L7Y - u(z))?

= E,.(LTYYTL - 2L7Yu(z) + v*(z))

I

LT(c*] + K(én))L — 2LTK (z,&n) + K(z,z).  (3.33)

Minimizing (3.33), i.e., differentiating, with respect to L subject to (3.32), we
have that

(0®1 + K(én)) L = K(z,€n). (3.34)

We then have L = (0] + K(éx)) 'K (z,&n), which leads to (3:30) if the matrix
V(én) = 0%I + K (€n) is regular. Substituting (3.34) in (3.33) gives (3.31).

The most commonly used objective functions related to (3.30) are

¥, (En) = max Var (u(z) — 4(z)), (3.35)

and
Uy(En) = /X Var (u(z) - (=) d, (3.36)

where X, is a set of points where we want to know u(z). If X, contains a finite

number of points, then the integral in (3.36) is to be replaced by a sum.
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The design problem may be stated as
EN = argngin U(€n). (3.37)
N

Most publications are concerned with the criterion ¥2({x); see Cambanis
(1985) and Fedorov (1996) for a survey of main results and further references.
Standardly it is assumed that the observational error is negligible, i.e. ¢% = 0,
and the number of observing points is large enough to use asymptotical (N — oo)

results.

We want to emphasize that it is essential for our approach that o # 0. On an

intuitive level it means that starting with some p

2> Y hagalz)pald) (3.38)

a=p+1

for all z € X; see also the concluding part of this section for more comments.

If (3.38) is valid, then model (3.24) can be replaced by its approximate version

To(z:) + & (3.39)

yi="6
where the vector ¢7(z) = {¢4(2)}}, the parameters 6 are random, and

E6) =0, EB0)=A, Ausp = rabap.
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We skip subscript “2” used previously to make the notation simpler. In the frame

of (3.39)

E(YYT) = V(&) = oI + &7 (En)A2(En), (3.40)

where ®(En) = (¢(21),-- -, 0(zN))-

Let us try to predict u(x) = 67 p(z;) using the regression analysis technique.

The best linear unbiased estimator for 6 is

D>
I

o7t (M) + A7) @Y, (3.41)

M(En) = o7®(En)BT(En). (3.42)
This estimator minimizes the dispersion matrix of the difference 6 -6, and
D(n) =E[(6-0)(6-06)] = (M(Ew) + A7) (3.43)

Unbiasedness of 6 means here that E(§) = E(f) = 0, where expectation in

I

the first case is taken with respect to u and ¢ (compare, for instance, with Pilz
(1991)).
Let us select @(z) = ¢7(z)d as a predictor for u(z). On an intuitive level it is

obvious that @(z) and @(z) must coincide in the frame of approximation (3.39).
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Indeed, using the identity

(A"'+ BBT)™' = A— AB(BTAB +1)7'B" 4, (3.44)
one can verify that

Var (a(z) - u(z)) = ¢’ (z) D(En) ()

2
= K(:L‘.T :L‘fN (O' I+K fN) le(-vaN)

= Cp(z,§) = Var (4(z) - u(z)) (3.45)

where

£) = 3 data(pals)

and the matrix K,(¢) and the vector K,(z,£) are defined parts of K(£) and
K(z,€), respectively.

Now (3.35) and (3.36) may be rewritten as

s (é) = max ©” (z)D(&n)p(z) (3.46)
and
Us(éw) = rAD(EN), A= [ p(@)¢" (2)da. (3.47)

Remainders. In (3.45) we neglected the fact that the set of the eigenfunctions
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of K(z,z') was truncated and we used only p of them. More thorough analysis

shows that

Ry(z,&n) = pK(z,7)
+KT (z,6n) [0%] + Ky (én)] K (EN) [07 + Ky (En)] K, (z,€x)

—2,KT (z,6x) [0%] + Kp(&n)] Koz, E). (3.48)

We introduce subscript p to emphasize that a particular structure depends
upon the first p eigenvalues and eigenfunctions, such as i,(z) = P =1 AaPa(T).
The front subscript p indicates dependence upon the complimentary set of eigen-
values and eigenfunctions, such as ,&(z) = 32,41 Aata(z). The terms ,K(z,z),
oK (z,&n) and ,K(€y) are the counterparts of Ky(z,z), Kp(z,6n) and K,(€n),
respectively.

Using (3.48) we can evaluate the remainder terms for various optimality crite-

ria. For instance, for ¥2(£,) and X, = Z we have

> e < [ Ryla w)de < S he(1+C(En), (3.49)

a=p+1 a=p+1

and there exists a constant C > 0 such that C(éy) < Co™* for any design £y. To
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derive (3.49) one has to use the fact that

/ Kz, z)dz = Z Ao and /ZKp(x,a:i)Kp(a:,a:j)da: <g< o
z

a=p+1

for all z;,z; € Z. Note that the integral of the last term in (3.48) vanishes because
of the orthogonality of eigenfunctions. Thus, selecting p sufficiently large we may
neglect the remainder terms. Obviously, the larger o values lead to the smaller
admissible p.

Continuous Optimal Designs. In what follows we pursue a very transparent
and simple idea. First, we formulate results for optimization problems (3.46) and
(3.47) in terms of regression model (3.39), i.e., using our knowledge of A and ¢(z).
At the second stage we translate our findings to the language of covariance kernels
and best linear predictors.

Let us allow the possibility of repeated observations, and let N = Y7, r;,
where r; is the number of observations at point z;. That is, for sufficiently large

N we can can apply the concept of continuous designs similar to Chapter 2. Let
D(€) = [0 NM(&) + A7, (3.50)

where
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Now we can define an optimal design as

& = argmﬁin‘ll(ﬁ), (3.51)

It is expedient to note that, in general, the optimal design {* depends upon N
and o2 similar to some problems in the Bayesian approach to experimental design
theory; see Chapter 2.4. When N is fixed, all the results developed in convex
design theory may be used almost directly. For instance, for the linear criterion

(3.47) we have:

Theorem 1 The design £* is linear optimal if and only if for allz € X

¢$1(z, &) < trM(€7)D(E7)AD(E), (3.52)

where ¢, (z, &) = T (z)D(E)AD(§)p(z), and equality takes place at all supporting

points of £*.

For criterion (3.46) in the simplest case when X, = X, we have the following

analogue to the Kiefer-Wolfowitz theorem (see Chapter 2, Theorem 3).

Theorem 2 1. The design £* is minimaz if and only if forallz € X

Go(z, &%) <trM(£")D(E), (3.53)

where ¢3(z,€) = @7 (z)D(€)p(z), and equality takes place at all supporting points
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of &*.

2. Minimaz designs coincide with D-optimal designs, i.e.

¢ = argmin|D(E)].

Let us recall that in the above theorem D(§) = (072NM(§) + A-1)7', this
is unlike the classical counterpart where D(§) = M™!(£). Both theorems are
routine results following from convex design theory. Thus, in the framework of
approximation (3.39) the design for correlated observations cases can be embedded
in the well developed area of convex design theory.

Let us now move in the reverse direction: having the results stated in the
above theorems and using presentation (3.40), let us try to re-formulate results in
terms of the covariance kernels.

In what follows we consider only designs with a finite number of supporting
points. This fact is not very restrictive because for every design with given matrix
M), there exists a design & with a finite number of supporting points and
exactly the same matrix M(¢') (see Chapter 2, Theorem 2). From identity (3.44)
it follows that

D(€) = A = AB(E)(J(€) + Kp() 12T (A, (3.54)

where

Jz-;l(f) = 07 2N;p;8;; and ®(€) = (p(z1),-- ., 0(zn)) -
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Combining (3.53) and (3.54) and introducing the function

Cp(x,-'rla §) = Kp(x» x’) - Kp(x,é) (J(€) + Kp(g))_l Kp(xlyé) (3.55)

we come to the following result.

Theorem 3 The design £* minimizes the average variance of prediction if and

only if for allz € X

Js

and equality holds at all supporting points of £”.

Cg@,f,é*)dfg&/x Cg(x,x',é*)f*(dx)dx’, (3.56)

pr

For the minimax case with X,, = X we have the following theorem.

Theorem 4 1. The design £ is minimaz if and only if for all its supporting
points x;

Cp(2i,€7) = max Cpl(z, 7). (3.57)

77?

2. Minimaz designs coincide with D-optimal designs:

¢ = argmax [J(§) + Ky 7€) (3.58)
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To get (3.58) one has to notice that

[7(8) + K5(§)]
A

o PN M(€) + AT =

Optimization problem (3.58) may be considered as a maximization of the de-
terminant of the variance-covariance matrix of observations. The idea that it can
lead to good prediction was probably first stated by Shewry and Wynn (1987) in
a different setting.

Ezample. Let K(z,2') be the Poisson kernel, i.e.,

1-¢2

K =
(z,2) 1 —2¢cos2m(z — z') + ¢¥’

0<z,7<1,0< (<1

It is known (see, for instance, Kanwal (1971)), that

A =1, Aao1 = Ao =(°

and

wo(z) =1, pag-1 = V208 2amz, on(z) = V2sin2arz, @ =1,2...,

where the new index notation is related to what was previously used.
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Let us start with the criterion ¥(£) and assume that X, = X = Z and Z

coincides with [0, 1]. Let us recall that X, is the set of points where a practitioner
is interested in estimation of u(z); X is a set of points where observations can
be made; and Z is the set of points used for the definitions of K(z,z') and ¢(z).
One can verify that the utility matrix A, which is defined in (3.47), is the identity
matrix for X,, = [0,1]. To find an optimal design let us follow a rather standard
way in convex design theory: first, we make a guess about that design and then we
verify, with the help of Theorem 1 (or Theorem 3), the correctness of this guess.

Noting that the correlation function depends only upon a distance between z
and z' it is natural to consider designs with an equidistant allocation of supporting
points as candidates for optimal designs. If there are p unknown parameters, i.e.,

2o+ 1 < p, then we may consider
§*={ui=p‘1,$i= (t-1)/p, Z'=1,--',10}. (3.59)
If z1,...,z, are equidistant then

nt Y wa(zi)es(zi) = dppr,

=1
3,8 =01,...,20—1,2a,...,20p — 1,209, > p=2ap+ 1

From that we can conclude that the information matrix coincides with the identity
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matrix, and

where 7 = 02/N. Consequently

#2,€) = ¢ (@DE)ADE)p() = (&) +

+

(
(_ﬁ_) (2 cos? 2map + 2 sin® 27ra0:v)

A

p

2
) 2 cos? 2z + 2sin 27r°‘°z) + .

vy
+

T

= (%) 2 £ (&) (360)

and

tr M(€)D(¢*)AD(€") = trD*(¢")

- (1—:—r> 2 Z <C°‘+r>2' (3:61)

From Theorem 1, (3.60) and (3.61), it immediately follows that {* is optimal,

i.e., minimizes ¥y(&). It is interesting to note that the structure of £* does not

depend upon N,o? or . If N is a total number of available sensors or sites to
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monitor, then it is reasonable to select n equal N. Similar to the classical case,

this design is optimal for any oo such that 29 +1 < N.

Similar exercises show that the proposed design &* minimizes ¥;(¢).

3.3 Numerical Algorithms and Examples

Theorems 1 and 2 from the previous section lead immediately to numerical proce-
dures that are similar to those discussed in Chapter 2.4. Actually, the correspond-
ing algorithms are technically identical to algorithms developed for the Bayesian
approach. At every s-th iteration of these algorithms one has to find either

min ((z,&) or max((z, &), (3.62)

- where the sensitivity function { may coincide with ¢, or ¢, respectively, and X =
supp &. The algorithm is simple, but it is necessary to know the eigenfunctions
o(z).

Theorems 3 and 4 allow the development of numerical procedures that “di-
rectly” use the covariance kernel K,(z,z'). For instance, the first order exchange
algorithm can be written for the minimax criterion with X, = X as follows:

Step a. There is a design &. Find

zy = argmax Gp(z, &), (3.63)

62




and construct & = & + as6(x7), where 6(x) is a probability measure atomized

S

at z.
Step b. Find

T, = arg rr€1}{n Cy(z,&s), (3.64)

where X, = supp £, and construct Eop1 = & — o 8(z7).

The changes which must be done in the case of the linear criterion are evident.
To guarantee convergence of the above iterative procedure, the sequence {a;} may
be chosen similarly to what was discussed in Chapter 2.4.

To use the above numerical procedure one has to find K,(z,z'), and that
may be rather difficult. If approximation (3.39) is valid, then Kj,(z,z'), may be
replaced by K(z,z'), which in this case is assumed to be known. As soon as
it is done, the iterative procedure becomes a simple tool for “optimal” design
construction. The word “optimal” is used in quotation marks to emphasize that a
rigorous mathematical analysis of the limit behavior of £* defined by (3.50) when
p — oo is still an open research problem.

If the eigenvalues and eigenfunctions of the covariance kernel are known, then
the algorithms based on (3.62) are more practical: we need to operate with ma-
trices of the size p x p. The use of the iterative procedures based on the direct use
of variance-covariance matrices leads to the necessity to operate with matrices of

the size n, X ng, where n; is the number of support points in &;.
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Frequently, intermediate designs £ contain a rather large number of support

points, such that ng >> p, and that makes the latter procedure computationally
more demanding than the first one.
Ezample. Let K (z,z') be the covariance kernel corresponding to the Brownian

bridge, i.e.

K(z,z') = min(z, z') [1 — max(z,z')], 0<z, ' < 1.

It is known (see Kanwal (1971)) that

Do =7 2172 o (z) = V2sinarz, a=1,2,....

We selected the minimax criterion with X, = X = [0,1],p = 9, and initial
design &£, with z; = 1/20, 1 = 1,...,20, and p; = 0.05. The iterative procedure
based on (3.62) was run for three different values of 7 = ¢2/N: 1,0.1 and r — 0.
The last case corresponds to the standard D-optimal design. The constructed
designs are shown in Fig. 3.1.

Fig. 3.2 and 3.3 present the sensitivity functions of those designs for the
second and third case together with the corresponding functions for the initial
design. Curiously enough the support points of optimal design (at least in the

framework of accuracy which we managed to reach) for case r — 0 coincide with

64



eights

0.1 —

0.0 —trmobeossete

.......................................................

O Rt A S

0.6 —irrt

Y s R —

2 03 S THDIRERS T T—

......................................................

0.0 0.1 0.2 0.3 04 05 06 O.

Figure 3.1: Optimal Designs. Solid Circles, Asterisks and Circles Stand for r = 1,0.1

and r — 0, Respectively.

X

65

7 08 09 1.0



11 —
10 —
S 9
g s
2 7
2 6]
= 5
D 4 —
& 3 -
» 5,
1
O—.

I

0.0 0.5 1.0
X

Figure 3.2: Sensitivity Functions for the Initial (dotted lines) and for the Constructed
Optimal (solid lines) Design, r — 0 .
66



1.832 — U
1.20 —

1.08 —
0.96 —
0.84 —|
0.72 —
0.60 —
0.48 —
0.36 —
0.24 —
0.12 —
0.00 —

Sensitivity function

0.0 0.5 1.0

Figure 3.3: Sensitivity Functions for the Initial (dotted lines) and for the Constructed
Optimal (solid lines) Design, r = 0.1.
67



points where the function

L n  cos(n+ l)mzsinnrz
> sinfomz =~ - : , n=9
2 2sinrmz

a=1

reaches its local maxima. Note that for r — 0 the computed optimal design is
also the standard D-optimal design.

With an increase in 7, i.e., with either an increase in the variance o? or with
a decrease in the number of available observations N, the number of supporting
points n decreases. In other words, if the foreseen observational error becomes
large relative to the eigenvalues of a covariance kernel of higher orders, then the
optimal allocation of available observations must be mainly oriented towards es-
timation of the first few parameters of the model.

Obviously, the constructed designs are optimal only in the framework of the
selected approximation: we used only the first 9 terms in Mercer’s expansion of
the covariance kernel. Formulas (3.48) and (3.49) may help to evaluate whether
the contribution of the remainder terms is essential. On an intuitive level it is
evident that the selected approximation can be acceptable for practical needs:
the ratio of the “variance” generated by observational errors to the “variance”
generated by the randomness of the first neglected parameter is 7721072 = 0.001

forr =1.
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3.4 Discrete Design Sets

Main assumptions. In many applications, and in computer network monitoring
in particular, the design set X may consist of a finite number of points. For
instance, X is a collection of sites (nodes) which can be monitored. Similar to
Fedorov (1996), we may follow the route which basically coincides with what was
discussed in the previous section. First, expand a covariance kernel with respect to
its eigenfunctions, and then proceed with discrete versions of Theorems 1 through
4 from Chapter 3.2. In Fedorov and Flanagan (1997), however, we develop a more
direct and simpler approach, and that approach is the subject of the discussions
that follow.

To emphasize the discrete character of the problem we use “nodes” instead of
“points”. It also reflects the fact that in the monitoring of computer networks,
“points” may be presented by graphs. Whenever it is possible, we try to comple-
ment the terminology in design theory with terms related to computer network
monitoring.

Similar to (3.27) but in more detail, let the following model be applied

yik(z:) = uy(zi) + 5u(zi), (3.65)

where u;(z;) describes the i-th node at moment j, and €;x(x;) is the correspond-

ing observational error, k = 1,...,7;;. Again, the first term u(z;) describes the
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random behavior of the monitored network, while the second one is related to ob-

servational errors or short time disturbances. The same characters are used both

-

for random variables and their realizations. The latter ones are standardly marked

by additional indices: i.e., u(z;) stands for the random variable, and u;(z;) is its
realization.

Let the vector

(u(z1), - - -, u(zs))T (3.66)

<
]

be observed, and let
E.(U) = U, Var,(U) = E[(U - U)(U - p)"] = K, (3.67)

where the S x 1 vector Uy and the covariance S x S matrix K are given. The
subscript u (or €) means that expectation or variance is taken with respect to
u (ore); subscripts ¢|u (or ule) are used for conditional expectations. The obvious
transform U — U — Uy zeroes the expectation of U, and, therefore, in what follows
we assume that E,(U) = 0. The observational errors £(z;) are assumed to have

zero means and to be uncorrelated:
Eepu (55(2:)) =0, Eopy (e5(zi)ey (20)) = %6065 (3.68)
Introduction of ¢ depending on z does not lead to any significant changes and
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is not considered here. The argument z; may be considered as a descriptor of

site 7 and might be skipped in this section to simplify notation. However, we will
continue to use it to make it easier to bridge our results with standard convex
design theory.

Note that in this dissertation we do not use any properties of the set X (com-
pare with Chapters 3.1 and 3.2). For instance, we do not introduce a distance
between two points z; and zy. The concept of a distance is much less natural in
communication network measurements than in meteorology or seismology, where
the physical distance || z; —z || between observing stations may define the behav-
ior of elements K (z;, ) of the matrix K as functions of || z; — z ||. Introduction
of concepts similar to “distance”, such as the number of switches or the complex-
ity of routes between z; and zy in communications networks, may lead to more
efficient and realistic modeling, but it is beyond the scope of this dissertation.

We assume that the identical (experimental) designs are used for all j:

En=1{pz}}, pi=n/N, N=Y rm, z;€ X,n<S.

i=1

Let K(&,) be a submatrix of K which corresponds to the nodes z1,...,Zn; let
K (z,&,) be a column vector of covariances between u(z) and u(z1), .- ., u(zn); let
the matrix W(¢,) be diagonal with the elements Wy = N o~ %p;6,. We also use

the matrices K (X,r, &) = (K(21,6n), .- -, K(24,&,)), Where 21, ..., Zg € Xpr C X,
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and K (X,) is a submatrix of K corresponding to the same nodes.
Estimation and optimality criteria. Let Y (&,) be the vector of averaged ob-

servations made according to &p:

;lj 221:1 yk(xl) Y

i Sy Yk (xn) Y,

index j is skipped to emphasize that Y (¢,) is a random variable and not a realiza-
tion. It can be verified by direct minimization that the estimator (compare with

(3.30) - (3.34) in Chapter 3.2)
O(Xpr) = KT (Xpr, &) (K (&) + WTHE)) ™ %3(60) (3.69)
minimizes the matrix of expected squared residuals
D (60, 0(Xp0)) = Bue | (00Xr) = UK5n)) (0X50) = U(Xn))']

among all linear estimators U(X,,) = LY (&,) such that
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In other words

D(&) = D (£, U(X,r)) < D (60, U(X5r)) (3.70)

where inequality must be understood in the sense of ordering of nonnegative def-
inite matrices (c.f. Horn and Johnson (1985), Chapter 7.7). From (3.65) and

(3.69) it follows that
D(&:) = K (Xpr) = KT (Xpr, &) (K(6) + WH(E)) T K(Xpr &) (3.71)

The objective of this dissertation is to provide methods which allow the minimiza-
tion of some given functions of the matrix D(&,), for instance, trD(&,), In|D(&,)],
max; D;;(&,), etc. See Fedorov and Hackl (1997) or Puckelsheim (1993) for details
about optimality criteria. Thus, we have to consider the following optimization
problem

¢ = argmin ¥ [D(&)], (3.72)

where ¥ is a selected objective function (criterion of optimality). In (3.72) the
number of nodes (or supporting points) n is fixed. In general, n may be optimized
as well.

Properties of optimal designs. Two features of optimization problem (3.72)

may cause serious computational hurdles: the weights p; are discrete, and the
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optimal number of supporting points must be found, in general. The problem

is simplified both theoretically and numerically if we allow the weights to be
continuous, so that 0 < p; <1, %, p; = 1, and make n = S. If an optimal n is
less than S then some of the weights are zeroes.

Zero weights may necessitate using the limit transition in (3.71). When n =

S and X, coincides with X, then from (3.71) and the identity
(A+B) t=A1-AY A+ B 1A
it follows that
-1
D(&) = (K +W(&)) - | (3.73)

The regularity of the matrix K is assumed in the latter formula. If X,, is a subset
of X then the covariance matrix (3.70) is a defined submatrix of (3.73).

Using (3.73) we can reformulate the design problem as
£ =arg m{in U [D(¢)], (3.74)

where functions M (¢) = D7}(¢) = K=t + W(§).

Similar to Chapter 2.2, let us assume that

1. The function ¥[D(¢)] is a convex function of £ and has a directional deriva-

tive (&%, &) at & forany E = (1 —a)é* +af and 0 < a < 1.
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Theorem 5 A necessary and sufficient condition for a design £* to be optimal is

fulfillment of the inequality

P(€",€) 2 0. (3.75)

This result is well known in optimization theory of convex functions and is widely
used in experimental design theory (c.f. Cook and Fedorov (1995), Fedorov and
Hackl (1997) Chapter 2) (see also Chapter 2.2). The theorem leads to constructive
results when some simple presentation of ¥(&*,€) exists for a chosen optimality

criterion. For instance, for the D-criterion, ¥(D) = In|D|, we have

P(€7,§) =trD(€) (W(E") - W (&) (3.76)

Noting that

S
tr D)W (€) = 072N Y Dis(€")ps,

=1

and combining (3.75) and (3.76) we have

Theorem 6 A necessary and sufficient condition for a design £* to be D-optimal
s that
o2

max Dy (") < W (€)D(E7)

and equality holds at all points where p! > 0.
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A D-optimal design minimizes the mazimal variance of prediction:

£ = arg m{in max Dj;(§).

In this theorem and in what follows max; means maximization over all points
from X, i.e., 1 < i < S. Thus, observations in a D-optimal or minimax design
must be placed at points (sites) where prediction might be the worst.

For linear criteria ¥(D~!) = ¢tr AD, where A > 0 is the so-called utility matrix,

we have

Y(£",€) = trDAD (W(£") = W(§)),

and the following result holds.

Theorem 7 A necessary and sufficient condition for a design £ to be linear

optimal s that

2

max {D(€")AD(£")};; < %’V—trW(f*)D(f*)AD(f*),

and the equality holds at all points where p; > 0.

If A= 1, 1i.e., the average variance of prediction must be minimized, then the the-
orem tells us that an optimal design £* allocates observations at sites in which the
predicted value U(z*) of U(z*) might have the greatest average squared covariance
with all other U(z),z € X.
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3.5 First Order Algorithms and Simple Numerical

Example

The above theorems help to develop and analyze various first order algorithms for
construction of optimal designs. For computer networks the matrices processed
during computations have large sizes. It is, therefore, especially important to use
recursions which are computationally simple and stable. The most convenient
in this sense are algorithms similar to the first order exchange type algorithms
(see, for instance, Chapter 2.5, Mitchell (1974), and Fedorov (1997)). The main
idea is very simple: at each stage add that new point which improves the current
design most and delete from the same (or just corrected) design that point which
contributes least. Here we formulate the simplest version of that kind of algorithm
for D-criteria.

Let the initial design & be such that all weights po; = b;a0, where b; is an

integer and Y3, po; = 1. For instance, we may choose b; = 1 and ap = 1/S.

1. Given & and D(&;) find
a = argmax Dy (&). (3.77)

Add o to the weight of point z, to construct the design & and the matrix

D(&).
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d = argmin Du(€7), (5.78)

where I, is the set of all supporting points of &, i.e., points with nonzero
weights at step t. Delete a; from the weight of point z4 to modify & and to

construct &.41.

3. If

|D(&er1)| _ 1 )
DE)| -~ 0+ aDuGE) =Dy ~ -7 (3.79)

where 7 is a small positive number, put o1 = a; and go to (a). Otherwise

make ayy1 = 0/2 and then go to (a).

Computations may be stopped when ¢ is sufficiently small.

The choice of py; and aq is a matter of convenience. For instance, the above
choice guarantees that no more than ¢; ' observations are needed to avoid any
“fractional” observation in design &, which is a frequent case in the continuous
design theory setting. Actually in the “classical” version of the exchange algorithm
a equals N-!, where N is a preselected number of observations. Unfortunately,
in this case the limit design (if it exists) is generally not an optimal one. That is

why we introduced the possibility of infinitely reducing the step length a.

78



The rule for adding and deleting weights becomes obvious if we note that

oy |D(&)]
D& =173 (+Daa (&) (3.80)

and

D(&f) = D(&) —\m&—),

where C5 (&) = Dai(&)Dej (&) and ¢, = 0™>Nay. The above formulae may be

derived using the fact that

D) = (K +W(E) + Gl

= (D7) + D)

where {{,}; = di4, and identities (3.44) and
|A+ BBT| = |A||I + BTA™'B|.

In the versions of (3.80) and (3.81) for the deleting procedure, {; must be replaced

by —(; and & by &'
Similar to the classical results of experimental design theory (see, for instance,

Cook and Fedorov (1995)) the following result may be established.
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Theorem 8 The sequence {|D(&)|} converges and

min|D(E)] < Jim [DE)] < (1 =77 min D)}

The proof is based on the monotonicity of the iterative procedure, convexity
of In|D(£)| as a function of £, and Theorem 2.

Note that formulas (3.80), (3.81) and their siblings for the deleting steps are
very handy recursions for large size problems.

Ezample. Following Fedorov and Flanagan (1998), let
K;; = 0.004{min(i, 7)(50 — max(s, 7)) },%,7 = 1,...,49.

We computed D-optimal designs for ¢?°N~! = 0.01,0.1 and 1. The results (after
100 iterations and ¢ = 0.001), are exhibited at Fig. 3.4 and 3.5. The weights were
not rounded up or symmetrized with respect to ¢ = 25, and that is an obvious
step in more practical situations.

In this example we used the iterative procedure without any modification.
Actually, we found that some minor amendments improve the rate of convergence
significantly. For instance, instead of proceeding with one step forward - one step
backward, one can repeat a few steps forward and then exactly the same number
of steps backward (in order to keep i, p; = 1). Instead of using the constant A

or &, some slowly diminishing sequences {\;} or {¢;} do a better job, etc.
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As expected, the structure of the optimal designs constructed here and in

Chapter 3.2 resemble each other. Indeed, the example considered in this section
may be viewed as a discretized version of the limit solution (i.e., p — oo) for (3.63),
(3.64) or directly (3.46). Documentation of the computer program to implement

the numerical algorithms appears in Appendix B.
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Chapter 4

Optimal Designs on Graphs

4.1 Response Surface Type Models in Network Modeling

As it was mentioned in the introductory chapter, most computer networks can be
represented by graphs. Consequently, we may discuss measurements on edges or
nodes of the corresponding graphs. These measurements possibly include counts
of various types of packets, inter-arrival times, delays, number of lost messages,
etc. In an active experiment we may control sample size or select elements of a
graph where measuring devices are to be placed. In more complicated cases one
can select routes for test-signals (sent packages, files). To discuss the model and
the corresponding analysis and design problem, we use two simple graphs. Each
node on a graph represents a site which can be treated either as a host, as a

recipient or both.
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In what follows we construct optimal designs for two response surface models.

The first model contains observational errors which have the same variance at
all routes, while the second one admits a dependence of this variance upon the
selected route. Probably, the closest models were considered by Vardi (1996)
who assumed that observations have a Poisson distribution. Our models use only
first and second moments without specification of the distribution shape. For
definiteness we assume that the delay time is a variable to be observed. Use of this
variable also helps to compare results of this chapter with the results of Chapter
5, where some real experiments with delay times are analyzed and designed.

For both models

)4
Yi = OaZai +65 =07z + ¢4 (4.1)
a=1
where

y; = the delay time for routei, i=1,...,5,

6T = (6,...,0,)is the vector of the p unknown model parameters,
ZToi = 1, if the ath edge is included in the route; z,; = 0 otherwise,

€; = random errors.

We do not use the intercept because the latter corresponds to delays at the

host site. Relative to the transmission times (delays) through edges and other
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nodes, the host site delays are considered negligible.
In model (4.1) it is assumed that for all 4

E(e;) =0, E(¢?) = 0* and E(gey,) =0, 1 # 17" (4.2)

1

Generally, this assumption is not very realistic, and we may want to introduce a
more flexible model in which this variance depends upon a chosen route. Model

2 incorporates a variance adjustment as follows:

S
0'2(.'1,‘1') = Z ngaia (43)
a=1

2

where o

is assumed given.
If there are repeated observations then the second subscript j must be added
to the response variable. Similar to the discussion in Chapter 3, we assume that

j=1,...,r, S5 7= N and p; = r;/N.

For the first model (c.f. Chapter 3)

s
M(E) =3 pizizy, (4.4)
=1
while for the second one
s
M) = Zpi0_2(xi)xixzr' (4.5)
=1
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The simple transform

T, = 07 (z:)zs

converts (4.5) into (4.4), and, consequently, the techniques developed in Chapters
2 and 3 for models of type (4.4) may be applied to (4.5).

In what follows all computations are done for the D-criterion. Obviously other
criteria may be considered similarly. Our experience shows that even for the
simplest graphs it may be difficult to find a non-singular (i.e., |M(&)| # 0) initial
design &, to start the iterative procedure. Therefore, in some of our calculations
we assumed the existence of prior information with a known variance-covariance
matrix Dy (it can be called the Bayesian approach). Hence, the Bayesian design
techniques (see Chapter 2.3) were used in some of our computations. In practice,
when no prior iﬁformation is available the matrix Dy > 0 can be considered as a
means to create a regular condition. Usually a few designs |

0.2

NvDo"ll

() = argmin |M(€) +

with different diminishing v must be considered to produce the optimal design. In
regularized problems Dy is usually selected to be the identity matrix. Note in the
Bayesian case (c.f. Chapter 2.3, see also Fedorov (1997)) that, in general, optimal
designs depend upon the ratio ¢?/N.

The analysis process for these examples initially estimates design performance
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for the uniform design that includes all candidate design points. For computer
network monitoring, such a design represents a monitoring system which collects

data at each node. Next, the D-optimal design is constructed and represents the

best possible monitoring system (in terms of the minimum variance of prediction)

but which unfortunately admits weights p; which may lead to “fractional” p;IV
at some points z;. The D-optimal design, then, generally does not constitute a
monitoring system but becomes a benchmark against which to gauge exact N
designs, i.e., containing a given number of observations and with all integer p; V.
In some cases, however, an exact design may also be D-optimal. Additional exact

designs with fewer design points than the D-optimal design are then constructed

based on the D-optimal design. Obviously, the number of observations N cannot
be less than the number of model parameters. The additional designs exhibit
the capability of the method to accomplish sensitivity analyses with respect to
the impact of the placement and number of data collect points on a monitoring
network.

The variance of prediction max; d(z;, £) for the D-optimal design must be less
than the number of parameters m. This requisite variance is reported for each
design to prove optimality for the D-optimal design and otherwise to use for
efficiency comparisons. For some D-optimal designs, | max; d(z;,§) —m| = £ > 0,
for £ small (less than .05 in these examples). This difference is due to the accuracy

of the computer software algorithm.
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4.2 Numerical Examples for Two Simple Graphs

To illuminate the main ideas we start with a very simple example and consider the
graph with only four nodes and five edges shown in Figure 4.1. The edge numbers
appear in bold type in the figure, and the node numbers are circled. Two cases

are analyzed:
1. a single-host monitoring system from node 1 and
2. a multi-host monitoring system with all four nodes included in the host set.

All possible routes are used for each case. The single-host monitoring system
consists of 9 possible routes, so there are 9 candidate design points. There are
19 routes, and, therefore, there are 19 candidate design points for case (2). The
routes for each case appear in Table 4.1. The single-host case includes routes 1
through 9 only.

Experimental designs for a monitoring system appear in Table 4.2 for the

single-host case and model (4.1). We observe the following:

1. The exchange-type algorithm designs (see Chapter 2.4) in columns IV and

VI are exact designs that are relatively close to D-optimal.

2. If the D-optimal weights from Column II are re-distributed as shown in
column III, the new design is only slightly more efficient than the exact

design for N = 6.
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Figure 4.1: Simple Network Graph
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Table 4.1: Routes for the Network Problem with 4 Nodes and 5 Edges

Edges
1 2 3 4 5

Route
Number

Starting-Ending
Hosts

1 0 0 0O
01 001
00010
0 01 01

)

1 100

1

010

10
11

1 0 0 01

110

0
1 0010

0

12
13
14
15
16

1 00

1

01011
1 01 01

00 0 11

18
19

1 010

1
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Table 4.2: Experimental Designs for the Single-Host Case of the Network Example with
4 Nodes and 5 Edges

I 11 III v \Y VI
Uniform D-optimal Rounded Exchange-Type
Continuous 6 points 6 points b points (a) 5 points (b)

N 9 9 9 9 9 9

n 9 8 6 6 5 5
P 1/9 14 15 1/6 0 1/5
P2 1/9 14 15 1/6 1/5 1/5
p3 1/9 .18 .20 1/6 0 1/5
P4 1/9 14 15 1/6 1/5 1/5
Ds 1/9 .18 .20 1/6 0 1/5

D6 1/9 14 15 1/6 0 0

pr 1/9 0.00 0.00 0 1/5 0

Ds 1/9 04 0.00 0 1/5 0

Po 1/9 04 0.00 0 1/5 0
{D| 563 450 463 486 3125 781
max; d(z;, §) 5.91 5.01 5.83 6.00 15.0 15.0
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3. The two designs (Columns V and VI) for N = 5 show that the starting solu-
tion for Column V produces only a local optimum. This is unusual but may
be due to the small ratio of candidate points to the number of parameters
(i.e., 9/5). The designs are equivalent with respect to the efficiency in terms

of the variance of prediction, max; d(z;, £).

4. The optimal exact N = 5 design is translated into routes as shown in Figure
4.2. The constructed optimal designs mostly selected routes consisting of

single edges.

For the multi-host case and model (4.1), computed experimental designs ap-
pear in Table 4.3. The optimal design is translated into routes as shown in Figure

4.3. We observe the following:

1. Columns V and VI show alternate exact designs for N = 7.

2. The optimal exact N = 7 designs are as efficient as the uniform design with

all 19 design points.

3. All designs except for the exact N = 5 provide a relatively similar amount

of efficiency with respect to min; d(z;£).

4. The routes in Table 4.1 that correspond to the multi-host designs in Table 4.3
each contain at least two edges: no single-edged route is part of an optimal

design.
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Figure 4.2: Saturated D-optimal Design for a Single-Host Formulation
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Table 4.3: Experimental Designs for the Multi-Host Case of the Network Example with
4 Nodes and 5 Edges

I IT Il v A% A%
Uniform  D-optimal Uniform Exchange-Type
Continuous 14 points 5 points 7 points {a) 7 points (b)
N 19 19 19 19 19 19
n 19 14 14 5 7 7
1 1/19 .07 1/14 0 1/7 0
p2 1/19 0.00 0 0 0 0
p3 1/19 .05 1/14 0 0 1/7
P4 1/19 0.00 0 0 0 0
s 1/19 .05 1/14 0 1/7 0
e 1/19 .07 1/14 0 1/7 1/7
p7 1/19 0.00 0 0 0 0
s 1/19 .06 1/14 1/5 0 0
Do 1/19 .06 1/14 1/5 1/7 1/7
P10 1/19 0.00 0 0 0 0
P11 1/19 .05 1/14 0 0 0
P12 1/19 .07 1/14 0 0 0
P13 1/19 .06 1/14 0 1/7 0
D14 1/19 .06 1/14 1/5 0 1/7
D15 1/19 12 1/14 1/5 1/7 1/7
P16 1/19 12 1/14 1/5 1/7 1/7
7 1/19 0.00 0 0 0 0
pis 1/19 .05 1/14 0 0 0
pio 1/19 .07 1/14 0 0 1/7
|D| 193 100 105 195 127 127
max; d(z;,§) 6.76 5.00 5.95 15.0 6.84 . 6.84
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Figure 4.3: Saturated D-optimal Design for a Multi-Host (All Hosts) Formulation




Comparison of the single- and multi-host cases suggests the following:

1. There is no significant difference between the single- and multi-host cases
with respect to the efficiency of the designs if the latter one is measured in
terms of max; d(z;,£). However, in terms of D-optimality, the multi-host
designs are much better (3-4 folds improvement): compare the row marked

|D| in both tables.

Experimental designs for a monitoring system appear in Table 4.4 for the single-

host case and model (4.3). We observe the following:
1. The D-optimal design requires all nine points.

2. Columns IV and V provide alternate optimal exact N = 5 designs. There is

a considerable loss of efficiency when moving to an N = 5 design.

Experimental designs for a monitoring system appear in Table 4.5 for the

multi-host case and model (4.3). We observe the following:
1. The exact N = 5 design is D-optimal.
9. Columns III and IV are alternate optimal exact designs for N = 6.
3. The exact N = 6 designs are as efficient as the uniform design with N = 19.

4. Using the routes in Table 4.2, it is clear that the D-optimal design (column

IT) has routes that consist of single edges only.
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Table 4.4: Experimental Designs with Variance Adjustment for the Single-Host Case of
the Network Example with 4 Nodes and 5 Edges v

I II 111 v \
Uniform D-optimal Rounded Exchange-Type
Continuous 6 points 5 points (a) 5 points (b)

N 9 9 9 9 9

n 9 9 6 5 5

D1 1/9 07 0 1/5 0
Ps 1/9 17 1/6 1/5 1/5
Ps 1/9 14 1/6 1/5 1/5
Pe 1/9 17 1/6 1/5 1/5
Ps 1/9 14 1/6 1/5 1/5
De 1/9 07 1/6 0 1/5

Ds 1/9 .06 0 0 0

Dy 1/9 .06 0 0 0
|D| 7589 6214 7775 9375 9375
max; d(z;, §) 6.66 5.00 8.00 10.00 10.00
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Table 4.5: Experimental Designs with Variance Adjustment for the Multi-Host Case of
the Network Example with 4 Nodes and 5 Edges

I II I v
Uniform  D-optimal Exchange-Type
Continuous 6 points (a) 6 points (b)
N 19 19 19 19
n 19 5 6 6
D1 1/19 0.00 0 0
D2 1/19 .20 1/6 1/6
D3 1/19 0.00 0 0
Pe 1/19 20 1/6 1/6
Ds 1/19 0.00 0 0
De 1/19 0.00 1/6 0
D7 1/19 20 0 1/6
Ds 1/19 0.00 0 0
Dy 1/19 0.00 1/6 0
P10 1/19 20 0 1/6
D12 1/19 0.00 0 0
D13 1/19 0.00 0 0
D14 1/19 0.00 1/6 0
D1s 1/19 0.00 0 0
P17 1/19 20 1/6 1/6
P18 1/19 0.00 0 0
P19 1/19 0.00 0 1/6
| D| 5251 3125 3888 3888
max; d(z;, €) 5.99 5.00 6.00 6.00
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Comparison of the multi- and single-host cases with variance adjustment (model

4.3) suggests the following:

1. Designs for the multi-host case are only slightly more efficient in terms of the
maximal variance of prediction, but similar to model (4.1), the multi-host

case exceeds significantly in terms of D-optimality.

Network Graph Ezample With Eight Nodes and 12 Edges. The second example
considers the graph with eight nodes and 12 edges shown in Figure 4.4. Three
cases are analyzed: (1) a single-host monitoring system from node 1 with a subset
of all the feasible routes, (2) the single-host case with the complete set of feasible
routes, and (3) a multi-host system with hosts at nodes 1, 4, and 6 and a nearly
complete set of all possible feasible routes. The routes for each case appear in
Table 4.6. Case (1) has routes 1 through 25; case (2) has routes 1 through 38;
case (3) has all 72.

Experimental designs for the single-host case (1) with model (4.1) appear in

Table 4.7. We observe the following: noted:

1. The D-optimal design in column II is for the model without prior information
and can be compared directly only with the design without prior information
in column I. The D-optimal design is only slightly more efficient than the

uniform design with all 25 design points.
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Figure 4.4: Network Graph with 8 Nodes and 12 Edges
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Routes for the Network Example with Eight Nodes and 12 Edges

Table 4.6

Edges

Route
Number

From-To

Edges

Route
Number

From-To

12

11

10

1

12 Hosts

11

10

1

Hosts

37

38
39

40
41

42
43
44
45
46
47
48

10

11

12
13
14
15
16
17
18
19

49
50
51

52

53
54
55

101

20
21

57

58
59
60
61

22

23

24

25

v

62

26
27
28

63

64

65

29
30
31

66

67
68

32

69

33
34
35

70
71

72

36




Table 4.7: Experimental Designs for the Single-Host Case of the Network Example with
8 Nodes and 12 Edges

I II 111 v \Y
Uniform D-optimal D-optimal Exchange-Type
Continuous Continuous 12 point (a) 12 point (b)
Without, With Prior Without Prior  'With Prior =~ With Prior With Prior
N 25 25 25 25 25
n 25 22 22 12 12
P1 1/25 .05 .04 0 0
P2 1/25 .06 .06 1/12 1/12
P3 1/25 .05 .05 1/12 1/12
Pa 1/25 .05 .05 0 1/12
Ps 1/25 .05 .06 1/12 1/12
P6 1/25 .07 .07 1/12 1/12
7 1/25 .04 .02 0 1/12
s 1/25 .04 .03 0 0
P9 1/25 .05 .05 0 0
P10 1/25 .03 .03 0 0
p1 1/25 .05 .05 1/12 1/12
P12 1/25 .04 .04 1/12 0
P13 1/25 0.00 0.00 0 0
P14 1/25 0.00 0.00 0 0
p1s 1/25 .05 .05 1/12 0
P1e 1/25 .05 .04 0 0
P17 1/25 .05 .06 1/12 1/12
P18 1/25 .04 .05 0 1/12
P19 1/25 0.00 0.00 0 0
P20 1/25 .02 .02 1/12 0
P21 1/25 .05 .06 1/12 1/12
P22 1/25 .06 .06 1/12 1/12
P23 1/25 .05 .05 1/12 1/12
P24 1/25 .03 .04 0 0
P25 1/25 .02 .02 0 0
| D] 488 x 1011, .291x 1011 669 x 1010 271 x 101! .234 x 10%!
.110 x 101!
max; d(z;, £) 14.86, 13.62 12.01 12.11 27.45 25.41
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2. The designs for the models with prior information in columns III - V can
be compared directly. Prior information is needed in order to construct a
12-point design because of singular M(&). This may be due to the almost 2
to 1 ratio of candidate design points (25) to parameters (12) and the sparcity
of the matrix M when only N = 12 is considered. The two 12-point designs

are considerably less efficient than the D-optimal design.

3. The uniform designs with N = 25 are relatively close to the corresponding
D-optimal designs for both the model with and the model without prior

information.

Experimental designs for the single-host case (2) with model (4.1) appear in

Table 4.8. We observe the following:

1. The D-optimal continuous design with 25 design points exhibits not quite

twice the efficiency of the uniform continuous design using all 38 points.

2. The exact design for N = 15 is as efficient as the uniform design with all 38

candidate points.
3. The exact design for N = 12 provides a considerable loss of efficiency.

Experimental designs for the multi-host case (3) with model (4.1) appear in

Table 4.9. We observe the following:
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1. The D-optimal design with 34 points is more than twice as efficient as the

uniform design using all 72 points.

9. The exact N = 15 design is as efficient as the uniform design with all 72

points.

3. Moving from an exact N = 15 to an exact N = 12 design produces a

considerable reduction in efficiency.
Comparison across the cases for model (4.1) suggests the following:

1. Increasing the number of single-host candidate points (routes) from 25 (case
1) to 38 (case 2) does not provide an opportunity to improve efficiency or

D-optimality.

2. Comparing the single-host (1) case with the multi-host case does not indicate
that there is any obvious gain in efficiency of the variance prediction for this
network when moving from a sihgle- to a multi-host monitoring environment.
There is, however, a significant improvement in D-optimality for the multi-

host case.

Experimental designs for the single-host case (1) with model (4.3) appear in

Table 4.10. We observe the following:

1. The uniform continuous design with 25 points (column I) is 73% as efficient
as the D-optimal design.
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Table 4.8: Experimental Designs for the Single-Host (with Additional Routes) of the
Network Example with 8 Nodes and 12 Edges

I I I v \% Vi
Uniform D-optimal Rounded Exchange-Type
Continuous 22 points 24 points (a) 15 points 12 points (b)
N 38 38 38 38 38 38
n 38 25 22 24 15 12
P1 1/38 0.00 0.00 0 0 0
P2 1/38 0.00 0.00 0 0 0
p3 1/38 .06 .06 2/24 1/15 1/12
P4 1/38 .06 .06 1/24 1/15 1/12
Ps 1/38 .03 .03 1/24 0 0
Pe 1/38 .06 07 2/24 1/15 1/12
pr 1/38 .07 .07 2/24 1/15 1/12
P8 1/38 0.00 0.00 0 0 0
Po 1/38 .03 .03 1/24 0 0
P10 1/38 0.00 0.00 0 0 0
P11 1/38 0.00 0.00 0 0 0
P12 1/38 .02 .02 0 0 0
P13 1/38 0.00 0.00 0 0 0
P14 1/38 0.00 0.00 0 0 0
P15 1/38 0.00 0.00 0 0 0
P16 1/38 0.00 0.00 0 0 0
P17 1/38 .02 .02 0 1/15 0
P18 1/38 .01 0.00 0 0 0
P19 1/38 0.00 0.00 0 0 0
P20 1/38 0.00 0.00 0 0 0
P21 1/38 0.00 0.00 0 0 0
D22 1/38 .06 .07 1/24 1/15 1/12
P23 1/38 03 .03 1/24 1/15 0
D24 1/38 .03 .03 1/24 0 0
P25 1/38 0.00 0.00 0 0 0
P26 1/38 .03 .03 1/24 0 0
p27 1/38 .03 .03 1/24 0 0
P28 1/38 .01 0.00 0 0 0
P29 1/38 .06 .06 1/24 1/15 1/12
P30 1/38 .05 .05 1/24 1/15 1/12
pa1 1/38 .06 .06 1/24 1/15 1/12
P32 1/38 .06 .06 2/24 1/15 1/12
P33 1/38 .04 .04 1/24 1/15 1/12
D34 1/38 .04 .04 1/24 1/15 0
P35 1/38 .06 .06 1/24 1/15 1/12
P36 1/38 .06 .06 1/24 1/15 1/12
P37 1/38 0.00 0.00 0 0 0
p3s 1/38 .02 .02 1/24 0 0
{D| 212 x 10 389 x 10°  .404 x 10° .544 x 10° .542x 10° 284 x 1010
max; d(zi,£) 19.56 12.00 12.41 15.70 19.46 84.00
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Table 4.9: Experimental Designs for the Multi-Host Case of the Network Example with
8 Nodes and 12 Edges

i II 111 v
D-optimal Uniform Exchange-Type
Continuous 15 point 15 point 12 point (b)
N 72 72 72 72
n 34 15 15 12
D4 .02 0 0 0
P5 .03 0 0 0
Dé .03 1/15 0 0
Do .06 1/15 1/15 1/12
P12 .01 0 0 0
P22 .05 1/15 1/15 0
P23 .03 0 0 1/12
P24 05 1/15 1/15 1/12
D26 .02 0 0 0
P27 .00 0 0 0
pas .02 0 0 1/12
P2o .02 0 1/15 0
P31 .04 1/15 1/15 0
P32 .06 1/15 1/15 1/12
P33 .04 1/15 0 1/12
P34 .03 0 0 0
p3s .02 0 0 0
P36 .05 1/15 1/15 1/12
P41 .03 0 0 0
P42 .00 0 0 0
P43 .01 0 0 0
Pas .04 1/15 1/15 1/12
D48 .03 1/15 1/15 0
P49 .03 0 0 0
P50 .02 0 0 0
P53 .01 0 0 0
' .04 1/15 1/15 1/12
P57 .03 0 1/15 0
psa .05 1/15 1/15 1/12
pso .04 1/15 1/15 1/12
Deo .05 1/15 1/15 1/12
P65 .03 0 0 0
Pé6 .03 1/15 1/15 0
P72 03 0 0 0
|DJe 221 x 108 111 x 10° 613 x 108 .206 x 10°
max; d(z;, £)° 11.95 36.50 22.50 43.50
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Table 4.10: Experimental Designs with Variance Adjustment for the Single-Host Case
of the Network Example with 8 Nodes and 12 Edges

I II III v \Y%
Uniform D-optimal Exchange-Type
Continuous 20 points 12 points (a) 12 points (b)
N 25 25 25 25 25
n 25 24 19 12 12
M 1/25 .05 1/20 0 0
D2 1/25 .06 1/20 1/12 1/12
D3 1/25 .05 1/20 1/12 1/12
D4 1/25 .06 1/20 1/12 1/12
Ds 1/25 .03 1/20 0 0
Ds 1/25 .07 2/20 1/12 1/12
7 1/25 .06 1/20 1/12 1/12
D8 1/25 .04 1/20 0 0
Do 1/25 .01 0 0 0
P1o 1/25 .05 1/20 1/12 1/12
P11 1/25 .06 1/20 1/12 1/12
D12 1/25 .04 1/20 0 1/12
P13 1/25 0.00 0 0 0
D1s 1/25 .04 1/20 0 0
P16 1/25 .06 1/20 1/12 1/12
DP1g 1/25 .04 1/20 1/12 0
P19 1/25 .04 1/20 0 0
D20 1/25 .01 0 0 0
D21 1/25 .04 1/20 1/12 1/12
D22 1/25 .05 1/20 1/12 1/12
D23 1/25 .04 1/20 1/12 1/12
D25 1/25 .02 0 0 0
I1D| 116 x 1017 .747x 106 933 x 10'¢  .308 x 10'7 .308 x 107
max; d(z;,&) 16.53 12.01 15.27 28.00 28.00
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2. The two exact designs for N = 12 (columns IV and V) are alternate optimal

solutions.

Experimental designs for the single-host case (2) with model (4.3) appear in

Table 4.11. We observe the following:

1. For practical purposes, there is little difference in efficiency among the de-

signs in Columns I, IV, and V.
2. There is a considerable loss of efficiency in moving to N = 12 design points.

Experimental designs for the multi-host case (3) with model (4.3) appear in

Table 4.12. We observe the following:

1. Columns II and III show that there can be a significant difference in efficiency

(about 7 times) depending on where observations are taken for a given V.

2. The exact design for N=13 is as efficient as the uniform design with all 72

points. This represents a significant cost savings.

3. There is no significant improvement in moving from an exact design for N=
20 to one for N=25 (columns V and VI).The exact design for N=13 is almost

as good as the exact design for N=15.

4. The N = 20 exact design is about 75% as efficient as the D-optimal design

with 39 design points.
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Table 4.11: Experimental Designs with Variance Adjustment for the Single-Host Case
(Extended Number of Routes) of the Network Problem with 8 Nodes and 12 Edges

1 II I v v V1
Uniform D-optimal Rounded Exchange-Type
Continuous 24 Points 20 points 15 points 12 points
N 38 38 38 38 38 38
n 38 27 24 20 15 12
P1 1/38 .01 0.00 0 0 0
p2 1/38 .04 .04 1/20 0 0
P3 1/38 .07 .07 2/20 1/15 1/12
P4 1/38 .06 .06 1/20 1/15 1/12
Ps 1/38 .03 .03 0 0 0
D6 1/38 .07 .07 1/20 1/15 1/12
P7 1/38 .07 .07 1/20 1/15 1/12
ps 1/38 .01 0.00 0 0 0
P9 1/38 0.00 0.00 0 0 0
P10 1/38 0.00 0.00 0 0 0
P11 1/38 0.00 0.00 0 0 0
P12 1/38 .04 .04 1/20 1/15 0
P13 1/38 .02 .02 1/20 0 0
P14 1/38 0.00 0.00 0 0 0
P15 1/38 0.00 0.00 0 0 0
P16 1/38 .04 .04 1/20 1/15 1/12
P17 1/38 .02 .02 0 0 0
P18 1/38 .02 .03 0 0 1/12
P19 1/38 .02 .02 0 0 0
P20 1/38 0.00 0.00 0 0 0
D21 1/38 0.00 0.00 0 0 0
P22 1/38 .06 .05 1/20 1/15 1/12
P23 1/38 .03 .03 0 0 0
P24 1/38 0.00 0.00 0 0 0
P25 1/38 0.00 0.00 0 0 0
P26 1/38 .05 .05 1/20 1/15 1/12
P27 1/38 .03 .03 1/20 1/15 1/12
p2s 1/38 0.00 0.00 0 0 0
P29 1/38 .05 .05 1/20 1/15 1/12
P30 1/38 .03 .04 1/20 1/15 1/12
P31 1/38 .06 .05 1/20 1/15 0
P32 1/38 .04 .04 1/20 0 0
P33 1/38 .03 .03 1/20 0 0
P34 1/38 .04 .04 1/20 1/15 1/12
D35 1/38 .04 .04 1/20 1/15 0
P36 1/38 .04 .04 1/20 1/15 0
Pa7 1/38 0.00 0.00 0 0 0
P3s 1/38 0.00 0.00 0 0 0
| D 374 x 106, 130 x 10'6  .135x 1016  .197 x 1016 .261 x 10!6  .963 x 1016
max; d{z;, £) 20.75 12.04 13.26 18.50 22.34 36.00
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Table 4.12: Experimental Designs with Variance Adjustment for the Multi-Host Case
of the Network Example with 8 Nodes and 12 Edges

I II I v \Y VI VII
D-optimal Uniform Exchange-Type
Continuous 13 points 13 points 15 points 20 points 25 points 12 points
N 72 72 72 72 72 72 72
n 39 13 13 15 20 24 12
P1 .02 0 0 0 0 1/25 0
p2 .04 1/13 1/13 1/15 1/20 1/25 1/12
P3 .04 1/13 1/13 1/15 1/20 1/25 1/12
P4 .03 0 1/13 1/15 0 0 0
P6 .03 1/13 1/13 1/15 1/20 1/25 1/12
p7 .05 1/13 1/13 1/15 1/20 1/25 1/12
ps .02 0 0 0 0 0 0
P10 0.00 0 0 0 0 1/25 1/12
P13 .01 0 0 0 0 0 0
P16 .02 0 0 0 1/20 1/25 0
P18 .02 0 1/13 0 1/20 1/25 0
P19 .01 0 0 0 0 0 0
P20 .01 0 0 0 0 0 0
p21 .01 0 0 0 0 0 0
P26 .03 0 0 0 0 0 0
P27 0.00 0 0 0 0 0 0
P32 .02 0 0 0 0 1/25 0
P33 .01 0 1/13 1/15 1/20 0 0
P39 .04 1/13 1/15 1/20 1/25 0
P40 .04 1/13 0 1/15 1/20 1/25 1/12
P41 .03 0 0 0 1/20 1/25 1/12
P42 .02 0 0 0 1/20 0 0
P43 .04 1/13 1/13 1/15 1/20 1/25 0
P45 .04 1/13 1/13 1/15 1/20 1/25 1/12
P46 .02 0 - 0 0 0 0 0
P47 0.00 0 0 0 0 0 0
P48 .01 0 0 0 0 1/25 0
P49 .02 0 0 0 0 1/25 0
P51 .05 1/13 1/13 1/15 1/20 1/25 1/12
Ps3 .01 0 0 0 0 0 0
pse .05 1/13 0 0 1/20 1/25 0
P57 .03 0 0 0 1/20 1/25 1/12
Pss .04 1/13 0 0 1/20 1/25 0
P59 .02 0 0 0 0 1/25 0
P60 .05 1/13 1/13 1/15 1/20 2/25 1/12
P61 .02 0 0 0 1/20 0 0
Pe2 .02 0 0 0 0 0 0
P63 .04 1/13 1/13 1/15 1/20 1/25 1/12
Pe4 .01 0 0 0 0 0 0
P67 .01 0 1/13 1/15 0 1/25 0
P69 0.00 0 0 1/15 0 0 0
|D|¢ 758 x 1014 755 x 1016 .293 x 1015 247 x 10'%  .113x 10'5 113 x 10!®  .482x 1018
max; d(z;, £)° 12.02 173.34 24.87 21.63 16.13 15.73 30.67

°|D| = .338210"° for the uniform design with all 72 points.
*max; d(z;, ) = 24.73 for the uniform design with all 72 points.
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4.3 Summary and Conclusions

This analysis of two simple network graphs suggests the following:

1. The algorithms can be used successfully to construct optimal designs for the

models detailed in Chapter 4.1.

2. The algorithms can suggest and estimate the efficiency of designs which are
less than optimal but which may be attractive according to some operational,

policy, or cost perspectives.

3. Transition from single-host to multi-host experiments allows us to gain very

significantly in terms of D-optimality.

4. In general, the increase of an available number of observations N allows the

use of designs where the information yield per observation is higher.
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Chapter 5

Problem and Model Description

This chapter provides the results of the application of the methodologies and
algorithms developed in Chapters 3.5 and 3.6 to developing a monitoring system
for large computer networks.

In most cases a computer network can be represented as a graph with a given
number of nodes (vertices or sites) and edges (links, communications channels).
Possible objectives of experiment(s) may include evaluating such quantities as
the following: delays on a given subset (subset of interest) of edges, processing
times at a given subset of nodes, traveling times from one subset of nodes to
another, etc. Existing software and hardware allow measuring (see, for example,
(Paxson (1997)) for details and a comprehensive list of references) a large variety
of network performance indicators; i.e., in general our “measurement” is a vector.

Types of measurement strategies may be very different. For instance, a meter can
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be installed at any chosen node to measure input and output flows; a measurement

software or hardware device can be placed at a host node, and a preselected set
of nodes or edges can be monitored; a practitioner can cooperate with others
(i.e., there are a few host nodes) to monitor a network. Thus, if we have an
opportunity to plan (design) experiments, we may look for the best subset of
nodes where devices must be allocated, find the most informative subset of nodes
and edges to be monitored by the given host, or in the most general setting, select
the most effective team of host nodes (sites) and match them with the sets of
nodes and edges to be monitored.

As noted, a monitoring system may have several focus areas and purposes. This
chapter does not propose to define the optimal structure of a monitoring system
for a few parameters of interest. We consider a single response case to gain a
better understanding of the difficulties and benefits that can be encountered when
applying experimental design technologies. In particular we start with developing
a monitoring system based on delay times. To handle more complicated cases with
several responses of interest, either we must (1) introduce a compound objective
function (frequently this is a weighted sum of the objective functions each of
which targets a single response) or (2) solve constrained optimization problems
when one of the most important objective functions is minimized while others are
held on or below some prescribed levels. The generalization is straightforward (c.f.

Cook and Fedorov (1995), Puckelsheim (1993)), but it is beyond the scope of this
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dissertation. It is hoped that this demonstration of what can relatively simply be
accomplished will provide justification for this methodology and its extensions to
be applied to more host computers, parameters, and performance measures.

The data for this application come from the Energy Sciences Network (ESnet)
backbone, a portion of the Internet and an international computer network that
is managed and funded by the Department of Energy Office of Energy Research.
The ESnet was chosen for this application because of its size and importance
to the Department of Energy. Each site on this network is a national labora-
tory, other national facility, or a national or international partner in the network.
The ESnet is engineered, installed, and operated by the staff of the Networking
and Telecommunications Department at Lawrence Berkeley National Laboratory
(LBNL) located in Berkeley, California. Additional information about the ESnet
is available on its web site (http://www.es.net).

In the considered experiment there is only one host computer at Oak Ridge
National Laboratory, and there are S = 39 nodes (sites) which are of interest.

Thus, according to Chapter 3.4, we can use the following model:

Y =U(X)+€,

where E[U(X)] =U,, Var(U) = K,
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Elf]=0, Var(f) =%, and E[EUT] =0, 3 =0°6;. (5.1)

ij

Note that unlike Chapter 3.4, the vector Uy, the variance o2, and the matrix
K are to be estimated from preliminary experiments. We understand that the
assumption that all diagonal elements of X are equal is very strong, but we stay
with it at this exploratory stage.

Another assumption which rigorous mathematical review may criticize is that
we assume that the solution of the design problem with Uy, o, and K replaced by
their estimates is close enough to the solution of the design problem with given
Uy, o, and K. This assumption is not very restrictive if preliminary experiments
contain a large number of observations.

All computations are completed using the program described in Appendix B
and are based on the algorithm developed in Chapter 3.5 (see also Batsell, Fedorov,
and Flanagan (1998), and Fedorov and Flanagan (1997)). For estimation of Uy,
o, and K we developed computer software equivalent to the Statistical Analysis

System (SAS) software.

5.1 Data Collection

Table 5.1 lists the 39 computer host sites (sites) on the ESnet which were in-
terrogated from a host computer at Oak Ridge National Laboratory (ORNL) to

collect network delay times using the Packet Internet Groper (ping) network soft-
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ware (authored by M. Muss, U.S. Army Ballistic Research Laboratory in 1983);
see a rather detailed description in Paxson (1997). The 39 sites were chosen from
the ESnet backbone map and the ESnet M-bone schematic: these are both avail-
able at the ESnet web site. A larger number of sites were interrogated initially,
but sites which did not answer pings were dropped from further interrogation.
The ping command is directed to a particular host computer site and requests
an answer from that site: the answer, if received, notes that the site is active. A
computer program written by T. Dunigan at ORNL is used to collect the ping
data. This program reads a list of sites to ping and, unless otherwise specified,

pings each site three times. The program reports the following information:

1. the round trip times in milliseconds from the ORNL host to the interrogated

site;
2. the minimum, average, and maximum delay (round trip) times; and
3. the percent packet loss.

The program also notes when a site is not reachable. The list of sites to be
interrogated is then repeated in random order a specified number of times.

To minimize the impact of the time trends on the results, the list of sites
was permuted at random for every interrogation session. The data represent
50 sessions of “pinging”’ for the 39 sites from about 11:00 A.M. until 2:00 P.M.

E.S.T. one weekday in mid-March 1997. The conclusions from this analysis, then,
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Table 5.1: ESnet Sites Interrogated by ORNL

ID Site Acronym Site Name

1 JLAB Thomas Jefferson National Accelerator Facility (Newport News, VA)
2 ARM Atmospheric Radiation Measurement Project (Lamont, OK)

3 FNAL Fermi National Accelerator Laboratory (Batavia, IL)

4 SNL Sandia National Laboratories Albuquerque (Albuquerque, NM)

5 KEK KEK, Japan

6 NYU* New York University Courant Institute (New York, NY)

7 MSRI* Mathematical Sciences Research Institute, Univ. CA (Berkeley, CA)
8 ANL-MRI1 Argonne National Laboratory-Main Router 1

9 AMES AMES Laboratory, Iowa State University (Ames, IA)

10 FSU* Florida State University (Tallahassee, FL)

11 CIT California Institute of Technology (Pasadena, CA)

12 MIT* Massachusetts Institute of Technology (Cambridge, MA)

13 FNAL-MR1 Fermi National Accelerator Laboratory-Main Router 1

14  GAT General Atomics (San Diego, CA)

15 UTA University of Texas at Austin (Austin, TX)

16  SRS* Savannah River Site (Aiken, SC)

17 SLAC Stanford Linear Accelerator (Stanford, CA)

18 INEL* Idaho National Engineering Laboratory (Idaho Falls, ID)

19 LLNL Lawrence Livermore National Laboratory (Livermore, CA)

20 AUCK* University of Auckland (Auckland, New Zealand)

21 DOE Department of Energy (Washington, DC)

22 PPPL Princeton Plasma Physics Laboratory (Princeton, NJ)

23 UTK University of Tennessee {Knoxville, TN)

24 LANL-MRI1 Los Alamos National Laboratory - Main Router 1 (Los Alamos, NM)
25 NASA* AMES Research Center, NASA (San Francisco, CA)

26 BNL Brookhaven National Laboratory (Upton, NY)

27  PPPL-local additional PPPL site

28 CU Columbia University Academic Information Systems (New York, NY)
29 ANL Argonne National Laboratory (Argonne, IL)

30 Pro.PPPL additional PPPL site

31 PNNL* Pacific Northwest National Laboratory (Richland, WA)

32  OSTI Office of Scientific and Technical Information (Oak Ridge, TN)

33 NEVIS* Columbia University Nevis Laboratory (Irvington, NY)

34 LBNL-MR1 Lawrence Berkeley National Laboratory - Main Router 1

35 LLNL-MR2 Lawrence Livermore National Laboratory - Main Router 2

36 NERSC* National Energy Research Scientific Computing, LBNL (Berkeley, CA)
37 LBNL Lawrence Berkeley National Laboratory (Berkeley, CA)

38 SNL/LLNL Sandia National Laboratories at LLNL (Livermore, CA)

39  YALE* Yale University {(New Haven, CT)

40 ORNL Oak Ridge National Laboratory (Oak Ridge, TN)

* Computer optimal sites.
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are limited to an estimated variance-covariance structure calculated in a single

day. We understand that these data are too limited to use with confidence to
make serious practical inferences, but they are sufficient for a pilot study. For
future, more extensive studies we initiated a long term data collection program
for the estimation of U, ¢?, and K. This program was started on July 16,
1997, and includes interrogation sessions at 11 A.M. and 3 P.M. for weekdays
only. The collected data will provide a better understanding of time trends and
more accurate estimates of the parameters. This additional data can validate or
supplant the variance-covariance estimates of this dissertation.

The data were processed (extraction from the ping text files, deleting outliers,
identification of cases with missing values, tabulation) with the help of FORTRAN
programs we developed. According to ORNL network experts, the delay times
reported by the ping program (or even the “traceroute” program) may provide
results that are overstated due to the nature of the site routers, which give may
frequently give lower priority to processing ping requests. The minimum delay
time, therefore, is used to represent the normal operating conditions of the network
sites. It also helps to reduce the number of cases with missing observations (i.e.,
it is likely that at least one ping out of three will produce a response). The data
are screened for missing values (i.e., non-response from a site) or site extreme
values. A site extreme value is one that is at least 5 times the next largest value

for that site: this definition of an extreme value was chosen in order (1) to remove
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extreme observations that likely represented some unusual operating or network

condition and (2) to preserve larger response values that likely would contribute to
a realistic estimate of the variance. This exclusion of extreme values and missing

values is consistent with providing normal network operating conditions.

5.2 Optimal Sites: Results of Computation and Discussion

Appendix C contains the variance-covariance matrix K for the ESnet sites. Pair-
wise covariance calculations allow the use of as much collected data as possible.
Note that pairwise estimation of the elements of a variance-covariance matrix,
however, does not guarantee positive definiteness. Inverting this K resulted in
two diagonal elements that were less than zero. Solving for the eigenvalues A;
of K resulted in two small, negative eigenvalues, as expected. Otherwise, the
range of the ); is 0 < A; < 3651. In most cases analyzed, the addition of the
matrix W to K~! to form D! produced a D matrix which was positive definite
(all eigenvalues are positive). This allowed computing optimal designs for most
cases considered. This exercise gives evidence that the estimation of K is indeed
important and can be difficult. Part of the difficulty lies in the necessity to apply
rather complicated estimation methods to guarantee the positive-definiteness of
K. Note that this problem is acute for data containing large numbers of missing

values. To conserve space, only the diagonal and lower half of the matrix K are
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printed in Appendix C. The site variances appear in bold within the matrix and
are also listed in the first column of the table for easy reference.

Table 5.2 shows various monitoring designs for 10 observations based on o
= 8.0 ms. The value of the standard error ¢ was estimated through averaging
differences between results of neighboring-in-time interrogations over the whole
set of interrogations for all sites: this is approximately 8.0 ms. The variances of
prediction Dj;, the site identification, site acronym, and variances are included in
Table 5.2. The max; D;; for each design is in bold type. The optimal weights for
each site are also reported in Table 5.2. The number of pings sent to a particular
site must be proportional to the corresponding weight. Obviously, in practice
we use “rounded” or uniform weights, which may lead to some increase in the
maximal variance of prediction.

No loss of efficiency (i.e., the ratios of max; D;;) is incurred between the 10- and
12-point uniform designs, and efficiency is only slightly reduced by moving from
the D-optimal design to the former two designs. The D-optimal design is nearly
four times more efficient than the 39-point design. The In|D| is 11.4, 20.2, 11.8,
and 11.4 for the D-optimal, 39-point uniform, 12-point uniform, and 10-point
uniform designs, respectively. Only the 39-point design, then, shows a significant
reduction in D-optimality.

Taking a closer look at the selected design points (sites), it is evident that the

selected sites have the highest site variances. This means that the sites with the
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Table 5.2: Various Designs to Monitor ESnet Sites (N = 10,0 = 8.0 ms)

Variance of the Prediction, D;;

Site Site D-optimal = D-optimal Rounded Uniform Rounded
ID Site Variance Weight Continuous 12 Points 39 points 10 points
1 JLAB 96.8 .0000 23.7 12.8 18.4 24.2
2 ARM 72.0 .0000 35.1 25.1 25.9 42.0
3 FNAL 90.7 .0000 21.2 8.2 12.8 23.2
4 SNL 8.8 .0000 2.8 1.9 2.5 2.8
5 KEK 56.2 .0000 31.1 18.4 29.6 31.5
6 NYU 1042.7 .0970 58.0 176.7 66.5 56.4
7 MSR1 289.2 .0128 57.9 39.8 34.0 61.2
8 ANL-MR1 100.9 .0000 32.7 19.8 29.3 32.6
9 AMES 83.5 .0000 26.0 11.7 18.9 27.9
10 FSU 1497.7 .1010 58.0 194.8 69.4 58.5
11 CIT 19.3 .0000 8.3 49 6.4 8.9
12 MIT 1002.6 .1000 57.8 187.6 68.5 57.9
13 FNAL-MRI1 6.1 .0000 5.4 3.8 5.4 5.5
14 GAT 60.5 .0000 21.5 13.2 15.3 23.0
15 UTA 54.0 .0000 17.7 12.3 14.0 18.4
16 SRS 978.5 .0985 57.9 181.3 67.3 57.1
17 SLAC 93.0 .0000 26.0 14.9 15.4 31.8
18 INEL 1537.9 .1010 58.0 194.7 69.3 58.5
19 LLNL 57.8 .0000 27.7 15.5 25.7 28.2
20 AUCK 1967.8 .1036 57.9 210.8 71.3 60.0
21 DOE 25.3 .0000 124 6.9 11.5 12.7
22 PPPL 41.9 .0000 11.4 5.2 7.6 12.2
23 UTK 0.4 .0000 0.3 0.3 0.3 0.3
24 LANL-MRI1 51.7 .0000 21.1 10.7 18.5 21.8
25 NASA 949.6 .0978 58.9 177.8 66.9 56.8
26 BNL 183.8 .0000 56.7 33.9 49.7 56.8
27  PPPL-local 126.0 .0000 48.2 23.1 37.8 51.3
28 CU 75.3 .0000 23.9 15.7 20.8 23.9
29 ANL 88.3 .0000 22.4 10.1 15.2 24.1
30 Pro.PPPL 35.3 .0000 15.6 9.4 14.7 15.6
31 PNL 365.1 .0853 57.9 130.1 58.8 51.0
32 OSTI 0.4 .0000 0.3 0.3 0.3 0.3
33 NEVIS 402.1 .0809 57.9 70.3 44.1 52.8
34 LBNL-MRI1 62.4 .0000 16.4 7.0 11.6 174
35 LLNL-MR2 58.9 .0000 25.5 12.7 21.1 26.9
36 NERSC 121.2 .0236 58.0 47.2 36.4 74.7
37 LBNL 86.7 .0000 21.3 10.7 16.3 22.0
38 SNL/LLNL 131.8 .0000 43.1 20.9 30.8 46.3
39 YALE 1137.1 .0987 58.0 183.6 65.6 57.3
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largest variances (which are actually the routes with the largest variances) will be

selected for monitoring in order to minimize the variance. This is consistent with
the information matrix concept of gathering the most information at those points
where we might observe the greatest variances.

The ESnet map in Figure 5.1 shows the 39 sites interrogated by ORNL (marked
with boxes around the site names) and the 12 sites selected as optimal design
points. The fact that the number of observations N is 10 and the number of
optimal design points is 12 means that fractional observations will be taken at
some sites. If the 10-point uniform design is used, then sites MRI and NERSC
could be excluded from monitoring. For developing a monitoring plan for ping data
that originates at ORNL, these results also indicate that ORNL needs to monitor
only the 10 - 12 sites (routes) selected as optimal in order to stay knowledgeable
about the delay times on those routes on which ORNL network traffic is most

likely to experience greater delays.

5.3 Conclusions

Conclusions with respect to optimal design theory and the D-optimal results for

the model with correlated errors:

1. The algorithm constructs a continuous D-optimal design which can be used

to benchmark alternate discrete and exact designs.
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Figure 5.1: ESnet Participants in Optimal Monitoring Sites
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2. Each constructed design meets the optimality criteria and is, therefore, glob-

ally optimal for the stated ratio o?/N. Note that while these ratios were
calculated for a specific 02 and N, an infinite number of combinations of o?
and N produce the identical ratio, and many such combinations could be

reasonable for this data.

3. Estimation of the covariance matrix may be difficult, depending on the ap-
plication. This example demonstrates that a pairwise calculation of the
covariances may result in a matrix which is not positive definite. The ma-
trix may be ill-conditioned with some negative eigenvalues and produce some
negative diagonal elements, i.e., K; < 0. The magnitude of such a problem,

if it occurs, has to be determined by the experimenter.

4. The algorithm executes rapidly on a SUN workstation and, therefore, would

likely execute in even less time on a number of the faster personal computers.

Conclusions with respect to developing a monitoring system for the ESnet and

other computer systems:

1. We have to emphasize that the preliminary data collection process is very
much defined by the time span in which we are interested. If the time
span is a day, i.e., the evolution of network traffic during the daytime is of
interest, then observations must be spread throughout the desired portions

of the day and perhaps repeated for several consecutive days. If we are
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interested in weekly tendencies, then observations must be spread across

all seven days with possibly some repeated observations, and so on. These
types of experiments should be done infrequently, say once per month for
the day-long case. This concept of monitoring through the use of infrequent
experiments is analogous to the traditional statistical concept of sampling
instead of taking a census. The goal in the monitoring arena is to design a
routine activity that will provide almost the same or better information but

at a much reduced expense with respect to both measurement and analysis.

. This dissertation included most of the ESnet national community and pro-
vides a good example of the potential of an optimal monitoring system.
There is, of course, much more research to be done, but the following state-

ments seem appropriate:

(a) Monitoring delay times using ping data that originates from a single
host computer may be accomplished more efficiently when fewer sites
are interrogated. Here efficiency is in terms of both the information

gained and the costs.

(b) A multi-host system of interrogation should be considered in order to
reduce the monitoring burden on any single site and improve overall

efficiency.
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(c) The developed methodology can be applied to a more complete spec-

ification of the ESnet community with respect to the number of host

computers and members to be interrogated.

(d) The methodology and software can be used to construct a variety of

designs from which a set of host computers may be selected.

(e) Additional research is required to develop a consistent means of esti-

mating the variance-covariance matrix K.
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Chapter 6

Conclusions and Future

Directions

We have developed algorithms and computer software and supporting theory to
construct D-optimal and linear optimal designs in the presence of spatial covari-
ance structure to measure and monitor large computer network systems such as
the Internet. The study proceeded as follows.

In the light of current levels of traffic on large computer networks such as the
Internet and network performance concerns by user communities such as the De-
partment of Energy (DOE), we considered the problem of engineering a monitoring
system that could collect performance data as efficiently as possible. This data
would, then, be purposefully collected to address specific performance monitoring

concerns.
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The efficiency concept would consider both minimizing costs and system inter-

ruption while maximizing the amount of information obtained. The term “costs”
includes such costs as data collection and retention, data analysis and reporting,
and the number and placement of data collection devices.

This monitoring problem immediately suggested the application of statistical
experimental design methodologies. The nature of network traffic and the net-
work itself, however, presented difficulties with directly applying existing optimal
design theory methods. A network is frequently represented as a graph with the
points or nodes representing host computers and with the graph edges represent-
ing network links between hosts. This is a discrete environment problem with
correlated observational errors rather than the continuous one of existing optimal
design theory essentially based on the assumption of uncorrelated errors.

While a number of researchers have studied different aspects of optimization
in the presence of correlation (see Chapter 3), theory for D- and linear optimal
designs and algorithms have not been presented or tested with an application.
This dissertation develops and illustrates the required theory (see Chapter 3)
with examples that include the Brownian bridge problem (see Chapter 3), simple
network graphs (see Chapter 4), and a test case from the DOE Energy Sciences
Network (see Chapter 5).

The background of established optimal design theory needed for this disser-

tation is presented in Chapter 2, which also includes a short survey of numerical
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methods and algorithms. Documentation of the computer software developed to

implement these methods adapted for the needs of the considered design prob-
lems (i.e., inclusion of prior information or regularization of initial information
matrices) appears in Appendix A.

The theoretical approach for cases with spatial covariance structure is based
on Mercer’s expansion of covariance kernels in the case of continuous controlled
variables (see Chapter 3) and on the direct use of convex design theory for discrete
design sets (see Chapter 3). The merit of the methodology using Mercer’s kernel
expansion is illustrated with some examples with classical covariance structures.
Documentation of the computer software developed to implement these methods
appears in Appendix B.

The applicability of the methods to computer network monitoring is demon-
strated with simple network graph examples for single- and multiple-host moni-
toring systems and with a test case from the Department of Energy (DOE) Energy
Sciences Network (ESnet).

The simple network graph examples of Chapter 4 utilize the D-optimality
criterion for linear models both with and without a prior information structure.
The analysis is repeated for the case when the dependence of the variance of
the observational errors upon the selected route is allowed. The tables (4.1 -
4.12) report the optimal design and additional designs which attempt to trade

off optimality with costs reduction. The examples show that the transition from
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single-host to multiple-host monitoring systems produces a significant gain with
respect to efficiency and cost reduction or simplicity of a design structure.

The ESnet test case (see Chapter 5) is created using an Oak Ridge National
Laboratory host computer that interrogates 39 sites of the ESnet host community.
The methodology developed in Chapter 3 for constructing experimental designs
for D- and linear optimality in the presence of non-zero covariance produces an
optimal monitoring system with 12 sites. The map of the ESnet community in
Fig. 5.1 is annotated to indicate the sites interrogated and the sites selected
by optimal design. Table 5.2 compares the continuous optimal design with a
few other designs with simpler structures. Estimation of the variance-covariance
matrix for this example (see estimation discussion in Chapter 5 and the matrix in
Appendix C) provided the opportunity to witness the difficulty of such estimation
with respect to guaranteeing the positive-definiteness of the matrix.

The results of this dissertation establish the optimality conditions for the D-
and linear criterion in the presence of a spatial covariance structure and discrete
variable space. Associated algorithms and computer software are developed to
implement the theory. In addition to constructing optimal designs, the computer
network examples exhibit the ability of the algorithms to suggest and estimate
the efficiency of monitoring system designs which are less than optimal but which
may be attractive according to some operational, policy, or cost perspectives.

Future directions include both theoretical and research applications to com-

130




puter network monitoring systems. For example, the traffic on the Internet is
a compound process that comprises files of different lengths, different types of
transmitting packets (vehicles), and protocols. Typically, a computer network
is an open system which has a number of external, uncontrolled variables. Dis-
tributions we can observe include some heavy-tailed distributions or mixtures of
various distributions for which the second moments frequently are not defined.
Therefore, our technique based on the first and second moments must be adapted
to these new types of challenging mathematical problems.

An additional applied research direction is the development of methods to
estimate the large variance-covariance matrix K for systems such as the ESnet
in order to ensure the positive-definiteness of that matrix in the presence of large
numbers of missing observations. The extension of the existing method to other
metrics is also an open research area.

We would like to emphasize that this dissertation represents the initial stages
of the groundwork that must be completed in order to continue building and
expanding both convex design theory and computer network performance mea-
surement research and application areas. It is expected that interim points in this
continuing development process will likely produce both theoretical and network
performance off-shoots that will lead to better understanding of statistical aspects

of measuring large computer networks.
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Appendix A

Description of Computer
Software for Constructing
D-Optimal and Linear Optimal
Experimental Designs for Linear

Models

The computer programs that construct D- and linear optimal designs for the
continuous and discrete models of Chapters 2 and 3 are briefly described. The

program steps, input data and outputs are presented.
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Input Data. Up to three input files are needed for this program:

1. the points representing the experimental design space and an initial set of

design points (required),

2. either a prior information matrix M, or prior variance-covariance matrix Dy

(optional; either My or Dy is input, not both), and
3. the utility matrix A (required for the linear criterion).

A grid is used to represent the design space in terms of the model. The grid
is input as an N x p matrix, where N = the number of grid points and p = the
number of parameters of the assumed model. Each row of the matrix is the vector
f(z;), the realization of the model function using point z;, as described below.

The input data files can be created in any manner that results in data separated
by spaces with a marker (e.g., hard return) at the end of each row. The following
columns of information are necessary: “weight”, and a column for each parameter
of the linear model (with a total of p parameters). For example, assuming the

second order linear model

y= 0o+ 5Xi+ B X+ 53X12 + 54X22 + B X1X2,

the column entries for each design region point are as follows:
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1. The first column (“weight”) contains a zero for all points which are in the

design region but which are not included in the initial set of design points. If
a point is part of the initial design set, its weight p; is nonzero and generally

is set to 1/n, where n = the number of initial design points, with >°7_; p; = 1.
2. The second column contains a “1” for the B, parameter.

3. The third through p+2 columns will contain the function f;(z;) correspond-
ing to parameter (;. For the example model, column three contains all the
X, values; column four contains all the X, values corresponding to each X;
value; column five contains the values of X?; column six contains the values

of X2; and column seven contains the values of X; x X.

The first line of the input data file must specify the number of variables and
the number of estimated parameters for the linear model.

The user is prompted from the program to specify the following:

1. the name of the file which contains the experimental design region and initial

set of design points.

2. the maximum number of iterations (the stopping criterion) and the step size

o (a is a factor of the initial weight p;).

3. the number of points k to be added or deleted at each iteration, i.e., £ = the

length of the excursion.
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4. whether a prior information matrix My or prior variance-covariance matrix

Dy will be input. If so, the user is prompted to specify which is being input

and whether the matrix will be input from a file or the keyboard.

5. a multiplier for either prior matrix My or Dy. If none is desired, the user

should specify any negative number (i.e., multiplier < 0).
Program Steps and Qutputs.

1. The initial information matrix M is calculated from information matrix M,
of the initial set of n design points and the optional prior information matrix

My (or My = Dg') input by the user.

2. The initial variance-covariance matrix D is calculated as D = M~!. The
variance covariance matrices Dy and D, are calculated directly from matrices

My and My, respectively.

3. The initial information is printed to the output file: (“dopt.out” or “linopt.out”
for D- and linear criteria, respectively) number of design space points N,
number of initial design points n, &, maximum number of iterations, length
of excursion k, My, My, M, Dy, Dy, D, and |D|, and tr AD (linear optimal
only). If no prior information is provided, the message, “No prior informa-
tion was input,” appears on the monitor, and only matrices M and D are

calculated and printed.
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4. The program then repeats the following steps until the optimality criterion

(i.e., the maximum number of runs) is met:

(a) The “Forward” procedure sequentially adds k points to the current set
of design points. The matrix D is updated after each point z; is added.
The weight p; of each newly added point is updated (i.e., increased).

This process is completed & times.

(b) The “Backward” procedure sequentially deletes k points from the cur-
rent set of design points. The matrix D is updated after each point z;
is deleted. The weight p; of the newly deleted point is updated (i.e.,

decreased). This process is completed & times.

When the optimality criterion is met (i.e., the maximum number of itera-
tions), the determinant of the optimal matrix D is calculated ( and tr AD for
the linear optimal criterion), and these results are printed to the respective
output files: D, |D|, tr AD for linear optimality, the optimal set of design

points {z;}, and their corresponding weights {p;}.

Program Default Values and Notes. Program default values that may need

adjustment:

(a) Maximum number of model parameters (“param” and arrays and ma-
trices in dimension statements) = 30. Before using the program, the

user should verify that the matrix dimensions in the print formats are
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at least as large as needed.

Maximum number of design space points (arrays and matrices in di-

mension statements).
Maximum number of excursions (kpt): None.

Maximum number of iterations: None. Change output print statement

if > 9999.

The user should verify that the format statements for the determinants
are appropriate for the magnitudes expected. If the determinant is too
large for the format, the output will display asterisks. If the determinant
is too small for the format, the output will display zeroes. Current
formats print a double precision format, and In|D| is printed to reduce

formatting errors.

Additional notes:

(a)

(b)

()

The algorithm may use a constant stepsize « or the diminishing a from

Chapters 2 and 3.

The optimal solution has to be checked by the user to verify that the

optimality criteria have been met.

The user may want to experiment with different values of o and the

maximum number of iterations.
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(d) The simple subroutines for calculating the matrix determinant and in-

verse are from Fedorov. Their accuracy has been verified against similar-

purpose subroutines by LApack and LINPACK.
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Appendix B

Description of Computer
Software for Constructing
D-Optimal Optimal Experimental
Designs with Covariance

Structure

The computer programs that construct D-optimal and linear optimal designs for
linear models with covariance structure as developed in Chapter 3 are described

briefly. The program steps, input data description, and outputs are presented.
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This algorithm bears a strong resemblance to the iterative process of the al-

gorithms of Appendix A, except that this algorithm operates on the parameter
variance-covariance matrix K only. After input of the matrix K, this algorithm
proceeds through a series of forward and backward procedures which increase and
decrease, respectively, the weights p; until a maximum number of iterations have
passed. Each forward or backward procedure may be repeated a number k of
times (called excursions) before moving to the next procedure.

In the initial stage, D(&) is computed as (K~! + W (&)™}, where W(&) =
(No=2)I. The number N is the number of observations , and o? is the variance
of the partitioned error €.

Within the forward procedure of iteration ¢, the minimax process selects the
maximum variance of prediction D;; (DAD;; for linear optimality, where Aisa
utility matrix) and increments the weight p; for that parameter index by the step
size alpha. Similarly, the backward procedure selects the minimum variance of
prediction D;; (DAD;; for linear optimality) and decreases the weight py; for that
parameter index. The matrix D;" (from the forward procedure) or D; (from the
backward procedure) and its determinant are updated at each excursion of the
forward and backward procedures as developed in Chapter 3.

Input Data and Program Outputs. Up to three input files are needed for this

program:

1. the variance-covariance matrix K or its estimate K of the model parameters
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(required),

2. the weights p; for each parameter (required); p; > 0, Y=, p; = 1, and n
= the number of initial design points. An easy initial design includes all
candidate points m (n = m) with weights p; = 1/n.

3. the utility matrix A (required for the linear criterion only).

The input file for matrix K must have the following format:

1. Line 1 contains the number of model parameters m.

2. Lines 2 through m+1 contain the rows of the matrix K. Each element within
a line should be separated by at least one space. Each line is separated by a

hard return. No specific numeric format is required.

The input file for the weights p; will consist of m rows of information and must

have the following format:

1. The first entry in each row is an integer number used as an identification

number.

2. The second entry is the weight p; represented as a decimal fraction and

separated from the identification number by at least one space.
The utility matrix A has the following format:

1. There are m lines with m entries per line separated by blanks. Each line is

separated by a hard return.
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The user is prompted (from the monitor) to specify (from the keyboard) each of

the following items:

1. the name of the file which contains the variance-covariance matrix K,

2. the name of the file which contains the weights p;,

3. the name of the file which contains utility matrix A (linear optimality only),
4. the maximum number of iterations (the stopping criterion),

5. the initial step size ag (ao is a factor of the initial weight p;), and change

values -y separated by a space,

6. the number of points k to be added or deleted at each iteration, i.e., k = the

length of the excursion, and

7. the variance 2.

Program outputs: all initial input information, Dy, |Do|, D*, |D*|, initial tr AD
(linear only), optimal tr AD (linear only), the maximum variance of the prediction
at the last iteration, and optimal design points with corresponding weights p;. For
matrix D, the subscript “0” indicates the initial value, and the superscript “x”
indicates the value at the last iteration.

Default values and additional notes. Program default values:

1. Maximum number of model parameters (“param” and arrays and matrices

in dimension statements) = 30. Before using the program, the user should
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verify that the matrix dimensions in the print formats are at least as large

as needed.

9. Maximum number of design space points (arrays and matrices in dimension

statements).
3. Maximum number of excursions (kpt): None.

4. Maximum number of iterations: None. Change output print statement if

> 9999.

ot

The user should verify that the format statements for the determinants are
appropriate for the magnitudes expected. If the determinant is too large
for the format, the output will display asterisks. If the determinant is too
small for the format, the output will display zeroes. Current formats print

a double precision format, and In |D| is printed to reduce formatting errors.
Additional notes:

1. The algorithm may use a constant step size o or the diminishing o from

Chapters 2 and 3.

2. The optimal solution has to be checked by the user to verify that the opti-

mality criteria have been met.

3. The user may want to experiment with different values of o and the maxi-

mum number of iterations.
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4. The simple subroutines for calculating the matrix determinant and inverse

are from Fedorov. Their accuracy has been verified against similar-purpose

subroutines by LApack and LINPACK.
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Appendix C

Variance-Covariance Matrix for

Interrogated ESnet Sites
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Variance-Covariance Matrix for Interrogated ESnet Sites

Site

Site Variance JLAB ARM FNAL SNL KEK
JLAB 96.9 96.9
ARM 72.0 60.0 72.0
FNAL 90.7 89.6 57.7 90.7
SNL 8.8 27.8 16.2 24.4 8.8
KEK 56.2 52.8 42.1 53.0 11.2 56.2
NYU 1042.7 -23.8 -45.1 -21.8 -7.1 -17.0
MSRI 289.2 1544 94.1 159.5 43.0 83.1
ANL-MR1 100.9 96.1 59.8 82.3 28.8 49.6
AMES 83.5 79.9 53.8 87.2 20.3 55.6
FSU 1497.7 10.6 -43.4 2.5 9.9 -30.0
CIT 19.3 32.6 21.8 39.6 8.4 19.7
MIT 1002.6 16.2 -11.3 6.3 115 -3.7
FNAL-MR1 6.1 6.0 8.2 6.1 0.0 15.2
GAT 60.5 64.2 38.3 72.2 183 29.9
UTA 54.0 -64.4 -36.8 -64.7 -19.1 -29.6
SRS 978.5 -50.3 -54.5 -58.0 -15.4 -46.7
SLAC 93.0 84.0 70.1 87.5 23.2 49.2
INEL 15379 -41.2 -41.8 -29.2 -10.0 -53.1
LLNL 57.8 60.0 45.7 58.9 138 56.0
AUCK 1967.9 -16.0 -67.2 -36.4 5.1 -68.6
DOE 25.3 38.1 29.9 38.7 8.5 37.0
PPPL 42.0 59.7 38.2 62.9 16.3 35.5
UTK 0.4 -0.5 0.6 0.0 -0.1 -0.6
LANL-MRI1 51.8 60.1 44.2 61.3 14.3 51.8
NASA 949.6 -47.7 -74.1 -534 -12.1 -43.6
BNL 183.8 130.5 81.0 113.0 39.1 66.6
PPPL-local 126.0 90.1 63.5 103.0 21.5 70.4
CU 75.3 81.6 47.9 71.7 25.5 33.3
ANL 88.3 87.8 56.7 91.0 239 53.5
Pro.PPPL 35.3 52.8 36.0 444 145 37.3
PNNL 365.1 56.9 36.0 54.5 16.0 41.0
OSTI 0.4 -0.8 0.8 -0.8 -0.2 -0.6
NEVIS 402.1 177.8 104.8 1724 50.7 93.4
LBNL-MR1 62.4 73.5 48.9 75.7 19.5 48.6
LLNL-MR2 59.0 58.7 42.9 67.6 134 50.5
NERSC 121.2 65.4 84.1 68.6 174 43.8
LBNL 86.7 91.3 58.9 85.6 26.0 52.1
SNL/LLNL 131.8 97.5 63.6 109.2 25.0 64.8
YALE 1137.1 -64.6 -57.6 -60.3 -154 -46.8
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Variance-Covariance Matrix for Interrogated ESnet Sites (continued)

Site NYU MSRI ANL-MR1 AMES FSU CIT
NYU 1042.7
MSRI -30.3 289.2
ANL-MRI1 -26.9 142.0 100.9
AMES -19.4 1447 71.1 83.5
FSU 534.4 -6.1 23.5 -9.1 1497.7
CIT -10.7 65.7 26.6 37.4 -2.5 193
MIT 97.6 124 314 -1.0 428.7 -9.8
FNAL-MRI1 -3.8 6.8 5.4 8.9 -16.7 2.0
GAT -15.3 123.7 56.2 65.0 83 327
UTA 9.6 -112.5 -61.6 -57.0 -14.3  -26.2
SRS 155.2  -92.1 -56.0 -56.8 101.9 -20.3
SLAC -30.5 1478 78.1 80.6 -13.5  36.7
INEL 552.6  -27.2 -47.9 -29.0 681.8 -4.9
LLNL -17.2 94.4 57.4 59.7 -20.6 216
AUCK 10.8  -65.9 04 -51.3 301.3 -25.6
DOE -11.5 61.3 35.7 39.7 -21.0 14.8
PPPL -12.2  105.6 54.8 58.2 26 264
UTK -1.8 0.1 -0.7 -0.1 1.0 0.2
LANL-MRI1 -17.0 99.6 56.0 61.0 -16.1  23.9
NASA 371.8 983 -44.1 -51.6 502.8 -23.6
BNL -37.3 1954 136.0 97.7 29.6 373
PPPL-local -22.5 168.6 77.1 101.4 -21.0 458
CuU -26.7 1259 84.5 59.9 23.0 248
ANL -21.6 1534 81.5 84.4 28 374
Pro.PPPL -10.3 73.9 55.5 41.1 3.8 134
PNNL 60.2 89.2 58.0 50.8 375 199
OSTI -2.7 -1.5 -0.7 -0.7 1.3 -03
NEVIS -67.2 3219 170.4 154.8 -12.1  66.6
LBNL-MRI1 -18.5  126.7 68.5 71.2 -26 307
LLNL-MR2 -6.4 109.4 49.9 67.7 -13.2 298
NERSC -45.9 114.0 60.8 64.9 -51.3 294
LBNL -25.5 145.8 90.6 77.0 87 314
SNL/LLNL -23.8 183.0 85.0 104.0 -7.8 482
YALE 425.1 -60.5 -61.7 -61.7 165.2 -24.9
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Variance-Covariance Matrix for Interrogated ESnet Sites (continued)

Site MIT FNAL-MR1 GAT UTA SRS SLAC
MIT 1002.6
FNAL-MRI1 -3.9 6.1
GAT -2.2 0.0 60.5
UTA -1.2 -0.3 -511 54.0
SRS 78.9 -6.3 -40.4 50.1 978.5
SLAC -2.9 59 664 -61.5 -52.3 93.0
INEL 270.6 -180  -8.0 6.9 3878 -19.6
LLNL 3.8 142 349 -350 -47.2 55.3
AUCK 256.7 -14.0 -22.7 36.2 2283 -63.9
DOE 0.8 95 233 -228 -36.1 36.5
PPPL 5.2 41 480 -43.1 -37.9 58.3
UTK 3.3 -0.2 0.3 0.6 0.2 0.1
LANL-MRI1 5.4 119 396 -374 -419 57.0
NASA 231.6 -11.6  -36.2 42.9 1883 -61.3
BNL 42.1 69 782 -84.6 -74.7 107.2
PPPL-local -7.3 132 762 -64.1 -70.8 95.0
Cu 24.2 02 536 -364 -47.0 68.3
ANL 11.0 6.8 683 -62.2 -38.0 84.6
Pro.PPPL 16.7 7.8 260 -30.3 -36.2 42.2
PNNL -66.4 6.1 362 -40.8 -56.3 50.0
OSTI 0.5 01 -0.5 0.8 2.5 -0.4
NEVIS 31.6 8.7 129.7 -122.4 -116.5 160.1
LBNL-MR1 5.7 7.5 551 -50.8 -50.8 70.5
LLNL-MR2 -3.8 10.7 483 -409 -473 62.1
NERSC -19.6 7.7 499 -48.0 -41.8 92.3
LBNL 17.0 6.6 609 -61.0 -56.5 81.0
SNL/LLNL -3.1 9.0 841 -721 -69.9 100.4
YALE 193.1 -8.1 -41.8 524 4971 -743
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Variance-Covariance Matrix for Interrogated ESnet Sites (continued)

Site INEL LLNL AUCK DOE PPPL UTK
INEL 1537.9
LLNL -45.6  57.8
AUCK 4144  -52.2 1967.9
DOE -274 37.8 -38.1 25.3
PPPL -20.5 39.4 -26.2 259  42.0
UTK 1.0 -0.5 33 -04 -0.1 0.4
LANL-MR1 -36.6 53.8 -48.5  35.5 40.9 -04
NASA 474.0 -44.6 198.5 -31.5  -33.5 -0.3
BNL -63.3 774 85 48.2 75.2 -0.8
PPPL-local -33.6 74.0 -82.9 498 68.8 0.0
CU -24.6 40.9 11.7 253 47.8 -0.4
ANL -32.7 59.1 -37.2 388 60.7 -0.1
Pro.PPPL -29.6 40.4 -6.7 256 29.6 -0.5
PNNL -42.4 42.0 240.2 273 . 364 -1.5
OSTI 1.8 -0.6 40 -04 -0.5 0.1
NEVIS 1.8 108.0 -16.5  69.2 114.2 0.5
LBNL-MRI1 -31.3 52.9 -374  34.7 50.5 -0.2
LLNL-MR2 -22.6 52.2 -66.1  35.2 45.1 0.1
NERSC -9.8 48.7  -111.0 32.7 45.8 0.4
LBNL -40.4 58.7 -19.8 375 57.0 -0.4
SNL/LLNL -33.8 70.1 -74.8  46.8 72.9 -0.1
YALE 320.9 -479 1171 -35.6  -40.8 4.2
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Variance-Covariance Matrix for Interrogated ESnet Sites (continued)

Site LANL-MR1 NASA BNL PPPL-local CU ANL
LANL-MRI1 51.8
NASA -429 949.6
BNL 76.0 -58.9 183.8
PPPL-local 753  -624 106.3 126.0
CU 42.1 -33.0 114.7 63.6 75.3
ANL 60.7 -50.0 111.7 99.7 70.1 88.3
Pro.PPPL 373 -29.6 74.5 46.8 425 449
PNNL 41.3  -389 79.3 574 46.0 54.0
OSTI -0.5 -3.9 -1.0 -09 -06 -08
NEVIS 110.7  -99.7 232.6 177.2 149.1 167.6
LBNL-MR1 53.3  -43.9 93.6 84.8 574 738
LLNL-MR2 52.2 -41.2 68.7 852 394 65.6
NERSC 484  -74.3 83.7 780 519 66.9
LBNL 38.5 -48.8 123.0 877 764 84.0
SNL/LLNL 73.1 -64.3 117.3 126.3  73.7 105.1
YALE -44.6 271  -84.8 -746 -59.9 -60.3

Variance-Covariance Matrix for Interrogated ESnet Sites (continued)

Site ProPPPLL. PNNL OSTI NEVIS LBNL-MR1 LLNL-MR2
Pro.PPPL 35.3
PNNL 348 365.1
0ST1 -0.5 -14 0.4
NEVIS 90.1 99.6 -1.7 4021
LBNL-MR1 394 46.7 -0.7 139.3 62.4
LLNL-MR2 32.2 37.5 -0.6 113.7 56.5 59.0
NERSC 35.0 35.6 0.2 122.3 56.6 51.9
LBNL 50.4 56.6 -0.7 167.4 70.6 57.5
SNL/LLNL 47.2 56.4 -1.0 193.3 87.9 83.5
YALE -36.4 -66.3 1.8 -66.0 -54.5 -48.7
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Variance-Covariance Matrix for Interrogated ESnet Sites (continued)

Site NERSC LBNL SNL/LLNL YALE
NERSC 121.2

LBNL 64.9 86.7

SNL/LLNL 795 938 131.8

YALE -86.4  -63.7 -62.4 1137.1
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