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ABSTRACT

This paper describes the addition of a Dynamic Address
Translation feature to ASSISI-V. ASSIST-V 1is a progranm
vhich provides an environment for the isglementation,
testing and evaluation of systesms software for the 1BM
System/360 series of computers. The implementation of the
Dynamic Address Translation feature will assist in the
teaching of wvirtual memory and paging technigques. The
Dynamic Address Translation feature pcrtion of ASSIST-V will
provide an environment for isplementaticn and testing of
virtual memory systems software for the IBM System/370
series of computers. This capability 1is achieved by
simulating all relevant features of the System/370. In
particular, the actual translaticn Frocess, control
registers, control aodes o¢f operation, and translation

interrupts are added to ASSIST-V.
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I. PROJECT OVERVIEW

1. OBJECTIVES

Although much can be learned through the reading of
appropriate textbooks, programsing experience is still
necessary to complete the education of the systeas
programmer. Such activity generally requires the dedication
of a general purpose machine. Such dedication is generally
not feasible on mainframe computers. ASSIST-V, a software
tool designed for use in the teaching of operating systeas,
file management, and machine crganizaticn courses provides
an environment for the inplenentétion, testing, and
evaluation of systems software tor the IBM System/360 series
of computers. However, the current state-of-the-art of
computer technology requires that a virtual REROTLY
environment be added to any such educaticnal tool.

virtual memory is a method of autcmatically overlaying
programs without the knowledge of the prcgrammer. A
prograsmer may code a program with regard to only the size
constraints of the address space of a particular instruction
set rather than the actual size of physical w=memory. The
automatic overlay process, called paging, gives the
programmer the illusion that a large, continuous, linear
main memory, the same size as the address space exists when,
in fact, the wmain memory may be considerably smaller than
the address space. This simulation of a large main Bmemory

is not detected by the program running under such a systen.
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Programs are executed by mapping the lcgical addresses, oOr
the ones to which a program can refer, to actual, physical
memory locations. This address mapping frocess is known as
Dynamic Address Translation in the IBM System/370 machines.
This thesis has added a simulation of the Dynamic Address
Translation feature to ASSIST-V. With ASSISI-V it is now
possible to interrupt a program at an arbitrary moment,
record it and its data on virtual external storage devices,
and at a later time return the program tc any simulated

main-storage locations for resumpticn of execution.

2. IMPLEMEMTATICN ERViBCNHE NT

The ASSIST-V simulator was written as a major extension
to an existing program called ASSIST. ASSIST is a student
oriented assembler/interpreter for IBM 360-370 machines. It
was designed and implemented by Drs. John R. Mashey and
Graham M. Campbell, both of The Pennsylvania State
University (Mashey, Campbell and Forney, 1972, Mashey, 1973,
and Overbeek and Singletary, 1970). The present version,
maintained by the authors and distributed by The
Pennsylvania State University, is in use at over 200
universities in the United States and abroad.

ASSIST-V is an extensicn to ASSIST. The assembler was
preser ved virtually intact, and extensive additions were
made to the interpreter. Since the assembler was unchanged,
no change to assembly speed has occurred; execution speed is

approximately 4300 instructions fper second on an IBM 360
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model 65. The version of ASSIST-V as described in [3]
requires 74K bytes of storage plus user area.

The Dynamic Address 1Tramnslation feature requires 4K
bytes of storage in addition to the 74K required for
ASSIST-V. Page size of the Dynamic Address Translation is
fixed at 256 bytes to provide a workable page size 1in a
student environment and because the standard 2K,/4K page size
of the System/370 is not compatable with the track size of
ASSIST-V virtual disks. ASSIST-V has remained intact with
the exception of a reduction in size of main memory blocks,
changing from 2K to 256 bytes, to provide protection for 256

byte page frames.



II. DYNAMIC ADDRESS TRANSLATION USER'S GUIDE

t. PURPOSE AND SCOPE OF THIS GUIDE

The purpose of this guide is to define to the user of
ASSIST-V the <coancepts of the Dynamic Address Translation
feature of ASSIST-V and to assist in its use. To use this
guide, you should be familiar with virtual memory and
ASSIST-V, inclusive of the I/0 package. There is a brief
inctrodaction to ASSISI-Y in the following section. PFor a
more detailed explanation the user is referred to
ASSIST-V: An Environmantal Simulator for the IBM 360 Systenm
Software Development [4]. Other documents that you may need
to consult are the IBM Systeam/370 Principles of Operation
{10, ] which gives information on the hardware of the
Systemn/370 and the IBM Introduction to Virtual Storage
systems [6], which gives information on the System/370

.virtual memory; that material will be assumed in this guide.

2. INTRODUCTION TO ASSIST-V

The user of ASSIST-V prepares an “operating'systen” and
a series of one or more test programs for that systeas. The
tarm Moparating syste2a® in this context means one or more
supervisory routines to oversee the execution of the test
prograas. The supervisory routine may be as simple as the
interrupt handler for a single type of interrupt, or it may

ba as coaplex as a amultiprogramming operating system. The
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operating system might even ke a lcader program that reads
the test programs from the input stream, or the locader might
read an operating system that in turn reads test prograas.
This operating system and its test frogram(s) are
submit ted to ASSIST-V for assemktly and executicn. ASSIST-¥
assembles the operating system and relocates the resultant
object code as if it were placed beginning at location 0 of
an IBM 360. The operating system should include code to
define the reserved storage locations fcr new PSW's for each
interrupt type being handled. An initial value should also
be assigned for the interval timer at locaticn X'50', if
timer services are used by the cperating systen. The user
must also provide an initial value for the PSW showing where
execution should begin within the operating system, and with
what status (protection key and mask values). The initial
PSW must be at location 0 of the user's operating system.
After assembling the program submitted, ASSIST-V
prepares for a simulation run. The size of the simulated
machine is determined to be the smallest nmultiple of 2K
(2048) greater than or equal to the length of the program
assembled. ASSIST-V then fills all wuninitialized storage
locations (e.g. areas declared by DS statements) with X'F7°?,
fills all registers with X*'F6', and assigns each 2K byte

memory block a protection key of 0, with fetch protection

applied.




Simulated_ Execution

To begin the simulation, ASSIST-V fetches the contents
of location 0 and makes this the active value c¢f the PSW.
It then procedes to fetch and interpret instructions,
simulating their effects as described in [9]. 1In the event
of a program exception (e.g. invalid opcode, protection
violaticn, address out of range, etc.), the active PSW is
stored at the program old PSW reserved location (X*28') and
the contents of the program new PSW lccation (X'68') are
made active, This action differs from that of regular
ASSIST, in that ASSIST would normally terminate a user for
such a violation, while ASSIST-V effects a progran
interruption. Under ASSIST-V executicn proceeds using the
PSW specitied in the program interrupt new PSW.

ASSIST-Y contains a table cf the execution time for
each machine instruction or I/0 operation. After an
instruction is performed or an I/O operation occurs, the
contents of the interval timer (memory location X'50') are
decremented accordingly. If the interval timer passes fronm
zero to negative, an external interruption is signalled, and
wvhenever the external interrupt bit (bit 7) of the PSW
permits external interrupts, the storing of an old and
fetching of a new PSN occurs.

The completion of anmn I/0 activity, and also other
conditions in I/0 execution, signal I/0 interruptions. The

PSW svaps for these are controlled by the system mask, bits
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0-6 of the PSW. The interrupticn mechanism is the same as

described above for program and external interrupts.

ASSIST-V continues to simulate instruction execution
until one of three events occurs.

1. The user halts the simulation by executing an XOPC
25. (See the description of XOPC's in secticn III of the
ASSIST-V User's Guide [5 }].)

2. The simulation halts due tc exceeding the limit for
real execution time, number of instructions executed, or
amount of output produced.

3. The user enters an "interminable wait"™ state. An
interminable wait is one in which

a. the CPU is in wait state (bit 14 of the active
PSW is *1'), and

b. no external interrupt can occur “reasonably"
soon (the interval timer contains a negative value or the
external interrupt mask in the PSW contains a '0?), and

c. no I/0 interruptions can occur (either no
channel-level I/0 is in progress, or the system mask bits
for all active channels contain '0').

After the program terminates, ASSIST-V displays final
statistics about the simulation. These include length of
the simulation in timer units, percent of time the CPU and
each channel were active, and fpercent o¢f overlap by the

processors.
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If the simulation terminated abnormally (reason 2 or 3
above) , or if the wuser requested a dump (XCPC 25), a
termination dump is printed. This includes the final value
of the PSW, a trace of the last 10 instructions, a trace of
the 1last 10 branches and/or PSW svaps, and the final
contents of the registers and memory of the simulated

machine.

3. INTRODUCTICN TC VIETUAL MEMORY

In the early days of computers, memcries were expensive
and small. Programmers spent a large pcrtion ¢f their time
on such systems trying to squeeze a program 1into memory,
often using an algorithm that was slower, or othervise less
efficient than another, simply tecause the Letter algorithn
vas too big to fit into the computer memory. The
traditional solution to this prchblem has been the use of
secondary memory, such as tape, drum, and disk. Memory
management techniques such as overlays and dynamic serial
structures vere developed to permit the execution of
programs that wvere larger than the memory available to the
user. One drawback to these techniques, however, was that
the programmer was responsible for designing the memory
management structures, arranging for the movement of pieces
of program between secondary and ®main storage, and in
general, managing the entire frocess without any help fron

the coaputer.
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In the early 1960's a methcd of performing the overlay
process antomatically, without the knowledge of the
programmer evolved; this method is now called virtual
mRenory. Virtual memory separates the concepts of memory
address space and memory locaticns. The address space, oOr
the logical addresses are thcse to which a program can refer
when a program is executed. Logical addresses are mapped tc
real address locations which are actual, hardwired physical
memory locations. A memory map exists that maps 1logical
addresses to real ones. Programs are written just as though
there were enough main memory fcr the entire logical address
space, even though that may not be the case. Programs may
load frcm or store into any word in the logical address
space, or branch to an imnstruction lccated anywhere within
the logical address space without regard to the tfact that
there is actually not enough physical memory to contain the
program. This process 1is comgletely transparent to the
user. The user of such a system can write programs without
realizing that such a system exists. The wuser can simply
think that the computer has a big memory.

The only requirement within a computer system for
virtual memory is the existence of a secondary memory large
enough to contain the complete program. The logical address
space is broken up into equal sized chunks called pages.
Page size in different virtual pemory systems ranges fron

256 bytes to 4096 bytes per page, always being a power of
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two. The physical address space is likewise broken into
pieces, called page frames, so that each page frame of main
memory is capable of holding exactly cne page. When a
reference is made to a logical address, the computer
translates the logical address to a real one using page
tables, which may be special hardvare registers or reserved
sections of memory., Under the IBM System/370 series of
computers this process is referred to as the Dynamic Address

Translation feature or "DATH".

4. VIRTUAL STORAGE IN THE SYSTEM/37C

The System/370 Dynamic Address Tianslation feature uses
both segmentation and paging to implement virtual memory.
Segmentation is a memory management technique wused by IBM
operating systems to organize main stocrage. A programmer
will code a program within a logical address space and the
operating system will automatically segment it. The result
is a program whose address space is one or @aore variable
segments. Each segment 1is further subdivided into one or
more pages that are fixed in size. Page size 1in the
System/370 can be fixed at 2048 or 4096 bytes per page. The
logical address space is wmultilevel, structured into
segments, pages within segments, and locations within pages.
The logical address space is referenced by dividing the
address into corresponding parts. Fiqure 1 shows how the

address is structured.
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SEG PAGE DISPLACEMENT
NO. NO.
[ ] 2] 1500 ]
> o> Crmmmmmmmmy

8 Bits 4 Bits 12 Bits

Figure 1. IBM address structure.

The first 8 bits of the address contain the segment number.
This allows up to 256 segments in a prcgram address space.
The next 4 bits make up the page number allowing for 16
pages per segment. The displacement portion cf the address
consists of 12 bits which indicates, within the page, the
location of the data being addressed relative to the first
location within the page. A 12 bit displacement size allovs
a page size of 4096 bytes. 1The above three fpart address
structure 1is able to account for all of IBM*s 16,777,216
byte logical address space; 256 segments, each containing a
maximum of 16 pages of size 4096 bytes gives a total maximun
address of 16,777,216 bytes.

A page may be placed intc any available page frame in
main memory. The real address of where the page 1is placed
in pmain memory is recorded in the page table. Each segment
of a program has a page table. W®hen a reference is made to
a logical memory address, the segment number portion of the
address is used as a pointer into the segment table, which
contains the address of the page table for the current
segment. The page number portion of the address becomes an

index into the page table to the position where the real
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storage location of the referenced page has been placed in
mRemory. The Dynamic Address Translaticn feature then
concatenates the page frame address and the displacement
together to forr an absolute address. Figure 2 shows the
mapping of a logical address to real.

Before a program begins execution, the operating systea
loads Control Register 1 with the address of the program's
segment table. In Figure 2, a reference has been made to
logical address (hexadecimal) 013F24. The segment number in
the upper 8 bits of the address is used as an index into the
segment table. The segment table -entry pcints to the
beginning of the page table for the currently referenced
segment., The page number from bits 8-11 of the address 1is
used as an index into the page table at storage location
30000. The entry at this location identifies the beginning
address of the page frame which contains the referenced
address. The displacement portion of the lcgical address is
then concatenated with the address of the page frame to give
the real storage location address of 128F24.

As previously mentioned, virtual storage is typically
larger than real storage, teing bcunded only by the number
of bits which specify the address of a memory location and
not the number of real storage locations available. The
advantages of a virtual memory system are enhanced through
its capability to "automatically overlay" programs in page

size increments, requiring only that the immediately needed
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RELATIVE ADLCRESS
SEG PAGE DISPFLACEMENT

4 ..................
SEGMENT TABLE ] PAGE TABLE
aintauienin Tntedteddiestae Shubuietady (huhaiesedtdededeeiadadig -
SEG | PAGE TABLE 30000-->| PAGE|REAL STORAGE
NO. | LOCATION ; NO.| LOCATION
d--5] 1 30,000 —4-- 1 64,000
b - i B
L 2 30,200 2 128,000
PRSI NPy S SR R MU | e rc e - =
! S P — > 3 128,000
L e e l e e —— -
PAGE TABLE
----- 1 - R e R @ S Wi e W e D AN Wy

30200-->] PAGE|REAL STORAGE
NO. LOCATION

e e w a  f e - - o -

Figqure 2. Address translation.
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pages be in real storage at any one time during execution.
This is true even if the entire program could fit into real
storage. If a reference is made to a page which is not
resident in real storage, the referenced page can be read
into real storage from external stcrage and execution
resumed. This process is kncwan as "demand paging".

In a system where virtual stcrage is larger than real
storage, all of the available page frames in 1real storage
will eventually be filled. A reference to a page in this
situation requires that a page residing in real storage be
replaced to make room for the referenced page toc be brought
in. In such a case, any pages residing in a page (frame
allocated to users may be chosen for replacement. There are
several page replacement strategies used to choose which
page in real storage is to be replaced. The reader 1is
referred to Madnick and Doncvan [11] for a discussion of
page replacement algorithms as well as a discussion of the
interrupt action associated with page faults.

The System/370 uses a least recently used page
replacement algorithm to manage real storage. In this page
replacement strategy, the page frame which has not been
referenced for the lonéest period c¢f time is chosen for
replacenent. A page out operation is necessary only if the
page chosen for replacement has been changed since it was
paged in. This requires that a record of individual page

usage be kept to assist the operating system in determining
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which page to remove, and if a paging-out is required. This
has ba2n impleaented in the System/370 by extending the key
in storage by two additional bits. Bit 5, the reference
bit, normally is set to one each time a location in the
correspoanding storage Slock is referred to for storing 'or
fatching of information. Bit 6, the change bit, is set to
one each time information is stored in the corresponding

storage block.

5. USING THE VIRTUAL MEMORY OF THE EXTENDED
INTERPRETER OF ASSIST-?‘

The user o2f ASSIST-V with virtual memory proceeds with
preparing an ™Moperating systes® and a series of test
prograas for that syéten just as under standard ASSIST-V.
However, with the viftual Bpemory portion of ASSIST-V
implemented, the user has the option of specifying a
simulation of the Systea/370 with respect to the Dynanic
Address Transiation featﬁce‘as well as a System/360 in the
same - fashion as specifying basic-control and
extendad-control - modes of operatiom on a System/370. This
section will describe the'_different operating procedures
required for a simalation run when using the Dynamic Address
Translation feature..

As with standard ASSIST-V the user's operating systea
is assembled and relocated as though - the resultant object
code were placed at 1locatioan 0. However, if the test

prograas are to be executed in a virtual memory environsent,
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they too must be assembled relative tc location 0, making
each test program executable at any 1location in the
simulated machine through dyramic address translation. Each
test program is assembled separately under ASSIST-V, and the
object module for that program is written either on an
auxiliary storage device or on cards. The object decks for
each test program are then written out by the  user's
operating system to amn ASSIST-V virtual external storage
device from which they may be paged in and out. The format
of object decks produced by ASSIST-V is given in Figure 3.

When the DECK parameter 1is specified on the // EXEC
card, an object deck is punched regardless as tc whether the
program was assembled with errors o¢r not. It 1is the
responsibility of the user to ensure the accuracy of the
test programs before they are submitted to the  user's
operating systeam for execution. Unlike standard ASSIST-V,
which will be terminated by an erroneous test pprogram, the
user's operating system will attempt executicn of the test
program if it has been assembled separately. The ,/, EXEC
parameters of NOLOAD and DECK are mutually exclusive so that
the execution of the test programs may not be suppressed if
an object deck is requested. Figure 4 shows the Job Control
Language to assemble and punch cbject decks to an on-line
disk for three test programs and then open the file for
input, so the user's operating system can read the object
decks in order to load them to an ASSIST-V virtual external

storage device.



17

Two types of cards are punched and recognized: text
cards (TXT), which supply actual okject code, and end cards

(END) , which supply an optional entry point address for
beginning of execution. The formats of these cards are
described below. ALWAYS 1lists the characters which are
definitely present, DECK notes those which are punched, and
OBJIN those required for input. The notation IGNORED means
that the given card columns are completely ignored when
loading an object deck.

CARD/COLUMNS ALWAYS DECK CBJIN
END CARD
1 v IGNORED
2-4 END - -
5 X' 00? IGNORED
6-8 entry address entry pt or blanks
9-72 blank IGNORED
73-80 seguence no. IGNORETD
TEXT CARD .
1 L IGNORED
2=-4 TXT - -
5 X*Q0? IGNCRED
6-8 beginning address of text ccde on this card
9-10 blanks IGNORED
1 X' 00" IGNCBED
12 length of object code on card, from X*'00' to X*38*
(i.e. 0 to 56 decimal bytes of code).
13-16 blanks IGNORED
17-72 up to 56 bytes of code, to be loaded at given address.
73-80 sequence IGNORED

When ASSIST punches an object deck, it Fpunches the
entire program storage, including character 5's which fill
any DS or cother areas not having specified code values.
Unlike the standard system assemblers, ASSIST always punches
an END card with an entry point address on it, whether the
user specifies an entry point on the source END card or not.

Figure 3. Object deck fcrmat.
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//PROCLIB DD DSN=J30861.P39488.PROCLIB,DISP=SHR
/7 EXEC ASSIST,PARM='DECK®

//FTOTF001 DD DSN=¢TEMP,SPACE= (TEBK, (2, 1)),
// UNIT=SYSDA,DCB=(RECFM=FE,LRECL=80,

// BLKSIZE=3120) ,DISP= (NEW,PASS)

//SYSIN DD *

x#%x USER TEST PROGRAM

// EXEC ASSIST,PARM=!DECK'

//FTO7F001 DD DSN=6TEMP,DISP=(MOD,EASS)
//SYSIN DD * :

*«%% USER TEST PROGRAM

// EXEC ASSIST,PARM='DECK"®

//FT07F001 DD DSN=6TEMP,DISP=(MOD,EASS)
//SISIN DD *

*%%x USER TEST PROGRAM

// EXEC ASSISTV,PROG=VIRTUAL

//STEPLIB DD DSN=J30861.P39488.ASSISTV.LOADLIB2,
// DISP=SHR

//SYSIN DD *

*#% USER OPERATING SYSTEM

//INBUT DD DSN=6TEMP,DISP=(OLL,PASS)

Figure 4. Sample JCL for separate assemblies.
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6. ASSIST-V ADDRESS TRANSLATION

Dynamic Address Translation provides the ability to
interrupt the execution of a prcgram at an arbitrary moment,
record it on an external storage device, and at a later time
return the program to any real stcrage locaticn and resume
its execution. Address Translation 1is accoaplished by
treating the addresses supplied by the program as logical
addresses. These logical addresses are translated to real
addresses through the use of translaticn tables created by
the operating system, This section descrites the support
required by the wuser operating system to use the dynamic
address translation facility of ASSIST-V.

Page size in ASSIST-V has Leen isplemented in 256 Dbyte
blocks as opposed to System/370 page size of 2K or 4K byte
pages. The choice to reduce the page size was bLased on two
considerations; first, a small page size would be more
practical in an academic environment, freeing the user froum
having to «create 1large test programs, and second, a page
size was needed that would fit completely on a single track
of ASSIST-V virtual disk, which has a track capacity of 1692
bytes, which is 1less than the 2K page size of the
System/370. To iaplement protection on such a system, main
storage in ASSIST-V has been divided into storage blocks of
256 bytes, each with it's own %key in storage" control

field, rather than the standard 2K blocks.
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The address structure 1is interpreted by the ASSIST-YV
Dynami ¢ Address Translation feature as illustrated in Figure

5.

[ SEG NO. I PAGE iC. IDISPLACEHENT]

-=8 BITS-=> <-=-8 BIIS--> <~=-8 BITS-->

Figure 5. ASSIST-V address structure.

Bits 8-15 give the segment number, bits 16-23 give the page
number, and bits 24-31 give the displacement within the
page. ¥hen translation is perfcrmed,'the segment and page
numbers are used as indices into the segment and page tables
respectively, and the logical displacement is concatenated
with the page frame address in the page table to give the
address of the real storage location.

With the dynamic address translation facility the CPU
can operate either in tramslaticn mode or withcut address
translation. If bit 12 of the PSW is a 1, the CPU will
operate in extended mode, translating addresses, and if bit
12 is a 0, the CPU will <cperate 1in basic mode as a
System/360. All other bits in the PSW are interpreted as
they are in standard ASSIST-V.

Control registers provide a means for maintaining and
manipulating control information that resides outside the
PS®. ASSIST-V has been implemented with four control

registers, which are registers 0-3. The dinstruction LOAD



21

CONTROL provides a means for loading coantrecl information
from main storage into control registers; vhereas, STORE
CONTROL permits information to be transferred from control
registers to main storage. These instructions cperate in a
manner similar to LOAD MULTIPLE and STORE MULTIPLE. Any
attempt to reference a control register greater than 3 will
result in a specification error.

Bits 0-28 of control register 1 designate the beginning

and length of the segment table as illustrated in Figure 6.

0 8 3

Figure 6. Contrcl register 1.

The fields in the register are allocated as follows:
Bits 0-7 of control register 1 designate the length of the
segment table. The length of the segment table is equal to
one more than the value in bit positicns 0-7. Bits 8-28 of
control register 1 are a 24-bit real address that designates
the beginning of the segment table.

The validity of the information loaded into control
register 1 is not checked at the time the register |is
loaded. This information is checked and the progran
exception, if any, is indicated when the informaticn is

used.
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Two types of translation tables are used for dynamic
address translation - a segment taktle and a page table.
These tables reside in main storage. The format of the

tables is shown below.

Seygment Table Entries

Each entry in the segment table designates the 1length
and origin of the corresponding page table. An entry in the
segment table consists of a full word. Figqure 7 shows the

format of a segment table entry.

0 8 31

Figure 7. Segment table entry.

Bits 0-7 designate the number of entries in the table.
The 1length of the table 1s equal tc one more than the value
in bit positions 0-3. The length field is compared against
the page-index portion of the logical address to determine
if the page index is a legal eatry in the page table.

Bits 8-28, with three low-crder zercs appended, form a
24-bit real address that designates the beginning address of

the page table.

Page_Table Entries
The entry fetched from the page table indicates the

availability of the page and contains the high crder bits of
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the real address. Each entry in the page table is three
bytes in length. Figure 8 shows the format of a page table

entry.

0 16 23

Figure 8. Page table entry.

Bits 0-15 provide the left-most 16 bits of a 24-bit
real storage address. The fpage address and the contents of
the displacement field of the iogical address are
concatenated to form a real address.

.Bit 16 is the page-invalid Lkit. When the page-invalid
bit is zero, translation proceeds using the table entry.
When the page-invalid bit is cne, a page-translation
exception is recognized and a program interruption occurs.

Bits 18«23 are unused.

7. TBANSLATION PBOGRAM EXCEPTIONS
The Dynamic Address Translation feature recognizes

two additional prograam exceptiocns:

Segment-Translation Exception
A segment-translation exception is recognized when:

1. The segment-table entry 1is outside the segment

table.
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Page-Translation Exception
A page-translation excepticn is reccgnized when:
1. The page-table entry is outside the page table.
2. The page-invalid bit has the value 1.
These program exceptions are recognized only as part of the

execution of an instruction using address translation.

8. AN EXAMELE

Figure 9 presents a sample operating system and three
test programs executed by ASSIST-V with the Dynamic Address
Translation feature iaplemented. ;ach test program is a
separate CSECT assembled relative to location 0. The
operating system consists of macro and DSECT definitions, an
initialization section for the operating system and each
test program, SVC, I/0, and program interrupt handlers, a
loader to write the test programs tc virtual disk, and
internal I/0 subroutines for reading in and writing out
pages. The operating system is executed in tasic-control
mode without address translation while each test program is
executed in extended-control mcde with address translation.
The test programs are executed in page frames with addresses
different than those where each one was asseabled. Each
user 1is run under a separate protecticn key. The test
programs terminate with an SVC which results in an 0C2
privileged operation exception wvwhen executed by ASSIST;

however, when the test programs are executed by ASSIST-V,

e
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the SVC instruction is recognized as legal and is executed
accordingly.

The following describes the sequence of activities that
take fplace as the test programs are executed by ASSIST-V
with dynamic address translation.

1. A call is made to internal subroutine LOADER to
write all three user test programs to ASSISTI-V virtual disk.
The loader, 1in turn, makes three successive calls to
subroutine GETPBROG which returns one ccmplete user program
at MEMOKY (X*1000'). LOADER then writes out each program to
virtual disk in page-size records with each program
contained in a separate track. When LOADER returns, all
test prograas are stored on virtual disk.

2. The first user is loaded into four successive page
frames, in reverse order. The address o¢f the page frame
into which each page is loaded is recorded in the page table
as the page is written in.

3. Control register 1 is set to point to the
beginning of the segment table.

4, User 1's protection key (key=3) is placed 1into
each key in storage asscciated with the [page frames
allocated to user 1.

5. User 1 executes to cosmpleticn, after which each
key in storage is printed out in registers 4-7 showing the
reference and change bits for this user.

6. Users 2 and 3 are separately 1loaded into nmemory
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page frames in the same fashicn as user 1., Users 2 and 3,
however, are loaded into memory together with their pages in
reverse order into alternating ©page frames; the first
logical page of wuser 2 is loaded into the page frame at
hexadecimal location 1700, while the first logical page of
user 3 is loaded into the page frame at hexidecimal location
1600. As the pages are loaded intc memory, the page tables
for users 2 and 3 are set to reflect the real addresses of
pages.

7. Control register 1 is locaded with the address of
the segment table for user 2.

8. The protection keys for user 2 (key=2) and user 3
(key=1) are placed in each key in stcrage of each page frame
allocated to users 2 and 3 respectively, before user 2
begins execution.

9. User 2 executes to cospleticn after which each key
in storage for the page frame allocated to user 2 is printed
out in registers 4-7, showing the reference and change bits
for user 3.

10. Control register 1 is loaded with the address of
the segment table for user 3.

11. User 3 executes to completion after which the keys
in storage are printed out in the same fashicn as for users

1 and 2.
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ITI. PROGRAM LOGIC MANUAL

1« PUEPOSE

This document is intended for the person who will be
creating and maintaining a version of ASSIST-V with Dynamic
Address Translation. It contains informaticn on how to
assemble the Dynamic Address Translation feature into
ASSIST-V, the technical changes made to ASSIST-V in
implementing the Dynamic Address Translation feature, and
suggestions for additions. A document you may wish to
consult is ASSIST-V Program Logic Manual (4], which gives
information on bringing up and naintaining ASSIST-V; the

material in that document is assumed.

2. SYSGEN PARAMETERS

ASSIST-V with Dynamic Address Translation is an
extension of ASSIST-V. A proper ASSIST-V module must be
created for the Dynamic Address Translation feature to be
included. Only two additionmal SYSGEN fparameters must be set
in ASSIST-V to include the Dynamic Address Translation
feature; &VS370 and 6S370A. The parameter &VS370 controls
the assembly of the Dynamic Adiress Translation feature,
vhile the latter parameter, &S370A, 1is required for the
assembly of the System/370 instructions LOAD CONTROL and
STORE CONTBOL. ¥hen ASSIST-V is assembled to create a
version with the Dynamic Address Translation feature, the

data sets SOUBCE1, SOUBCE2, and SOURCE6 must be assembled.
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SOURCE3 must be included if the present version of ASSIST-V

does not permit the assembly of System/370 instructions.

3. DYNAMIC ADDRESS TBANSLATICN OVERVIEW

T he simulated execution-tinme Dynazic Address
Translation feature consists primarily of translating
logical addresses to real within ASSIST-V and routines to
support the translation. Additionally, the routines which
do address and protection checking have been changed along
with the implementation of the keys in storage associated
with each 2K block of memory. These changes were necessary

to reflect a virtual memrory with a page size of 256 bytes.

4. IN-LINE ADDITIONS TO ASSIST-V TG SUPPCRT DAT

Addresses within ASSIST-V with the Dypamic Address
Translation feature are treated as locgical addresses which
may or may not require translation. If the simulated
machine is operating in extended controcl mode (bit 12 of the
PSW equal to 1), address translaticn occurs and the
operating system must supply the afpprcpriate translation
tables for the Dynamic Address Iranslation feature. If the
simulated machine is running in basic contrcl mode (bit 12
of the PS¥ equal to 0), no address translation cccurs. The
in-line changes to ASSIST-V consist primarily of placing the
machine in the proper mode of execution (extended or basic
control), translating logical addresses to real, and
ensuring that all instructions and operands are coatiguously

available to ASSIST-V for sisulated execution.
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Before an instruction is fetched, the PSW is checked tc
see if the machine is running in basic or extended control
mode. If the E-mode bit is set, bit X'40*' of control
ECFLAGY4 is set. This bit is the flag controlling address
translation within ASSIST-V. If the translation routine,
DYNATRAN, is called and bit X*'40* of ECFLAGY4 is 1, the
address is translated, otherwise the 1lcgical address is
returned as real.

Prior to an instruction fetch, the address of the
instruction 1is translated to okttain the real address of the
next instruction. If the instructicn lies entirely within a
single page, the instructicn 1is fetched just as under
standard ASSIST-V; however, if the instruction is split
across a page boundary, the serarate parts of the
instruction are concatenated in a 6-byte buffer, and the
buffer address is substituted for that of the real address.
This has no effect on ASSIST-V or cn the user program. The
updates to the imstruction stack and the incrementing of the
instruction address register are done with logical
addresses. ASSIST-V is able to proceed normally with either
its normal instruction buffer or the one substituted by DAT.
If the instruction was an EXECUTE, the logical address of
the out-of-line instruction is placed into the instruction
stack by a change made in the sisulation of the EXECUTE

instruction.
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The operands of an instruction are checked for page
boundary violations just prior to being checked for
addressing and protection viclations. After the first byte
of an instruction is decoded, the opcode, a multiway branch,
is executed by ASSIST-V to decode the different
configurations of the second byte o¢f an instruction.
ASSIST-V merges back after decodiny the seccnd byte with the
logical address of the operand in register 1 and the operand
length in register 0. At this point, the macro DYCKOP is
invoked expanding into a call tc internal subroutine DYPGVIOC
vhich determines if the operand is split across two pages.
If so, a flag is set showing that the operand needs to be
concatenated in a DAT buffer.

After the operand has been checked for addressing and
protection exceptions, the operand is translated and, if
split across a page boundary, concatenated into a DAT buffer
vith the address of the DAT buffer substituted for that of
the operand address. If the instruction is an SS-type
instruction, the address of the first operand is saved if a
page violation occurs so the result of the instruction
execution can be returned to the first operand.

Not all addressing protection checks are done 1in the
main decoding loop by ASSIST-V. In the case of some BRS-type
instructions, the 1length of the operand 1is not given
explicitly in the instruction and is not known until the

instruction execution is simulated. Suoch is the case with
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the instructions LM, STM, LCIC, and STCIL. In such cases,
page violation checking and operand concatenation is done in
the routines that simulate the instruction.

In most SS-type instructions, instructions that store
the contents of multiple registers, and psuedo dinstructions
that modify storage, it is possible that the first operand,
the receiving operand, is split acrcss two pages. In such
cases, the DAT buffer address bas already been substiututed
for the operand address and contains the result of the
instruction execution. Control is deferred to a section of
code at the label EICONCAT where, if a page violation
exists, the result of the instruction execution is copied
out to separate pages before returning to fetch another

instruction.

5. SUPPORT ROUTINES FOR DAT
This section describes the ocut-cf-line routines that
simulate the Dynamic Address Translation feature. These
routines are written as internal subroutines kut establish
their oWn adressability because of the lack of
addressability remaining within the range of the base

registers of CSECT EXECUTE.

- S G T i — S S e S S-S S S

Subroutine DYNATRAN is the actual address translator.
DYNATBAN receives a logical address in register 0 and

returns a real one in register 0. If bit X*40' of ECFLAGY
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is set to 0 (BC mode), the input parameter is returned as
the real address. DYNATRAN checks for segment-translation,
translation-specification, and page-translation exceptioans
in the process of following a chain c¢f pointers beginning
with control register 1 through the segment table to the
page tables. If no errors are found, the real address of
the page 1is concatenated with the displacement bits of the
logical address to form a 24-bit real address. If a prograa
exception is found, the address of the fproper error. routine
is loaded into the return register.

Internal subroutine DYSETIRC is called by DYNATRAN to
set the reference and change bits in the keys cf storage of

the real address being referenced.

Subroutine DYINSCHK

Subroutine DYINSCHK checks to see if an imstruction is
split across a page boundary. If there are more than four
bytes remaining on a page, all cf the current instruction is
on the current page; however, if not, there is a possibility
that the instruction violates a page boundary. In such a
case, DYINSCHK copies the resxaininyg pocrticn of the address
into a DAT buffer, adds the length of that portion to the
logical address and translates the result to locate the
remaining part of the instruction. The rest of the
instruction is then concatenated with the first part of the
instruction in the buffer. The address of the buffer is

substituted for the instruction address.



Subroutine DYPGVIQ

Subroutine DYPGVIO checks an operand tc see if the span
of the operand is across a page boundary. Prior to a call
to DYPGVIO, a translation flag 1is set by the caller
indicating which operand is tc be checked. This —routine
adds the length of the operand to its beginning address. If
the result crosses a logical page boundary, the operand is
not entirely within one page. If this is the case, the
routine returns without resetting the flag showing which
operand is being checked for a page violaticn. This flag is
later used to determine if an operand is to be read into or
Written out from contiguous DAT buffers. If nc violation is
found, the flag is reset.

DYPGVIO assumes that the caller has requested for
operand 2 to be checked. If this is not the case, operand 1
is checked. The determination of which operand 1is to be
checked 1is order dependent, The caller specifies which
operand is to be checked by setting one of two bits, each
corresponding to an operand. The correct operand is chosen
by inspection of these two bits. ASSISI-V checks operand 1
prior to operand 2, and if there is a violaticn on operand
1, operand 1's bit will remain set while operand 2 is being
checked. If the initial assumption is made that a request
has been made to check operand 1, operand 2 may never be
checked. This problem is avoided by inspecting the bit

specifing operand 2 before the bit specifing operand 1.
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Subroutine DYMVOPER concatenates an cperand that is
split across two separate pages intc a contiguous DAT
buffer. After a determinaticn c¢f which operand is to be
copied by an inspection <c¢f bits set by the caller, the
remaining data on the current logical page is copied into a
buffer. The remaining portion of the operand is located by
translating the sum of the lcgical address of the operand
and the remaining number of bytes on the current page. The
buffer address is substituted fcr that of the operand by the

caller.

Subroutine DYMVOPIN is the analog of DYMVOFER, writing
out an operand from a contiguous DAT buffer tc two separate
pages. The method of operation is similar to that of

DYMVOPER, except in the directicn of the data movement.

6. IMPLEMENTATION OF CONTBGCL REGISTERS

In the System/370 coantrol registers provide a method of
maintaining and manipulating informaticn that resides
outside the PSW. Control registers 0 and 1 are used by the
System/370 during dynamic address translaticn. Centrol
register 0 specifies the page size in the System/370 and 1is
implemented in ASSIST-V but unused. Ccntrol register 1
specifies the length and address of the segment table and is

simulated by ASSIST-V. Control registers 2 and 3 have been
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reserved for future use. Additional ccntrol registers can
be implemented by adding the additicnal storage for the fake
control registers ECONREGS in DSECT ECCNTROL.

Information in control registers is fetched and stored
by the instructions LOAD CCNTEOL and STORE CONTROL. These
instructions have been added tc the instruction set of
ASSIST-V. LOAD CONTROL and STORE CONTROL are described in
the IEM System/370 Principles of Operation [10]. Any
attempt to reference a ccntrol register not currently
implemented by ASSIST-V results in amn 0C6 specification
exception.

Until all control registers are isplemented, wraparound
is not permitted and results in an OC6 specification
exception. If and when a full set cf ccntrol registers is
installed, this prohibition can be removed by deleting lines
85612220-85612240 in the simulatiocn of LOAL CONTROL and
STORE CCNTRBROL. The code to support wraparound has been
added to ASSIST-V for the time when a full set of control
registers is present.

LOAD CONTROL and STORE CCNTROL are executed by the sanme
code vhich simulates LOAD MULTIFLE and STORE MULTIPLE after
some preliminary error checking is done and a flag is set to
indicate LOAD CONTROL and STORE CONTROL are being executed.
some flags have been added tc the simulation which enable
the instruction simulation to substitute the address of the
fake control registers in place of the fake general purpose

registers.




7. CHANGES TO ASSIST-V FCR DAT

This section describes the changes made to standard
ASSIST-V in simulating the Dynamic Address Translation
feature.

The primary and only major change tc ASSIST-V is how
main storage is divided into blocks. When the Dynamic
Address Translation feature is assembled into ASSIST-V, main
storage 1is divided into 256-byte blocks for purposes of
protection and recording reference and change information.
This change was necessary so individual page frames in real
storage could be protected and reference and change
information for each page could be kept in bits 5 and 6 of
the keys in storage.

The instructions INSERTI STCBAGE KEY and SET STORAGE KEY
have been changed to reflect the new block size of 256
bytes. INSERT STORAGE KEY and SET STCRKAGE KEY are executed
as described in IBM Systea/370 Principles of Ofperation [10]
except as with the above interpretation of the keys in
storage and one further change; when the PSW specifies
basic-control mode, the <complete 7-bit key is placed into
bit positions 24~30 of the register specified in the R1
field. If this were not the case, the user operating systen
wvould not be able to inspect the reference and change bits
when the user operating systen vas executing in
basic-control mode.

The change in the way ASSIST-V interprets the keys in

storage has required a change tc be made to the routine that
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checks for protection exceptions. Standard ASSIST-V siaply
checked contiguous blocks of storage, beginning with the
highest referenced block of storage through the lovest
block. Since blocks (or payges) may not be contiguous when a
program is executing in extended-contrcl mode, the method of
checking protection had to be modified. The logical address
of each block referenced is translated to locate each page
and the associated key in storage. For future
implementation of operands with a length greater than 256
bytes, such as MVCL, the protection checking routine will
check as many Kkeys in storage as required to successfully
perform a protection check on an operand. This change 1is
transparent to the user.

The only other change wmade to standard ASSIST-V to
implement the Dynamic Address Translation feature was
limiting the maximum length of an operand of psuedo
instructions to 256  bytes. The size of the DAT
concatenation buffers is fixed so an upper bound is placed
on the length of operands. The System/370 instructions MVCL

and CLCL are not supported in this version cf ASSIST-V,.

8. BUGS IN ASSIST-V AFFECTIING DAT
There were two bugs found in ASSIST-V during the
writing of the Dynamic Address Iramslaticn feature worthy of
note. The first bug concerns protecticn checking of psuedo
instructionuns. ASSIST-V always does protecticn checking

based on information from the second byte of the
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instruction. However, the length of a psuedo instruction is
contained in the third byte. ASSIST-V checks the length of
these instructions using the extended opcode in the second
byte instead of the length. The failure to properly obtain
the correct length of the operand can result in the failure
to detect and concatenate an operand that spans across two
pages.

A similar bug was found in the execution of the
instructions TRANSLATE and TRANSLATE AND TEST. The 1length
of the second operand in both of these instructions is fixed
at 256 bytes. ASSIST-V does not recognize this and does a
protection check based on whatever value is in the second
byte of the instruction., This results in a protection check
of the second operand based on the length of the first. As
in the case of the psuedo instructions, this can result 1in
the failure to detect and concantenate an cperand which
spans across two pages. Both <¢f these bugs have been

corrected in the current version of ASSIST-V.

9. POSSIBLE ADLCITIONS TO DAT
T he Dynamic Address Translation feature presently
inmplemented assumes the existence of associative array
registers in the translation process and in doing so assumes
a negligible translation time. The Systen/370 maintains a
set of special-purpose registers which ccntain the most
- recently referenced pages from the executing progranm,

identified by their segment and page numbers. When a
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reference is made to a logical address, each of the
associative array registers are searched in parallel for a
match on the referenced page. If a match is found, the
address is translated completely within hardvare with a very
small time degradation due tc address translaticn. At the
same time the search of the associative array registers
begins, translation begins through the translation tables.

A realistic illustration of the degradaticn of program
execution time due to address translaticn could be
demonstrated by simulating the associative array register
process in ASSIST-V. A table of the last N referenced pages
could be kept by the Dyanmic Address Translaticn feature as
a simulation of associative array registers. If the
currently referenced page is present in this takle, the user
would not be charged for translation time; however, if the
currently referenced page is not in the table, the |user
would be charged for two memory references in the case of a
successful translation, two memcry references and a page-in
operation 1in the case of a page fault, and one memory
reference and a page-in operation in case o0of a segment
fault. Test programs could be run both in extended-ccntrol
mode and basic-control mode to show the difference in

execution time between virtual and non-virtual memory.
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