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ABSTRACT

Classical reliability theory is fundamentally applicable aI-ld useful in the soft-
ware environment, notwithstanding the observation that software does not de-
teriorate with age. Several models have been proposed that attempt to better
characterize the failure behavior of software. Each software reliability model
has advantages and disadvantages in terms of analytical complexity, predictive
validity, required data, ease of understanding, and ease of use.

Nine software reliability models are presented. The assumptions underlying
each of the models are presented and analyzed to determine their accuracy in
modeling the behavior of software. The mathematical expressions that are used
to compute reliability measures for each of the models are derived from the
assumptions that form the basis of the respective models. These mathematical
expressions contain parameters that are required for the computation of the
various reliability measures. The methods used to estimate such parameters in
the implementations of each of the models are given.

The models presented are compared for reported failure data sets chosen
to be representative of failure data distributions for software systems of high,
medium, and low quality. Based upon these comparisons, specific models are
recommended for predicting reliability measures for software systems of high,

medium, and low quality, respectively.
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CHAPTER 1

INTRODUCTION

The most important attribute of a computer software system is the degree
to which it may be relied upon to perform its intended function. Discrepancies
often exist between the intended function of the software and the actual function
performed by the software. These discrepancies, or failures, are caused by the
existence of errors, or faults, in the software.

Two methods for indicating the existence of software faults are proving the
correctness of software and software testing. Proving the correctness of software
is a formal and mathematical process. In order to prove a software system is
correct, a sequence of logically related statements is constructed, ending with the
statement to be proved. This final statement is usually the output specification
statement {1].

Methods for proving the correctness of software include inductive assertion,
symbolic execution, and more recently, the method of functional verification
developed by Mills [2]. Functional verification is the most promising of these
methods because as the complexity of a software s‘ystem increases, the effort
required to prove its correctness using functional verification techniques increases

linearly. However, functional verification techniques may be applied only to



software systems that are expressed using a combination of the seven structures
described by Mills.

As the complexity of a software system increases, the effort required to prove
its correctness using the inductive assertion method or the symbolic execution
method increases geometrically. Therefore, it is generally not feasible to prove
the correctness of software systems using such methods, even with the aid of
automated tools [3].

Software testing is a heuristic process. If all possible sets of input data to
a software system are known, then the software may be executed for each set
of input data and a statement may be made concerning the correctness of the
software based upon those results. However, it is very unlikely that all possible
sets of input data to a software system are known. Therefore, the software
must be tested on a small fraction of all possible inputs to determine how it
will function in its intended computing environment. Since a software system
cannot be tested for correctness for all possible sets of input data, not all of the
possible faults can be exposed during testing.

Since neither software testing nor proving the correctness of software can
guarantee complete confidence in the correctness of a software system, a measure
is needed that reflects the degree of software system correctness. One such

quantifiable measure [1] is software reliability.



1.1 Reliability Concepts

The ability to measure the reliability of software is important for the following

reasons [4,5,6):

e software reliability measures may be used to predict future failures of soft-

ware;

e software reliability measures may be used to determine confidence limits

of the future performance of software;

e software reliability measures may be used to monitor the progress of soft-
ware testing or the operational performance of software using continually

updated estimates of current reliability.

The measures used most often are reliability, the hazard function, and the mean
time to failure (MTTF).

The reliability of a unit of age t is defined as the probability that no failure
occurs in the time interval [0,t]. For software, a failure is defined as any de-
parture of program output from requirements as the program is executed [6,7].
A failure is caused by an error, or fault, in the software. Since reliability is a
probabilistic measure, it ranges between 0 and 1, inclusive. Reliability at time
t = 0 is defined to be 1. Generally, the reliability of a unit decreases as the time

interval increases. This process is depicted in Figure 1-1.



Figure 1-1: Reliability as a function of time.

The hazard function, which is also referred to as the failure intensity function
in the literature, is defined as the conditional probability that a failure occurs
in the time interval (t,t + At} given that no failure occurred in the time interval
[0,1] [8]. As At approaches zero, the hazard function represents an instantaneous
failure rate. The terms failure rate and instantaneous failure rate are used
interchangeably here.

MTTF is defined as the expected length of the time interval from the current
failure to the next failure [9]. MTTF is generally determined by having some
knowledge of the probability distribution of failure occurrences and using ob-
served failure data to estimate parameters of the probability distribution. The
resulting model is then used to predict future failures [8]. The concept of MTTF

is illustrated in Figure 1-2.



MTTF

n failures detected and
corrected in [0,t]

|
I
o
|
|
I
!
1
|
!

next predicted
failure

[ Y e S e
[ )

Figure 1-2: Illustration of MTTF.

In addition to the definitions of the reliability measures given above, the fol-

lowing precise definition of software reliability is credited to Moranda by Goel [1]:

Let F be a class of faults, defined arbitrarily, and T be a measure
of relevant time, the units of which are dictated by the application
at hand. Then the reliability of the software with respect to the class
of faults F and with respect to the metric T is the probability that
no fault of the class occurs during the execution of the program for
a pre-specified period of relevant time.

A software reliability model should be able to predict future failure behav-
ior of software from observed failure data. This thesis presents an analysis and
comparison of various time-dependent software reliability models. Assumptions
underlying the models are analyzed to determine their accuracy in modeling
the behavior of software. Similarities and differences among the models are dis-

cussed. Reliability measures predicted by the various models using published




software failure data are presented and compared. Reliability measures predicted
by the various models using failure data distributions chosen to be typical of fail-
ure data distributions likely to be observed for software systems developed in
various environments are also presented and compared. Guidelines and recom-
mendations for selecting a software reliability model based upon the failure data

characteristics of the software being modeled are presented.

1.2 Types of Software Reliability Models

Beginning in the early 1970s, the literature contains a number of analytical
models for measuring software reliability. A software reliability model is a rep-
resentation of a random process through which software reliability, or a directly
related quantity such as the hazard function or MTTF, is characterized as a
function of the software [6]. Software reliability models may be divided into the

following four basic classes:
1. times-between-failures models;
2. failure-count models;
3. fault seeding models;
4. input domain based models.

Times-between-failures models and failure-count models are time-dependent.

Fault seeding models and input domain based models are time-independent.




A brief description of each type of model is now given. However, since fault
seeding models and input domain based models are time-independent, they do
not have a hazard function or MTTF associated with them and will not be
considered further.

In times-between-failures models, the approach is generally to assume that
the time between failures (i — 1) and ¢ follows a distribution whose parameters
depend upon the number of faults in the software at that time interval. Es-
timates of the parameters are determined from the previously observed times
between failures. Software reliability and related quantities are then determined
from the models. It is expected that times between failures increase as faults
are removed from the software.

Failure-count models estimate the number of failures during specified time
intervals. The failure counts are assumed to have a time-dependent hazard
function. Parameters of the hazard function are estimated from the previously
observed failure counts or times between failures. Software reliability and related
quantities are then determined from the models. It is expected that failure
counts decrease as faults are removed from the software.

In fault seeding models, the approach is to seed a known number of faults into
software that is assumed to have an unknown number of indigenous faults. The

software is then tested and the number of observed seeded and indigenous faults

are counted. An estimate of the fault content of the software prior to seeding




is determined. The most popular of the fault seeding models was developed by
Mills [10].

In input domain based models, the approach is to execute the software for
a sample of input data sets that is assumed to be representative of the input
distribution. It is desirable to divide the input domain into equivalence classes
based upon path coverage of the software. An estimate of the software reliabil-
ity is determined from the failures observed during execution of the test cases
sampled from the input distribution. Input domain based models have been

developed by Nelson [11] and Ramamoorthy and Bastani [12].
1.3 Overview of Subsequent Chapters

Chapter 2 presents a discussion of reliability theory applicable to software
reliability models. The motivation for the hazard function is developed, and
expressions for reliability and MTTF in terms of the hazard function are given.

Chapter 3 presents an analysis of each of the following times-between-failures

software reliability models:

1. the Jelinski-Moranda de-eutrophication model [4];
2. the geometric de-eutrophication model [13];

3. the Schick-Wolverton model [14];

4. the Goel-Okumoto imperfect debugging model [15,16];




5. the Littlewood Bayesian differential debugging model [17,18];

6. the certification model [19,20].

Assumptions underlying each of the models are analyzed to determine their ac-
curacy in modeling the behavior of software. Similarities and differences among
the models are discussed. Reliability measures predicted by these models using
published software failure data are presented.

Chapter 4 presents an analysis of each of the following failure-count software

reliability models:

1. the Goel-Okumoto nonhomogeneous Poisson process model [21};
2. the Musa-Okumoto logarithmic Poisson execution time model [22,23];

3. the Musa execution time model [5,7].

Again, assumptions underlying each of the models are analyzed to determine
their accuracy in modeling the behavior of software, and similarities and differ-
ences among the models are discussed. Reliability measures predicted by these
models using published software failure data are presented.

To date, no single software reliability model has been shown to perform
well in all contexts. Therefore, no definitive model can be recommended to
potential users [24]. An appropriate model should be chosen based upon an
understanding of the failure data characteristics of the software being modeled

and an understanding of the assumptions underlying the models [1].



In order to determine the predictive validity of software reliability models
and to compare software reliability models, reliability measures predicted by
the models must be studied for a more extensive collection of software failure
data sets than is available in the literature. Therefore, each of the models listed
above has been implemented as a computer program. Each model being studied
requires that a distribution of observed failures be known in order to make
predictions for various reliability measures. If potential users do not collect
failure data properly, then clearly none of these models may be used to make
software reliability predictions. Chapter 5 presents a discussion of guidelines and
recommendations for selecting a software reliability model based upon the failure
data characteristics of the software being modeled. Qutputs from the computer
programs for a variety of failure data sets form the basis for the recommendations
and guidelines given.

Chapter 6 summarizes results and conclusions.

10



CHAPTER 2

INTRODUCTORY RELIABILITY THEORY

Approaches for measuring software reliability parallel those used for mea-
suring hardware reliability with appropriate modifications to account for the
differences in the behavior of software and hardware [1]. For hardware relia-
bility, there is a well established mathematical theory. Several mathematical
models have been developed and shown to be applicable [25].

This chapter presents a discussion of reliability theory applicable to software
reliability models. The motivation for the hazard function is developed, and
expressions for reliability and MTTF in terms of the hazard function are derived.
It will be shown that the exponential distribution plays an important role in
reliability theory. Therefore, a b?ief discussion of the exponential distribution
is also presented. Much of the material presented in this chapter is a summary
of material presented by Myers (8], Apostol [26], Barlow and Proschan [27], and

Martz and Waller [28].
2.1 Motivation for the Hazard Function

Recall from Chapter 1 that the reliability of a unit of age ¢, denoted by R(?),

is defined as the probability that no failure occurs in the time interval {0, t].

11



Therefore, the probability that a failure does occur in the time interval [0,1] is

given by

F(t)=1- R(¢). (2.1)

It follows that

R(t) =1 F(t). (2.2)

The function F' is a distribution function of the random variable X, where the
event X is a failure in this case. The value of F' at any time is the probability
that a failure has occurred at or before time ¢. Using distribution function

notation,

F(t) = P(X < ¢). (2.3)

Recall also from Chapter 1 that the hazard function, denoted by z(¢), is
defined as the conditional probability that a failure occurs in the time interval
(t,t + At] given that no failure occurred in the time interval [0,t]. According to

a distribution function theorem proved by Apostol (p. 515),

Pla<X <b)=F(b) - F(a) ifa<b. (2.4)

12




Therefore, the probability that a failure occurs in the time interval (t,t + At} is

given by

F(t + At) — F(2). (2.5)

The probability that no failure occurred in the time interval [0,¢] is simply
R(t). Using the definition of conditional probability, the hazard function over a

time interval of duration At may be written as

_ F(t+At) - F(t)

t)At 2.
2(1) i (26)
Dividing both sides of (2.6) by At results in the equation
_ 1 Ft+At) - F(i)
() = & R(?) (2.7)

Taking the limit as At approaches zero of both sides of (2.7) allows the hazard

function to represent an instantaneous failure rate and results in the equation

1 F(t+ At) - F(t)

A% =B AT R (28)
Since z(t) does not depend upon At, (2.8) may be rewritten as
1 F(t + At)— F(t
o(8) = lim L E(EH8) = F() (2.9)

At=0 At R(t)




A probability density function, denoted by f(t), is defined as the derivative

of a distribution function. Therefore, since

f(&) = F'(¢), | (2.10)
the hazard function is given by
f(t)
= =, 1
{0 = 53 (211)
From (2.1), it follows that
F'(t) = —R'(t), (2.12)

and then (2.11) may be rewritten as

_-R()
2(t) = R

(2.13)

Reliability as a function of the hazard function at an arbitrary time z may
be derived by the following steps. First, integrating both sides of (2.13) results
in the equation

= —R'(t)

/:z(t)dt = e (2.14)

Then,

/o “2(t)dt = —In R(z) — [~ ln R(0)]. (2.15)




Since R(0) is defined to be 1, (2.15) may be rewritten as

/0 " 2(t)dt = ~InR(z). : (2.16)

Negating and exponentiating both sides of (2.16) gives the equation

R(z) = exp {— /I 2(t) dt] . (2.17)
0
Notice that the formulation of the hazard function guarantees that R(z) has an

exponential distribution.

Mean time to failure is defined by expectation as

E(t) = /0 T, (2.18)

in which case, if lim,_,., tR(t) = 0, then a more convenient formulation is possi-

ble, namely

MTTF = [ ” R(z) dz. (2.19)
0
2.2 The Exponential Distribution

A property of the exponential distribution which makes it especially impor-
tant in reliability theory is that the remaining life of a used unit is independent
of its age. Therefore, the hazard function z(¢) is independent of ¢ for the ex-

ponential distribution; it is a positive constant, denoted by A. A graphical

15



representation of the exponential distribution is shown in Figure 2-1. For the

exponential distribution, from (2.17), reliability is given by

R(z)=¢e ™" forall A >0,z > 0. (2.20)

For the exponential distribution, from (2.19) and (2.20), MTTF is given by

MTTF = ~. (2.21)

S|

Figure 2-1: The exponential distribution.
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CHAPTER 3

TIMES-BETWEEN-FAILURES MODELS

This chapter presents an analysis of the six times-between-failures software

reliability models being studied. They are:

1. the Jelinski-Moranda de-eutrophication model;

2. the geometric de-eutrophication model;

3. the Schick-Wolverton model;

4. the Goel-Okumoto imperfect debugging model;

5. the Littlewood Bayesian differential debugging model;

6. the certification model.

Assumptions underlying each of the models presented in this chapter are
analyzed to determine their accuracy in modeling the behavior of software. The
mathematical expressions that are used to compute reliability measures for each
of the models are derived from the assumptions that form the basis of the re-
spective models. These mathematical expressions contain parameters (such as

the total number of faults in a software system) that are required for the com-

putation of the various reliability measures. The methods used to estimate such




parameters in the implementations of the models are given. For illustration
purposes, reliability measures are presented for each of the models using a soft-
ware failure data set that is widely used in the literature for analysis of software

reliability models.
3.1 The Jelinski-Moranda De-Eutrophication Model

The Jelinski-Moranda model is credited with being the first reliability growth
model specifically created for software [24]. It is the least complex of the models
being studied. However, many of the assumptions upon which the Jelinski-
Moranda model is based have been shown to be inaccurate in terms of modeling
the behavior of software. The Jelinski-Moranda model therefore has limited
applicability, but it may be a useful tool for obtaining general ideas about the

reliability of software as long as its limitations are recognized [29].
3.1.1 Model Assumptions

The following assumptions form the basis of the Jelinski-Moranda model:

1. each of the IV faults in a software system will cause a failure after a time

which is distributed exponentially;

2. software faults are independent of each other and are equally likely to

cause a failure;




3. the failure rate at any time is proportional to the current fault content of

a software system;

4. a detected fault is corrected with certainty in a negligible amount of time

and no new faults are introduced.

It has been shown in Chapter 2 that an exponential distribution of failures
is a reasonable assumption.

The assumption that software faults, and therefore times between failures,
are independent would be true if test cases are chosen randomly [1]. The degree
to which this assumption is satisfied is dependent upon the degree to which the
testing process is statistical. The time to the next failure may depend upon the
nature of a previously detected fault, especially in the case of functional testing.
Testing the reliability of a specified function performed by a software system
is generally not a random process with respect to the entire software system.
Therefore, strict adherence to this assumption is unlikely, but ensuring some
degree of independence of faults is recommended [1]. It should be noted that all
times-between-failures models make this assumption.

The assumptions that faults are equally likely to cause a failure and that the
failure rate at any time is proportional to the current fault content of a software
system are closely related; both are probably unrealistic. Littlewood [30] points
out that a fault in a frequently executed portion of a software system will cause
more failures than a fault in a rarely executed portion of a software system.

Correcting a fault in a frequently executed portion of a software system will




therefore result in a greater reduction in the failure rate than correcting a fault
in a rarely executed portion of a software system. In fact, recent studies indicate
that the contributions of different faults to the overall failute rate of a software
system may differ by orders of magnitude [24]. These two assumptions are
the primary limitations of the Jelinski-Moranda model because the failure rate
estimate has a direct bearing on the MTTF and reliability estimates.

The assumption that a detected fault is corrected in a negligible amount of
time is clearly inaccurate. However, if the assumption is made that a detected
fault is corrected with certainty, then the time required to correct the fault has
no bearing on the resulting reliability growth. The ass;umption of negligibl‘e or
instantaneous repair time is common in software reliability modeling.

The two assumptions that a detected fault is corrected with certainty and
that no new faults are introduced during the correction process together ensure
that the failure rate decreases monotonically. These appear to be inaccurate
assumptions. However, recent work by Mills [31] suggests that many software
faults are syntactic in nature as opposed to being semantic in nature. Since
syntactic faults are theoretically easier to correct than semantic faults, these

assumptions may be less inaccurate than has previously been thought. These

two assumptions are common in software reliability modeling.




3.1.2 Model Development

The key Jelinski-Moranda model assumption is that the failure rate is pro-
portional to the current fault content of a software system. The initial fault
content of a software system is denoted by N and the proportionality constant
is denoted by ¢. Therefore, the failure rate is originally ¢V and remains con-
stant at @V until the first fault is detected since an exponential distribution of
faults is assumed. The failure rate decreases to ¢(IN — 1) after the first fault is
detected and decreases by an amount ¢ after each successive fault is detected.

In general, the failure rate during ¢;, the time interval between failures (: — 1)

and ¢, is given by

A(t) = $(N —i+1). (3.1)

This process, referred to as “de-eutrophication” by Jelinski and Moranda in [4],

is depicted in Figure 3-1. From (2.21), the MTTF during ¢; is

1

From (2.20), the reliability for future elapsed time ¢’ during ¢; is

R(t') = e #W=i+1)t (3.3)
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Figure 3-1: Jelinski-Moranda model failure rate process.

3.1.3 Parameter Estimation

If the failure rate A is known at a certain time, then other reliability measures

can be determined at that time. In order to compute an estimate for A, estimates
for N and ¢ must be computed. Methods to estimate parameters for software
reliability models include the maximum likelihood method and the least squares
method. Jelinski and Moranda use the maximum likelihood method to estimate
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The following discussion of the maximum likelihood method is a summary
of material presented by Kreyszig [32]. Lét X be a random variable whose
probability density function depends upon certain parameters; in this case, IV
and ¢. For a corresponding sample of n independent values z,,...,z,, the

probability that a sample of size n consists of precisely those n values is

L = f(z1)f(z2)...f(s). (3.4)

L is called the likelihood function. The z; values are times between failures in
the Jelinski-Moranda model.

In order to maximize L, approximations are chosen for N and ¢ for which L

is as large as possible. If L is a differentiable function of NV and ¢, then necessary

conditions for L to have a maximum are

oL oL
=% =0 (3.5)

For the Jelinski-Moranda model, the probability density function is given by

ft:) = (N — i + 1)em¢V=i+Ds (3.6)

from (3.3), (2.12), and (2.10). The likelihood function is then

L=]o(N —i+ 1)t (3.7)

i=1

where the t; values are n observed times between failures. The logarithm of
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L is maximized in order to change the product to a sum and to eliminate the

exponential from the expression. The logarithm of the likelihood function is

InL =3 In[6(N — i+ 1] = 6N — i + 1)t (39)

The partial derivatives of the logarithm of the likelihood function are given by

alnL i z
Z ey ¢,-Z=;ti (3.9)
and
OlnL n & .
36 g—g(N—z—i-l)ti. (3.10)

The right hand sides of (3.9) and (3.10) are set equal to zero in order to maximize

(3.8). From (3.10), this process yields

n
Z?:l(N - 2 + ]')tt .

This value of ¢ is substituted into the right hand side of (3.9). When the right

6= (3.11)

hand side of (3.9) is set equal to zero, the resulting equation is

n

n
; _2+1 v =0 | (3.12)

where

c= -L (3.13)

Z?:l tt
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Since an analytical solution for N is not available for (3.12), it is solved numer-
ically. The resulting estimate for N is substituted into (3.11) to determine the
estimate for ¢.

The Newton-Raphson method is used in the implementation of the Jelinski-
Moranda model to solve (3.12) for N. Once estimates for N, and therefore ¢,
are computed at a given time, then failure rate, MTTF, and reliability estimates

are easily computed at that time.
3.2 The Geometric De-Eutrophication Model

The geometric de-eutrophication model was proposed by Moranda as a vari-
ation of the Jelinski-Moranda model. The geometric de-eutrophication model
relaxes the Jelinski-Moranda model assumptions that faults are equally likely
to cause a failure and that the failure rate at any time is proportional to the

current fault content of a software system.
3.2.1 Model Assumptions

The following assumptions form the basis of the geometric de-eutrophication

model:

1. each of the infinite number of faults in a software system will cause a

failure after a time which is distributed exponentially;
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2. software faults are independent of each other;

3. the failure rate decreases geometrically after each fault is detected and

corrected;

4. a detected fault is corrected with certainty in a negligible amount of time

and no new faults are introduced.

The second and fourth assumptions are identical to Jelinski-Moranda model
assumptions and were discussed in Section 3.1.1.

The assumption that the number of faults in a software system is infinite
1s based primarily upon large software systems. Moranda writes in [13] that
“certainly this is so if there is an attempt to mirror in software all of the con-
tinuum of eventualities which occur in complex dynamic situations.” However,
a software system of finite length would seem to have a finite, although possibly
very large, number of faults. Two important implications of this assumption are
that it is difficult to assert that no faults remain in a software system and that
the number of faults remaining in a software system has less significance than
the failure rate of the software system.

The assumption that the failure rate decreases geometrically after each fault
1s detected and corrected takes into account that, on the average, faults detected
* early result in a greater reduction in the failure rate than faults detected later.

As discussed in Section 3.1.1, this assumption is generally considered to be more
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accurate than the Jelinski-Moranda model assumption that the failure rate is

proportional to the current fault content of a software system.

3.2.2 Model Development

The initial failure rate in the geometric de-eutrophication model is denoted
by D. The failure rate is D until the first fault is detected since an exponential
distribution of faults is assumed. Since it is assumed that the failure rate de-
creases geometrically after each fault is detected, the failure rate decreases to Dk
after the first fault is detected and decreases geometrically by an amount & after
each successive fault is detected. The parameter k is in the range 0 < k < 1, so
that the successive failure rates form a converging geometric series.

In general, the failure rate during t;, the time interval between failures (1—1)

and ¢, is given by

A(t;) = Dk (3.14)

This process is depicted in Figure 3-2. From (2.21), the MTTF during ¢; is

1
MTTF = —. .
D (3.15)
From (2.20), the reliability for future elapsed time ¢ during ¢; is
R(t') = e D¥ 'Y (3.16)
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Figure 3-2: Geometric de-eutrophication model failure rate process.

3.2.3 Parameter Estimation

If the failure rate A is known at a certain time, then other reliability measures
can be determined at that time. In order to compute an estimate for A, estimates
for D and k must be computed. Moranda uses the maximum likelihood method

to estimate D and k for the geometric de-eutrophication model.
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For the geometric de-eutrophication model, the probability density function

is given by

f(t;)) = Dk=le~PF 7' (3.17)

from (3.16), (2.12), and (2.10). The logarithm of the likelihood function is

InL =) In(Dk'™") - > Dk, (3.18)
i=1

1=1

where the ¢; values are n observed times between failures. The partial derivatives

of the logarithm of the likelihood function are given by

OlnLl n LI
i kt—lt,‘ (3'19)
50 ~D &
and
dlnL 12 z :
6’; == 232 (i—1) = DY (i - Dk (3.20)
1=1 =1

The right hand sides of (3.19) and (3.20) are set equal to zero in order to maxi-

mize (3.18). From (3.19), this process yields

n

D=—o—' (3.21)

R
kG
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This value of D is substituted into the right hand side of (3.20). When the right
hand side of (3.20) is set equal to zero, the resulting equation is
n n

15 . -2, _
;Z(l -1)- WZU - Dk = 0. (3.22)

=1 1i=1

Since an analytical solution for k is not available for (3.22), it is solved numer-
ically. The resulting estimate for k is substituted into (3.21) to determine the
estimate for D.

The Newton-Raphson method is used in the implementation of the geometric
de-eutrophication model to solve (3.22) for k. Once estimates for k, and there-
fore D, are computed at a given time, then failure rate, MTTF, and reliability

estimates are easily computed at that time.
3.3 The Schick-Wolverton Model

The Schick-Wolverton model proposes an alternative to the Jelinski-Moranda
model assumption that the failure rate at any time is proportional to the current
fault content of a software system. It is assumed in the development of the
Schick-Wolverton model that the failure rate at any time is proportional to the

current fault content of a software system and to the elapsed time since the

last fault was detected. Although this may seem to be a minor variation to
the Jelinski-Moranda model, it will be shown that it has a large effect on the

formulation of the mathematical expressions that are used to compute reliability
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measures and that it also has an effect on the assumed distribution of faults.
The effect of this extension to the Jelinski-Moranda model illustrates a common
problem in software reliability modeling; a minor extension to a particular model

often results in a major increase in the complexity of the extended model.
3.3.1 Model Assumptions

The following assumptions form the basis of the Schick-Wolverton model:

1. the time between the occurrences of failures caused by each of the N faults

in a software system has a Rayleigh distribution;

2. software faults are independent of each other and are equally likely to

cause a failure;

3. the failure rate at any time is proportional to the current fault content of a

software system and to the elapsed time since the last fault was detected;

4. a detected fault is corrected with certainty in a negligible amount of time

and no new faults are introduced.

The second and fourth assumptions are identical to Jelinski-Moranda model
assumptions and were discussed in Section 3.1.1.
The assumption that the time between the occurrences of failures has a

Rayleigh distribution is dictated by the third assumption. This will be shown

in the next section.




The assumption that the failure rate at any time is proportional to the cur-
rent fault content of a software system and to the elapsed time since the last fault
was detected is probably less realistic than the Jelinski-Moranda model assump-
tion that the failure rate at any time is proportional only to the current fault
content of a software system. Under the Schick-Wolverton model assumption,
the failure rate is zero when a failure occurs, but the software is not performing
reliably when a failure occurs. Additionally, as the elapsed time since the last
failure increases, the failure rate increases linearly.‘However, since software does
not deteriorate with age, the software is performing more reliably as the elapsed
time since the last failure increases. In neither the case of no elapsed time since
the last failure nor the case of increasing elapsed time since the last failure does
the failure rate reflect intuitive perceptions of the reliability of a software system.
This Schick-Wolverton model assumption would seem to be more applicable to

hardware than to software.
3.3.2 Model Development

The key Schick-Wolverton model assumption is that the failure rate is pro-
portional to the current fault content of a software system and to the elapsed
time since the last fault was detected. The initial fault content of a software
system is denoted by N and the proportionality constant is denoted by ¢. The

elapsed time since failure (i — 1) is denoted by #;. The failure rate is initially zero
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and is ¢Nt; until the first fault is detected. The failure rate increases linearly
with slope ¢N as t; increases. When the first fault is detected, the failure rate
returns to zero. The failure rate is then ¢(N — 1), uﬁtil'the second fault is
detected. The failure rate increases linearly with slope ¢(N — 1) between the
detection of the first and second faults as t; increases. The failure rate returns
to zero when each successive fault is detected and increases linearly with a slope
that decreases by an amount ¢ between the detection of each successive fault as
t; increases.

In general, the failure rate at ¢;, the elapsed time since the last fault was

detected, is given by

/\(t,') = ¢(N -1+ 1)t,'. (323)

This process is depicted in Figure 3-3. The reliability for future elapsed time #'

at t; is

R(t) = ™=+ (3.24)

Note that the Schick-Wolverton model assumptions force the derived reliability
model to have a form different than the exponential distribution given in (2.20).

The reliability model given in (3.24) is known as the Rayleigh distribution.
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Figure 3-3: Schick-Wolverton model failure rate process

Since failures are not distributed exponentially, the MTTF at ¢; cannot be

expressed as the reciprocal of the failure rate. Sukert [33] gives the MTTF at ¢,

(3.25)

T

as
1/2
MTTF = [2¢(N T 1)] :
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3.3.3 Parameter Estimation

If the failure rate A is known at a certain time, then other-reliability measures

can be determined at that time. In order to compute an estimate for A, esti-

mates for N and ¢ must be computed. Schick and Wolverton use the maximum

likelihood method to estimate N and ¢.

For the Schick-Wolverton model, the probability density function is given by

g2
Ft) = ¢(N — i + Dtz ? W=+

(3.26)

from (3.24), (2.12), and (2.10). The logarithm of the likelihood function is

n n 2
InL = Zln [6(N —i+1)t] - Z¢(N -1+ 1)%,

(3.27)

where the ¢; values are n observed times between failures. The partial derivatives

of the logarithm of the likelihood function are given by

and
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The right hand sides of (3.28) and (3.29) are set equal to zero in order to maxi-
mize (3.27). From (3.29), this process yields
2n

b= ST (3.30)

This value of ¢ is substituted into the right hand side of (3.28). When the right

hand side of (3.28) is set equal to zero, the resulting equation is

1 n :
- =0 3.31
iN-i+1 N-c¢ ’ ( )

n

t

where

—_ Z?=1(7, — 1)t':2

n 2
i=lt'

Equation (3.31) is close to (3.12) for the Jelinski-Moranda model. The only

¢ (3.32)

difference is that the ¢; values are squared in the formulation of a software
system model constant, whereas the ¢; values are not squared in the formulation
of the Jelinski-Moranda model constant. Since an analytical solution for N is
not available for (3.31), it is solved numerically. The resulting estimate for N is
substituted into (3.30) to determine the estimate for ¢.

The Newton-Raphson method is used in the implementation of the Schick-
Wolverton model to solve (3.31) for N. Once estimates for N, and therefore ¢,
are computed at a given time, then failure rate, MTTF, and reliability estimates

are easily computed at that time.
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3.4 The Goel-Okumoto Imperfect Debugging Model

The Goel-Okumoto imperfect debugging model proposes an alternative to
the Jelinski-Moranda model assumption that a detected fault is corrected with
certainty. It is assumed in the developrhent of the imperfect debugging model
that a detected fault is corrected with probability p and that a detected fault is

not corrected with probability ¢ =1 — p.
3.4.1 Model Assumptions

The following assumptions form the basis of the Goel-Okumoto imperfect

debugging model:

1. each of the N faults in a software system will cause a failure after a time

which is distributed exponentially;

2. software faults are independent of each other and are equally likely to

cause a failure;

3. the failure rate at any time is proportional to the current fault content of

a software system;

4. a detected fault is corrected with probability p in a negligible amount of

time and a detected fault is not corrected with probability ¢ = 1 — p;

5. no new faults are introduced during the correction process.




The first, second, third, and fifth assumptions are identical to Jelinski-Moranda
model assumptions and were discussed in Section 3.1.1.

The assumption that a detected fault may not be corrected is more accurate
than the Jelinski-Moranda model assumption that a detected fault is corrected
with certainty. Obviously, the nature of faults will vary widely and it is no more
realistic to assume that all faults are corrected with certainty than it is to assume
that a software system initially contains no faults. However, the assumption
that no new faults are introduced during the correction process remains overly
optimistic, and the assumption that all faults are equally likely to be corrected
1S inaccurate.

Computation of the perfect debugging probability p requires that a recurrent
fault be distinguished from a previously undetected fault. The assumption that
a recurrent fault is distinguished from a previously undetected fault may also be
overly optimistic. The ability to distinguish a recurrent fault from a previously

undetected fault clearly has a large effect on the accuracy of the estimate for p.

3.4.2 Model Development

As is the case for the Jelinski-Moranda model, the initial fault content of a
software system is denoted by N and the proportionality constant is denoted

by ¢ in the imperfect debugging model. The failure rate is originally ¢N and
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remains constant at ¢.N until the first fault is detected since an exponential
distribution of faults is assumed.

After the first fault is detected, the failure rate decreases to ¢(N — 1) with
probability p and remains ¢.V with probability ¢ = 1 — p. After each successive
fault 1s detected, the failure rate decreases by an amount ¢ with probability p
and remains unchanged with probability ¢q. A trivial example of this process is
presented in Figure 3-4 for a software system for which two faults remain to be

detected and an attempt is made to correct each of the two faults.
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Figure 3-4: Illustration of the imperfect debugging process.




For this example, the probability that both faults are corrected is p?. For
the general case where N faults have been detected, the probability that every
fault is corrected is p". the that if p is 1, then every fault is corrected with
certainty and the imperfect debugging model reduces to the Jelinski-Moranda
model.

The probability p" is of interest for two reasons. First, the accuracy of the
probability p" is dependent upon the accuracy of the estimate for p, illustrating
the importance of an accurate estimate for p. For example, for a software system
for which IV is 90, if p is 0.95, then the probability that every fault is corrected is
less than 1 percent according to the imperfect debugging model. If pis 0.99, then
the probability that every fault is corrected jumps to greater than 40 percent
according to the imperfect debugging model. Clearly, small differences in the
estimate for p may result in large differences in the probability that every fault
is corrected.

Second, even for values of p approaching 1, the probability that every fault
is corrected decreases as N increases. Therefore, it is likely that faults are
remaining in a software system after an attempt is made to correct each of the
N faults.

It will be shown in Chapter 4 that the expected number of failures at time

t is given by

m(t) = a(1 — ™), (3.33)
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where a is the expected number of software faults to eventually be detected,
including recurrent faults resulting from imperfect debugging, and b is a propor-

tionality constant.

Then,

< | =

(3.34)

and

b= p¢. (3.35)

Note that, on the average, the number of faults is reduced by p when a fault
is detected. However, according to the model assumptions, when a fault is
detected, it is either corrected or not corrected. Therefore, reducing the number
of faults by p between any two successive faults is not accurate.

The failure rate at any time is the derivative of the number of failures with

respect to time. From (3.33),

A(t) = Npe P%, (3.36)

The failure rate process is illustrated in Figure 3-5. From (2.21), the MTTF is

1

(3.37)
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Figure 3-5: Imperfect debugging model failure rate process.

Goel and Okumoto estimate the reliability for future elapsed time t' during

the time interval between failures (i — 1) and i by

R(t') = em#WN=rli-1le, (3.38)

Note that if p is 1, then (3.38) reduces to the Jelinski-Moranda model reliability

estimate given by (3.3).




3.4.3 Parameter Estimation

If N, ¢, and p are known at a certain time, then other reliability measures
can be determined at that time. Goel and Okumoto use nonlinear regression
analysis to estimate a and b. Estimates for N and ¢ are then determined from
the estimates for a, b, and p.

An estimate for p may be determined using one of three methods. One
method is to determine p from previous similar software system projects. This
method results in an estimate for p whose accuracy is dependent upon the de-
gree of similarity between the software system prb jects and the accuracy of the
estimates for p for the previous projects.

Two other methods for estimating p require a recurrent fault to be distin-
guished from a previously undetected fault. Let u; be the total number of faults
detected at t;, the time to ¢ failures, and let v; be the number of recurrent faults

detected at ¢;. An estimate for p is then

p=1-2 (3.39)

n
where n failures are observed. A weighted estimate for p that takes into account
when recurrent faults are detected during the fault correction process is given

by

?=1vi/u‘i

n

p=1- (3.40)
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Recurrent faults detected early in the fault correction process reduce the es-
timate for p more than recurrent faults detected later in the fault correction
process if an estimate for p is determined using (3.40).

The least squares method is used to determine estimates for a and b. The

number of failures observed at ¢; is

Ty = i. _ (3.41)

The regression equation is then

z; =a(l—e™ ) 4+ ¢, (3.42)

where ¢; is the distance from the point (z;,t;) to the model.

Estimates for a and b are determined by using a SLATEC Mathematical
Subroutine Library [34] nonlinear regression analysis routine to minimize the
sum of the ¢;? ‘terms in the implementation of the Goel-Okumoto imperfect
debugging model. Once estimates for a, b, and p, and therefore N and ¢, are
determined at a given time, then failure rate, MTTF, and reliability estimates

are easily computed at that time.
3.5 The Littlewood Bayesian Differential Debugging Model

The Littlewood Bayesian differential debugging model proposes two alter-

natives to the Jelinski-Moranda model. The Littlewood Bayesian differential
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debugging model relaxes the Jelinski-Moranda model assumptions that faults
are equally likely to cause a failure and that the failure rate at any time is
proportional to the current fault content of a software system. Additionally,
the Littlewood Bayesian differential debugging model allows the failure rate to
change during the interval between failures. Bayes’ theorem is used to describe
how the user or tester perceives the failure rate of a software system changes
even when no changes are made to the software system. In particular, confidence

in the software system increases as time passes without a failure.

3.5.1 Model Assumptions

The following assumptions form the basis of the Littlewood Bayesian differ-

ential debugging model:

1. each of the N faults in a software system will cause a failure after a time

which is distributed exponentially;

2. software faults are independent of each other;

3. a detected fault is corrected with certainty in a negligible amount of time

and no new faults are introduced;

4. the failure rate of faults remaining in the software system, denoted by &,

are independently and identically distributed random variables;
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5. after n faults are detected and corrected, the failure rate of the software

system is

N-n
A= Z @,'; (343)

1=1
6. when debugging of the software system begins, the distribution of the
failure rates associated with each fault is assumed to be the gamma dis-

tribution with parameters o and 5.

The first, second, and third assumptions are identical to Jelinski-Moranda model
assumptions and were discussed in Section 3.1.1. The fourth, fifth, and sixth
assumptions are closely related. The assumption that failure rates associated
with faults are independent of each other is consistent with the assumption
that faults are independent of each other. Additionally, Martz and Waller write
in [28] that the gamma distribution is “often used as a prior distribution in

Bayesian reliability analysis” because of the flexibility of the parameters o and

B.
3.5.2 Model Development

Bayes’ theorem provides a means of repeatedly updating reliability measures
as additional failure data are observed for a software system. Initially, a given
distribution of failure rates is assumed. This distribution is called the prior

distribution. Over a given time period, additional failure data are observed.
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These failure data change how the user or tester perceives the distribution of
failure rates for the software system. Therefore, an updated distribution of
failure rates is formed from the prior distribution and the additional observed
failure data. This updated distribution is called the posterior distribution. The
posterior distribution then becomes the new prior distribution, additional failure
data are again observed, and a new posterior distribution is determined. The
prior and posterior distributions may be updated repeatedly in this manner as
additional failure data are observed.

Bayes’ theorem is formally stated as follows. If X is a continuous random
variable whose probability density function depends upon 6 so that the con-
ditional probability density function of X, given §, is f(z|6), and if the prior
probability density function of © is ¢g(#), then for every z such that f(z) > 0

exists, the posterior probability density function of ©, given X = z, is

f(=16)9(6)

o(6lz) = T 5,

(3.44)

where

f(z) = [ f(=16)9(6) db. (3.45)
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Prior and posterior probability density functions are used to represent beliefs
concerning the likelihood of various values of © before and after the observation
of values of X.

From the fourth and fifth assumptions, when n faults have been detected

and corrected at total elapsed time 7, the failure rate of the software system is

N-n
A= z é:, (3.46)

=1
where A and ¢ values are realizations of the random variables A and &, respec-
tively. If the ¢ values are known, then the current reliability of the software
system 1s also known since an exponential distribution of failures is assumed.
However, the ¢ values are not known. The uncertainty about the ¢ values is
modeled by treating the failure rate of each of the (N — n) remaining faults in
the software system as a random variable with a probability density function.

The failure rate of the software system is then a random variable

N-=n
A= ®, (3.47)
i=1 .
with the probability density function
FIA = X) = Ae™™, : (3.48)

where t is future elapsed time.
Bayes’ theorem is now used to describe how the uncertainty of the failure

rate associated with each of the (N —n) faults remaining in the software system
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changes over a time period beginning at a given time. From (3.44), the failure
rate of one of the (N — n) faults remaining in the software system has the

probability density function

P(no failure in (0,7)|® = ¢)f(4)

f(#|no failure in (0,7)) = [ Pno Tailure in (0.7)|® = 3)(6) 43" (3.49)
Equation (3.49) may be rewritten as
f(¢|no failure in (0, 7)) = < f(9) (3.50)

Je*f(¢) dé’
From the sixth assumption, the probability density function of the failure rate

of this fault at time 7 is

(B+7)7¢te”P47)e
O(a) ’

fl¢) = (3.51)

where T(a) is the gamma function of @. From the fourth and fifth assump-

tions, the failure rate of the software system, A, is the gamma distribution with

parameters (N — n)a and (8 + 7). From (3.45), (3.48), and (3.51),

N 0o /\e—/\t(ﬂ + 7.)(N—n)at/\\(N——'n)a:—-le—(ﬁ+‘r))\
ft) = /0 T =] d>. (3.52)

Equation (3.52) may be rewritten as

o T (N—")ae‘(ﬁ T+t)
0= [ [(B+r)[A(]N e AR (3.53)
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Substituting y = A(8 + 7 + t) into (3.53),

- y§ﬁ+7}] (N"")ae—y dy

— [ﬁ+r+t -
1) = ,/0 F[(N-n)a] B+7+t (3:54)
Simplifying,
_ (B )W o y(Vmey dy
SO = (53 T [V —ja] (3.55)
Since
/0 T yWemag=y gy — T[(N = n)a + 1], (3.56)
equation (3.55) may be rewritten as
fy = Q= malB ) (3.57)

(B + 7+ t)(N—n)a+1
From (3.57), (2.10), and (2.12), the reliability for future elapsed time ¢ at

time 7 is

,B +r )(N—n)a
R(it)=|——— . 3.58
) (ﬁ+r+t (3.58)
From (2.13) and (3.58), the failure rate function of (3.57) is
(N —n)a
At) = —V———. 3.59
) B+T+t (3:59)

As time passes without a failure, confidence in the software system increases and

the failure rate is perceived to be decreasing. When a failure occurs, confidence




in the software system decreases and the failure rate is perceived to be increas-

ing. When the fault causing the failure is removed, confidence in the software
system again increases and the failure rate is again perceivéd to be decreasing.
This process is illustrated in Figure 3-6. Note that as long as the decrease in
confidence in the software system resulting from the occurrence of a failure is
smaller than the increase in confidence in the software system resulting from the
removal of the fault causing the failure, the failure rate of the software system

is perceived to be generally decreasing as time passes.

failure rate

N=80, a=3, §=10000

N=25, a=6, §=10000
0.010

0.005

[l ] i Lo
T T L]

0.000

T+

failure times

Figure 3-6: Littlewood model failure rate process.
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Littlewood writes in several papers that while the number of faults predicted
to eventually occur in a software system may be of interest to a software manager,
the most important reliability measure is the distribution of future times between
failures [17,18,30,35]. Additionally, MTTF may be infinite at certain times for
models that predict the total number of faults to eventually occur in a software
system. Therefore, MTTF predictions are not given for the Littlewood model.

In addition to the current failure rate and reliability, the failure rate after
¢ additional failures may also be calculated. The failure rate after 7 additional

failures is given by

(N-n-dad (N-n-i+ja
B+ H(N—n—z'+j)a+1'

i=1

A=

(3.60)

Note that the value of a determines the degree to which the failure rate after
predicted failures differs from the current failure rate given by (3.59). In par-
ticular, if o is large compared to (N —n — ¢ + j), then the failure rate at each
predicted failure will be only slightly smaller than the failure rate at the previous

failure.

3.5.3 Parameter Estimation

If N, a, and 3 are known at a certain time, then other reliability measures can
be determined at that time. Littlewood uses the maximum likelihood method

to estimate N, a, and 8.
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For the Littlewood Bayesian differential debugging model, the probability

density function during the time interval between failures (i — 1) and ¢ is

(N =i+ D)a(B + r)¥-i+De

f(t) = B+ + t)(N—i+1)a+1 (3.61)
from (3.57). The logarithm of the likelihood function is
log L = Z[log(N — i+ 1) +loga+ (N —i+alog(d+7)
=1
(N —i+1)at1] log(ﬂ-i—r—f—t)]. (3.62)

The partial derivatives of the logarithm of the likelihood function are given by

BlogL n B+
;l N i) + alog (——-—B+T+t>] (3.63)
and
OlogL _n L ] B+
e = o +; [(N —i+1)log (—ﬂ+T+t)] (3.64)
and

BlogL=i[(N-—i+1)a_(N—i+1)a+1]

B+ B+T1+t (3.65)




The right hand sides of (3.63), (3.64), and (3.65) are set equal to zero in order

to maximize (3.62). From (3.64), this process yields

n

[V =i+ 1)log (55|

This value of « is substituted into the right hand sides of (3.63) and (3.65).

(3.66)

The resulting equations form a system of two unknowns in two nonlinear
equations. Since an analytical solution for the system of equations is not avail-
able, a solution is obtained numerically. Estimates for N and § are determined
by using a SLATEC Mathematical Subroutine Library routine to solve the equa-
tions for NV and 3 in the implementation of the Littlewood Bayesian differential
debugging model. The resulting estimates for N and (3 are substituted into
(3.64) to determine the estimate for a. Once estimates for N, a, and 3 are
computed at a given time, then failure rate and reliability estimates are easily

computed at that time.

3.6 The Certification Model

The certification model proposed by Currit, Dyer, and Mills is equivalent in
form to the geometric de-eutrophication model. Its significance lies in statistical
inference used to produce certified reliability measure estimates for a software
system. Such statistical inferences may be applied because it is assumed that

the software system is developed under statistical control and because standard
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linear regression is used to estimate the parameters which, in turn, determine

estimates of reliability measures.
3.6.1 Model Assumptions

The following assumptions form the basis of the certification model:

1. each of the faults in a software system will cause a failure after a time

which is distributed exponentially;
2. software faults are independent of each other;

3. the MTTF increases geometrically after each fault is detected and cor-

rected;
4. the software system is tested under statistical control.

Additionally, a parameter to model the introduction of failures during the cor-
rection process is introduced in [19]. However, no basis is given for its estimation
therein. Therefore, a fifth assumption made here for the certification model is
that a detected fault is corrected with certainty in a negligible amount of time
and no new faults are introduced.

The first, second, and fifth assumptions are identical to Jelinski-Moranda
model assumptions and were discussed in Section 3.1.1. The third assumption
is equivalent to the third geometric de-eutrophication model assumption, which

was discussed in Section 3.2.1.
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The assumption that statistical testing is used for software system testing
is not unreasonable, but statistical testing of a software system appears to be
inefficient compared to selective testing. However, if a software development
method such as the cleanroom method described in [20] is used and the software
system being tested is assumed to be of high quality, then statistical testing will
be far more effective than selective testing. Statistical testing tends to uncover
faults in the same order as their seriousness, while selective testing uncovers

faults without regard to their seriousness [19].

3.6.2 Model Development

The initial MTTF of a software system is denoted by M in the certification
model. The MTTF remains constant at M until the first fault is detected since
an exponential distribution of faults is assumed. Since it is assumed that the
MTTF increases geometrically after each fault is detected, the MTTF increases
to Mr after the first fault is detected and increases geometrically by an amount r
after each successive fault is detected. The parameter r is the average fractional
improvement to the MTTF resulting from the correction of a detected fault.

In general, the MTTF during ¢;, the time interval between failures (i — 1)

and ¢, is given by

MTTF(t;) = Mr*~1. (3.67)
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From (2.21). the failure rate during t; is

1
T MU

Mti) (3.68)

To remain consistent with plots previously presented in this chapter, the failure
rate process is depicted in Figure 3-7. From (2.20), the reliability for future

elapsed time ¢ during t; is

R({) = e~ 7o T, (3.69)
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Figure 3-7: Certification model failure rate process.
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Note that the certification model does not attempt to predict the initial
fault content of a software system. The following rationale for not predicting

the initial fault content of a software system is given in [19]:

Not only is the number of defects academic to users, there is no
real management reason for it to be either high or low. If the number
is high the defect removal process can be seen to be working, but the
number of defects remaining may be high, as well. If the number is
low, it is not obvious whether the defect removal process has broken
down or there are few defects to find.

3.6.3 Parameter Estimation

If M and r are known at a certain time, then other reliability measures
can be determined at that time. Currit, Dyer, and Mills use the least squares
method to determine estimates for M and r.

From (3.67), the time between failures (: — 1) and ¢ is estimated by the

equation

t; = Mri=1, (3.70)

Taking the logarithm of each side of (3.70),

Int;=InM+(:—1)lnr. (3.71)

Equation (3.71) may be used to perform standard linear regression analysis with

y; = Int; (3.72)




Ti=i-1, ' (3.73)

where the t; values are n observed times between failures. The regression analysis
yields estimates for In M and Inr, but M and r may be computed once In M
and Inr are known.

The standard linear regression equations are used in the implementation of
the certification model to determine estimates for In M and Inr from (3.71). The
estimate for M is computed as exp(In M) and the estimate for r is computed as
exp(Inr). Once estimates for M and r are computed at a given time, estimates

for the MTTF, failure rate, and reliability at that time are easily computed.
3.7 Example Reliability Measure Calculations

For the purpose of illustration, reliability.measures computed using the
Jelinski-Moranda model, the geometric de-eutrophication model, the Schick-
Wolvertqn model, the Goel-Okumoto imperfect debugging model, the Little-
wood Bayesian differential debugging model, and the certification model are
now presented in' graphical form. Reliability measures are computed for a fail-
ure data set that consists of 136 times between failures, in CPU seconds, for
software performing the function of a real time command and control system.

This failure data set was originally analyzed by Musa in [5] and has since been
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widely used for analysis of software reliability models. It is commonly referred
to as the “Musa failure data.”

The Musa failure data are listed in tabular form in Table 3-1. The Musa
failure data are presented in graphical form in Figure 3-8. The number of de-
tected faults is plotted against the elapsed time for the detected faults. Since
the times between failures generally increase as the number of detected faults

increases, the Musa failure data set exhibits general reliability growth.

Table 3-1: Musa failure data times (CPU seconds).

Failures Times

1-10 3 30 113 81 115 9 2 91 112 15
11-20 | 138 50 77 24 108 88 670 120 26 114
21-30 | 325 95 242 68 422 180 10 1146 600 15
31-40 36 4 0 8 227 65 176 58 457 300
41-50 97 263 452 2556 197 193 6 79 816 1351
51-60 | 148 21 233 134 357 193 236 31 369 748
61-70 0 232 330 365 1222 543 10 16 529 379
71-80 4 129 810 290 300 529 281 160 828 1011
81-90 | 445 296 1755 1064 1783 860 983 707 33 868

91-100 | 724 2323 2930 1461 843 12 261 1800 865 1435
101-110 30 143 109 0 3310 1247 943 700 875 245
111-120 | 729 1897 447 386 446 122 990 948 1082 22
121-130 75 482 5509 100 10 1071 371 790 6150 3321
131-136 | 1045 648 5485 1160 1864 4116
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Figure 3-8: Musa failure data distribution.

Reliability measures are computed for each of the six times-between-failures
models at time-values ranging from 2 percent of the total reported time to
100 percent of the total reported time in increments of 2 percent. Therefore,
there are 50 time-values at which reliability. measures are computed for each
of the six models. At each value, only the failure data observed up to that

time are used in the reliability measure calculations. Plots are presented for
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two reliability measures, the failure rate and the percentage of faults detected.
The percentage of faults detected is defined to be the number of detected faults
divided by the total number of faults predicted to eventually occur. For the
geometric de-eutrophication model, the percentage of faults detected during the
time interval between failures (: — 1) and 7 is given by 1 — k'~!, where k is the
converging geometric series term. Descriptions of the plots illustrating reliability
measures computed for the Musa failure data using the models presented in this

chapter are given in Table 3-2.

Table 3-2: Illustrated reliability measures, Figures 3-9 through 3-19.

Figure | Model Reliability Measure

3-9 Jelinski-Moranda failure rates

3-10 Jelinski-Moranda percentages of faults detected
3-11 geometric de-eutrophication failure rates

3-12 geometric de-eutrophication percentages of faults detected
3-13 Schick-Wolverton failure rates

3-14 Schick-Wolverton percentages of faults detected

3-15 imperfect debugging (p = 0.95) | failure rates
3-16 imperfect debugging (p = 0.95) | percentages of faults detected

3-17 Littlewood failure rates
3-18 Littlewood percentages of faults detected
3-19 certification failure rates
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Figure 3-9: Failure rates, Jelinski-Moranda model.
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Figure 3-10: Percentages of faults detected, Jelinski-Moranda model.
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Figure 3-11: Failure rates, geometric de-eutrophication model.
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Figure 3-12: Percentages of faults detected, geometric de-eutrophication model.
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Figure 3-13: Failure rates, Schick-Wolverton model.
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Figure 3-14: Percentages of faults detected, Schick-Wolverton model.
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Figure 3-15: Failure rates, imperfect debugging model.
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Figure 3-16: Percentages of faults detected, imperfect debugging model.
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Figure 3-17: Failure rates, Littlewood model.
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Figure 3-18: Percentages of faults detected, Littlewood model.
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Figure 3-19: Failure rates, certification model.

Note that there are certain times at which reliability measures could not be
computed for the Schick-Wolverton, imperfect debugging, and Littlewood mod-
els using the Musa failure data because numerical solutions were not obtainable
for estimated parameters at such time-values. Several papers {3,30,36,37,38]
investigate conditions for the Jelinski-Moranda model under which the distri-
bution of observed failure times dictates that the maximum likelihood method
cannot yield a solution for estimated parameters.

However, the inability to obtain a numerical solution for estimated param-
eters under certain conditions is obviously not limited to the Jelinski-Moranda

model. In practice, failure data distributions exist for which each of the models
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using the maximum likelihood method or nonlinear regression analysis to es-
timate parameters will fail to yield a numerical solution. When a numerical
solution is not obtainable for estimated parameters at a given time, reliability
measures cannot be computed at that point. Therefore, the ability of a model
to obtain a nﬁmerical solution for estimated parameters, especially using fail-
ure data sets that exhibit general reliability growth, should be considered when
selecting a model.

The plots presented in this section serve only to illustrate basic reliability
measures that can be computed using times-between-failures software reliabil-
ity models. Strengths and weaknesses of the models presented here cannot be
completely determined from predictions of reliability measures for one software

failure data set. Therefore, more exhaustive comparisons of the models are

presented in Chapter 5 for a variety of failure data distributions.




CHAPTER 4

FAILURE-COUNT MODELS

This chapter presents an analysis of the three failure-count software reliabil-

ity models being studied. They are:

1. the Goel-Okumoto nonhomogeneous Poisson process model;
2. the Musa-Okumoto logarithmic Poisson execution time model;

3. the Musa execution time model.

Assumptions underlying each of the models presented in this chapter are
analyzed to determine their accuracy in modeling the behavior of software. The
mathematical expressions that are used to compute reliability measures for each
of the models are derived from the assumptions that form the basis of the re-
spective models. These mathematical expressions contain parameters (such as
the total number of faults in a software system) that are required for the com-
putation of the various reliability measures. The methods used to estimate such
parameters in the implementations of the models are given. For illustration pur-
poses, reliability measure predictions are presented for each of the models using
a software failure data set that is widely used in the literature for analysis of

software reliability models.
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4.1 The Goel-Okumoto Nonhomogeneous Poisson Process Model

The Poisson distribution is frequently used to model the number of occur-
rences of random phenomena [28]. The values of a Poisson random variable
are the nonnegative integers. For a random variable N (%), the sample space is

{0,1,2,...}. The probability function of a Poisson random variable is given by

mYe ™

y!

P(N(t)=y) = y=0,1,2,... (4.1)

where m is the mean of the Poisson distribution. Goel and Okumoto propose
a model in which N (t), the number of software failures observed at time ¢, is
modeled as a Poisson process with a time-dependent failure rate. This process

1s also referred to as a nonhomogeneous Poisson process (NHPP).
4.1.1 Model Assumptions

The following assumptions form the basis of the Goel-Okumoto NHPP model:

1. the time between failures (1 —1) and i is dependent upon the time to failure

(2 —1);
2. the counting process time intervals are independent of each other;

3. the number of failures in the time interval (¢,¢ + At] is proportional to the

number of remaining faults at time ¢;




4. a detected fault is corrected with certainty in a negligible amount of time

and no new faults are introduced.

The fourth assumption is identical to a Jelinski-Moranda model assumption and
was discussed in Section 3.1.1.

The accuracy of the assumption that times between failures are independent
of each other was discussed in Section 3.1.1. For software, the assumption that
the time between failures (¢ — 1) and ¢ is dependent upon the time to failure
(1 — 1) is more realistic than the assumption that times between failures are
independent of each other.

A counting process time interval is a time interval during which the num-
ber of failures occurring may be counted. The assumption that counting pro-
cess time intervals are independent of each other implies that for time intervals
t1,t2,...,tn, the n random variables N(¢), N(t;) — N(t1),...,N(tn) = N(tn-1)
are independent of each other. Since the numbers of failures in time intervals
are dependent upon the times between failures, this assumption is analogous to
the times-between-failures models assumption that times between failures are
independent of each other. This assumption appears to be inconsistent with the
assumption that the time between failures (: — 1) and ¢ is dependent upon the
time to failure (i — 1).

The assumption that the number of failures in the time interval (¢,¢ 4+ At]
is proportional to the number of remaining faults at time ¢ is analogous to the

times-between-failures models assumption that the failure rate at any time is
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proportional to the current fault content of a software system. The accuracy of
the assumption that the failure rate at any time is proportional to the current

fault content of a software system was also discussed in Section 3.1.1.

4.1.2 Model Development

Let the random variable N(t) be a counting process representing the cumula-
tive number of software failures at time t. Therefore, the initial fault content of
a software system is treated as a random variable by the Goel-Okumoto NHPP
model as opposed to being treated as an unknown, fixed constant by the ma-
jority of the times-between-failures models. Let m(t) be the expected number
of failures at time ¢. The function m(t) is called the mean value function of the

N(t) process [21]. Then

m(0) = 0, m(o0) = q, (4.2)

where a is the expected number of software faults to eventually be detected.
The assumption that the number of failures in the time interval (¢,t + At] is

proportional to the number of remaining faults at time ¢ implies that

m(t + At) — m(t) = bla — m(t)] At + O(At), (4.3)




where O(At)/At approaches zero as At approaches zero and b is a proportion-

ality constant. Equation (4.3) may be rewritten as

m(t + At) —m(t)
At B

O(A?)
At

bla—m(t)] + . (4.4)

Taking the limit as At approaches zero of both sides of (4.4) results in the

equation

m'(t) = ab — bm(t). .(4.5)

Solving (4.5) with the initial condition m(0) = 0 yields

m(t) = a(1 — ™). (4.6)

The failure intensity function, which is the fault detection rate or failure rate, is

A(t) = m/(t) = abe™. (4.7)

The failure intensity process is depicted in Figure 4-1.

In addition to the expected number of faults to eventually be detected and
the failure intensity at time ¢, reliability at time ¢ can also be calculated. Let
ti-1 be the time to (: — 1) failures. From [22], the reliability for future elapsed

time ¢’ is given by

R(t’) - e—[m(t')—m(ti—l)]_ ) (48)
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Figure 4-1: Goel-Okumoto NHPP model failure intensity process.

Substituting a(1 — e=*) for m(t) in (4.8),

R(t') = exp [-a(e™ — ™)) | (4.9)

Therefore, the reliability at the time of failure ¢ is dependent upon the time of

failure (i — 1).




4.1.3 Parameter Estimation

If a and b are known at a certain time, then other reliability measures can
be determined at that time. Goel and Okumoto use the maximum likelihood
method to estimate a and b.

For the Goel-Okumoto NHPP model, the probability density function is

given by

f(t;) = abethg~tmit)-mti-1)] (4.10)

from (4.9), (4.8), (2.12), and (2.10). The logarithm of the likelihood function is

InL = iln(ab) - ibti —a(1 — %), (4.11)

1=1 i=1

where there are n observed failures. The partial derivatives of the logarithm of

the likelihood function are given by

Ol _ % ~(1—e") (4.12)

Oa

(4.13)




The right hand sides of (4.12) and (4.13) are set equal to zero in order to maxi-

mize (4.11). From (4.12), this process yields

n

R TR

(4.14)

This value of a is substituted into the right hand side of (4.13). When the right

hand side of (4.13) is set equal to zero, the resulting equation is

n
b— = Q. 4.15
(o Jetn + S, (4.15)

Since an analytical solution for b is not available for (4.15), it is solved numer-
ically. In order to facilitate the numerical solution for b, (4.15) is rewritten

as

e'b‘"(btnn - bEt,— +n)+ bZti —n=0. (4.16)

i=1 1=1

Equation (4.16) is then solved numerically for b, and the resulting estimate for
b is substituted into (4.14) to determine the estimate for a.

The Newton-Raphson method is used in the implementation of the Goel-
Okumoto NHPP model to solve (4.16) for b. Once estimates for b, and therefore

a, are computed at a given time, then failure intensity and reliability estimates

are easily computed at that time.




4.2 The Musa-Okumoto Logarithmic NHPP Execution Time

Model

Musa and Okumoto propose a model in which N(7), the number of software.
failures observed at execution time 7, is modeled as a Poisson process with a
time-dependent failure rate. The Musa-Okumoto model specifies that the time
component of the model is execution time.

Musa and Okumoto relate execution time 7 to calendar time ¢ in [22]. The
failure intensity function is exponential in execution time and has various forms
in calendar time depending upon available personnel and computing resources.
The calendar time component of the Musa-Okumoto model will not be con-
sidered further due to difficulties in accurately estimating resource utilization
parameters over the life of a software system project.

When software failures are reported in terms of calendar time, the actual
amount of execution time is not generally known. The;'efore, reporting software
failures in terms of execution time generally results in more accurate reliability
measure predic'tions than reporting software failures in terms of calendar time.
 However, reporting software failures in terms of execution time requires more
detailed monitoring of a software system than does reporting software failures

in terms of calendar time.
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4.2.1 Model Assumptions

The following assumptions form the basis of the Musa-Okumoto logarithmic

NHPP model:

1. the time between failures (—1) and 7 is dependent upon the time to failure
(i -1);
2. the counting process time intervals are independent of each other;

3. no failures have been observed at time 7 = 0;

4. the failure intensity A decreases exponentially with the expected number

of failures observed;

5. the failure intensity decreases geometrically after each fault is detected

and corrected;

6. a detected fault is corrected with certainty in a negligible amount of time

and no new faults are introduced;

7. for a small value Ar, the probability of one failure in the time interval
(1,7+Art]is A(7)AT+ O(At) and the probability of more than one failure
in the time interval (v,7 + Ar] is O(Ar), where O(A7)/AT approaches

zero as At approaches zero.

The first and second assumptions are identical to Goel-Okumoto NHPP model

assumptions and were discussed in Section 4.1.1. The third assumption always
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holds true. It has been shown in Chapter 2 that an exponential distribution
of failures is a reasonable assumption. The fifth and sixth assumptions are
identical to geometric de-eutrophication model assumptions'and were discussed
in Section 3.1.1. The seventh assumption generally holds true and is used to

show that the Musa-Okumoto model is a Poisson process model.
4.2.2 Model Development

Given the assumption that the failure intensity A decreases exponentially
with the expected number of failures observed, if the initial failure intensity and
the rate of reduction in the failure intensity per failure are denoted by \q and

8, respectively, then the assumption may be written as

A(T) = doe () (4.17)

where m(7) is the mean value function of the N(r) process. Equation (4.17)
results in a model in which faults detected early in the fault correction process
reduce the failure intensity more than faults detected later in the fault correction
process. A larger value of § causes the failure intensity to decrease at a faster

rate than does a smaller value of 8. The failure intensity process is illustrated

in Figure 4-2.
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Figure 4-2: Musa-Okumoto model failure intensity process.

From (4.7), for the Musa-Okumoto model,

m/(1) = Age ™7, (4.18)

Solving (4.18) for m(r) with the initial condition m(0) = 0 results in a mean

value function of

m(r) = -;;ln()«oﬁ‘r +1). (4.19)
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Also from (4.7), the failure intensity function is then

Ao

/\(T) - /\097’ + 1

(4.20)

Using the third and seventh assumptions, it can be shown that the random
variable N(7) is a Poisson process. Let 7,_; be the time to (: — 1) failures. The

reliability for future elapsed time 7' is given by

R(T,) — e—[m(‘r')—m(ﬂ‘—l)]. (421)

From (4.19),

R(T’) — e—[%ln('\og""'i'l)"'é'ln(’\OeT"-1+1)]_ (422)

Equation (4.22) may be rewritten as

1
Aobricy +11°
R(r') = [ Ao +1 ]

As is the case with the Goel-Okumoto NHPP model, the reliability at the time

(4.23)

of failure ¢ is dependent upon the time of failure (¢ — 1).
Additionally, the execution time AT required to achieve a decrease in the
failure rate from the failure rate at the current time ¢ to a failute rate goal A\g

can also be calculated. From (4.20),

Ao

=20 4.
= Nobro + 1 (4.24)
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Rewriting (4.24),

Ao — Ag
= — — 7. : 4.2
AT W TC (4.25)

Note that the Musa-Okumoto model does not attempt to predict the initial
fault content of a software system. Musa and Okumoto provide the following
rationale for not predicting the initial fault content of a software system in [22]:

Faults can only be defined by their discovery, e.g., through fail-
ures; there are so many possible implementations of a program that
faults cannot be defined with respect to a standard program. But
this means that the fault as a unit of measure is not constant as
execution proceeds, because the extent of comprehension of the un-
derlying defect at a failure can vary. The actual number of faults
can only be counted accurately as time of execution becomes very
large and understanding of what happened is reasonably complete.

4.2.3 Parameter Estimation

If Ao and 6 are known at a certain time, then other reliability measures can
be determined at that time. Okumoto proposes a method in [23] for estimating
Ao and 8 using linear regression analysis that is based upon partitioning failures
into groups.

The time interval (0, 7,), where there are n observed failures, is partitioned
into groups of k failures so that there are p subintervals. The parameter p is the
largest integer of n/k. Therefore, there are & failures in each of the first (p — 1)

subintervals and there are n — k(p — 1) failures in the last subinterval. The last




subinterval may contain more failures than each of the first (p — 1) subintervals.

The failure intensity for subinterval 7 is estimated by

k . .
Thi—Tk(i=1) if 1 <p,
Y = (426)
2oke-l) g =
Tn=Tk(p-1)

The mean value function for subinterval i is estimated by

z; = k(i — 1). (4.27)

Grouping a small number of failures may result in large variations in the
estimated failure intensities. Grouping a large number of failures may result in
too much smoothing of the estimated failure intensities. Clearly, the optimum
number of failures to be grouped by partitioning of the observed failure data
will vary among failure data sets. Based upon extensive study, Okumoto rec-
ommends selecting k£ = 5 in general. Although selecting k¥ = 5 may provide a
reasonable starting point, each particular failure data set should be studied in
order to determine if some other value of k is more appropriate based upon the
distribution of observed failures.

The least squares method is used to determine estimates for Ao and 0. The
failure intensity function given by (4.17) is fitted to the estimated failure inten-

sities for the p time subintervals, resulting in the equation

Y = )\(x,-)e,-, (428)
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where ¢; is the ratio of the point (z;,y;) to the model. Taking the logarithm of

each side of (4.28),

Iny; =lnA(z;) + Ine;. (4.29)

Substituting (4.17) into (4.29) and simplifying,

Iny; =Iln )Xo — 0z; + Ine;. (4.30)

Equation (4.30) may be used to perform standard linear regression analysis to
minimize the sum of the (In¢;)? terms. The regression analysis yields estimates
for § and In Ao, but )\ can be computed once In )q is known.

The standard linear regression equations are used in the implementation of
the Musa-Okumoto logarithmic NHPP execution time model to compute esti-
mates for In Ag and § from (4.30). The estimate for o is computed as exp(Iln Xo).
Once estimates for A\g and 6 are computed at a given time, estimates for the
failure intensity, the reliability, and the execution time required to achieve a
decrease in the failure rate from the current failure rate to a failure rate goal

are easily computed.

4.3 The Musa Execution Time Model

Each of the models previously described has incorporated the assumption

that no new faults are introduced during the fault correction process. The
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Musa execution time model may be used to compute the standard reliability
measures, and it also allows the introduction of new faults during the fault
correction process to be modeled via a fault reduction factor parameter.

The Musa model, as does the Musa-Okumoto model, specifies that the time
component of the model is execution time. As is the case with the Musa-
Okumoto model, the calendar time component of the Musa model will not be
considered further due to difficulties in accurately estimating resource utilization

parameters over the life of a software system project.

4.3.1 Model Assumptions

The following assumptions form the basis of the Musa execution time model:

1. each of the Ny faults in a software system will cause a failure after a time

which is distributed exponentially;

2. software faults are independent of each other and are equally likely to

cause a failure;

3. the failure rate at any time is proportional to the current fault content of

a software system;

4. execution times between failures are large compared to the average in-

struction execution time;

5. testing for a software system is representative of its eventual use;
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6. all failures are observed.

The first, second, and third assumptions are identical to J elin.ski—I\'Ioranda model
assumptions and were discussed in Section 3.1.1.

The assumption that execution times between failures are large compared
to the average instruction execution time ensures that the set of instructions
executed between failures forms a large random sample. Therefore, the average
instruction execution rate of the random sample accurately models the overall
instruction execution rate.

The assumption that testing for a software system is representative of its
eventual use ensures that results of testing can be used to make meaningful
predictions about the reliability of a software system in the use environment.
This assumption does not imply that testing must be exhaustive, but clearly test
input data sets should be representative of use input data sets. This assumption
has been implied for the models previously discussed and is generally accurate.

The assumption that all failures are observed prevents reliability measure
predictions from being overly optimistic. Récall from Chapter 1 that a failure
is defined as any departure of program output from requirements. Therefore,
failures may be subtle. Musa writes in [5] that “one is more likely to miss failures
in the use period of the program than the test period.” This assumption has

also been implied for the models previously discussed.
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4.3.2 Model Development

Let the execution frequency f be the average instruction execution rate di-
vided by the number of instructions in a software system. Let R be a fault
exposure proportionality constant. The initial fault content of a software sys-
tem 1s denoted by Ny and the number of failures observed at time 7 is denoted
by n.

The fault reduction factor B is defined as the average ratio of the reduction
of faults to the rate of failure occurrence. Let m be the number of failures
occurring in the process of correcting n faults and let M, be the number of

failures required to correct the Ny faults initially in a software system. Then,

n
and
N,
M, = -B—". (4.32)

For example, if 100 failures occur in the process of correcting 95 faults, then B
is 0.95. Therefore, the fault reduction factor B allows the introduction of new

faults to be modeled.
Additionally, Musa writes in [5] that it is a common practice to “directly plan
test cases at the extremes of system performance and then randomly pick tests at

intermediate points.” Failures are more likely to occur at the extremes of system
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performance, but the majority of input data sets to a software system during its
actual use do not approach system extremes. Therefore, Musa has incorporated
a testing compression factor C' into the model. The testing compression factor
C is defined by Musa to be “the average ratio of the rate of detection of failures
during test to that during use.”

Unfortunately, C' must be estimated from previous similar software system
projects. Musa admits that the value used for C in validating the model with
failure data sets in [5] had “low” accuracy. Since it is very difficult to deter-
mine an accurate estimate for C, it is best to be conservative and let C be 1.
T.he development of th‘e Musa model presented here assumes C is 1, effectively
removing C from consideration in the model.

The assumption that the failure rate A at any time is proportional to the

current fault content of a software system implies that

Mr)=BfKMy,— BfKm. (4.33)

The fault correction rate is equal to the failure rate. Therefore,

dm
ke A(T). (4.34)

Combining (4.33) and (4.34) results in the differential equation

d
=+ BfKm = BfKM,. (4.35)




Solving (4.35) with the initial condition m = 0 at 7 = 0 yields

m = My(1 — e B/EK™), ' (4.36)

Note the similarity between (4.36), the mean value function for the Goel-Okumoto
NHPP model given by (4.6), and the mean value function for the Musa-Okumoto
model given by (4.19).

Since an exponential distribution of failures is assumed, the MTTF is the
reciprocal of the failure rate. Musa denotes MTTF by T; this convention will
be used in the remainder of the discussion of the Musa model. From (4.33), the

initial MTTF of a software system before any testing is done is given by

1
To= BfKM,

(4.37)

Substituting (4.36) into (4.33) and simplifying the resulting equation, the failure

rate at time 7 is

A7) = BfK Mye BIXT, (4.38)

Substituting (4.37) into (4.38),

1 -7
M) = T exp (]VIOTO) (4.39)




The failure rate process is illustrated in Figure 4-3. From (2.21), the MTTF at

time 7 is

. T‘
T = Tyexp (x\foTo)' (4.40)

From (2.20) and (2.21), the reliability for future elapsed time 7’ at time 7 is

/

R(7") = exp (::;:—) (4.41)
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Figure 4-3: Musa model failure intensity process.




Additionally, the number of failures Am that must be observed in the process
of detecting and correcting faults in order to achieve a decrease in the failure
rate from the current failure rate A¢ to a failure rate goal A& and the execution

time A7t required to achieve a decrease in the failure rate from A to A¢ may

also be computed. From (4.36) and (4.37),

Am=Mo 1'—/\_G —'Mg 1—‘%9', (442)
Ao Ao

where )g is the initial failure rate. Equation (4.42) may be rewritten as

Am = %()\C - /\G) (4.43)
Ao .
From (4.40) and (4.37),
_ Mo /\o Mo A0
At = /\0 In (/\G) W In (/\c)' (4.44)

Equation (4.44) may be rewritten as

My, (X
ATt = " In (AG) : (4.45)

4.3.3 Parameter Estimation

If Mo, Ty, and B are known at a certain time, then other reliability measures

can be determined at that time. Musa uses the maximum likelihood method to

estimate My and Tp. Note that Tj is estimated rather than f and K.




An estimate for B must be determined from previous similar software system
projects. This reduces the possibility of effective use of B somewhat, but it does
not make the model any less valid. Musa reports B values ranging from 0.94
to 1 for the four software system projects he studied in [5], with an average B
value of 0.96. As Wés the case with the testing compression factor C, if there is
no basis for estimation for B, then it is best to be conservative and let B be 1.
However, doing so eliminates a major reason for using the Musa model rather
than other models, because a value of 1 for B implies that no new faults are
introduced during the fault correction process.

Since an exponential distribution of failures is assumed for the Musa model,

the probability density function is

f(ri) = Xe™ (4.46)
from (2.12) and (2.21), where 7; values are m observed times between failures.
Since (¢ — 1) failures have been observed during 7; and the failure rate at any
time is proportional to the current fault content of a software system, the current

failure rate is

A(r) = BfKM, — BfK(i — 1) (4.47)

from (4.33). Substituting Ty into (4.47),

/\(T,') = i ot !

(i —1). (4.48)

Ty, ToM,




Simplifying further,

A7) = Tio (1 - iﬁ}ol). ' (4.49)

The probability density function for the Musa model is then

k(- ()

The logarithm of the likelihood function is

moo1 i—1 e i—1
lnL_ZlnFOO— Mo>_,;f)<l_ MO>T,-. (4.51)

=1

The partial derivatives of the logarithm of the likelihood function are given by

OlnlL 1z -1
) —;,.2 (1— MO)T,-—TO (4.52)
and
OlnL Z 1 1 Z

My == —iv1 T - (4:53)

=1

The right hand sides of (4.52) and (4.53) are set equal to zero in order to maxi-

mize (4.51). The resulting equations are

i (1 - iA}Ol) ri—To=0 (4.54)
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and

;Mo—z’-i-l A=t

=0. (4.55)

Equations (4.54) and (4.55) form a system of two unknowns in two nonlin-
ear equations. Since an analytical solution for the system of equations is not
available, a solution is obtained numerically. Estimates for My and T, are deter-
mined by using a SLATEC Mathematical Subroutine Library routine to solve
(4.54) and (4.55) for M, and Tp in the implementation of the Musa model. Once
estimates for My and Tj, are computed at a given time, then failure rate, MTTF,

reliability, Am, and At estimates are easily computed at that time.
4.4 Example Reliability Measure Calculations

For the purpose of illustration, reliability measures computed using the Goel-
Okumoto NHPP model, the Musa-Okumoto logarithmic NHPP model, and the
Musa execution time model are now presented in graphical form. Reliability
measures are computed using the Musa failure data previously described in
Section 3.7. Reliability measures are computed for each of the the three failure-
count models at time-values ranging from 2 percent of the total reported time
to 100 percent of the total reported time in increments of 2 percent. Therefore,
there are 50 time-values at which reliability measures are computed for each

of the three models. At each value, only the failure data observed up to that
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time are used in the reliability measure calculations. Plots are presented for
two reliability measures, the failure rate and the percentage of faults detected.
The percentage of faults detected is defined to be the numbér of detected faults
divided by the total number of faults predicted to eventually occur. Descriptions
of the plots illustrating reliability measures computed for the Musa failure data

using the models presented in this chapter are given in Table 4-1.

Table 4-1: Illustrated reliability measures, Figures 4-4 through 4-8.

Figure | Model Reliability Measure

4-4 Goel-Okumoto NHPP | failure rates
4-5 Goel-Okumoto NHPP | percentages of faults detected

4-6 Musa (B = 1) failure rates
4-7 Musa (B = 1) percentages of faults detected
4-8 Musa-Okumoto failure rates
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Figure 4-8: Failure rates, Musa-Okumoto model.

The numerical problems discussed in Section 3.7 did not occur for the Musa
failure data using any of the three failure-count models. Numerical solutions
were obtainable for estimated parameters at each of the 50 time-values for each
of the models. This absence of numerical problems is an indication that the
Musa failure data set exhibits general reliability growth and that these models
are likely to converge to solutions for estimated parameters for failure data sets
that exhibit general reliability growth.

The plots presented in this section serve only to illustrate basic reliability
measures that can be computed using failure-count software reliability models.

Strengths and weaknesses of the models presented here cannot be completely
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determined from predictions of reliability measures for one software failure data
set. Therefore, more exhaustive comparisons of the models are presented in

Chapter 5 for a variety of failure data distributions.
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CHAPTER 5

MODEL COMPARISONS AND

RECOMMENDATIONS

It was stated in Chapter 1 that no single software reliability model has been
shown to perform well in all contexts. Therefore, models must be compared.

This chapter presents comparison criteria to be considered when selecting a
model to make reliability measure predictions from observed failure data. Gen-
eral recommendations are given based upon experience gained while performing
these analyses. Comparisons of reliability measures predicted for various failure
data distributions using the models described in Chapter 3 and Chapter 4 are
then presented. The distributions for which predictions are compared are cho-
sen to be representative of software systems of high, medium, and low quality.

Finally, specific recommendations are given based upon those comparisons.

5.1 Model Comparison Criteria

The following criteria should be considered when comparing software relia-

bility models:
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1. matching the characteristics of the experimental data to model assump-

tions;
2. reliability measures for which predictions are desired;
3. predictive validity of the models;
4. the ability of the models to compute meaningful parameter estimates;

5. ease of understanding and ease of use of the models.

The primary goal of a software manager selecting a reliability model should
be to match the distribution of observed failure data as well as possible to
model assumptions. Clearly, the software manager must understand the nature
of the models and the quality of their assumptions in order to select the best
possible model for a particular experimental circumstance. If the distribution
of observed failure data is not consistent with the assumptions of a particular
model, then there is no basis for claiming validity of the resulting reliability
measure predictions using that model, even if the other criteria are satisfied.

It is unlikely that times between failures comprising a failure data set will
follow a monotonic pattern from beginning to end. Therefore, the distribution
of the failure data should be determined using its general nature. Representing
failure data graphically as in Figure 3-8 facilitates characterizing the data set.

The reliability measures for which predictions are desired must be considered.

For example, if one wants a prediction of the number of failures to eventually
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occur, then a model must be selected that has this capability; not all models
will do this. However, certain criteria must be satisfied in order to assure a valid
prediction.

Each model presented here predicts the failure rate and reliability at the
time of the most recent failure and can extend to future predicted failures. The
MTTF at the time of any failure, either observed or predicted, is obtained from
the failure rate for each model.

Although such equations are not derived here, the number of failures pre-
dicted to occur in a future time interval (¢,¢ + At] can be computed for times-
between-failures models and for failure-count models. For failure-count models,
the number of failures predicted to occur in the interval (¢,# + At] is simply
m(t + At) — m(t), where m(t) is the mean value function evaluated at time
t. For times-between-failures models, the number of failures predicted to occur
in the interval (¢,t + At] is determined by summing predicted MTTF values
until At is exceeded. Table 5-1 presents a compilation of reliability measures
predicted by each model.

The predictive validity of a model is the capability of the model to predict
future failure behavior from observed failure data. The predictive validity of
models can be determined by comparing MTTF predictions with observed times
to the next failure. If the distribution of observed failure data matches the

assumptions of more than one model equally well, then the model that exhibits

the best predictive validity for that failure data should be chosen.




Table 5-1: Predicted reliability measures.

Number of | A, MTTF, R | Failures in | Required For Target A
Model* Faults | (current, future) | (¢,t + At] | Time Failures
J-M X X X
geom X X
S-W X X X
i-d bq X X
L X X X
cert X X
G-O X b'e X
M-0O X X X
Musa X X X X X

* J-M = Jelinski-Moranda, geom = geometric de-eutrophication,
S-W = Schick-Wolverton, i-d = imperfect debugging,
L = Littlewood, cert = certification, G-O- = Goel-Okumoto NHPP
M-O = Musa-Okumoto

’
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The ability of a model to compute meaningful parameter estimates is primar-
ily determined by the distribution of observed failure data. If the data closely
matches the assumptions of a model, then the parameter estimates computed by
that model are likely to be accurate, regardless of the model complexity and pa-
rameter estimation method. Additionally, all models are more likely to produce
accurate parameter estimates for failure data sets that exhibit general reliability
growth than for those that do not exhibit general reliability growth. Of course,
if failure data reported for a software system does not exhibit general reliability
growfh, then software reliability models are not needed to determine that the
software system lacks quality.

Since a software manager must understand models in order to compare them,
ease of understanding is clearly important and should be considered. An exten-
sive mathematical background should not be required in order to understand
the nature of a model and its assumptions. Ease of use should also be consid-
ered. It should be simple and inexpensive to collect failure data to be used as
input to a model and the model should be able to be implemented as a practical
management tool [6]. None of the models described here has a clear advantage
over the other models when considering ease of use, because a collection of times
between failures is the only input required for most of them. The Musa model
and the imperfect debugging model also require that an input parameter be esti-
mated. If an accurate estimate cannot be assured, then a conservative estimate

may be chosen. Choosing a conservative estimate will reduce either model to

the Jelinski-Moranda model.




Table 5-2 lists the model class, the author’s assessment of complexity, and

the parameter estimation method used for each model.

Table 5-2: Model attributes.

Model Class' | Complexity? | Parameter Estimation
Jelinski-Moranda TBF 1 maximum likelihood
geometric de-eutrophication | TBF 2 maximum likelihood
Schick-Wolverton TBF 3 maximum likelihood
imperfect debugging TBF 4 nonlinear regression
Littlewood TBF 5 maximum likelihood
certification TBF 1 linear regression
Goel-Okumoto NHPP FC 2 maximum likelihood
Musa-Okumoto FC 2 linear regression
Musa FC 3 maximum likelihood

1 TBF is times-between-failures, FC is failure-count

% 1 is the least complex, 5 is the most complex




5.2 General Recommendations

General recommendations for selecting a software reliability model from
among the models described are now given. These recommendations are based
upon the preceding analyses rather than upon detailed model comparisons.
Therefore, these general recommendations are intended to provide a starting
point in the selection of a software reliability model. Recommendations vary
with circumstances. The software manager must determine which considera-
tions are applicable.

Nine software reliability models were presented. The first recommendation
is to eliminate the Schick-Wolverton model and the imperfect debugging model
from consideration for reasons detailed in Chapter 3. The Schick-Wolverton
model assumption that the failure rate at any time is proportional to the current
fault content and to the elapsed time since the laét fault was detected is not
valid in use for software. The imperfect debugging model is an improvement
over the Jelinski-Moranda model only if the perfect debugging probability can
be accurately estimated. This probability is difficult to estimate, and small
variations in the estimate may cause large variations in predicted reliability
measures. As noted, a conservative estimate for this probability reduces the
imperfect debugging model to the Jelinski-Moranda model.

The second recommendation is to consider models that incorporate the as-
sumption that, on the average, faults detected early result in a greater reduc-
tion in the failure rate than faults detected later over models that incorporate

the assumption that the failure rate at any time is proportional to the current




fault content. Models incorporating the former assumption are the geometric
de-eutrophication model, the Littlewood Bayesian differential debugging model,
the certification model, and the Musa-Okumoto model.

The relative merits of the maximum likelihood method and the least squares
method for parameter estimation have been discussed in the literature [23,36].
Neither method has been shown to be clearly superior over a wide range of ap-
plications. However, if linear regression analysis is used to estimate parameters,
then statistical inferences may be used to produce certified reliability measure
estimates if the software system is developed under statistical control. Linear
regression analysis is recommended for parameter estimation by the developers
of the certification model and the Musa-Okumoto model.

If a decision must be made to either accept or reject a software system based
upon reliability measure estimates after future failures, then it is desirable to
predict reliability measures at the times of future predicted failures. Each model
presented here has the ability to predict reliability measures at the times of future
predicted failures.

The certification model possesses each of the desirable qualities mentioned
above. However, neither the certification model, the geometric de-eutrophication
model, nor the Musa-Okumoto model predicts the initial fault content of a
software system for (excellent) reasons given in Chapter 3 and Chapter 4. If the
initial fault content of a software system is desired, then the software manager
must choose from among the Jelinski-Moranda model, the Littlewood Bayesian

differential debugging model, the Goel-Okumoto NHPP model, and the Musa

model.
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Similarly, if the execution time required to achieve a decrease in the failure
rate from the current failure rate to a target failure rate is desired, then the
software manager must choose from among the Musa-Okumoto model and the
Musa model. If the number of failures that must be observed in the process of
detecting and correcting faults in order to achieve a decrease in the failure rate
from the current failure rate to a target failure rate is desired, then the Musa

model must be selected.
5.3 Model Comparisons

The models are now compared using published failure data sets chosen to be
representative of failure data distributions for software systems of high, medium,
and low quality. Model comparisons are presented graphically. The Schick-
Wolverton and imperfect debugging models are not considered.

For each of the published failure data sets, two types of plots are used to
illustrate predictive validity. The first plot is a comparison of the observed times
to failures and the current MTTF values predicted by the models at the time
of each reported failure. The second plot is a comparison of observed times
to failures and future MTTF values predicted by the modelé at the time of
a specified failure. At each failure for which MTTF values are predicted, the

failure data up to and including that failure are used to determine current and

future MTTF predictions.




5.3.1 High Quality Software Failure Data

Representative failure data for software systems of high quality was reported
by Currit, Dyer, and Mills in {19]. This data was reported for a software system
developed using the cleanroom method described in [20] and consists of 30 times
between failures, in CPU seconds. The observed number of failures is relatively
low, the total elapsed time is high, and general reliability growth is exhibited.
This data set will be referred to as the “Mills failure data” and is presented in

Table 5-3.

Table 5-3: Mills failure data times (CPU seconds).

Failures Times

1-10 85 85 479 965 469 385 796 277 927 340

11-20 | 405 150 277 503 694 620 4050 3064 522 1797

21-30 | 2329 3798 2775 2393 909 994 28212 14956 1971 5308




Figure 5-1 presents the times to failures reported for the Mills failure data
and the current MTTF values predicted at the times of each failure by the seven
models. Figure 5-2 presents the times to failures reported for the Mills failure
data and future MTTF values predicted at the time of the twenty-fifth failure
by the seven models. Predicted MTTF values that are plotted in Figure 5-1 and
Figure 5-2 are presented in Table A-1, Appendix A, and Table A-2, Appendix A,

respectively.
5.3.2 Medium Quality Software Failure Data

The Musa failure data presented in Chapter 3 is representative of software
systems of medium quality. The observed number of failures is relatively high for
the Musa failure data, but the total elapsed time is high and general reliability
growth is exhibited. The Musa failure data set is presented in Table 3-1.

Figure 5-3 presents the times to failures reported for the one hundredth and
subsequent failures for the Musa failure data and the current MTTF values
predicted at the times of those failures by the seven models. Figure 5-4 presents
the times to failures reported for the one hundredth and subsequent failures for
the Musa failure data and future MTTF values predicted at the time of the
one hundredth failure by the seven models. The times to the first 99 failures
reported are excluded in order to reduce clutter in the plots. Predicted MTTF

values that are plotted in Figure 5-3 and Figure 5-4 are presented in Table A-3,

Appendix A, and Table A-4, Appendix A, respectively.
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5.3.3 Low Quality Software Failure Data

A failure data set representative of software systems of low quality was re-
ported by Abdel-Ghaly, Chan, and Littlewood in [24]. This data consists of 86
times between failures, in CPU seconds. The observed number of failures is rel-
atively high and the total elapsed time is low. This failure data will be referred

to as the “Abdel-Ghaly failure data” and is presented in Table 5-4.

Table 5-4: Abdel-Ghaly failure data times (CPU seconds).

Failures Times

1-8| 479 266 277 554 10.34 949 693 5097
9-16 | 1.17 170 1.17 12.74 4.69 11.74 6.93 19.08
17-24 | 135 277 596 7.57 4.37 2230 4.37 3.40
25-32 | 4.06 5.75 277 3.63 522 6.13 2.77 13.00
33-40 | 8.21 213 16.20 16.01 298 8.74 6.18 26.40
41-48 | 0.05 149 10.34 2441 460 565 11.19 4.37
49-56 | 9.27 44.62 7.14 1.81 14.85 7.57 31.54 21.15
57-64 | 8.84 20.37 14.81 5.59 4.90 5.93 17.69 0.85
65-72 1 28.36 2.13 18.66 4.90 14.87 43.22 14.18 10.23
73-80 | 54.90 15.20 32.81 27.16 21.75 35.05 7.25 19.63
81-86 | 39.79 10.90 2.45 11.94 9.94 39.02




Figure 5-5 presents the times to failures reported for the fiftieth and subse-
quent failures for the Abdel-Ghaly failure data and the current MTTF values
predicted at the times of those failures by the seven models. -Figure 5-6 preséznts
the times to failures reported for the fiftieth and subsequent failures for the
Abdel-Ghaly failure data and future MTTF values predicted at the time of the
fiftieth failure by six of the seven models. The Littlewood model predictions are
not presented because a numerical solution was not obtained for the parame-
ters used to estimate MTTF values at the time of the fiftieth failure. Predicted
MTTF values that are plotted in Figure 5-5 and Figure 5-6 are presented in

Table A-5, Appendix A, and Table A-6, Appendix A, respectively.
5.4 Specific Recommendations

Recommendations are now made for software systems of high, medium, and

low quality based upon the comparisons presented in the previous section.
5.4.1 High Quality Software

Recommendations for software systems of high quality are based upon Fig-
ure 5-1 and Figure 5-2, which used the Mills failure data. It is expected that the
use of software development techniques such as the cleanroom method will lead
to a general improvement in software quality. Therefore, these recommendations

are especially important.
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Figure 5-1 shows that for the Mills failure data a numerical solution was
not obtained by the Jelinski-Moranda model, the Littlewood model, the Goel-
Okumoto NHPP model, or the Musa model for the parameters used to estimate
current MTTF values once the twenty-seventh failure was observed. The time
to the twenty-seventh failure is about seven times as large as the time to any
previously observed failure. However, large times to failures are characteristic
of software systems of high quality. Figure 5-1 also shows that the current
MTTF values predicted by the certification model are more conservative and
more accurate than the curreﬁt MTTF values predicted by the geometric de-
eutrophication model and the Musa-Okumoto model.

Figure 5-2 shows that at the time of the twenty-fifth failure, the Jelinski-
Moranda model, the Littlewood model, the Goel-Okumoto NHPP model, and
the Musa model each predict that fewer than 30 failures will be observed. Since
30 failures are reported, these predictions for the number of failures to eventually
occur are clearly overly optimistic. Figure 5-2 also shows that at the time of
the twenty-fifth failure, future MTTF values predicted by the geometric de-
eutrophication model are slightly more optimistic than those predicted by the
Musa-Okumoto model and the certification model.

Based upon the Mills failure data comparisons presented in Figure 5-1 and
Figure 5-2, the certification model is recommended for making MTTF, failure

rate, and reliability predictions for software systems of high quality.
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5.4.2 Medium Quality Software

Recommendations for software systems of medium quality are based upon
Musa failure data comparisons presented in Figure 5-3 and Figure 5-4. Fig-
ure 5-3 shows that the current MTTF values predicted by the Jelinski-Moranda
model, the Goel-Okumoto NHPP model, and the Musa model are overly opti-
mistic. Figure 5-3 also shows that the current MTTF values predicted by each
of the four remaining models being compared can be considered reasonable. The
geometric de-eutrophication model and the Musa-Okumoto model predictions
are essentially the same and are the most optimistic, the certification model
predictions are the most conservative, and the Littlewood model predictions fall
in between.

Figure 5-4 shows that at the time of the one hundredth failure, the Jelinski-
Moranda model, the Littlewood model, the Goel-Okumoto NHPP model, and
the Musa model each predict that 106 or fewer failures will be observed. Since
136 failures are reported, these predictions are again clearly overly optimistic.
Figure 5-4 also shows that at the time of the one hundredth failure, future
MTTF values predicted by the certification model are more conservative and
more accurate than those predicted by the geometric de-eutrophication model
and the Musa-Okumoto model.

Based upon the Musa failure data comparisons presented in Figure 5-3 and
Figure 5-4, the certification model is recommended for making MTTF, failure

rate, and reliability predictions for software systems of medium quality.




5.4.3 Low Quality Software

Recommendations for software systems of low quality are based upon Abdel-
Ghaly failure data comparisons that are presented in Figure 5-5 and Figure 5-6.
Figure 5-5 shows that the current MTTF values predicted by the Littlewood
model and the certification model are overly conservative. Figure 5-5 also shows
that the current MTTF values predicted by each of the five remaining models
can be considered reasonable. The Jelinski-Moranda model and the Musa model
predictions are essentially the same and are the most optimsitic, the geometric
de-eutrophication model and the Musa-Okumoto model predictions are essen-
tially the same and are the most conservative, and the Goel-Okumoto NHPP
model predictions fall in between.

Figure 5-6 shows that at the time of the fiftieth failure, the Jelinski-Moranda
model, the Goel-Okumoto NHPP model, and the Musa model each predict that
between 70 and 80 failures will be observed. Since 86 failures are reported
and, based upon the observed failure data, it is likely that even more failures
will be observed, these predictions are again overly optimistic. Figure 5-6 also
shows that at the time of the fiftieth failure, future MTTF values predicted
by the geometric de—eutropﬁication model and the Musa-Okumoto model are
essentially the same and are reasonably accurate.

It is not surprising that for the Abdel-Ghaly failure data, the certification

model predictions are less accurate than predictions made by other models,

because the certification model assumes that the software system is of high




quality. Note in Figure 5-6 that the certification model px"edicts at the time of
the fiftieth failure that there is almost no improvement in future MTTF values.

Based upon the Abdel-Ghaly failure data comparisons that are presented in
Figure 5-5 and Figure 5-6, both the geometric de-eutrophication model and the
Musa-Okumoto model are recommended for making MTTF, failure rate, and

reliability predictions for software systems of low quality.
5.4.4 Summary of Recommendations

The software reliability models recommended for making MTTF, failure rate,
and reliability predictions for softw#re systems of high, medium, and low quality
are summarized in Table 5-5.

None of the recommended models predicts the number of failures to even-
tually occur in a software system. If the number of failures to eventually oc-
cur in a software system must be predicted, then it is recommended that the
Goel-Okumoto NHPP model be used. Goel-Okumoto NHPP model predictions
for the number of failures to eventually occur in a software system are more
conservative than Jelinski-Moranda model, Littlewood model, and Musa model
predictions, regardless of the quality of the software system. However, it should
be remembered that Goel-Okumoto NHPP model predictions for the number

of failures to eventually occur in a software system, although more conservative

than other models, are likely to be overly optimistic.




Table 5-5: Model recommendations.

Software Quality

Recommended Model

High
Medium

Low

certification

certification

Musa-Okumoto,
geometric de-eutrophication




CHAPTER 6

SUMMARY AND CONCLUSIONS

Classical reliability theory is fundamentally applicable and useful in the soft-
ware environment, notwithstanding the observation that software does not de-
teriorate with age. Several models have been proposed that attempt to better
characterize the failure behavior of software. Each software reliability model
has advantages and disadvantages in terms of analytical complexity, predictive
validity, required data, ease of understanding, and ease of use.

Nine software reliability models are presented. The assumptions underlying
each of the models are presented and analyzed to determine their accuracy in
modeling the behavior of software. The mathematical expressions that are used
to compute reliability measures for each of the models are derived from the
assumptions that form the basis of the respective models. These mathematical
expressions contain parameters that are required for the computation of the
various reliability measures. The methods used to estimate such parameters in
the implementations of each of the models are given.

The performance of models has been compared using failure data sets re-
ported in the literature to be representative of failure data distributions for soft-
ware systems of high, medium, and low quality. Based upon these comparisons,
the certification model is recommended for making MTTF, failure rate, and re-

liability predictions for software systems of high and medium quality. Both the




Musa-Okumoto model and the geometric de-eutrophication model are recom-
mended for making MTTF, failuré rate, and reliability predictions for software
systems of low quality.

Predictions of the number of failures to eventually occur in a software system
are consistently optimistic. Therefore, since it is difficult to obtain an accurate
estimate for the number of failures to eventually occur in a software system,
the reliability measures that should be emphasized when comparing models and
when reporting reliability measure predictions are MTTF and failure rate.

If the number of failures to eventually occur in a software system must be
predicted, then it is recommended that the Goel-Okumoto NHPP model be
used. Goel-Okumoto NHPP model predictions for the number of failures to
eventually occur in a software system are more conservative than those made

by other models, regardless of the quality of the software system. However, the

predictions of even this model are still optimistic.
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Data Values Plotted, Figure 5-1 Through Figure 5-6

This appendix presents the data values that are plotted in the plots presented
in Figure 5-1 through Figure 5-6. All times are given in units of CPU seconds.

The following abbreviations are used for the models:

o J-M - Jelinski-Moranda;

e geom — geometric de-eutrophication;

L - Littlewood;

cert — certification;

G-0 - Goel-Okumoto NHPP;

M-0O - Musa-Okumoto.




Table A-1: Data values plotted, Figure 5-1 (Mills failure data).

Observed Time

Current MTTF Predictions

Failures | to Next Failure J-M geom L cert G-O0 M-O Musa
0 85 — — — — — — —
1 85 -— — — — — — | 146.1
2 479 — — — - — — —
3 965 — | 917.7 — | 8524 | 270.3 624.8 —
4 469 — | 2283.8 — | 2290.8 | 859.2 | 18115 —
5 385 — | 2154.4 — | 1586.9 | 604.9 | 2183.8 —
6 796 1000.4 | 1507.0 | 434.5 | 1107.5 | 472.7 | 1064.2 | 937.6
7 277 1942.4 | 1478.1 | 843.6 | 1343.9 | 630.6 | 1419.6 | 1172.0
8 927 7845 | 975.9 | 342.9 | 863.1 | 471.0 560.4 | 746.5
9 340 1175.8 | 1143.0 | 510.6 | 1104.9 | 654.3 791.0 | 1027.0
10 405 8115 | 8943 | 3524 | 859.2 | 5384 674.9 | 776.5
11 150 688.8 | 753.7 — | T763.7| 489.5 651.1 | 670.5
12 217 503.1 | 534.5 —{ 501.3 — 542.7 —
13 503 438.3 | 440.7 — | 443.0 — 490.0 —
14 694 457.9 | 464.7 — | 477.8 — 514.4 —
15 620 530.1 | 541.8 — | 551.0 — — —
16 4050 569.9 | 576.4 — | 598.0 - 494.5 —
17 3064 2774.2 | 1449.5 — | 990.8 | 1784.2 ; 1353.7 | 2438.1
18 522 5580.7 | 1966.4 | 2423.7 | 1396.6 | 3028.4 | 1947.0 —_
19 1797 3451.6 | 1894.4 — | 1270.1 | 2340.9 | 1908.1 | 3133.5
20 12329 3791.1 | 2082.9 — | 1499.6 | 2563.3 | 1833.2 | 3389.9
21 3798 7443.0 | 2360.8 | 3232.4 | 1805.2 | 3033.0 | 2067.7 | 4000.0
22 2775 8323.5 | 2898.3 | 3614.9 | 2300.9 | 4403.6 | 2559.0 —
23 2393 9203.7 | 3218.5 — | 2669.9 | 4865.2 | 2864.6 —
24 909 10094.0 | 3451.2 — | 2950.6 | 4926.8 | 3101.9 | 6445.5
25 994 6027.2 | 3404.2 | 2617.6 | 2747.6 | 4063.1 | 3141.1 | 5135.1
26 28212 4660.6 | 3350.4 | 2024.1 | 2613.2 | 3499.7 | 3118.9 | 4314.5
27 14956 — | 7500.2 — | 4098.4 — | 7980.9 —
28 1971 — | 9604.9 — | 5539.9 - | 10462.0 —
29 5308 — | 9980.5 — | 5449.1 — | 10489.0 -
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Table A-2: Data values plotted, Figure 5-2 (Mills failure data).

Observed Time

Future MTTF Predictions After 25 Failures

Failures | to Next Failure J-M geom L cert G-0 M-O Musa
25 994 6027.2 | 3404.2 | 2617.6 | 2747.6 | 4063.1 | 3141.1 | 5135.1
26 28212 12054.0 [ 3769.4 | 5235.1 | 3055.7 | 5474.0 | 3445.2 —
27 14956 — | 4173.7 — | 3398.2 | 8179.1 | 3778.8 —
28 1971 — | 4621.3 — | 3779.1 — | 41447 —
29 5308 — | 5117.0 — | 4202.8 — | 4546.0 —
30 — — | 5665.8 — | 4673.9 — | 4986.2 —
31 — — | 62734 — | 5197.9 — | 5468.9 —
32 —_ — | 6946.3 — | 5780.6 — | 5998.5 —
33 — — | 7691.3 - | 6428.6 — | 6579.3 —
34 — — | 8516.3 — | 7149.2 — | 7216.3 —
35 —_ — | 9429.7 — | 7950.7 — | T7915.1 —
36 — — | 10441.0 — | 8842.0 — | 8681.5 —
37 — — | 11561.0 — | 9833.2 — 1 9522.1 —
38 — — | 12801.0 — | 10935.0 — | 10444.0 —
39 — — | 14174.0 — | 12161.0 — | 11454.0 —




Table A-3: Data values plotted, Figure 5-3 (Musa failure data).

Observed Time Current MTTF Predictions
Failures | to Next Failure | J-M geom L cert G-0 M-0 Musa
100 30 2495.1 | 1226.3 | 1083.6 | 734.4 | 2211.5 | 1252.9 | 23614
101 143 2236.7 | 1210.8 — 1 667.4 | 2025.6 | 1233.8 | 2156.7
102 109 2042.5 | 1199.3 | 887.1 | 646.8 | 1885.0 | 1223.8 | 2002.2
103 0 1890.1 | 1185.9 | 820.9 | 620.8 | 1754.0 | 1214.2 | 1858.8
104 3310 1766.1 | 1167.4 | 767.0 | 498.2 | 1619.6 | 1200.7 | 1712.5
105 1247 2417.7 | 1275.8 | 1050.0 | 547.0 | 2034.2 | 1282.5 | 2158.6
106 943 2469.6 | 1307.9 — | 578.5 | 2107.1 | 1330.6 | 2253.7
107 700 2518.9 | 1327.5 | 1093.9 | 604.0 | 2117.0 | 1359.6 | 2244.6
108 875 2301.1 | 1337.2 | 999.3 | 622.9 | 2079.6 | 1376.6 | 2202.4
109 245 2344.4 | 1353.4 | 1018.1 | 647.0 | 2075.8 | 1401.7 | 2196.7
110 729 2166.7 | 1344.6 — | 640.7 | 1961.1 | 1339.2 | 2071.6
111 1897 2204.0 | 1354.2 — { 660.1 | 1936.4 | 1356.1 | 2043.6
112 447 2252.9 { 1408.6 | 978.4 | 702.9 | 2109.3 | 1425.7 | 2227.9
113 386 2288.5 | 1407.0 | 993.9 | 709.8 | 2028.9 | 1429.2 | 2140.1
114 446 2137.4 | 1402.5 — | T12.7 | 1945.1 | 1431.4 | 2048.8
115 122 2014.0 | 1400.0 } 874.7 | T19.1 | 1877.1 | 1381.0 | 1974.7
116 990 1908.0 | 1384.5 | 828.7 | 693.5 | 1767.8 | 1367.3 | 1856.8
117 948 1939.0 { 1401.8 — | 719.2 | 1786.9 | 1398.4 | 1876.1
118 1082 1969.7 | 1417.2 | 855.4 | 743.9 | 1798.7 | 1425.8 | 1887.6
119 22 2001.7 | 1437.4 | 869.4 | 772.0 | 1828.0 | 1457.8 | 1917.7
120 75 1905.0 | 1417.2 | 827.3 | 702.8 | 1714.5 | 1375.6 | 1795.9
121 482 1731.3 | 1398.4 | 751.9 | 668.0 | 1618.2 | 1360.4 | 1692.7
122 5509 1672.0 | 1394.6 — | 675.7 | 1577.3 | 1369.6 | 1648.5
123 100 2470.8 | 1576.2 | 1073.1 | 739.6 | 2198.3 | 1585.2 | 2308.0
124 10 2320.7 | 1559.4 — 1 709.5 | 2069.2 | 1574.8 | 2169.2
125 1071 1063.7 | 1538.8 — | 632.9 1 1940.1 | 1505.8 | 2030.8
126 371 2094.7 | 15566.1 | 909.7 | 656.9 | 1958.4 | 1527.5 | 2049.2
127 790 2004.6 | 1547.8 — | 658.8 | 1886.1 | 1524.2 | 1971.5
128 6150 2031.3 | 1554.2 882.2 | 676.3 | 1869.6 | 1538.0 | 1953.1
129 3321 2964.7 | 1747.9 | 1287.6 | 739.3 | 2597.7 | 1729.0 | 2725.9
130 1045 3338.4 | 1840.5 — | 791.0 | 2965.7 | 1824.3 | 3117.0
131 648 3392.9 | 1856.3 — | 815.4 | 2940.4 | 1836.8 | 3088.3
132 5485 3125.4 | 1858.5 | 1357.4 | 827.8 | 2849.7 | 1838.8 | 2989.9
133 1160 3953.6 | 2019.0 | 1717.0 | 895.7 | 3623.4 | 1993.1 | 3814.7
134 1864 4021.0 | 2038.3 | 1746.3 | 923.2 | 3587.9 | 2012.4 | 3774.5
135 4116 4094.5 | 2079.9 | 1778.2 | 964.3 | 3688.3 | 2078.8 | 3879.7




Table A-4: Data values plotted, Figure 5-4 (Musa failure data).
Observed Time Future MTTF Predictions After 100 Failures
Failures | to Next Failure J-M geom L cert G-O M-O | Musa
100 30 2495.1 | 1226.3 | 1083.6 | 734.4 | 2211.5 | 1252.9 | 2361.4
101 143 2994.1 | 1260.0 | 1300.3 | 747.5 | 2553.8 | 1288.1 | 2766.8
102 109 3742.6 | 1294.5 | 1625.4 | 781.3 | 3015.4 | 1324.2 | 33314
103 0 4990.2 1 1330.0 | 2167.2 | 805.9 | 3669.1 | 1361.4 | 4166.1
104 3310 7485.2 | 1366.5 | 3250.8 | 831.2 | 4658.4 | 1399.6 | 5510.0
105 1247 14970.0 | 1404.0 | 6501.6 | 857.3 | 6307.6 | 1438.9 —
106 943 — | 14425 — | 8842 — | 1479.2 —
107 700 — | 1482.0 — | 9121 — 11520.8 -
108 875 — | 1522.7 — | 940.8 — | 1563.4 —
109 245 — | 15644 — | 970.4 -— 1 1607.3 —
110 729 — | 1607.3 . — | 1000.9 — | 1652.4 —
111 1897 — | 1651.4 — | 1032.3 — | 1698.8 —
112 447 — | 1696.7 — | 1064.8 — | 1746.5 -
113 386 — | 1743.3 -— | 1098.3 — | 1795.5 —
114 446 — | 1791.1 — | 1132.8 — | 1845.9 —
115 122 — | 1840.2 — | 1168.4 — | 1897.7 —
116 990 — | 1890.7 — | 1205.2 — 1 1951.0 —
117 948 — | 1942.5 — | 12431 — | 2005.7 —
118 1082 — | 1995.8 — | 1282.1 — 1 2062.0 —
119 22 — | 2050.5 — | 132255 — | 2119.9 —
120 75 — | 2106.7 — | 1364.0 — 1 21794 —
121 482 — | 2164.5 — | 1406.9 — | 2240.5 —
122 5509 — | 2223.9 — | 1451.2 — | 2303.4 —
123 100 — | 2284.9 — | 1496.8 — 1 2368.1 —
124 10 — | 23475 — | 1543.9 — | 24345 —
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Table A-4 (Continued)

Observed Time

Future MTTF Predictions After 100 Failures

Failures | to Next Failure J-M geom cert G-O M-O Musa
125 1071 — | 2411.9 1592.4 — | 2502.9 —
126 371 — | 2487.1 1642.5 — | 2573.1 —
127 790 — | 2546.0 1694.1 — | 2645.3 —
128 6150 — | 26159 1747.4 — | 2719.6 —
129 3321 — | 2687.6 1802.3 — | 2795.9 —
130 1045 — | 2761.3 1859.0 — | 2874.4 —
131 648 — | 2837.0 1917.5 — | 2955.0 —
132 5485 — 1 2914.9 1977.8 — | 3038.0 —
133 1160 — | 2994.8 2039.9 — | 3123.2 —
134 1864 — 1 3076.9 2104.1 — | 3210.9 —
135 4116 — | 3161.3 2170.3 — 1 3301.0 —
136 — — | 3248.0 2238.5 — | 3393.7 —
137 — — | 3337.1 2308.9 — 1 3488.9 —
138 — — | 3428.6 2381.5 — | 3586.8 —
139 — — | 3522.6 2456.4 — | 3687.5 —
140 —_ — 1 3619.3 2533.6 — | 3791.0 —
141 — — 1 37185 2613.3 — | 3897.4 —
142 — — 1 3820.5 2695.4 — | 4006.8 —
143 — — 1 3925.3 2780.2 — | 4119.2 —
144 — — | 4032.9 2867.6 — | 4234.8 —
145 — — | 4143.5 2957.8 — | 4353.7 —
146 — — | 4257.2 3050.8 — | 4475.9 —
147 — — | 4373.9 3146.7 — | 4601.5 —
148 — — 1 4493.9 3245.7 — | 4730.6 —
149 — — | 4617.1 3347.7 — | 4863.4 —
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Table A-5: Data values plotted, Figure 5-5 (Abdel-Ghaly failure data).

Observed Time Current MTTF Predictions
Failures | to Next Failure | J-M | geom | L | cert | G-O | M-O | Musa
50 7.14 15.0 { 12.8 — | 6.9] 13.6 | 12.5 14.7
51 1.81 144 126 62| 7.0 13.1 | 123 14.2
52 14.85 13.1 120 57| 64 121 | 11.8 13.0
53 7.57 13.71 124 | 6.0 | 6.9 12.7| 12.2 13.6
54 31.54 1341 123} 58| 7.0 124 12.1 13.3
55 21.15 16.3 | 13.8 — | 791 149 | 13.7 16.0
56 8.84 175 146 76 85| 16.1 | 145 17.3
57 20.37 170 | 14.5 — | 871 157 144 16.9
58 14.81 185 | 15.2 — | 931 168 15.1 18.0
59 5.59 185 155 | 804 98¢ 17.1 | 154 18.4
60 4.90 1751 151 | 76| 96| 163 | 15.0 174
61 5.93 16.8 | 14.8 — 1 93| 154 | 147 16.5
62 17.69 159 14.5 — | 92| 148 | 145 15.8
63 0.85 167 | 149} 7.2 9.7 | 155 | 15.1 16.5
64 28.36 153 | 143 — | 85| 14.3 | 14.7 15.2
65 2.13 172 | 154 — ] 9.2 16.1 | 15.2 17.1
66 18.66 16.1 | 148| — | 85| 150 | 14.7| 16.0
67 4.90 16.8 | 15.3 — 1 9.1 157 | 154 16.7
68 14.87 16.1 | 14.9 — ] 88| 15.0| 15.3 15.9
69 43.22 163 152 7.1 92| 153 | 15.7 16.2
70 14.18 199 17.0 — 110.2 | 185 | 16.9 19.6
71 10.23 199 | 172} 861|105 | 185 | 17.0 19.7
72 54.90 194 17.1 — 110.7 | 18.2 | 17.0 19.3
73 15.20 244 | 19.4 — 1 11.8 [ 228 | 19.0 24.2
74 32.81 248 | 19.6 — 1122 | 228 | 19.1 24.2
75 27.16 27.0 | 20.6 — | 13.0 | 24.9 | 204 26.5
76 21.75 28.5 | 2141241381 26.3 1 21.0 27.9
77 35.05 290 21.8}126| 144 269 | 21.3 28.6
78 7.25 32.0 2291 13.9 1531} 29.2 | 222 31.1
79 19.63 300 ] 2261 13.0| 15.1( 27.8 | 22.0 29.5
80 39.79 306 | 2291133155 28.1 | 22.8 29.8
81 10.90 33.8 | 242|147 16.6 | 30.9 | 24.0 32.8
82 2.45 329 | 241 (143 16.6 | 29.9 | 23.9 31.7
83 11.94 300 235(13.0} 154 | 28.0 | 23.5 29.6
84 9.94 205 | 234 — | 155 ] 27.3 | 23.6 28.9
85 39.02 28.2 1 23.2 — 1154 265 | 228 27.9
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Table A-6: Data values plotted, Figure 5-6 (Abdel-Ghaly failure data).

Observed Time | Future MTTF Predictions After 50 Failures
Failures | to Next Failure | J-M | geom | cert | G-O | M-O | Musa
50 7.14 15.0 { 12.7 6.9 | 136 12,5 14.7
51 1.81 156 { 13.0 7.0 140 12.7 15.3
52 14.85 16.3 | 13.3 7.1 144 | 13.0 15.9
53 7.57 170 | 135 7.1 149 | 13.2 16.6
54 31.54 17.8 | 13.8 7.2 155 13.5 17.3
55 21.15 1871 14.0 7.3 1 16.0§ 13.7 18.1
56 8.84 19.7 [ 14.3 741 167 | 14.0 19.0
57 20.37 20.8 | 14.6 74 173 | 142} 200
58 14.81 22.0 ] 149 75| 180 | 145 21.1
59 5.59 23.4 1 15.2 76| 18.8 | 14.8 | 223
60 4.90 25.0 | 15.5 7.7 19.7 ) 15.0{ 23.7
61 5.93 26.7{ 15.8 7.8 1 206! 15.3 25.2
62 17.69 28.8 | 16.1 781 2161 15.6 27.0
63 0.85 31.21 164 7.9 1 227 15.9 28.9
64 28.36 34.0 | 16.7 8.0 240 16.2 | 31.3
65 2.13 374 | 17.0 81| 253 165 34.0
66 18.66 416 | 174 82| 269 16.8 37.2
67 4.90 46.8 | 177 83| 2861| 17.1 41.0
68 14.87 53.5 | 18.1 831 306} 174 45.7
69 43.22 624 184 841 329 17.7 1 51.6
70 14.18 749 188 85| 355 | 18.0 | 59.2
71 10.23 93.6 | 19.1 86| 38.6 | 184 | 69.2
72 54.90 124.8 | 195 87| 424 | 18.7] 83.1
73 15.20 187.2 | 19.9 88| 46.6 | 19.1 | 103.6
74 32.81 3743 | 20.3 891 519 19.4 | 136.3




Table A-6 (Continued)

Observed Time

Future MTTF Predictions After 50 Failures

Failures | to Next Failure | J-M | geom | cert | G-O | M-O | Musa
75 27.16 — | 20.7{ 9.0 586 19.8 —
76 21.75 — | 2117 9.1] 673 201 —
77 35.05 — | 21.5¢ 9.1 | 787 205 —
78 7.25 — ] 21.9¢ 92| 946 | 20.9 —
79 19.63 — | 2247 93] 1181 21.3 -
80 39.79 — | 228 94 1556 21.7 —
81 10.90 — | 232 95 — | 221 —
82 2.45 — 1 237 9.6 — | 225 —
83 11.94 — | 242 97 — 1 229 —
84 9.94 — 1 246 9.8 — | 233 —_—
85 39.02 — 1 251 9.9 — | 23.7 —
86 — — | 25.6 ] 10.0 — | 24.2 —
87 — — | 26.11}10.1 — | 24.6 —
88 — — | 26.61}10.2 — | 25.1 —
89 — — | 27.1]104 — | 255 —
90 — — 1 2771105 — | 26.0 —
91 — — | 28.2110.6 — | 26.5 —
92 — — | 28.8 | 10.7 — | 27.0 —
93 — — 1 29.3 | 10.8 — | 275 —
94 — — 1 299|109 — | 28.0 —
95 — — 1 305 | 11.0 — | 28.5 —
96 — — 1 311|111 — 1 29.0 —
97 — — | 317|112 — 1 296 —
98 — — | 323|114 — | 301 —
99 — — | 3291} 115 — 1 30.7 —
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