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ABSTRACT

The composition of over 200 files typical of those

transferred between computers in a university environment

is determined. The files are analyzed on a byte basis and

frequencies of repeated characters and of strings of non

graphic characters are determined. Two operators which

result in less protocol overhead for strings of non

graphic characters are developed and shown to operate

properly. The relative savings in protocol overhead from

these mechanisms is determined by file type: source, list

ing, object, text, and Huffman coded. Savings ranging to

almost 50 percent would result from the combination of the

non-graphic string operators and a repeat sequence opera

tor. Most commonly, however, savings is in the range of

10 to 15 percent.
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CHAPTER I

INTRODUCTION

One of the most important problems facing computer

scientists in the 1980s is the need for developing effec

tive, fast, and convenient methods of communication

between computers. The use of computing equipment has

proliferated throughout society: the number of types of

computers has rapidly increased and personal microcomput

ers have become common. Simultaneously, as the use of

personal computers has increased, the need for convenient

and accurate mechanisms for transfer of various types of

data--including binary data, programs, and text--between

computers has grown in a like manner.

In the past computing machinery was extremely expen

sive. As a consequence of this high cost, computing

facilities generally consisted of large mainframe comput

ers capable of concurrently servicing multiple users.

These large machines, with their ancillary equipment, were

housed in a central site, and connected by various means

to multiple terminals which served as user interface dev

ices.

Currently, these terminals are rapidly being replaced

by microcomputers as the cost of hardware decreases and

the power of microcomputers increases. These microcomput

ers combine almost all the resources of the mainframe



machines in one location. Often the currently available

microcomputers are also used as work stations to prepare

data of various types for processing on larger, mainframe

machines. It has become essential to have the capability

to transfer this data from the smaller machine to the

larger machine for storage or computation, then send the

results back to the microcomputer.

In the past the major medium for transfer of data

between computers was magnetic tape. While magnetic tape

has the advantage of holding large amounts of data (often

twenty megabytes or more), it is generally a non-

interactive medium--the tape must be mounted on the tape

drive by an operator, data must be recorded on the tape,

an operator must then dismount the tape, it must be

returned to the user, and finally, the user must arrange

to have the tape sent to the other computer site. While

non-interactive, and somewhat clumsy, this remains a good

mechanism for transferring very large amounts of data

between computers.

Three problems with the tape method of data transfer

are apparent. One is that because of the cost few, if

any, microcomputers possess any form of 9-track tape drive

equipment. Secondly, the tape recording formats used by

various manufacturers are often incompatible, even though

an ANSI standard for 9-track tapes has existed for some

time. Even different machines built by the same



manufacturer often use incompatible tape formats, e.g.:

the Digital Equipment Corporation's DECsystem 10 and VAX

tape formats. The third problem is that typically a

microcomputer user will wish to send to or receive from

the mainframe or mini-computer relatively small amounts of

data (normally much less than one megabyte--usually 10 to

100 kilobytes). Magnetic tapes are not efficient for this

type of data transfer. With the exception of the rare

case where very large amounts of data must be transferred,

a completely interactive method of data transfer is highly

desirable, if only for the speed and the relative ease of

such transfers as compared to tape transfers. Often the

data is transferred as part of a cycle of sending, comput

ing on the other machine, reviewing the results, and send

ing the data again. In this situation, only an interac

tive method of data transfer suffices.

As an alternative to the magnetic tape method of data

transfer, data may be transferred between machines by

telephone or dedicated lines using modems at each end. In

the more common general case considered here, the data is

transmitted in an asynchronous bit-serial form and recon

stituted into bytes or words at the receiving end of the

transfer. This method is commonly available on microcom

puters, and readily lends itself to interactive tech

niques. The main disadvantage to asynchronous bit-serial

data transfer is that for very large amounts of data, it



may be much slower than the magnetic tape method. Most

modems in general use operate at 1200 bits per second

(bps) or less. Dedicated lines which may allow higher

data transfer rates are rarely longer than a few thousand

meters, and most commonly operate at speeds less than 9600

bits per second. Consequently a user may spend a signifi

cant amount of time waiting for a data transfer to com

plete.

For communications utilizing telephone lines, the

costs of data transfer are directly related to the time

required for the transfer. Similarly, connect time is

often a large proportion of use charges in time-sharing

installations. In an asynchronous bit-serial transfer,

any reduction in the actual number of bits necessarily

transmitted from one machine to the other will reduce the

time needed for the transfer, and the connection costs of

the transfer. While reduction of the number of bits

transferred between machines is important, the integrity

of the data must be protected. Errors must be detected

and corrected, in order for the data to be reconsitituted

correctly at the receiving end of the transfer.

Various techniques have been developed to compress

data in such a manner that it can be later restored to the

original configuration (Greenlaw, 1981 and DeMaine, 1972).

As the Kermit file transfer protocol (Da Cruz, 1983) deals

exclusively with byte oriented data, several mechanisms



are developed here which will function within that proto

col to compress the number of bits necessary for transfer

and later reconstitution.

While there has been interest for some years in data

compression, little is known about the actual contents of

typical files transferred between computers in a univer

sity environment. Most data compression methods, includ

ing the ones investigated here, are quite sensitive to the

make-up of the data. The contents of a wide variety of

actual data files used in a university environment have

been investigated. The efficacy of several data compres

sion mechanisms has been investigated for use within the

Kermit protocol in a typical university setting. The

results of this investigation are used as the basis of

recommended changes to the Kermit protocol.



CHAPTER II

PROTOCOLS

Protocols form the basis for data transmission from

one computer to another. In its simplest form a protocol

is an agreement between the computers involved that data

will be transmitted between the machines in a particular

manner. Tanenbaum (1981) defines a protocol as "The rules

and conventions used in this conversation are collectively

known as the . . . protocol . . . ." McNamara (1977)

indicates that "A protocol is basically a set of rules for

operating a communication system." He further indicates

that a protocol should solve problems involved in framing,

error control, sequence control, transparency, line con

trol, special cases, and timeout and startup control

(McNamara, 1977).

There are three basic types of protocols used for

non-local communications systems. They are the

character-oriented, byte count-oriented, and bit-oriented

protocols. Each of these types has different methods of

framing data, and of making the data transparent to the

framing. Local area networks (LANs) are used for short

range computer communication, usually over distances of

one kilometer or less and generally using directly wired

connections between the computers involved. As this

investigation is concerned with longer distance data



transfers, primarily over telephone lines using data com

munication equipment, local area networks will not be dis

cussed here.

Character-oriented Protocols

In a character-oriented protocol, all information is

considered to be in fixed size groups of bits, usually of

eight bits (one byte). Special characters are used to

indicate the framing of a message or packet of data. The

ARPANET data link layer protocol is an example of this

technique. Framing is done with a three character

sequence of Synchronize (SYN), Data Link Escape (DLE), and

Start of Text (STX) characters. In order that this fram

ing information be unique to the start of a packet, this

particular sequence of characters is not allowed within

the data portion of the packet. If a DLE SYN sequence is

contained in the data to be transmitted, an extra DLE is

inserted into the data stream on transmission, and deleted

on reception. This technique is called character stuff

ing. Consequently the character-oriented protocols are

often called character stuffing protocols. The Interna

tional Business Machines (IBM) binary synchronous communi

cation protocol (BISYNC) (IBM, 1970) is another example of

this type of protocol. In the BISYNC protocol, the STX

(start of text) character is used to indicate the begin

ning of a data sequence, and either the ETB (end of



transmission block) character to indicate the termination

of the message or the ETX (end of text) character to ter

minate all messages. Unlike the ARPANET protocol, the

header which precedes the message is not defined in the

BISYNC protocol; it is defined by the network in which

this protocol is to be used.

Byte Count-Oriented Protocols

Byte count-oriented protocols are often more pre

cisely defined than the BISYNC protocol. In byte count

protocols each message starts with a header, which at a

minimum defines the number of data bytes to follow and

which begins with a specific character to indicate the

start of the packet. This header is then followed by the

defined number of characters. Some type of block check

character then follows the data. Byte count protocols

normally include message sequencing information in the

header, and may also include historical information indi

cative of the messages received correctly up to that

point. These protocols depend almost exclusively on the

byte count for framing information. If the byte count is

incorrect due to an error condition, these protocols may

loose framing synchronization. As a consequence of this,

these protocols often define a second block check charac

ter specifically for the header, which is primarily used

to validate the byte count.
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The Digital Data Communication Message Protocol

(DDCMP), developed by Digital Equipment Corporation (DEC,

DIGITAL), is a example of the byte count-oriented proto

cols. This protocol uses the SOH (start of heading) char

acter to indicate the beginning of a message. The header

includes not only a count of data bytes in the packet, but

also sequencing information, acknowledgement of prior

packets received correctly, a header block check charac

ter, and optionally the address of the intended recipient

for use on multi-drop lines (Tanenbaum, 1981, McNamara,

1977).

Bit-Oriented Protocols

The third major type of protocol is the bit-oriented,

or bit stuffing, protocol. These protocols are considered

bit-oriented because the unit of information is a bit, as

opposed to the byte-oriented protocols discussed above.

In the bit-oriented protocols the length of the data may

be an arbitrary number of bits. Packet headers are usu

ally of a predefined length, as are block check characters

and other information following the data portion of the

packet. The beginning of a frame of information is indi

cated by a specific bit pattern similar to the SOH used in

the DDCMP byte count protocol. However, in a bit-oriented

protocol, this one particular pattern may not occur in the

data actually transmitted to the remote machine. Its



occurrence at any point in the data stream received by the

remote machine is taken as a start of packet, and the

preceding bits as the block check for the prior frame.

When the pattern used as a start of packet marker is

part of the data bits to be transmitted to the remote

machine, additional bits are inserted into the data stream

before transmission in order to make the pattern of

transmitted data bits different from the start of packet

pattern. The receiving machine then deletes these bits as

the data is received in order to restore the data to its

original form. This process, known as bit-stuffing, is

the mechanism which renders data transparent to the fram

ing of packets in these protocols. There are several

bit-oriented protocols. Two of the better known protocols

are the IBM Synchronous Data Link Control (SDLC) protocol

and the International Standards Organization's (ISO) adap

tation of SDLC, High-level Data Link Control (HDLC) proto

col.

Problems With Standard Protocols

All of these types of protocols are used on various

mainframe and mini-computers. However, there are problems

with all of them when used with personal computers. Most

of them make assumptions about the host machines on both

ends that may be unwarranted when applied to personal com

puters.
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The first problem is the assumption that both

machines are capable of continuous full duplex communica

tion. Most current personal computers however,

exclusively use polling techniques in communications port

driver software, and have little to no interrupt capabil

ity included in the hardware configuration. Consequently,

the disk controller is treated as another series of ports

which must be polled for command signals or data. During

disk accesses the personal computer must continuously poll

the disk controller ports in order to determine if a char

acter is available from the disk controller, or if the

controller is ready for another character. In some cases,

the controller may even stop the central processing unit

of the computer until it is ready to send or receive

another character. During these times, the personal com

puter is neither able to receive data from the communica

tions port without data loss, nor to transmit data to the

communications port. Used with any of the above communi

cation protocols, a personal computer will always loose

some portion of any data received by the communications

port during its disk accesses.

A second problem with these mainframe oriented proto

cols is that there is an implicit assumption of tran

sparency, both in any networks used between the machines

and in the front end processors of the machine themselves.

This is a reasonable assumption when the connection

11



between the machines is directly hard-wired and is to com

munication ports designed for such communication. This is

generally not the situation for personal computer users.

In almost all cases, the personal computer must be con

nected to the mainframe computer via a path designed for

terminal to mainframe communication. In effect, the per

sonal computer must appear as a virtual terminal to the

larger machine, and must cope with the assumptions

inherent in terminal communications to mainframe comput

ers. Common assumptions about such terminal communica

tions are: very low speed data input; fixed length data

only (seven bits is usual); and predefinition of the func

tions of certain non-graphic control characters.

This path between a personal computer and the remote

host may include a connecting network designed for termi

nal to multiple host communication. Such networks often

support interrupt characters to enable a user to discon

nect from one remote host and establish a connection with

another. A character sent as data during a protocol data

transfer, but which was a network disconnect character,

would immediately terminate the connection to the remote

host, with possible consequent loss of all transferred

data. Concomitantly, the accessible input ports to the

remote host machine are usually designed for terminal com

munication. These ports are in some cases designed in a

manner that does not allow any control over the

12



interpretation of certain characters as commands. The IBM

370-series machines are an example of this problem. Cer

tain characters are interpreted by the input/output

preprocessor where there is no reasonable method to modify

or eliminate this interpretation.

Microcomputer Protocols

There are several protocols which are designed

specifically for personal computer use. They are all of

the stop and wait type, which in effect are half-duplex

protocols. In stop and wait protocols the sending machine

must wait for the receiving machine to acknowlege the last

packet before it may send the next packet. This required

wait condition may be used by the receiving machine to

stop any data transmissions during disk access periods, by

sending the acknowlege message only after the access has

occurred. In this way no data is lost by the personal

computer .

Modem Protocol

The most commonly used protocol of this type is the

Modem protocol designed by Ward Christiansen in the mid-

1970's for use between two machines utilizing the Digital

Research CP/M operating system. This protocol is essen

tially a byte count protocol, but with an implicit, fixed

byte count. All packets contain 128 bytes of data, which

13



is one CP/M logical record. Because it is fixed, the byte

count is not contained in the packet header information.

The header consists of a SOH, the packet number modulo

256, and the one's complement of the packet number.

Exactly 128 bytes of data follow. The trailing block

check character may be either a simple checksum, or

optionally a two-byte cyclic redundancy check (CRC) based

on the CRC-16 algorithm. This protocol is of the stop and

wait variety, utilizing single characters as the ack-

nowlege (ACK) or negative acknowlege (NAK) return packets.

While the Modem protocol solves the problem of polled

communication ports, it does not address the problem of

the non-transparency of terminal networks or of the front

end processors of remote hosts. Unfortunately, the

sequence number, the sequence number's one's complement,

and the block check character may have any value between

OOH and OFFH. Terminal networks which implement a flow

control mechanism, such as Xon/Xoff control, immediately

interfere with the data transfer when the sequence number,

its one's complement or the block check character is a

flow control character. A similar problem can occur when

any of these is a character used in the control of the

front end processor of the remote machine, or for control

of the network. Because the Modem protocol was designed

for direct communication between CP/M-based machines in

which the program has complete control of the

14



communications port, it does not manipulate the data

within the packet in any way. Therefore, any characters
in the data which happen to be utilized as control charac

ters by either the network or the remote host will prob

ably not be transferred correctly, and may actually effect

changes in the network or the remote host's front end pro

cessor .

The network used at The University of Tennessee at

Knoxville is an example of the problem with flow control.

The network is designed to connect terminals to the vari

ous remote hosts. In order that network buffers not

interfere with flow control of data to the terminals, the

network itself implements Xon/Xoff flow control, and does

not pass either of these characters to the remote host. A

Modem protocol data transfer using this network does not

continue beyond the eighteenth packet as the sequence

number of the nineteenth packet is absorbed by the network

flow control mechanism. Similarly, two consecutive SO

(shift out, control-N) characters are used as a network

disconnect command to break the connection between a ter

minal and the remote host. The Modem protocol would allow

these characters in packet data fields, resulting in

disconnection and loss of the data transferred.
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Kermit Protocol

The Kermit (Da Cruz, 1983) protocol is intended to

circumvent these problems. This protocol was recently

designed at Columbia University and is currently rapidly

developing as a major personal computer to remote host

protocol. In this protocol only graphic (printable) char

acters are transmitted in a packet as header, data, or

block check characters, with the exception of a single

character used as a start of packet marker. This is a

byte count protocol explicitly based on the ASCII charac

ter code, and dealing indirectly with the IBM EBCDIC char

acter code. One of the unique features of this protocol

is that almost any part of it may be dynamically config

ured at the beginning of a data transfer. Each machine

may define its own set of parameters which the other

machine uses for packets sent to that machine. This con

figuration capability to some extent includes the single

non-graphic start of packet character. The length of

packets, quoting characters used to mark a non-graphic

character converted to a graphic character in the data

portion of the packet, type of block check character or

characters, fill characters, and end of line terminators,

if any, are configurable.

Sequence numbers and other packet header information,

along with trailing block check characters are designed to

be graphic characters. Any non-graphic characters in the

16



data itself are converted to a graphic character for

transmission and restored to the original value when

received. An attempt is also made to compress the size of

the actual data being transmitted, by reducing a repeated

sequence of a character to a special escape indicator, a

repeat count, and the character.

The conversion of non-graphic data characters to

printable characters necessarily involves an amount of

overhead in the packets. Currently, each character is

individually treated in the process of making it print

able. For the two cases where a character is either below

the ASCII printable range or above the printable range, a

"quote" character is inserted into the data stream preced

ing the character, and the character is then modified to

make it printable. Separate quote characters are used for

the two cases. It is these quote characters which account

for the overhead in the data portion of the packets.

Additional overhead is necessarily incurred in the header

and block check portions of the packet.

The current version of the Kermit protocol defines a

repeat sequence for strings of repeated characters. Util

izing this mechanism, a string of repeated characters is

replaced by a sequence consisting of a repeat escape flag

character, defaulting to tilde ( ), a repeat count

transformed by the CHAR function (20H added to the count),

followed by any appropriate quotes for the character and

17



lastly the character. Minimally, a repeated string must

be at least four characters long before any savings

accrue. In the worst case, where the character is in the

range of 80H to 9FH, the string must be at least six char

acters long before any savings in data length occur, as

both of the individual quote characters are required.

For data containing non-trivial amounts of non

graphic characters, overhead in the Kermit protocol may

range to over 50 percent of the characters in the data

portion of the packets. Any attempt at reducing the over

head incurred by these quoting mechanisms, or at reducing

the size of the transmitted data itself by utilizing

repeat sequences, will necessarily be greatly affected by

the actual characteristics of the data.
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CHAPTER III

PROPOSED PROTOCOL CHANGES

The Kermit protocol was designed such that it would

be essentially a "generic" protocol, and therefore usable

between most machines. The primary feature which enables

this generality is that only one non-graphic (non

printing) character needs to be used—the start of packet

character. This necessitates that all non-graphic charac

ters be converted to graphic characters before transmis

sion, and restored to the original value after reception.

While this is a quite satisfactory solution to the problem

of non-tran sparency in either networks or machine front

end processors, it is also a primary source of overhead in

the packets themselves.

A second significant source of overhead is the packet

headers and block check characters. The Kermit protocol

was originally designed to function well with the Columbia

University DECsystem-20 machine. The DECsystem-20 and the

DECsystem-10 machines have a limited capability for high

speed input from terminal ports--both in input buffer size

and also in that each input character interrupts the cen

tral processing unit. As a consequence of this, the Ker

mit protocol was designed to use packets of a limited size

in order to minimize the periods of continuous high speed

input. The Kermit protocol engenders a higher level of
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overhead than protocols which allow much larger packet

sizes because, with small packet sizes, the overhead in

headers and block check characters is a larger percentage

of the entire packet.

The combination of overhead due to the conversion to

graphic characters, and to the smaller packet size results

in data transfers which are significantly slower than

similar stop and wait protocols such as the Modem proto

col. In non-definitive tests conducted by this investiga

tor, Kermit data transfers ranged to as much as twice the

time for similar Modem protocol transfers. Small packet

size is deeply ingrained in the Kermit protocol, and as

such is not easily modified without a major protocol re

definition. Consequently that source of overhead will not

be addressed here.

The overhead due to the conversion of non-graphic

characters to graphic equivalents however is amenable to

reduction without a major re-definition of the protocol.

The current Kermit protocol uses two methods for rendering

a data character printable. One is used for characters

which fall in the range below that of ASCII graphic

characters--hexadecimal (H) character values between OOH

and IFH. The other mechanism is used for characters above

the range of printable ASCII characters, those which have

the high-order bit set, hexadecimal values from 80H to

OFFH.
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Characters below the graphic range, less than 20H,

are converted to their graphic equivalents by turning on

the "control" bit. (A control character is exclusive ORed

with AOH.) A OOH becomes 40H; OIH becomes 41H. The

reverse conversion is identical—41H is exclusive ORed

with 40H to become OIH. Each time a character is con

verted to an equivalent graphic, a "quote" character is

inserted into the data stream preceding it. It is the

insertion of this quote character, defaulting to '#',

which creates the overhead for control case characters in

the packet data stream. One quote character is inserted

for each character converted to the graphic range.

Several such characters in a row in the data stream result

in an extra quote character for each such character con

verted.

Similarly, characters which fall above the ASCII

graphic range are also converted to a graphic equivalent.

In this case, 80H is subtracted from the original charac

ter, and a different quote character, defaulting to

is inserted into the data stream preceding it. The

receiving machine deletes the from the data, and adds

80H to the character to return it to the original value.

A problem arises for characters which fall into the

range of 80H to 9FH; the converted character (OOH - IFH)

is not an ASCII graphic character. In this case, the con

trol character quoting mechanism is applied to the
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resulting character. In this way a character which had

the original value of 81H becomes successively '&<01H>'

then '&#A', with two quoting characters preceding it.

This method doubles the overhead for this particular type

of character .

In pathological cases, where data is largely non

graphic, the overhead may be 66 percent of the data por

tion of the packet. The following notation is used in the

example below: upper case characters (A) represent values

80H to FFH. Lower case characters (a) represent charac

ters in the range OOH to 7FH. Characters which, if taken

as normal seven-bit ASCII characters and ignoring the high

order bit, would be control characters are underlined. A

pathological string to the current protocol is:

ABCDEFGH

The current quoting operators triple its length to:

&#A &#B &#C &#D &#E &#F &#G &#H

Clearly, quoting each character individually results

in a large amount of overhead for files which have more

than a small proportion of non-graphic characters. A

method of deriving the desired result--only graphic char

acters in the data packets--without requiring that each

character be quoted individually would result in less

overhead and in less time required for the data transfer.

22



Protocol Modifications

It is proposed that the protocol be modified to

include three more quoting characters which would be used

to allow the mass quoting of strings of characters. These

string quoting mechanisms would function as shift-

out/shift-in commands in the data stream. In this system,

the presence of one of these shift characters in the data

stream would flag the beginning of a string of characters

which had been converted to graphic equivalents. Indivi

dual characters within the string would not be separately

marked as converted. The string would be defined to con

tinue until the next occurrence of the shift character.

There would be two string shift quoting characters,

one for characters below the graphic range ('|', 7CH), and

one for characters above the graphic range ('?', 60H). A

string of length n > 2 would result in a net transmitted

character savings of of n - 2. The functionality of this

system is in files with non-trivial numbers of strings of

length two characters or greater, which are not graphic.

A third quoting character is needed in this system

due to the effect of string shift quoting characters above

the graphic range. The shifting of characters from above

the graphic range can result in any character, either in

the control case or the graphic range of characters. The

third new quoting character (^, 60H) would be used as an

escape quote, such that any character following it is no
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longer treated as a quoting character. This eliminates

the problem of a converted character being one of the

quoting characters, either individual or shift quoting.

This character would be used to turn off the quoting power

of a quote character which should be treated as a normal

data character. In this way the normal individual charac

ter quoting and also control case shift quoting mechanisms

may be used within a larger string of characters converted

from above the graphic range.

Precedence, or binding order, based on individual

quoting of characters, is described in the Kermit Protocol

Manual (Da Cruz, 1983). Additional precedences for the

proposed new shift-out/shift-in operators and the escape

quoting operator have been added to the original Kermit

binding order. The new binding order is discussed in

Chapter IV,
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CHAPTER IV

BINDING ORDER

In order to implement the proposed string shifting

quoting operators and the escape quote operator, a new

binding order for the quoting operators must be defined.

The term "binding order" is used here in order to maintain

consistency with the Kermit Protocol Manual, Fourth Edi

tion (Da Cruz, 1983).

Binding order is used to denote the relative pre

cedence of the quoting operators, and is a parallel con

cept to the operator precedence definitions used in most

computing languages. The closeness of operator binding in

a protocol is equivalent to relative operator precedence

in a computer language. In a functioning protocol this

means that in cases where more than one quoting operator

is applied to a character, the more closely bound (higher

precedence) is applied first.

Current Kermit Binding Order

The current Kermit protocol defines the three quoting

operators: and ' ' for control characters, char

acters with the high bit set, and for repeated characters,

respectively. The binding order is from the most closely

bound '#' operator to the least closely bound ' ' opera

tor .
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Using this binding order, the quoting operators in

the transmitted data stream bear a fixed relationship.

The least closely bound operator (' ') is inserted first

into the transmitted data stream, and the most closely

bound operator last, just prior to the resultant charac

ter. An 82H would become &#B. A repeated sequence of

such characters would become ~n&#B, where n is the repeat

count transformed by the CHAR function (x = x+32) to give

a graphic character. It should be noted that this places

an upper limit on the lengths of repeat sequences

representable by a single repeat operator if the result of

the CHAR function is to be in the ASCII graphic range.

Proposed Binding Order

A  new binding order must be implemented which

includes the string quoting operators and the escape quote

operator ('^'). The following order is proposed: Strong

est binding (highest precedence) is given to the escape

quote operator. The next strongest binding is given to

the single control character operator. Third in binding

order is the single high bit operator. The control string

shift operator ('|') is fourth in binding, followed by the

high bit string operator ('?'). The least bound operator

remains the repeat sequence operator. From most closely

to least closely bound they are:
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most

#

&

least

There are two results of the new additions to the

binding order. One is the obvious change made to the

binding order itself. The second is that operators may be

in effect when a character is processed, but not immedi

ately preceed it in the the data stream. This is, of

course, the intended result of the new string shift opera

tors. These two operators are applied differently for

transmission and reception. On reception, they are only

effective after more closely bound, explicitly included

operators have been applied. On transmission, any string

operators are applied first, before any other operators

are effective. The result is that operators are applied

in data stream order on transmission, and reverse data

stream order on reception.

Several examples of the string quoting operators are

shown below. The same notation as in Chapter III is

used: Upper case characters (A) represent values of 80H

to FFH. Lower case characters (a) represent characters in

the range OOH to 7FH. Characters which, if taken as nor

mal seven-bit ASCII and ignoring the high order bit, would
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be control characters are underlined. Spaces are shown in

the strings for clarity, but would not be in the strings

as transmitted or received.

In this example single characters are quoted, as in

the current Kermit protocol. The string

a b £ d E f ̂

is converted to the following string for transmission:

a b #c d &e f &#g

and restored to the original form upon reception. In the

second example, a sequence containing repeated characters

but no non-repeated strings of non-graphic characters

would be transformed from:

abe d EEEE f GGGGG

to the following string for transmission:

abe d $&e f

The string quoting operators would operate on strings

as shown below. The string:

ABCDEFGHI^^lj[JKLMnop

is converted to the string:

? abc d |efgh %i j k|lm ? nop
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The original 20 character string expands to 22 characters

under the string shift operators, about a 9 percent

increase. However, using the current protocol, quoting

each character individually would result in the following

34 character string:

abe d &#d &#f &#g &#h %&#i &#j &#k &1 &m nop

This is a 41 percent increase in transmitted string length

over the original string, and significantly longer than

the string processed under the string shift operators.

It is important to note that these operators remain

transparent to the packet driver routines in a Kermit pro

gram in the same manner that the currently defined opera

tors are transparent. Quoting operators in both the

currently defined protocol and in the proposed changes are

the lowest level of the protocol, preprocessing the data

before it is packetized for transmission, and post

processing it after the packets have been received.

Implementation

The processing routines used to implement these

operators would be somewhat more complicated than those

required for the standard Kermit protocol as it is

currently defined. The processors used in the transmis

sion section must look ahead in the input file to ascer

tain if a string is beginning which would be long enough
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to use the string shift operators. Routines in both the

transmission and reception sections must determine if the

character currently being processed is within one or more

on-going string shift sequences. Routines in both sec

tions must also add or delete the escape quoting operator

if a processed character is one of the quoting characters.

One might expect that globally defined flags would be used

to indicate that a string shift operator was in effect.

The look ahead and flag system would operate in a similar

manner to the one for repeated character processing

defined in the current Kermit protocol. Because of this,

little extra processing overhead would need to be added to

that already implemented for repeated character sequences.

Each transmission routine would apply any string shift

operator or operators currently in effect before proceed

ing with its processing. On reception, string shift

operators would be applied after the routine's normal pro

cessing .

Example C language functions for a repeated character

processor utilizing the string shift operators are given

in Figures C-1 and C-2, Appendix C. In order to clearly

show the logic for the string shift operators, escape

quoting is not included in the C language functions.
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CHAPTER V

ANALYSIS

The most pervasive trait shared among data compres

sion algorithms is dependence on the composition of the

data itself. Two of the most common mechanisms used for

data compression are replacing sequences of repeated char

acters with short sequences indicating repeated characters

and various forms of the Huffman coding algorithm. Both

of these are very dependent on the type of data to be

compressed. The Kermit protocol repeat sequence compres

sion mechanism (CUCCA, 1983) is typical of techniques used

for compression of repeated characters. Its efficacy is

proportional to the frequency of repeated strings, and to

the length of the repeated strings. Clearly, if there are

no sequences of repeated characters, then incoroprating a

defined repeat sequence replacement will have little

effect. Similarly, Huffman coding will result in little

compression in cases where the data is distributed in a

uniform or near-uniform manner. The two shift-in/shift-

out mechanisms proposed here are dependent on the fre

quency and length of strings of characters both below and

above the ASCII graphic range. Another compression tech

nique is the set of algorithms developed by De Maine (De

Maine, 1972). These also are quite specific for the type

of data to be compressed, utilizing entirely different
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methods for alphanumeric data from those used with digi

tized analog data.

Analysis Program

A program, COUNT.C, was developed to analyze the

individual files. The C language source for this program

is presented in Figure D-1, Appendix D. It should be

noted that the program does not output lines of the dis

tribution which contain only zero values. The program

reads each byte of a file and creates a matrix of the fre

quencies of each value read. It further analyzes the fre

quencies of strings of control case (below the graphic

range) characters by string length. A similar analysis is

made for strings of bytes with values greater than 7FH

(above the graphic range). The output of one analysis is

shown in Figure A-1, Appendix A. Only lines containing

non-zero values are shown.

Data Selection and Composition

The compositon of approximately two hundred files has

been invesitgated. The files were selected to be typical

of those transferred between personal computers and mini

or mainframe computers in a university environment. The

frequency of occurrence of byte values in these files was

determined. An analysis of the frequencies of occurrence

of strings of control case characters and characters with
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values over 7F hexadecimal (H) was done by string length.

The files used were collected from a variety of sources

including: student source language programs, student list

ings files, a working Mumps language interpreter (O'Kane,

1983), various remote CP/M systems, and the investigator's

personal files.

File Groupings

After collection, the files were grouped into several

categories based on type. The groups used for final data

reduction were: source files, text files, object files,

lineprinter output files, and Huffman coded files from the

public domain program Squeeze developed by Greenlaw

(Greenlaw, 1981). The Huffman coded files were included

as this mechanism has become the de facto standard for

file compression under the CP/M operating system, and is

currently used under other microcomputer operating systems

as well. Personal computer generated object files were

included in the analysis as these represent a significant

portion of the files transferred between personal machines

and the mainframes at The University of Tennessee. Per

sonal computer users often utilize the large storage capa

city of the mainframe machines for archival storage and

backup of files from the floppy disks of the smaller

machines. Source, text, and lineprinter files were
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included as these are perhaps the most frequently

transferred groups of files in a student environment.

A condensed, more representative, subset of the ori

ginal files was selected. The data generated by the

COUNT.C program for this subset of the original group was

entered into a commercial electronic spread-sheet program

for final analysis by file type group. The analyses from

this program are presented in Figures B-1, B-2, B-3, B-4,

and B-5, Appendix B arranged by file type group.

Results

Source Files

The source files summarized in Figure B-1, Appendix B

are perhaps, as a group, the most inconsistent. The total

potential savings varies from 1 percent to 44 percent.

The average of the potential savings due to a shift-

in/shift-out mechanism for control case character quoting

is about the same as the standard deviation for this

mechanism. The standard deviation for the repeat mechan

ism (10.009646) is actually larger than the average itself

(8.5207417).

There appears to be no clear relationship between the

language in which the file is written and the savings.

The last five, Fortran, files show the largest total sav

ings (29 - 44 percent) but GLOBAL.FOR is the fifth least

compressable at 2.6 percent. It is interesting that the
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last five and GLOBAL.FOR were collected from the same

source. Pascal files appear in the list with low (4.9

percent), medium (11.5 percent), and high (22.5 percent)

compressability, as do Basic language files (1.1 to 22

percent).

There is no clear pattern of one of the mechanisms

resulting in greater savings over the others. There are

several instances in which files have almost the same

total savings, but the savings derives from different

mechanisms. GRADE.BAS would compress only about 1 percent

from a repeated character system, but about 7 percent from

a shift mechanism for control case characters. However,

CYPHER.SNO shows almost the opposite trend. The largest

average savings is from the repeat sequences (8.5 per

cent), with a much smaller average savings due to the con-

tol case shift mechanism (3.4 percent). None of the files

show any savings from the shift-in/shift-out mechansim for

characters above the graphic range (values over 7FH), as

would be expected. Overall for the source files, using a

combination of all three mechanisms, the average savings

would be about 12 percent.

Text Files

The results from the text files, shown in Figure B-2,

Appendix B, are similar to the source files. There are no

files which show savings due to the high order bit shift
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mechanism. Only one file, however is a formatted output

of the Wordstar (c) word processing program, and it does

include bytes with values over 7FH. In general, these

files achieve the most savings due to repeated character

compression. One of the interesting aspects of this par

ticular group of files is that they all exhibit relatively

large proportions of space characters, from 15 to 25 per

cent, while having few repeated strings of spaces avail

able for compression.

There are, however, at least two general types of

text files represented. Several are very dense text, with

little white space. These all fall into the very lowest

savings group (less than 5 percent), represented by the

five documentation files at the top of the list. Text

files which have a larger amount of white space tend to

fall into the group with the greatest savings, such as

F1410.FIN with 23 percent savings. This file is a final

examination for a lower level Fortran class. W2610.SCH,

with 27 percent savings, is a schedule for a class, and

largely white space. In general, files which show low

control shift mechanism savings, and high repeated charac

ter savings are forms and open spaced documents.

Listing Files

The results of the listing files analysis, in Figure

B-3, Appendix B, are rather interesting in that they show
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clear grouping around the systems on which they were gen

erated. The files from the DECsystem-10 are as a group

the ones which are least amenable to savings using any of

the mechanisms. The listing files from the IBM system,

marked Assist, show the greatest savings of the three

groups. The CP/M listing files fall between the other two

groups. While there is quite a bit of variability within

each group, there is a clear 5 to 6 percent gap between

the groups. The Decsystem-10 files, with A to 6 percent

savings, have no location column in the listing, and are

essentially only a copy of the input source file, with

maximum entabulation of each line. The CP/M assembler

files, with 17 to 22 percent savings, have a location

column followed by several spaces, and are highly entabu-

lated beyond that point on each line. The IBM output

files show the most savings, as much as A? percent. These

IBM files are generated in a fixed record length format,

and padded with spaces to fill out any unused columns. No

tab characters are used in the IBM files. It is these

spaces which account for most of the savings achievable

with these files. The file Pl.LPO is A9 percent space

characters, while NEW2.LP0 is 57 percent spaces.

Object Files

The object file group, shown in Figure B-A, Appendix

B, results in the least total savings as a group, all
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exhibiting low to medium savings. This group is also more

consistent as a group than the source and listing groups,

showing a standard deviation (3.09842A9) about one third

of the average total savings, about 11 percent. The larg

est part of the savings arises from the shift mechanism

for strings with values below 20H (5 percent). Object

files generated on mainframe computers were not included

in this group as these are seldom transferred via the Ker-

mit protocol.

Huffman Coded Files

The Huffman coded files in Figure B-5, Appendix B

exhibited the most consistent savings of any of the

groups. The average total savings was almost 16 percent,

with a standard deviation of 0.8907943, an order of magni

tude lower. This is somewhat surprising, as the files are

a  mixed group, consisting of documentation, assembler

source, IBM lineprinter output, and C language source

files. Little to no savings were due to the repeat

mechanism (0.0002275 percent) or to the control character

shift mechanism (0.4506778 percent). Almost all the sav

ings were due to the shift mechanism for bytes with values

over 80H. It should be remembered that these files

represent data which are no longer byte oriented, but have

been converted to a bit stream. Therefore, there is a 0.5
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probability that any given byte will appear to have a

value above 80H.

While there is consistent moderate savings in this

group, this may mask an interesting situation. The

Squeeze programs were developed as a mechanism to decrease

the required disk space needed for storage on floppy

disks, and to reduce the time necessary for the transfer

of files from CP/M system to CP/M system using the Modem

protocol. Unfortunately, under the Kermit protocol, with

it's attendant quoting of individual isolated characters

with values over 80H, the squeezed files may take quite a

bit longer than the unzqueezed versions even with the

shift mechanisms implemented. In the file PROTECT.AQM

there are a total of 8695 characters with values over 80H,

1932 isolated characters with values over 80H, but only

135 instances of strings of length five. The current Ker

mit protocol would add 8695 characters to the outgoing

data stream for this file, which is only 16,128 characters

long. Potential savings of high bit quoting characters in

this file is 2359 characters, more than the isolated char

acter count. Even though a large number of characters are

saved by using the shift mechanism, the isolated charac

ters alone would add almost 2000 characters to the size of

the file in the out going data stream. The value of the

high bit shift mechanism for squeezed files is clear. The
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outgoing data streams for these files would be signifi

cantly larger without this mechanism.

Validity of the Data

The attempt was made to create a collection of files

which would be as representative as possible of the file

transmitted in a university environment. Although no

definitive statement regarding the representativeness of

this particular selection can be made, some general obser

vations are pertinent.

The source files as a group are quite representative

of the files transferred at the University of Tennessee at

Knoxville. An informal survey was undertaken of Kermit

users on the DECsystem-10. The mixture of files which

were reported transferred using Kermit was similar to the

group of source files selected for final analysis.

The text files are perhaps somewhat less representa

tive of the actual mixture of files transferred using Ker

mit. There was only one file utilized in the final

analysis group which was created by the Wordstar word pro

cessing editor. This probably represents some amount of

skewing of the distribution of text files, as files pro

duced by Wordstar are commonly transmitted to the

University's laser printer for printing, although this is

more commonly done with the ASCII file mode of Kermit,
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which strips high order bits normally in the course of the

transfer.

The group of listing files is perhaps the most

representative of all the ASCII files examined. The mix

ture of files reported by Kermit users in the informal

survey mentioned above was used as the basis of the final

selection of files for this group.

The object files as a group may have resulted in the

most skewing of the selection. All the files used are

files generated for the 8080/Z-80 cpu's running in the

CP/M operating system environment. Files for other micro

computers using other operating systems were unavailable

for analysis. It is expected however, that similar

results would be obtained for those machines, as the

machine level instruction sets are similarly byte

oriented .

The Huffman coded files appear to be quite represen

tative. This is supported by the relatively small stan

dard deviation of this group. The files were selected to

represent a wide variety of types of files, but the

resulting compression data was similar for all the files

in the group.
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CHAPTER VI

CONCLUSIONS

There were two primary purposes for this investiga

tion. The first of these was to analyze the composition

of files actually transferred between computers in a

university environment using the Kerrait protocol. The

second was to develop data compression mechanisms which

would decrease the amount of overhead necessary to quote

non-graphic characters. This would then increase the

effective speed of a Kermit protocol file transfer. A

large number of files which are thought to be representa

tive of those transferred in a university environment

using the Kermit protocol were analyzed. Two compression

mechanisms were developed. During the course of this

investigation, a repeated character operator was developed

to accompany the two string shift operators. However, the

repeated character operator was simultaneously developed

and implemented in the Kermit protocol by the original

Kermit developers at Columbia University,

Analysis of the data files indicated that only a

relatively small amount of data compression (5 to 15 per

cent) was leasable in most files. Few files contain any

characters above the ASCII graphic range. The files which

do contain characters above the ASCII graphic range are

generally limited to object files and to Huffman coded
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files. The Huffman coded files were the only group to

show significant benefits from the string shift operator

for characters having values above the normal ASCII range.

Strings of control case characters are much less frequent

than originally expected, with frequency assymptotically

approaching zero as string length increases. The only

clear exception to this is in isolated object files.

String shift operators were developed and shown to

function properly for strings of characters which are

either control case characters, or fall above the ASCII

graphic range. The amount of data compression accom

plished by these operators in conjunction with the repeat

operator varies significantly with file composition, (from

almost none to almost 50 percent).

One unexpected result of the analysis was that some

computing systems and some people generate files which are

initially somewhat compressed, by replacing spaces with

tab characters. Data streams generated from these files

allow little compression. Another result which was unan

ticipated was that there are few very long repeated char

acter strings, although these repeated strings are more

common than the non-graphic strings for which the string

shift operators were designed.

The current Kermit protocol is subject to worst cases

when a file contains significant amounts of non-graphic

characters. The proposed changes reduce this problem for
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files with strings of non-graphic characters, but do not

eliminate the problem when file contains large numbers of

isolated non-graphic characters separated by graphic char

acters.

Further Research

This investigation should be followed by an analysis

of a much larger group of files very carefully selected to

be representative of the files transferred outside the

university environment. A significantly more sophisti

cated analysis program should be developed to account for

the effect on the data stream of the specific operators

being studied. The current version of the file analysis

program does not deal adequately with these effects. It

would be useful to investigate the differences in the data

stream when characters above the graphic range are not

quoted. The input preprocessors of many computers may be

easily programmed to allow such characters. This would

reduce the impact of the worst case where two quote opera

tors are required.

A different approach to data compression well worth

investigation is a design for the protocol which would

allow the 128 characters above the graphic range to

represent the 128 most common words in the file. This

approach might generate the largest data stream savings of

all the mechanisms.
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APPENDIX A

SAMPLE FILE ANALYSIS OUTPUT



count version 3.1 15 September 83

Character count for file B:CH2.WS
(control-Z used as eof.)

Frequencies of characters by hex value

hex 0 1 2 3 4 5 6 7
value 8 9 A B C D E F

8 0 0 306 0 0 75 0 0
20 2473 0 4 0 0 0 0 13
28 17 2 0 0 10 25 56 5
30 5 18 5 3 0 2 3 7
38 4 10 0 0 0 0 0 4
AO 0 10 10 31 16 8 6 2
48 8 25 0 3 9 18 9 12
50 11 0 4 21 48 5 0 3
58 2 2 0 2 0 2 1 0
60 0 815 169 590 210 968 140 76
68 460 716 8 52 292 303 668 879
70 285 22 661 397 986 241 62 107
78 14 50 8 0 0 0 0 0
88 0 0 5 0 0 236 0 0
AO 753 0 2 0 0 0 0 0
A8 0 15 0 0 96 0 87 0
BO 0 0 0 0 0 0 1 0
B8 2 0 0 1 0 0 0 0
CO 0 5 2 1 0 0 1 0
C8 3 1 0 0 0 5 1 2
DO 1 0 2 0 1 0 0 0
D8 2 0 0 0 0 0 0 0
EO 0 104 2 4 154 422 108 51
E8 42 0 0 42 96 30 148 77
FO 8 0 128 262 183 0 0 11
F8 2 85 0 0 0 0 0 0

TOTAL CHARACTERS: 15678

Figure A-1. Example file analysis output

A9



Control character frequencies by string length

(Oxff value is for strings longer than Oxff)

hex 0 1 2 3 4 5 6 7

value 8 9 A B C D E F

0: 0 231 17 0 1 0 16 0
8: 2 0 0 0 0 0 0 0

Total number of control characters: 381
amount of potential savings: 78, percent:

Frequencies of chracters >= 0x80 by string length

(Oxff value is for strings longer than Oxff)

hex 0 1 2 3 4 5 6 7

value 8 9 A B C D E F

0: 0 1719 658 47 2 0 0 0

Total number of high-bit characters: 3184
amount of potential savings: 51, percent:

total potential saving: 129, percent:

Repeated character frequencies by string length

(Oxff value is for strings longer than Oxff)

hex 0 1 2 3 4 5 6 7

value 8 9 A B C D E F

0: 0 0 339 5 3 18 1 0

18: 1 1 0 0 0 0 0 0

Total number of repeated characters: 850
amount of potential savings: 85, percent:

total potential saving: 214, total percent

Figure A-1. (continued)
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APPENDIX B

SUMMARY OF ANALYSIS DATA

FROM SPREADSHEET
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APPENDIX C

SAMPLE STRING COMPRESSION

ROUTINES



/* sample repeat processor output routine */

extern int hi_str, /* high bit shift flag */
ctl_str; /* control shift flag */

extern char char(),
*outbuf, /* output buffer pointer */
*inbuf; /* input buffer pointer */

r_out()
{
int count;

while ( (last = *inbuf) == ++*inbuf) {
count++;

if (count++ = 76) break; /* string too long? */

*outbuf++ = ' ';
*outbuf++ = char(count);
if (hi_str I I ctl_str) {

if (hi_str) last -= 0x80;
if (ctl_str) last *= 0x40;
*outbuf++ = last;
return (SUCCEED);

)
else {

if (last > 0x7f) {
*outbuf++ = '&' ;
last -= 0x80;

)
if (last < 0x20) {
*outbuf++ = '# ' ;
last "= 0x40;

}
*outbuf = last;
return (SUCCEED);

}

Figure C-1. Sample repeat processor output routine
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/* sample repeat processor input routine */

extern int hi_str,
ctl_str;

extern char unchar()
*outbuf ,
*inbuf ;

r_in()
{
int count,

loc hi ;

/* high bit shift flag */
/* control shift flag */

/* output buffer pointer */
/* input buffer pointer */

/* repeat count */
/* local high bit flag */

/* get past the */

/* single hi-bit quote? */

/* single control quote? */

inbuf++;

count = *inbuf++;
if (*inbuf == •&') {

loc_hi = TRUE;
inbuf++;

}
if (*inbuf == '#') {
inbuf++;
*inbuf "= 40H;

)
if (loc_hi) *inbuf += 0x80; /* 1 high quote? */
if (ctl_str) *inbuf = unchar(*inbuf); /* ctl string? */
if (hi_str) *inbuf +=0x80; /* hi string? */
for ( i = 0 ; i < count ; i++) { /* output */
*outbuf++ = *inbuf ;

)

Figure C-2. Sample repeat processor input routine
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APPENDIX D

FILE ANALYSIS PROGRAM

COUNT.C
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.
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.
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i
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i
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i
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g
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]
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n
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e
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 c
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r
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s
c
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o
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p
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p
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c
m
d
_
l
i
n
e
 
o
p
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\n
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c
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c
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p
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n
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n
d
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f
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e
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e
 
p
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c
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p
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c
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p
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p
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p
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p
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p
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p
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p
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i
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p
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p
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c
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c
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c
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p
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c
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c
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c
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c
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 d
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p
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c
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p
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=
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 c
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p
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c
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p
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c
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c
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c
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;
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i
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s
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r
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p
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p
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a
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p
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p
r
i
n
t
f
(
"
s
a
v
i
n
g
s
 
m
a
y
 
b
e
 
i
n
v
a
l
i
d
"
)
;

i
f
 
(
p
r
i
n
t
e
r
)
 
{

p
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/
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{
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b
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b
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b
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b
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b
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;
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b
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 c
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b
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{
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p
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p
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p
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p
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p
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;

}
) l
a
s
t
_
c
h
a
r
 
=
 
c
 ;
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c
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c
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c
t
l
_
i
n
_
r
o
w
]
;

e
l
s
e
 
+
+
C
t
l
_
c
h
a
r
_
s
e
t
s
[
O
x
f
f
]
;

c
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;
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{
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b
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b
i
 t
_
i
n
_
r
o
w
]
;
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p
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p
e
t
a
t
_
c
o
u
n
t
;

i
f
 (
r
e
p
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p
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p
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p
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 re
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p
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p
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 c
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\
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p
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p
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R
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\
n
\
n
"
,
t
o
t
a
1
)
;
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c
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