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Abstract

Even as extensive efforts are put in to the research and development of self-driving vehicles,
many safety concerns persist. On-road testing presents unrealistic costs for manufacturers,
leading to a development cycle that moves into deployment before sufficient validation has
occurred. Additionally, there are a multiplicity of driving scenarios that combine in various
ways to define what safe driving behaviors look like, and it is not clear what finite set of
scenarios would constitute a valid safety test. In this work, we thoroughly examine virtual
simulation as a tool to overcome these obstacles toward the validation of self-driving vehicles.
There are two primary threads that tie all of the aspects of this work together: diagnostic
clarity and realism. Both of these concepts are explored through original research and novel
approaches, expanding the capability of virtual simulation as a tool for validation of real-world

self-driving cars.
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Chapter 1

Introduction

1.1 Overview

Research and Development of self-driving vehicles has been well underway since the DARPA
Grand Challenges [1] twenty years ago. The undertaking of bringing autonomous vehicles
(AVs) to the public at large represents a massive interdisciplinary engineering challenge.
Sensing, perception, robotic control, and all the powertrain components of modern vehicles
have had massive technological leaps during that time span. However, trepidation still exists
in the public consciousness around the safety of self-driving technology. Currently, 93%
of Americans have concerns about the safety and reliability of self-driving technology [2],
with noteworthy psychological barriers to accepting such a dramatic shift in their approach
to driving [3]. Indeed, driving without constant supervision requires a high degree of trust.
As more advanced self-driving technology moves directly from development to deployment,
accidents and unexpected behavior can sow distrust, and perhaps move us further away from
adoption of self-driving technology. To rectify this, it is crucial that the transportation industry
develop robust validation procedures that provide confidence the vehicle will respond safely
and predictably to the near infinite number of scenarios encountered in every-day driving. It is
unrealistic to expect this testing to be performed entirely on a physical vehicle in a closed-track
setting. The costs associated with performing such tests are extremely high. Additionally, it
is simply not possible to physically recreate a sufficient number of the possible situations a
vehicle may encounter in a closed-track setting. Here, virtual simulation is proposed as a tool
to address both of these problems. Virtual simulations can be created cheaply to cover a far

wider range of scenarios than what is available to be created on a track. Additionally, virtual



simulation can be performed at a multitude of different levels, involving simplified vehicle
models and controllers, or even the entire vehicle itself. In this work, we explore simulation
as a tool for the safety validation of AVs, and work to overcome the challenges specific to this
approach.

Given the stated goal of producing a simulation platform for validating the safety of AVs,
there are a variety of unique challenges to that approach. We consolidate all of those challenges
into two primary dimensions: realism and diagnostic clarity. Realism is the straightforward
idea that the behavior of the vehicle in simulation should resemble the behavior of the same
vehicle under identical conditions in the real-world. We can quantify this idea by borrowing
the concept of domain shift error from machine learning literature [4, 5]. Maximizing realism
is to minimize the domain shift error from the physical world modality to the virtual modality,
as measured by the behavior of the vehicle. Unfortunately, it is likely that realism in simulation
may not be enough to produce a valid platform for AV validation. It is commonly cited that
around 9 billion miles of driving are needed to validate self-driving vehicles to the same levels
of safety as human drivers [6]. Even in a virtual simulation setting, that much testing is a
tall order. Validation procedures that account for how AVs fail instead of simply noting when
they fail could provide the key to producing a finite set of scenarios that adequately assuage
safety concerns. To that end, diagnostic clarity refers to the idea that when the vehicle is under
test, causality should be apparent from the data that is gathered. To the extent possible, a
causal understanding should exist throughout the entire informational flow from environment,
perception, planning, control, and dynamic response. Transparency with regard to how systems
fail provides an opportunity to narrow the scope of validation, allowing for testing of individual
subsystems and a richer understanding of the safety pitfalls in any individual system. All of
the original work described in this thesis is intended to expand the state of the art in virtual

simulation strategies for AVs along one or both of these dimensions.

1.2 Background & State of the Art

1.2.1 Vehicle Simulation Platforms & Tools

At the heart of this research is the development of tools for virtual simulation of self-driving
vehicles. The capabilities and limitations of these tools wholly define the kind of research

that can occur, as well as the scope of the claims that can be made toward real-world impact.
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There are a handful of virtual worlds that are made available for research purposes. These
worlds provide a physics engine for vehicle dynamics, a sensor simulation suite for producing
raw sensor data such as camera images and LiDAR, virtual maps for creating realistic driving
scenarios, and an application programming interface (API) for allowing researchers to control
aspects of the simulation. The primary virtual environment used in this research is CARLA
[7]. CARLA has been heavily developed over the course of the last 8 years, with relatively
low performance requirements and open-sourcing that provide a low barrier to entry. LGSVL
[8] is a similar solution. While providing a shorter feature list than CARLA, it is known for
easy integration with the autonomous driving toolkit Apollo [9]. There are also some licensed
virtual environments in the market. IPG Carmaker [10] and dSpace ASM [11] provide solutions
more tailored for an automotive development cycle than research, but provide many of the same
tools. In addition to the virtual simulator itself, it is common to implement a toolset for self-
driving functions such as perception, path planning, and control, which eliminate the need to
develop the entire AV software stack. Primarily, there are two such toolkits: Apollo [12] and
Autoware [13]. Both systems are designed to be run on physical hardware and are built in the
ROS ecosystem [14]. For our own purposes, we developed an adapted version of the openpilot
open-source SAE Level 2 controller [15]. While Apollo and Autoware offer a more complete
feature set, openpilot is lightweight and easier to implement on existing vehicle hardware. This
allows for a greater degree of flexibility with respect to simulation realism, depending on the
research objectives.

“Virtual simulation” can be a slightly ambiguous term, because simulation can occur at a
variety of different fidelities. While pertinent information can be gathered regardless of fidelity,
it is important to note the spectrum of realism in state-of-the-art solutions. While there are
no industry standard terms to describe the fidelity level of virtual simulators, The automotive
industry has coined three types of simulation with respect to a hardware development cycle:
model-in-the-loop (MIL) [16], software-in-the-loop (SIL) [17], and hardware-in-the-loop (HIL)
[18], where cost and fidelity generally increase with each respective modality. Vehicle
movements and sounds can be simulated with a varying level of realism. In a lower fidelity
system, the driving simulator is usually a screen-based desktop simulator which has a limited
FOV and the virtual vehicle is controlled via a set of steering wheel and pedals without a
motion base. The National Advanced Driving Simulator (NADS-1) and NADS MiniSim at

the University of lowa are separate examples of high-fidelity and medium-fidelity driving



simulators [19]. In the context of full-vehicle simulation, we also adopt the vehicle-in-
the-loop (VIL) nomenclature. In VIL simulation, the entire vehicle is incorporated into the
simulation loop, where hardware restraints and real-vehicle dynamics lead to real vehicle
response to virtual stimulus. The work described here follows similar methodologies as [20],
where a vehicle in an open environment running Autoware [13] is used in a virtual-reality
approach to vehicle simulation. There is also MCity[21], a closed track environment for AV
testing, with multiple mixed reality tools available. For our purposes, an in-house modified
version of openpilot [15] works specifically as a VIL simulation controller with a vehicle on
a dynamometer. This combination represents a novel tool for high fidelity simulation at a
relatively low cost, and short development time compared to similar solutions found in the

research community.

1.2.2 Analysis of Accident Reports

In this work, we explore an approach to AV safety validation that takes into account a specific
diagnosis of what caused the vehicle to respond the way that it did. Toward that end, literature
in automotive accident analysis is a natural starting point. This literature has widely discussed
the association of factors contributing to crashes and has shown that human error contributes
to more than 90% of crashes. However, in the majority of such crashes, more than one
factor contributes to crash occurrence. Generally, human errors and failures are considered
the main factor, ignoring other reasons and confounding factors between them, especially the
surrounding environment and vehicle characteristics. Several studies attempted to perform
crash investigations using police report data [22, 23, 24]. Event Data Recorders (EDRs) are
one of the most important data sources for diagnosing crashes, and they are estimated to be in
most of new vehicles with procedures for accessing and analyzing the data. Much information
can be retrieved from an EDR including time, speed, changes in speed (AV), throttle and
brake position, seatbelt, and airbag status. Several studies utilized EDR to integrate pre-crash
vehicular movements in their analysis [25, 26, 27, 28, 29]. For example, [29] studied the
drivers’ pre-crash maneuvers in terms of timing and kinematics using 5 seconds of vehicle
speed, brake, and yaw rate data before crashes. Other studies have used Principal Direction
of Force (PDOF) recorded by the EDR as a surrogate measure to estimate the damage side of

crashes.



One limitation of EDR devices is that they only collect data from the subject vehicle,
ignoring the surrounding vehicles, environment, and driver behavior. Furthermore, EDR does
not account for emerging advanced driver assistance systems (ADAS), which allow a driver to
dynamically transfer vehicle control responsibilities to a driving assistant system for prolonged
periods. As low-level automated vehicles gradually penetrate the market, new data sources
generated by such vehicles enable researchers to perform novel analysis. Using such data, they
were able to determine the times and locations where autopilot systems were used, instances
where warnings were generated to the driver, and the times where the driver interacted with
the steering wheel prior to the crash. Sensor data can also be used to analyze accidents and
perform accident prevention on a case-by-case basis. [30] demonstrate the conditions from
which sonar can replace rear-view cameras as an effective means to prevent collisions with
pedestrians, while [31] show how vehicle kinematics gleaned from advanced sensing can be
used to provide additional insight in accident analysis. The recent research that highlights the
utility of advanced sensor data in accident analysis justifies the work done in this research
to organize, visualize, and explain how this sensor data could be collected and distributed to
interested parties. AV instrumentation with a wide range of sensors help us collect unique data
and incorporate it into the current state of the art. Focusing on safety analysis, a few studies
have used roadside and vehicle LiDAR data to process vehicular safe movements and the
environment [32], track pedestrians and vehicles [33], identify occurrence of a crash and near-
crash events [34, 35], and predict crash parameters [36]. By reviewing the literature, we can
infer that there is a lack of framework dedicated to utilizing data generated by LiDAR, camera,
and radar toward diagnosing the behavior of AVs and the surrounding vehicles, particularly
leading up to a crash. Exploring the sensor data available during crashes involving self-driving
vehicles is not only a step toward advancing our goal of validating these vehicles for safety, but

providing tools for understanding why and how they may fail.

1.2.3 Validation & ”Edge-Case” Discovery

The safety validation of AVs generally refers to providing some guarantees or assurances
against unexpected behavior of the system. From literature, safety guarantees have been
broadly pursued along two disparate paths: (i) robustness of perception systems when subjected
to adversarial or benign/natural perturbations, and (ii) robustness of control systems that

leverage reinforcement learning (RL). Oftentimes when discussing vehicle safety, we are not



concerned with trivial scenarios that might be straightforwardly safe or obviously dangerous.
Instead, most validation efforts attempt to find “edge-case” scenarios, that are at the limits of
what the vehicle is expected to perform safely. Any system that pushes this boundary toward a
human-driver level of competence can be considered robust. Adversarial robustness of image
recognition systems have been investigated extensively over the past five years [37, 38] under
a variety of settings; more recently the focus has shifted towards natural robustness [39, 40]. A
similar line of research can also be found for RL models, primarily with respect to adversarial
perturbations to state/observation and action spaces, with different approaches pursuing various
styles of robustness objectives [41, 42, 43, 44, 45, 46, 47]. However, the large majority of the
above approaches use somewhat ad-hoc notions of safety/robustness, and do not explicitly
address system-wide safety and especially concepts of safety aligned to human values.

Another exciting direction for ensuring safety in robot behavior is the use of formal
methods [48, 49, 50]. Addressing concerns of predictability and safety in learned robot
behaviors, [51] proposed a formal methods approach to interpretable RL for robotic planning,
leveraging formal methods and control theory. To ensure safety in the RL agent behaviors, the
approach provides a formal specification language to explicitly define undesirable behaviors
and uses control barrier functions (CBF) to enforce safety constraints. Similarly, in [48], the
authors present an approach that uses formal methods to assess the safety of an RL agent
by designing moving adversaries that identify potential safety violations and implementing
defense mechanisms to strengthen the agent’s policy. Moreover, in [49] the authors present
a technique that combines the exploration and optimization capabilities of learning with the
safety guarantees of formal verification to ensure safe control through proof and learning.
Overall, these papers highlight the importance of safety in RL for robotic planning and offer
promising approaches to ensure the safe behaviors of RL agents.

Comparing to our work, it is fairly common in literature to leverage virtual environments
toward the goal of AV validation. Given the flexibility virtual environments have for providing
a wider range of environmental scenarios than on-track testing, these types of simulation
have increasingly become tools for edge-case discovery, with recent work leveraging virtual
platforms for insights into AV behavior including accident automated edge-case discovery [52]
and the development of formalized safety-based scenario definers like Scenic [53]. However,
the vast majority of the validation literature focuses on edge-case discovery as an end-to-end

endeavor, where the only noteworthy metrics are in the form of the dynamic vehicle response.



While we also focus on these metrics in our work, we believe it is important to also diagnose
poor vehicle performance, and understand how individual subsystems contribute to response.
We believe that exploring the causal links between these subsystems, even for only a single

software stack in openpilot, represents a noteworthy literature gap.

1.2.4 Time-series Generative Models

A large part of this work is centered around advancing vehicle simulation fidelity with
generative models [54], described fully in Chapter 5. To that end, we found a significant
literature gap in the field of generative models for real-valued time-series data, which led to
the formulation of the original architecture described in Chapter 4. As a generative model,
our original work builds on the adversarial training scheme of RCGAN [55] with mixed
supervised and unsupervised learning elements, along with a Recurrent Neural Network (RNN)
style architecture for the Encoder, Decoder, and Discriminator, which are common for many
sequence modeling tasks [56]. The work most closely matching this description is TimeGAN
[57], where the key distinction is our use of an adversarial autoencoder (AAE) [58] applied to
encoding full time sequences, as opposed to the element-wise encodings in TimeGAN. There
is also the application specific R-GAN which combined some time-series heuristic information
like Fourier representations with a WGAN approach to produce synthetic energy consumption
data [59], [60]. COT-GAN is a recent approach to this problem that defines an adversarial
loss through an expansion of the Sinkhorn Divergence into the time domain [61]. Due to
the inherent instability of adversarial training, [62] regularizes training with a contrastive
model and a training scheme grounded in imitation learning. Finally, [63] incorporates two
separate approaches using diffusion models and more traditional constrained optimization
techniques to produce time-series data. Beyond producing data for the purpose of vehicle
simulation, real-valued time-series data generation has a range of applications in fields such as
medicine [64, 65], energy management [66, 67], and sensor simulation [68]. Additionally,
the use of transformers [69] has become very popular in the field of sequence generation,
particularly with respect to large language models (LLMs) such as the popular Generative Pre-
trained Transformer (GPT) architecture [70]. While we did experiment with transformer-based

approaches, we found that the method described in Chapter 4 outperformed these methods.



We postulate the difference in performance was due to transformer-based methods being auto-
regressive in nature, exposing the model to inference bias that was not present in our non-auto-
regressive approach.

Beyond the direct comparisons with other models that produce realistic time-series data, our
novel approach also incorporates an interpretive latent space, allowing the selective sampling
of the posterior distribution at inference time to reach some desired effect, specified by the user.
This bears a direct connection to the field of representation learning, where data is compressed
in a meaningful way in order to accomplish some downstream task. This has been accomplished
on real valued time series data, as data is embedded in RNN style architectures for the purpose
of forecasting [71], supervised learning [72], and data imputation [73]. Perhaps the most well-
known interpretive generative models are variational autoencoders (VAEs) [74]. The alternative
AAE used here has a close resemblance to this approach, as described in [58], with the primary
benefit in our use case being the ability to choose an arbitrary prior distribution instead of a
standard Gaussian. The simplistic AAE used in this work has also been extended to utilize
Wasserstein loss [75] in the image-generation space, demonstrating some improved stability
that is typical of WGANS.

A theme of our work and all recent work on the creation of synthetic time-series is the
regularization or complete abandonment of adversarial training [4] as a means to produce
more stability, and thus higher quality data. Obviously, this challenge is not unique to the
time-series domain, and inspiration can be drawn from any generation process that utilizes
adversarial learning, particularly image creation. Given the seg2seq translation element
described in our work, it stands to reason inspiration could be drawn from image-to-image
translation techniques. We can see that the regularization effect of reconstruction loss or cycle
loss is present in many adversarial approaches [76], [77]. WGANs [59] and LSGANs [78]
focus primarily on the output layer of the discriminator and the loss function to produce a
regularizing effect on reducing exploding or vanishing gradients. Spectral normalization [79],
particularly in the weights of the discriminator, assures Lipchitz continuity in the gradients,
further ensuring training stability. While not directly applicable to the RNN architecture
itself, batch normalization in the discriminator has also demonstrated an ability to speed up
adversarial training [80]. In our work, spectral normalization and batch normalization are
effectively used to regularize training of our architecture. Ultimately, we found there is a gap

in literature for generative time-series models that adequately capture the complex temporal



relationships in real-valued data. By addressing this gap, we provide a tool for generative

modeling toward autonomous vehicle development and many other fields as well.

1.2.5 Vehicle Perception & Label-Based Models

In the context of self-driving vehicles, we refer to the perception as the robotic subsystem that
takes as input high dimensional sensor data such as LiDAR, camera images, and radar data.
In the informational flow of a self-driving vehicle, the perception subsystem represents a kind
of pivotal threshold. Upstream, complex driving scenarios and high dimensional sensor data
are much more likely to be highly stochastic, prone to noise and uncertainty. Downstream,
the path planning, control, and vehicle response are likely to be much more deterministic
and easier to model. With an eye toward safety validation, understanding the behavior of
the perception system is a primary focus of most of our work. In the case of end-to-end
driving [81], the perception system encompasses the path-planning system as well as the control
system, and the output of this system is actuator commands. More commonly, the perception
system compresses high-dimensional sensor data into low-dimensional labels. These labels
are then used as environmental descriptors to inform the path-planning and control systems
[82]. 2D object detection methods such as the YOLO architecture [83, 84, 85] are common
in robotic perception. They take in images from a camera and return bounding boxes around
objects of note in the scene, such as pedestrians and other vehicles. It is not uncommon for
images to also be used for depth estimation, where each pixel in the output image corresponds
to a depth estimation for the input image [86, 87]. Often, a temporal element is necessary
for detecting elements in the environment. LiDAR and vision-based object tracking perform
object detection, while also attempting to assign identifiers to each detected object [88, 89].
Finally, it is common for many models to feature a combination of these tasks. For instance,
the Supercombo model [90] featured in this work combines object detection, object tracking,
lane detection [91], and depth estimation.

All the perception systems described here are intended to function on vehicles that operate
in the physical world. The domain shift error when these perception systems face synthetic
sensor data instead of real sensor data is undefined, and thus, it is a challenge to apply
safety validation procedures in simulation while making any definitive statements regarding
the applicability to real-vehicles. For this reason, we are not deeply concerned with the neural-

network based mechanisms that underpin these perception models. While the field of transfer



learning attempts to address these types of problems [92, 93, 94, 77], we analyze a different
approach. Instead, we would like to analyze the format of the labels that these perception
models produce. Perception Error Models (PEMs) [95] define a methodology for modeling
a perception system, irrespective of sensor modality, as the sum of its ground truth label and
a stochastic error term. This produces a model that can theoretically provide a probabilistic
representation of the vehicle perception system that encompasses the full distribution of
possible output. This type of model is ideal for simulation, where ground truth labels such
as depth information and bounding boxes are inherently known. This approach has been used
sporadically in literature. [96] uses a Hidden Marcov Model (HMM) approach to modeling
perception errors. Polar defined regions around the vehicle are defined, while the transition
matrix of the HMM defines whether or not objects are detected, and emission probabilities
model the error term that defines the deviation from the ground truth. This model is then
applied to situational driving scenarios in Apollo and LGSVL [9, 8]. This approach does come
with certain theoretical guarantees on the distribution of the error, but by simply sampling
gaussian distributions at each time-instance, more complex temporal relationships in the error
term are disregarded. This is a theme in other applications found in literature. [97] uses a simple
feedforward neural network at each time instance to model the bounding box error of an object
detector. Other approaches define PEMs to approach modeling LiDAR from various different
ways [98, 99]. Most of the approaches in current literature are not focused on the fidelity of the
PEM model. Rather, most are concerned with how a probabilistic error model can be leveraged
to discover safety edge-cases. [100] looks to apply a known set of failure modes across an
error distribution to measure vehicle response. [101] uses importance sampling on a simple
PEM at models missed detections to quickly determine edge-case scenarios as an alternative
to Monte-Carlo sampling. Finally, [102] uses an RCGAN [103] approach to modeling PEMs,
but notes significant deviation in the synthetically reproduced error model, and does not apply
this PEM model to a vehicle within simulation. Many of the models described lack a high
fidelity approach to capturing subtle temporal relationships in the PEM error signal. This is
due to the literature gap in strong time-series generative models for real-valued data described
in Section 1.2.4. Additionally, there is a gap in applying PEM models in highly realistic vehicle-

in-the-loop environments described in Section 1.2.1.
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1.3 Research Objectives

There are three primary chapters corresponding to the original work that forms this thesis. Each
chapter, along with how the work within fits into its respective literature gap, corresponds to an

objective listed here.

1. Simulation as a Tool: Sensors and Accident Reconstruction (Chapter 2): A virtual
simulation strategy is explored from a data first” perspective, showing how sensor data
from an AV can be analyzed for a rich understanding of vehicle response. A high level
sensor simulation strategy is also used to explore simulation as a tool for diagnosing and
understanding recreations of real-world accidents that involve self-driving vehicles. This
work advances the idea of incorporating intermediate information to fully understand and

diagnose the behavior of autonomous vehicles.

2. AV Behavior Diagnosis, Prediction, and ”Edge-Case” Discovery (Chapter 3): Us-
ing model-in-the-loop (MIL), software-in-the-loop (SIL), and vehicle-in-the-loop (VIL)
simulation strategies, we explore the causal links between perception, vehicle control
strategy, and vehicle response. The effects of weather, lighting, driving type, and other
objects in the environment are correlated against the behavior of the vehicle from a
safety context in search for safety “edge-cases”. Using our custom implementation of
the openpilot controller, we also form causal links between the perception system and

vehicle response.

3. Fully Embedded Time-Series Adversarial Networks (Chapter 4): With the goal
of using generative models to advance realism in AV simulation, our new approach
FETSGAN is formulated. We found a significant literature gap in generative modeling for
real-valued time-series data. In an effort to produce generative models that fully capture
complex temporal distributions, we outline an original neural network as a standalone
aspect of our work. An adversarial autoencoder structure is combined with our first
above threshold formulation for results on standard time-series datasets that advance the

state-of-the-art.

4. Improving Realism Through Perception Error Models (Chapter 5): Our new ap-
proach to the simulation of real-valued time-series signals from Chapter 4 is explored

in the context of vehicle perception systems. Perception Error Models (PEMs) are used
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to stochastically model the performance of a vehicle’s perception system, bypassing the
laborious task of simulating sensor data itself. The resulting model is combined with the
tools from Chapter 2, demonstrating a simple and effective validation tool for simulating

the vehicle perception system and measuring the vehicle response.
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Chapter 2

Simulation as a Tool: Sensors and

Accident Reconstruction

2.1 Objective

According to the National Highway Traffic Safety Administration (NHTSA), more than 6
million vehicle crashes are reported across the United States each year, leading to around
2 million injuries and 37,000 fatalities [104]. As automated vehicles diffuse through the
transportation system, they are expected to improve safety. However, when they do crash,
often with conventional vehicles, bicycles, scooters, or pedestrians, they curate a vast amount
of data originally intended for sustained sensing of the surrounding environment. This data
has the potential to be used for detailed crash scene analysis, provided an event-dependent
workflow, including sensor selection, processing, analysis, and visualization is standardized
and made available to law enforcement. This study provides an overview of AV-involved
crashes and leverages data from carefully selected AV-involved crashes that come from the
California Autonomous Vehicle Tester Program. The crashes are simulated with the objective
of obtaining sensor information and showing how the data can be analyzed.

More broadly, recent accidents with automated vehicles indicate that crash investigators
can greatly benefit from data access and more accurate contributing factor identification (e.g.,
driver distraction) through sensor data [105, 106, 107, 108]. We also highlight the need for
a standardized workflow, including sensor selection, processing, analysis, and visualization
which are all event dependent. The end goal is to develop a semi-automated tool for accident

reconstruction for law enforcement. In this research, the main objective is to use the safe
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system approach to harness data generated by AV sensors, extract features from the data, and
incorporate such information into crash investigation analysis. To illustrate the developed
methodology, we first analyze the latest information on AV crashes that have occurred in
California and select two separate sample AV-involved crashes in California. They are then
simulated in the CARLA software [109]. The paper discusses how AV sensors including
LIDAR, camera, and radar can be utilized to investigate pre-crash driver states, crash involved
movements (e.g., vehicles, pedestrian, bike), and the surrounding environment. This is
demonstrated on a sequence of frames from the real-world Kitti dataset [110] by tracking
a leading vehicle from the instrumented vehicle using YOLO object detection [111] and a
monocular depth estimator called AdaBins [112]. Depth from LIDAR is used as ground truth
to calibrate and assess the effect of noise and errors in depth estimation using cameras. A main
take-away from this study is that the end outcome (a rear-end collision, for example) is often
coupled to the functioning of the automated vehicle subsystems through complex dependencies,

even though a casual glance might find the following vehicle to be at fault due to failure to stop.

2.2 Study Design

This study introduces a framework for leveraging newly available AV data collected by multiple
sensors to understand AV-involved crashes and extract useful information from such data to
incorporate it in the safety analysis. This study takes advantage of data provided in AV-
involved crashes in the California tester program. We first analyze the latest information on AV
crashes that have occurred in California and then simulate two sample crashes in the CARLA
simulation software to demonstrate the advantages and challenges of using AV sensors in crash
investigation. Furthermore, the sensitivity of analysis on sensor resolution and data degradation

due to weather conditions is studied.

2.2.1 Framework

The framework of the study is provided in Figure 2.1. The safe system framework integrates
data generated from different sensors, which monitors the AV, driver, roadway, and environ-
ment. Data integration generated by AV sensors provides a full picture of crashes and helps

us perform detailed crash investigations. These data parameters can help us understand the
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performance of automated driving systems involved in a crash and the control actions taken by

the ADS and the driver as well as the situation before and during the crash.

2.2.2 California tester program

The California state Department of Motor Vehicles features a program that requires all
autonomous vehicle manufacturers to submit information corresponding to any accidents or
crashes that these vehicles were involved in [113]. This information is submitted in a uniform
way across manufacturers, allowing us to get a complete understanding of what kind of
scenarios surround accidents where AV are involved, regardless of manufacturer. Additionally,
data from these accidents reveals information regarding the weather and lighting conditions that
were present around the vehicle at the time of the accident. Data submitted as part of the 2019-
2020 Tester program is shown in Table 2.1. There, we can find some key statistics that will
shrink the scope of the analysis we perform in this work. We can see that the majority of
crashes occur under clear and daylight conditions. We also notice that over 70% of accidents
were rear-end collisions. This suggests that this may be an ideal accident condition for study,
further motivating our approach in Section 2.5.

After reviewing the descriptive statistics from these 148 crashes from January 2019 to
December 2020, we selected two AV-involved crashes. These crashes were chosen based
on several criteria. First, as the most dominant AV-involved crash type, a rear-end conflict
between AVs and conventional vehicles was selected. Second, the interaction between AVs
and pedestrians is one of the key AV challenges, which can be studied in this context. Finally,
a typical roadway environment is selected for simulation purposes. Detailed information

regarding the selected two collisions is provided in Table 2.2.

2.2.3 Real World Scenarios

The data in this study are deemed to be of high quality, as they come from real-world crashes
where basic facts were reported by the CA DMV. Under the proposed plan, the data will have
come from deployed sensors and are likely to be valid. The narratives of these two crashes,

available in the reports, are as follows:

* Crash #1 narrative: ”A Cruise autonomous vehicle ("Cruise AV”), operating in autonomous

mode, was traveling eastbound on 24th Street between Noe and Sanchez Streets when the
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Figure 2.1: Framework to incorporate AV data into crash investigation analysis
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Table 2.1: Key Statistics of AV Crashes in California from 2019 to 2020 (N=148)

Variable Autonomous Mode | Conventional Mode
(N=9%4) (N=54)
Frequency % Frequency %
Vehicle Manufacturer
Cruise LLC 57 60.6 19 35.2
Waymo LLC 25 26.6 11 20.4
700X, Inc. 8 8.5 13 24.1
Other 4 4.3 11 20.4
Manual Disengagement 32 34.0 NA NA
Weather Condition
Clear 86 91.5 50 92.6
Cloudy 6 6.4 3 5.6
Raining 1 1.1 1 1.9
Foggy 1 1.1 0 0.0
Lighting Condition
Daylight 63 67.0 48 88.9
Dusk/Dawn 4 4.3 0 0.0
Dark with Street Lights 26 27.7 6 11.1
Dark without Street Lights 1 1.1 0 0.0
Vehicle Movements (AV, 2nd Vehicle)
(Stopped, Straight) 21 22.3 12 22.2
(Slowing/Stopping, Straight) 5 5.3 1 1.9
(Straight, Straight) 16 17.0 2 3.7
(Straight, Changing Lanes) 10 10.6 4 7.4
(Left, Straight) 1 1.1 2 3.7
Other 41 43.6 33 61.1
Involving Pedestrian or Bicyclist 7 7.5 4 7.4
Manner of Collision
Rear-End 66 70.2 23 42.6
Sideswipe 15 16.0 13 24.1
Broadside 9 9.6 3 5.6
Head-On 1 1.1 8 14.8
Other 3 32 7 13.0
AV Damage Level
None 9 9.6 6 11.1
Minor 68 72.3 39 72.2
Moderate 15 16.0 9 16.7
Major 2 2.1 0 0.0
Injury to at least one person 23 24.5 8 14.8
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Table 2.2: Information on selected AV-involved crashes

Variable Description of Crash #1 Description of Crash #2
Date 08/07/2019 11/29/2019
Time 10:23 AM 10:41
Location 24 between Noe and | Embarcadero St. and Wash-
Sanchez St. San Francisco, | ington St.
CA
AV mode Autonomous Autonomous;  Disengaged
just before the crash
AV movement | Stopped Moving- Slowing
Other vehicle | Moving-Entering traffic Moving- Going straight
Collision type | Rear end Rear end
Weather Clear Clear
Lighting Daylight Daylight

Road condition

No unusual conditions

No unusual conditions
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Cruise AV yielded to a pedestrian crossing the roadway midblock outside of a crosswalk and
for clearance to maneuver around a double-parked vehicle immediately ahead of it. While
the Cruise AV waited, another vehicle pulling out of a driveway and into the Cruise AV’s
lane and made contact with the left rear corner of the Cruise AV, damaging the Cruise AV’s

left rear bumper, fender, and radar. There were no injuries and police were not called.”

* Crash #2 narrative: ”A Cruise autonomous vehicle ("Cruise AV”), operating in autonomous
mode, was traveling southeast bound on The Embarcadero at the intersection with Washing-
ton Street when the Cruise AV slowed down. The driver of the Cruise AV disengaged from
autonomous mode and, shortly thereafter, another vehicle made contact with the rear bumper
of the Cruise AV, damaging the Cruise AV’s rear fascia assembly and radars. There were no
injuries reported at the scene by either party and police were not called. Both of the Cruise

AV test operators later mentioned neck and back pain.”

The approximate locations of each accident are shown from Google Street View in Figure
Fig. 2.2. Using these descriptions as representatives of accidents involving AV’s, we intend to
show in the remainder of this chapter the value of AV sensors in crash analysis by recreating a

combination of these two accidents inside a driving simulation.

2.3 Methodology

2.3.1 Complete Data Pipeline

This study introduces a framework to collect, organize, and analyze data from sensors that are
commonly found on modern developmental autonomous vehicles. Under normal operation,
these sensors are used to localize the AV and detect relevant objects around the vehicle in
order to plan motion. This data is typically of much higher quality than what may be found in
the EDR on conventional vehicles. As such, this data can be used for crash reconstruction and
analysis that is of much higher fidelity than what can be obtained from basic vehicle information
or witness testimony. As shown in Fig. 2.3, we propose a complete data pipeline that takes raw

sensor data from the vehicle and automatically processes the data for visualization and analysis.
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Figure 2.2: Scenes of crash reconstruction. Crash #1 (Top), Crash #2 (Bottom). Both Images
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2.3.2 Data Processing

Given a stream of high-quality data from the sensors listed in the above section, this data
must be sorted and processed to give results that can be visualized and are actionable. For
visualization and analysis, we will focus on the three most common data modalities used by

CAVs for the purpose of high-fidelity crash reconstruction:

1. A LiDAR 3D point cloud scan of the surrounding environment collected across time.
2. Video from all available cameras leading up to and during the crash.

3. Position and velocity of the AV, other vehicles in the scene, and other relevant factors

such as bicyclists or pedestrians. All data are collected across time.

3D Point Clouds

3D point cloud data is collected directly from LiDAR and radar sensors. LiDAR systems
collect hundreds of thousands of data points every second - so in order to deal with memory
constraints, a pre-processing step is common for down sampling the data. For visualization
and analysis, the data from the radar and LiDAR systems will need to be converted to the same
Cartesian coordinate system. Since the LiDAR unit is typically located centrally on the vehicle,
the inherent coordinate frame of the LiDAR sensor will become the coordinate frame for all
other forms of data in the pipeline. Radar data can be transformed into the LiDAR coordinate
frame as:

X/T’ - XrLrotation + Ltranslatian (21)

where X, is any raw data radar vector, L,,i0n 1S the rotation transformation from the radar
coordinate frame to the LiDAR coordinate frame, and L;,4,s1ation 1S the 3D distance between
the sensors. Once this transformation is complete, radar data and LiDAR data can be combined
into one data structure representing the 3D point cloud of the environment surrounding the
crash. Finally, timestamps from both sensors allow the data to be synchronized leading up to

the crash.
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Video & Object Tracking

Scene video can be captured directly from any camera sensors on-board the AV. This video is
natively timestamped for synchronization with data captured from other videos, as well as the
point cloud data.

Velocity data for the AV are supplied directly from the IMU’s inside the vehicle. While
virtually all AV’s will have access to GPS data as well for global positioning, ”dead reckoning”
techniques can also be combined with LiDAR information to track vehicle position [114].
Detecting the position of other actors in the scene such as third-party vehicles, pedestrians,
or bicyclists first requires object detection and identification, either through pixel level
segmentation or by locating the corners of a bounding box around the object of interest. Given
access to a dense 3D point cloud and 2D images, there are many algorithms for effectively
identifying and locating relevant objects in the scene. Some state-of-the-art algorithms produce
3D bounding boxes around objects directly from point cloud data [115, 116]. Others use sensor
fusion techniques to combine 2D object detection from camera images with 3D point cloud data
[117, 118]. An illustration of this entire procedure is outlined in the following section, where
a YOLO based object detector followed by a monocular depth estimator called AdaBins are
applied on scenes from the real-world Kitti dataset. Regardless of the detection algorithm used,
the result will be the 3D position of all relevant actors in the scene. The velocity of any actor

can be calculated with the discrete time derivative of position:

Tn 70t 4y (2.2)

Un(z,t) = Tt

where x,, and t,, represent the current location and time of the object detection, x,,_; and ¢,,_;
represent the last known location and time of detection, and v 4y represents the speed of the
vehicle on which the LiDAR is attached, calculated, or read directly from the vehicle IMU.
Finally, to make use of all of these sensors, they must be synchronized across time. This is a
common problem in mobile robotics, including self-driving vehicles. There are many solutions

in literature, and thus is not addressed in this research [119, 120].

22



2.4 Perception Simulation on KITTI Dataset

The purpose of the procedure outlined in this section is to add clarity to the process of scene
reconstruction from RGB images and LIDAR point clouds utilizing the sensor data collected
on-board AVs during accidents. We validate this procedure on a high-quality real-world dataset.
We also demonstrate how the position of a leading vehicle can be accurately determined using
images and point cloud data, in addition to simply highlighting the utility of visualizing raw
data and the output of our image processing models directly. This will shed light on how the
visualizations performed on simulated data in the remainder of this research could be produced
on real data.

The dataset used for real world validation of our data processing procedure was the Kitti
dataset [110]. The Kitti dataset has 7,481 training images across three scenes in Karlsruhe,
Germany, and was created with the purpose of aiding research in the field of autonomous
vehicles. GPS, images from two front-facing cameras, and 360-degree scans from a 64 laser
Velodyne LiDAR are recorded for every timestamp. All data instances are also paired with
labels that indicate what can be found in the data - namely, six classes of objects: [car, cyclist,
pedestrian, tram, truck, van]. These labels also indicate where these objects can be found in
the images using 2D bounding boxes. These bounding boxes take the form of a 4-dimensional
value for every object: (X.,Y,, w, h,c), where X, and Y, represent the center point of the object
in pixels while w and h are the width and the height of the object, also measured in pixels. The
class of the object is denoted by c.

In instances where simply visualizing the raw sensor data may not provide enough
information, additional data processing tools are needed. You Only Look Once (YOLO) is
a mature object detection algorithm that passes images through a convolutional neural network
(CNN) and attempts to correctly predict the labels of the image, as provided by the Kitti dataset
[111]. Specifically, we used the Ultralytics YOLOVS architecture to perform our proof of
concept [121]. The output of the model is in the same format as the labels in the dataset, with an
additional confidence value: (z.,y.,w,h,c,conf). This conf value represents the likelihood
that the object at that location is really there and accurately detected, and falls in the range
of [0,1]. The user sets a confidence threshold, below which all detections are ignored. The

confidence threshold of our model was set at 0.4.
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There are kinds of tracking demonstrated here, using the KITTI dataset as an example of

raw data input.

e Case 1: Tracking with LIDAR and camera: As shown in Fig. 2.4, in this workflow,
object detection with YOLO is accompanied by projecting the LIDAR point cloud onto the
image plane. The procedure for projecting LiDAR points onto the image are provided in
[110]. Once this projection is done, LiDAR points and camera images are in the same
coordinate system, where each LiDAR point contains a 2D pixel location (zr,y;), and
a depth measurement (dr) in meters. The LIDAR depth measurements (d;) are now
interpolated to provide (dr(z.,y.)), which serves as an accurate estimate of the object
distance for tracking. It may be noted that LiDAR and camera images are not fused within
the YOLO model. Instead, the YOLO model provides (z.,y.) while LIDAR provides the
depth estimates. This procedure can be repeated for any sensor modality that produces point
cloud data. While the KITTI dataset only contains point cloud data in the form of LiDAR,
many vehicles are equipped with radar sensors. Since radar is also in the form of 3D point

cloud data, the procedure is identical to LiDAR.

* Case 2: Tracking with only camera: In the absence of a LIDAR, we need an alternate way
of estimating distance to objects of interest. For this application, we used a monocular depth
estimation model that provides a depth estimation for every pixel in an image using CNNss.
For our purposes, we chose to use the monocular depth estimator AdaBins [112]. This model
was chosen due to the fact that a pre-trained model for the Kitti dataset is readily available,
making integration into a workflow seamless, as well as the fact that it currently ranks highly
on the Kitti depth estimation leader board [122]. Both the YOLO model and the AdaBins
model were trained using the entire Kitti dataset. At this stage, finding the distance to the
object of interest is as simple as finding the pixels that corresponds to the lead vehicle and

recording the distance from the model’s depth prediction.

2.4.1 Location Estimating Demo

Our accident reconstruction procedure assumes access to GPS/IMU data that can be used to
track the location of the vehicle that contains the advanced sensors (LiDAR, radar, cameras).
Given that this is a rather trivial procedure of reading the data from the GPS/IMU, here we

focus on demonstrating the ability to track the position of an un-instrumented legacy vehicle
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with respect to the ego vehicle. For this purpose, two hundred consecutive data instances over
20 seconds were taken from the Kitti dataset, where a ”lead” (legacy) vehicle is in front of the
automated vehicle. The legacy vehicle is initially close to the automated vehicle, pulls away
slightly, and then becomes close again by the 200%" frame. Being able to track this behaviour is
important for scene reconstruction as will be demonstrated in the next section. First, the camera
frame at each time instance is given to the 2D object detection model. Since the model will
produce detections for every object class in the image, the user must specify which vehicle they
are interested in. Because this scenario is a “vehicle following” scenario, we are interested in
the movements of the vehicle closest to the centre of the image. Once the vehicle is identified,
we can track, i.e., estimate the relative distance to that vehicle, either using both camera and
LiDAR (Case 1) or with just camera data (Case 2). The raw data, as well as the ability of our
two image processing models, are summarized in Fig. 2.5. The output of our object detection
model is shown in Fig. 2.5a. The LiDAR points in the dataset are projected over the image in
Fig. 2.5b. The output of our camera-based depth estimation model is shown in Fig. 2.5c. The
depths for both LiDAR and the estimation model are in the range of 0-80m, as shown. Note that
the distances for the depth model are only estimates based on the inner workings of the CNN
behind the model, while the LiDAR values are direct measurements and thus can be assumed
to be ground truth.

The results of tracking this vehicle are shown in Fig. 2.6. The 1%¢, 100", and 200" frames
are shown (at 0, 10, and 20 seconds respectively), and the distance calculations across time
are plotted for both LiDAR (ground truth) and monocular depth estimation. Figure 2.6 also
provides a plot of the error between the ground truth LiDAR and the image-based depth
estimation model. This demonstrates that even with the use of data from only a single
monocular camera, a setup that is expected to be deployed on all automated vehicles, reliable
estimates of relative distances and relative speeds can be obtained by training and using the
correct deep neural nets. This also illustrates that all sensor modalities are not equally accurate,
and the uncertainty incorporated by sensor and process (depth estimation model) noise may be

relevant when trying to reconstruct the causes of an accident.
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Figure 2.4: Data post-processing procedure. (a) Data and processing pipeline using (a) both
LiDAR and RGB images, and (b) only RGB images with AdaBins providing depth estimates
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Figure 2.5: KITTI visualization of YOLO, LiDAR, and Adabins depth detection]. A
representative frame from the Kitti dataset and subsequent processing (a) Output of our YOLO
object detector (b) The LiDAR points in the dataset projected over the image. (c) The output
of our monocular camera-based depth estimation model (AdaBins).
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Figure 2.6: KITTI object tracking demonstration. To demonstrate the results of tracking a
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from both the depth estimation network (blue) and LiDAR (orange). (c¢) Error estimate of visual
depth estimator over time with LIDAR based depth as ground truth.
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2.5 CARLA Simulator

In the previous section, real world data was used to demonstrate the feasibility of our data
pipeline toward effective visualizations. However, real-world data from accidents involving
AVs are sparse, so in lieu of access to complete sensor data from actual AV involved crashes,
simulation can be used to produce this data instead. To simulate AV-involved crashes, the
CARLA simulation platform was chosen in this work [109]. CARLA is an open-source
software enabling users to configure, simulate, and generate data from several AV sensors
including LiDAR, cameras, radars, and GPS. CARLA is built on top of the Unreal Engine 4
graphical development kit that is specifically designed for AV simulation. Most features present
in CARLA are intended for realistic and useful simulation and training of an autonomous
vehicle’s sensors and control algorithms. However, for the scope of this study, we present
CARLA simply as a tool for collecting data in crashes involving a vehicle that is kitted
with sensors such as LiDAR, radar, or cameras. In this scope, CARLA is used as a tool
for crash recreation, data validation, or counterfactual scenarios quantification. Regarding
CARLA’s dynamics, vehicles can be controlled by implementing custom vehicle software that
controls the vehicle through data from simulated sensors and its measured dynamics. In lieu
of implementing a complex control system that recognizes objects of interest such as vehicles,
lane markings, etc. using computer vision algorithms, CARLA uses a robust lane keeping,
car following and emergency stopping algorithm instead. In this scheme, waypoints are pre-
programmed to indicate correct positioning for all driving lanes on the road. By supplying
a destination waypoint, a simple proportional-integral—derivative (PID) controller was tuned
that allows the CARLA vehicle to reach its destinations by controlling throttle, steering, and
braking to minimize the error between its current position and the closet target waypoint on
its set path. All vehicle dynamics in this study are controlled in this manner for the sake of

simplicity, reliability, and repeatability.

2.5.1 Simulation Scenarios

The CARLA simulations shown are simplified scenarios based on common elements found

while analyzing the California Tester Program police reports.

* CARLA Simulation #1: A cruise autonomous vehicle is driving on an urban street

with a green jeep approximately 10 meters behind it, with both vehicles accelerating to
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approximately 26 mph. A jaywalking pedestrian walks in front of the AV, triggering the
AV to brake suddenly and avoid striking the pedestrian. The green jeep fails to stop, rear

ending the AV. Both vehicles avoid contact with the pedestrian.

* CARLA Simulation #2: A cruise autonomous vehicle is making a left turn with a green
arrow in a four-way intersection. A conventional vehicle coming from the right with respect
to the AV passes through the red light at approximately 45 mph. A mid-speed collision with

the rear-right side of the AV is made in the middle of the intersection.

Data collected from these simulations are oriented to be precise, making simulation of real-
world crashes such as this one a potential avenue for the public to obtain a clear picture
of an event described by witnesses. In these scenarios, all vehicle and pedestrian positions
are known with exact precision, all sensor data streams are synchronized perfectly, and the
resulting simulation is perfectly repeatable. Table 2.3 illustrates that simple visualizations of
the simulated sensor data or more complex object tracking outlined in the remainder of the

chapter can provide the information listed in the police report at a minimum.

2.5.2 Simulated Sensor Data

Our framework is intended to primarily accept camera, radar, and LiDAR data as input. These
types of sensors are widely used in AV applications, and have varying benefits and weaknesses
in different types of perception tasks [123]. All these sensors and their corresponding data types
can be replicated inside CARLA with high level similarity with their real-world counterparts.
For all data collection, our simulated AV was kitted with 4 sensors: 2 cameras, 1 LiDAR,
and 1 rear facing radar, as well as conventional sensors that supply data regarding internal
vehicle dynamics. Descriptions are provided below, with relevant parameters for each listed in

Table 2.4.

* LiDAR: Real world LiDAR data is generated by multiple lasers that rotate 360° around the
sensor while calculating time of flight on the reflection of each laser. The result is a 3-D
point cloud that can supplement other sensors such as cameras to provide the exact locations
of objects in space. Of the sensors mentioned, LiDAR data is considered of the highest
quality. The number of data points returned in a single scan of the sensor is often very
rich, and the point cloud contains a relatively small amount of noise. In simulation, a laser

can be represented by a 3D graphics tool called a “’ray-trace”, which can return the location
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Table 2.3: CARLA Simulation Accident information

Variable CARLA Simulation #1 CARLA Simulation #2
Time 12:00 PM 7:00 PM

AV operation mode Autonomous Autonomous

AV Movement Stopped Turning Left

Legacy vehicle movement | Moving- 0-27 mph Moving- 40-45 mph
Collision type Rear end Rear-side

Weather condition Clear Cloudy

Lighting Daylight Low Light- Evening
Roadway condition No unusual conditions No unusual conditions

Table 2.4: Overview of the data input for Simulation #1 and Simulation #2.

Sensor Data Type Data size Range Rate

Camera Image 480x720 ~10m 60 Hz
pixels

Radar 3D point cloud ~300 20m 50 Hz
points

LiDAR 3D point cloud ~30,000 50m 50 Hz
points

GPS + IMU | Position, Velocity | 1 point N/A >60 Hz
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of any object encountered along a straight line in the simulated world. Thus, simulated
LiDAR is produced with essentially the same theory of operation as real LIDAR but without
consideration of the physics of dispersion, diffraction, and reflection due to varying angles

of incidence as well as material properties that affects the intensity of the reflected ray.

Radar: Radars are attached to many modern vehicles and allow for varying levels of
automation. Radar also uses time of flight measurements of lower frequency waves to obtain
the location of obstacles and are considered a cheaper solution than LiDAR but produce
data that can be used for similar purposes. Simulated radar involves much of the same tools
as simulated LiDAR. Ray tracing is used inside of CARLA to obtain object locations, and
a series of functions are applied to the data to make it more realistic in comparison with
physical radars, such as applying noise, transforming the data to a polar coordinate system,

and inferring velocity data available on any radar sensors.

Cameras: Just as in real cameras, these simulated cameras provide RGB (red, green, blue)
images from inside the simulation. Cameras are relatively inexpensive to implement in
AV applications but are computationally expensive to apply inside CARLA simulations.
However, there are many tools to apply post-processing affects to the data that can allow

us to achieve specific situational reconstructions in images.

Conventional Sensors (IMU, EDR, GPS): The conventional sensors provide data regarding
the global position and vehicle dynamics of the vehicle. GPS will provide a known Cartesian
location for the vehicle in space. Vehicle speed and velocity can either be read directly from
the IMU (Internal Measurement Unit) of the vehicle, or by differentiating the incoming data

with respect to time.

2.5.3 Data Visualization

Many insights into crash behavior can be made by simply visualizing the output of this data
pipeline with no further analysis. As shown in the data collected from CARLA simulation #1,
we can see that multiple camera angles, as well as what amounts to a 360 degrees representation
from LiDAR and radar, are available for analysis with a minimal amount of technical post-
processing. Fig. 2.7 shows a simple visualization of the data that can be obtained directly from
an AV following a crash. This data is synchronized across all modalities, and in this case,

shows all data obtained from the vehicle in the moments prior to rapid deceleration of the AV,
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as well as the moment after collision. Visualization such as what is shown in Fig. 2.7 can be
done easily and rapidly. Making this data available to investigators following an accident could
allow a rapid and accurate understanding of what took place, verifying or alleviating the need
for witness testimony. In crash analysis, it is important to understand the totality of events that
culminated with the crash. Vehicles with autonomous capabilities do not typically have cameras
with full 360-degree vision around the vehicle. However, the multiple sensor modalities on
board the vehicle can be visually combined to show the complete picture. Figure 2.8 shows a
complete visualization of CARLA Scenario #2. By combining multiple sensor modalities, we
can reach a larger number of conclusions about the crash. For instance, we can see that the AV
had the right of way with the green arrow when turning left. We also conclude that the LiDAR
was able to locate the incoming vehicle almost a second before the rear camera saw the vehicle.
All of this data can be displayed side-by-side with the trajectories of the vehicles for a complete

picture of the crash, while any one sensor would be insufficient.

2.5.4 Data analysis for detailed crash reports

As shown in the previous section, a simple visualization of the data that is available following
an accident involving an AV can provide valuable information that may or may not be available
directly from investigation or witness testimony. However, in the case of AVs, it is extremely
likely that the investigation may need to understand how the AV and humans in an accident
responded before, during, and after an accident at a deeper level. When did the vehicles react?
Did the AV brake too suddenly? Did the human drivers have enough time to react to the
AV? Such questions can be answered by applying simple data analysis and readily available
tools to the collected data. Figure 2.9 shows positional and velocity information that would
typically not be available in EDR data, which only consists of vehicle kinematics pertaining to
the vehicle kitted with sensors and does not contain any trajectories of surrounding vehicles,
pedestrians, or bicyclists, and environmental conditions such as rain or snow. In Fig. 2.9, the
six seconds prior to collision are plotted. distance from AV to pedestrian (top left), AV velocity
(top right), distance from AV to colliding conventional vehicle (bottom left), and velocity of
the conventional vehicle (bottom right). The green and red vertical lines indicate the time
instants at which the frames displayed in Fig. 2.7a and Fig. 2.7b were collected respectively.
It is obvious in Fig. 2.9 that the conventional vehicle following from behind never applied the

brakes, as its velocity never decreased. Simple numerical analysis can be valuable as well, such
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as observing that the AV slowed from approximately 12 m/s to a complete stop in just over a
second. More complex analysis on AV sensor data can certainly be done, but this illustrates the
value in applying simple techniques to AV sensor data analysis. For crash investigators, we will
need to develop procedures and protocols that will facilitate obtaining and analyzing such data.
The results clearly show a more complete picture of pre-crash scene and factors contributing to

the crash.

2.6 Limitations

As mentioned previously, simulations and synthetic data are typically considered simplified or
idealized versions of their real-life counterparts. In the construction of this simulation, there are
no doubt many relevant details present in the actual crash that are both present and not present in
the police report. While there are tools and techniques for accounting for an increasing number
of variables as well as making sensor data more realistic, it is important to note that simulation
tools such as CARLA used in this research as a supplement to real data collected on AVs and
not as a replacement. Specifically, if any conclusions are to be drawn about the performance
of object recognition algorithms or vehicle dynamics using simulation, careful consideration
needs to be given to proper domain transfer of the synthetic data to faithfully resemble real
data, as well as a complete understanding of the vehicle kinematics and the dynamics model
deployed in the simulation. Also, for the demonstration purposes of our simulations, object
recognition was done using tools built-in with CARLA as well as manual annotation. As such,
error associated with any of the object detection algorithms implemented within this framework

will be found within the visualizations that are not demonstrated here.

2.7 Summary

In this work, we outline a systematic methodology for recreating traffic accidents involving
autonomous vehicles. This work directly fills a much needed literature gap in two respects.
First, it allows data rich AV platforms to use their pre-existing data collection methods to
provide accident investigators a richer understanding of what took place, which is currently
rather sparse. Second, it outlines an approach to AV safety that uses not only the known facts

of the accident itself, but also the sensor data to provide context for zow the accident may have
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occurred, especially in situations where the AV may be at fault. In Chapter 3, we build on this
approach of not only looking at safety metrics related to vehicle response, but also providing

the context necessary to diagnose this behavior.
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Figure 2.7: CARLA Simulation #1. Visualization of CARLA sensors in CARLA Simulation
#1. LiDAR and Radar (Top), front-facing camera (middle), rear-facing camera (bottom) are
shown. Frames are displayed a) 1.14 seconds before collision and b) at vehicle impact.
Pedestrian (green), following vehicle (orange), and AV (red) are color coded for all sensor
modalities.

#1 fron;&)amera Vehicle Trajectories

——— Conventional Vehicle
x  Collision

#1: 3.05 seconds
#2: 0.58 seconds
#3: 0.11 seconds
R : 0seconds

#2 3D Point Cloud

#3: Rear-Camera

o

#2 #3

Figure 2.8: CARLA Simulation #2. Times shown are in seconds before collision. Following
vehicle (orange), and AV (red) are color coded for all sensor modalities. Visual data collected
(left) can be used to supplement scene dynamics data (right) for a clear understanding of the
crash, even when any one sensor is not sufficient.
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Figure 2.9: Qualitative Analysis is performed for CARLA Simulation #1. Positional and
velocity information of vehicles prior to collision. The green and red vertical lines indicate
the time instants at which the frames displayed in Fig. 2.7a and Fig. 2.7b were collected
respectively.
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Chapter 3

AV Behavior Diagnosis, Prediction, and

”Edge-Case” Discovery

3.1 Objective

The question that we attempt to address in this chapter is how to systematically assess the
safety of connected and automated vehicles (CAV) before driving them on public roads. The
history of human-driven vehicle safety reveals a tendency to leap first and analyze later. Based
on other concurrent research thrusts, it seems that there are mixed definitions for safe testing
presently established, and the lack of an efficient safe method is both placing human lives at
risk and threatening to stymie the development of this emerging technology. The goals of this
chapter are to introduce and outline a hybrid testing protocol that can enable future creation of
a set of certification standard recommendations. We focus on level 3 automation in this chapter
as vehicles with this capability already exist in cars like Teslas and Cadillacs. These cars have
level 3 capabilities but drivers are expected to monitor the systems to ensure proper operations.
Given that several recent accidents have demonstrated that vision systems are prone to rare but
catastrophic failures, the perception subsystem and the downstream effect of its inaccuracies
on measurable driving metrics is an important diagnostic step in the evolution of AVs.

With the increasing penetration of learning-based perception modules in real-world sys-
tems, it is imperative to better understand the inner workings of deep-learning models designed
for computer-vision, and make them safe for widespread use. Traditionally, learning-enabled

sensing/perception and control modules of AVs are designed and trained in isolation without
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system-level safety objectives. In this chapter, we emphasize end-to-end safety of the overall
driving system both during training and deployment.

In this work, we demonstrate a safe systems testing protocol using a complete code-to-road
(CTR) ecosystem, comprising of a real vehicle-in-the-loop simulator. We introduce the unique
capabilities of the wheel speed synchronized steerable dynamometer facility developed at the
University of Tennessee that enables full-sized vehicles to be immersed into a virtual replica
of on-road scenarios, offering safe and repeatable technology evaluation. This unique platform
lets us test the full operational envelope of the AVs, with the digital twin enabling the creation
and evaluation of a wide range of situations with easily manageable safety consequences. The
vehicle used for the experiments reported in this paper is a Level 3 SUV built and instrumented
with a dedicated computer with ROS and CAN communication. The dynamometer can be
programmed to mimic the road load. In this paper, we report the use of a real vehicle with
hardware-in-the-loop processing, control and actuation, which lets us realistically test the effect

of environmental and controller perturbations on self driving functionalities.

3.2 Methodology

In this section, our vehicle-in-the-loop (VIL), software-in-the-loop (SIL), and model-in-the-loop
(MIL) simulation strategies are outlined. All three strategies provide a variety of challenges, as
well as varying degrees of benefit. VIL simulation provides the most realistic vehicle response
by far, in the sense that real vehicle dynamics are measured, and the control mechanism
works through the actual CAN bus on the physical vehicle. However, even with our custom
dynamometer setup, VIL is the most expensive and time consuming type of simulation;
requiring a physical vehicle, a large experimental footprint, and testing that must be safety
conscience and performed in real-time. SIL replaces the actual vehicle with a vehicle plant
model. This is much easier to implement due to the lack of any hardware component, but
is primarily done in this work to demonstrate the large gap that exists between VIL and SIL
simulations in terms of dynamic response to identical stimuli. Finally MIL simulation as we
define it is simply a controlled test of the perception model along a fixed trajectory. MIL is
the easiest type of simulation to implement, and can even be performed faster-than-real-time
(FTRT). Because MIL operates on a fixed trajectory, it is not possible to infer about vehicle

response directly. However, VIL and MIL can be combined to get the benefits of both types of
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simulation, while mitigating against the challenges of each. Demonstrating this combination

on the real SAE L2 controller Openpilot constitutes the primary contribution of this work.

3.2.1 Virtual World

The vehicle simulations described in this work leverage the CARLA open-source simulation
platform [124]. CARLA is a virtual simulation platform that provides tools for vehicle
simulation, particularly autonomous systems. Within the scope of this work, we leverage
CARLA as a testing environment in all three types of simulation. In VIL simulation, camera
images from CARLA are generated and fed to the vehicle controller, the kinematic response is
measured directly from the vehicle on the dynamometer, and this kinematic response is used to
update the position of the vehicle in CARLA, completely bypassing CARLA’s built in physics
model with the dynamic response from the real vehicle. In SIL simulation, the controller takes
in camera images, the vehicle physics model in CARLA takes throttle, braking, and steering
commands from the controller, and the position of the vehicle is determined by the physics
model within CARLA. Finally in MIL simulation, a kinematic trajectory for the vehicle across
time is pre-defined. The vehicle in CARLA is simply moved along this trajectory as if on rails,
the camera images from CARLA are sent to the vehicle perception system, and the output of
the perception system is captured. These constitute the three types of simulations used in our

experiments, and are outlined visually in Fig. 3.1.

3.2.2 Perception Model & Controller

A modified version of the open-source controller Openpilot v8.13 by Comma.Al was used in
this research [125]. Openpilot is an SAE level 2 controller featuring compatibility with many
recent vehicle makes and models. While Openpilot is openly sourced, it uses a proprietary
vision model dubbed Supercombo. This deep learning-based vision model provides two
key outputs used for control. First, the model takes in time-sequential camera images and
produces a target lane trajectory for the car to follow. Model predictive control (MPC)
and proportional-integral-derivative control (PID) use this trajectory to produce the steering,
throttle, and braking commands that are sent to the vehicle in order to follow and maintain
this trajectory. While the model produces a full trajectory across multiple time-steps for every
image, we focus on the trajectory prediction of 500ms in the future, denoted as it+500ms. This

value, in Cartesian world coordinates, can be considered the model’s estimate of where the
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Figure 3.1: Data Flow of each simulation modality. An overview of the Vehicle-in-the-
loop(VIL), Software-in-the-loop(SIL) and Model-in-the-loop(MIL) simulations used in this
work. In VIL, the feedback to the simulator is vehicle kinematics measured from the CAN bus
of the vehicle directly. In SIL, the controller feeds control commands to the simulator directly,
and the physics model within CARLA determines the dynamic response. In MIL, the CARLA
vehicle follows a predetermined trajectory, feeding images to the Openpilot perception model.
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vehicle will be in 500ms, while l; is the current position of the vehicle. Second, the model
produces a distance estimate between itself and the lead vehicle. We note that Openpilot
produces this estimate as a combination of relative speed, absolute speed, and distance
estimates of the lead vehicle from Supercombo. For clarity, we only report the final estimate
for stopping distance that is given to the longitudinal MPC controller in Openpilot, and denote
this value as d,, where the actual distance from the lead vehicle and the ego vehicle at any given

time ¢ 1S d;.

3.2.3 Vehicle-in-the-loop Simulation

The vehicle used for VIL simulations was a stock 2019 Toyota RAV4, shown in Fig. 3.2. This
vehicle was chosen primarily due to Openpilot’s ability to integrate easily with the ADAS
system in the vehicle, with no limitations on minimum cruise control speed or complete stop
functionality. Communication between the vehicle and Openpilot is performed through two
vehicle CAN buses: one that interfaces with the on-board diagnostics (OBD II) port found
on all modern vehicles in the United States, and another that interfaces with the Advanced
driver-assistance systems (ADAS) CAN bus with a connector just above the rear view mirror.
The Openpilot controller typically works by using a windshield mounted camera combined
with the vehicle’s built-in radar to perceive the road. In our setup, there is no physical camera
facing the road. Instead, Openpilot and CARLA are run simultaneously on a laptop, with
images from CARLA being fed directly into Openpilot, and control information being sent to
the car from the computer via a USB-to-CAN connector provided by Comma.Al. Additionally,
all radar and sensor-based localization functions within Openpilot were disabled, making the
controller’s perception system purely vision-based.

All of the VIL simulations were done on a single-axle dynamometer equipped with an
eddy-current brake for applying road load. VIL simulation is made possible on the chassis
dynamometer by a unique prototype machine, provided by VIL Solutions, Inc., that is designed
to deliver Steering-enabled Synchronized wheel-Speed (SeSwS) * and shown in Fig. 3.2. This
machine enables the ability to speed match all four wheels by linking the front and rear axles,
and thus avoiding the typical challenges caused by vehicle safety system faults detected from

wheel speed mismatches. This technology also allows for the actuation of the vehicle’s steering

“The intellectual property associated with SeSwS is patent pending, owned exclusively by VIL Solutions Inc.
Hardware has been provided for research purposes to the University of Tennessee, Knoxville in partnership with
VIL Solutions Inc.
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Figure 3.2: Complete VIL Simulation setup. (Left) The 2019 Toyota RAV4 is shown on the
chassis dynamometer. The device that allows for steering and synchronized wheel speed is
attached. (Right) The kinematic model used to update the position of the vehicle in CARLA
using the dynamic response of the vehicle is shown. The wheelbase L, the heading 6, and the
steering angle ¢ are illustrated, the heading and the position of the vehicle (z, y, §) are defined
in terms of arbitrary world coordinates defined by the CARLA simulator.
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system through an articulated connection to the front axle. The combination of this equipment
and the dynamometer allow for safe VIL testing in a controlled environment, where a virtual
environment can provide stimulus to the vehicle.

For the VIL simulations, the dynamic response of the vehicle can be combined with the
kinematic bicycle model to produce the next position of the vehicle within the simulation. The
kinematic bicycle model is shown visually in Fig. 3.2. The four wheel speeds are measured
from the CAN bus, averaged together and fed into a one-dimensional Kalman filter to produce
an estimate of the total vehicle speed v;. The equivalent steering angle of the “bicycle wheel”
is computed as d,, = d5/sr, where the steering ratio is sr = 14.3 for the 2019 Toyota RAV4,
and the orientation of the steering wheel d; is taken off of the CAN bus directly. The time-step
At is fixed at precisely 10 ms. The wheel base of the vehicle is L = 2.69m for the 2019 Toyota
RAV4. The position and orientation of the ego vehicle in world coordinates are denoted by
e, = (24, v, 0:), and the slip angle with reference to the center of the vehicle is denoted as [.

The full kinematic update at every time-step is produced with:

Ty = (vcosO)At + xy 3.1

Y1 = (vsinO)At + y, (3.2)
v tan d,, cos

Opp1 = (%)At + 6, (3.3)

3.2.4 Software-in-the-loop Simulation

In SIL simulation, the parameters of the vehicle within CARLA are kept mostly in line with
what has been tested in CARLA via Openpilot’s unofficial simulation tool in order to maintain
the highest degree of compatibility possible between the Openpilot controls and the CARLA
physics control models. Namely, the wheelbase used in simulation is taken from the Tesla
Model Y at 2.89m. The weight and steering ratio of the vehicle were changed to further bring
the model in line with the Toyota RAV4 at 1530kg and 14.3, respectively. Because the physics
model within CARLA determines the dynamics of the vehicle in the SIL simulations, the
velocity v;, as well as the position and orientation of the vehicle e;, are determined by simply
querying that information from the CARLA simulator itself at every time instance. Images

are passed from CARLA to the Openpilot controller in the same manner as our VIL setup.
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Additional steps are also taken in software to spoof certain CAN messages that Openpilot

needs to read from the vehicle to operate.

3.2.5 Model-in-the-loop Simulation

In MIL simulation, we follow a pre-defined trajectory eéf)T for the vehicle. Here, 7 is the
sample identifier from which the pre-defined trajectory is defined, such that 1 < ¢ < n for
n samples. This notation is ignored unless explicitly required. We follow this predefined
trajectory by updating the vehicle’s position and orientation across time with a series of speeds
vo.7 and wheel angles dy.7, and updating the full position and orientation using Equations (3.1)
to (3.3). In this case, there is no vehicle controller in operation. Instead, images from CARLA
along the fixed path are passed to Openpilot’s Supercombo in a standalone manner. This form
of simulation allows for "trajectory replay”, where experiments performed under VIL or SIL
conditions can be repeated in an MIL manner by simply replaying the kinematic response
across time, and feeding the resulting images to the perception system. When interpreting the
dynamic response of a controlled VIL or SIL experiment, it can be difficult to determine how
the perception model contributed to the response at any time ¢ because the trajectory up to that
point e, has a causal and cascading effect on the images that produce the perception output
&, d,. Using MIL simulation allows for an analysis of the perception output using a variety of

weather and lighting conditions, but controlling for the effect of the vehicle’s trajectory.

3.3 Experimental Setup

In this work, there are three axes of experimentation. The first is simulation type, as described
in the previous section. While keeping all other factors identical, we can compare the dynamic
responses of SIL and VIL simulations to measure the increase in realism when going from SIL
simulation to VIL simulation. The individual components of this difference could be difficult to
model separately, with contributions from the response time of vehicle hardware components
to the physics of the vehicle itself. Comparing SI/L simulations to VIL simulations allows us to
begin to gauge that difference in its totality. The second axis is driving type for the ego vehicle.
The two types of driving characterized by our experiments are simple car following, and the
ability to slow down and stop for a stopped vehicle in front with sufficient spacing between the

ego vehicle and the stopped vehicle. These two types of driving capture the essential functions
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needed in an SAE L2 vehicle. The third and primary axis of experimentation are the factors
related to perception: lighting, weather, and lead vehicle type. By modifying elements of the
environment that affect perception, we can begin to understand how certain driving conditions
might impact driving performance and mitigate against them. Visualizations for each driving
type, as well as the primary weather and lighting effects, are shown in Fig. 3.3. The sample
sizes for each experimental combination using the labels defined in this section are shown
in Table 3.1, where ”A” and ”’S” indicate ”ambulance lead vehicle” and ’sedan lead vehicle”
respectively. The metrics used to measure performance and a quantitative analysis of the results
are given in this section. Additionally, the predictive metrics from the perception model are

described.

3.3.1 Driving Types

Two types of driving were conducted, with the goal of encapsulating the requirements of an
SAE L2 vehicle. A bird’s eye view of the Stopping and car Following experiments under
clear weather conditions are shown in Fig. 3.3. Due to concerns with preserving experimental
hardware, both experiments are conducted at relatively low speeds (< 40 mph). The two types

of driving under test are:

* Stopping: This is a test of the obstacle detection system in the SAE L2 controller, as well as
the ability to bring the car to a smooth stop with a reasonable amount of distance between
the ego vehicle and the leading vehicle. Accounting for lane curvature, a stopped vehicle is
placed 125 meters in front of the ego vehicle. The ego vehicle accelerates from 0 mph to a
set speed of 30 mph. Data collection begins when Openpilot control is activated. The run

ends when the vehicle either stops for the lead vehicle, or collides with it.

» Following: This test combines lead vehicle detection with the ability to provide a consistent
throttle and brake signal for car following, which is the core expectation of SAE L2 vehicles.
Openpilot calculates a target following distance based on the relative speed of the ego vehicle
and lead vehicle. For the lead vehicle’s set speed of 30 mph, this following distance is roughly
22 meters. The ego vehicle accelerates from 0 mph to a set speed of 35 mph. Data collection
begins when the ego vehicle comes within 15 meters of the lead vehicle. At that point, the
lead vehicle maintains a constant velocity of 30 mph while keeping its current lane by using

CARLA’s built in autopilot feature, which is a simple PID controller maintaining minimal
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Figure 3.3: Experimental setup, weather, & lighting. Driving types and the primary weather
and lighting effects under test are shown. For the two types of driving on the right, the ego
vehicle is shown in a blue box, the lead vehicle is shown in an orange box, and the driving path
under test is shown as a dashed red line. On the right, an image was captured 8 seconds into
the Stopping test for clear weather, rain, sun glare, and night type driving with headlights.

Table 3.1: Number of experimental runs n conducted (VIL, SIL, and MIL)

Baseline Night Rain | Sun | Sunset | Sunset
Driving Type | (VIL) Fog | Glare | Clear | Noon
S A |S A AlS AlS A A

Following |3 3 |3 3 313 3(3 3 0
Stopping 5 5 |5 5 5/5 5|5 5 5

W W
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distance between the vehicle and predefined waypoints in the lane. Accounting for lane

curvature, this test lasts for 695m from the starting point of the ego vehicle.

3.3.2 Weather, Lighting, & Lead Vehicle

Weather and lighting effects are applied as a method for applying additional challenges and
variance to the Openpilot’s perception model. These effects manifest in the lane detection and
thus the trajectory prediction, as well as the obstacle detection. Note that all the conditions
listed here solely affect perception, and none of these adverse weather conditions effect the

dynamic response of the vehicle under test in SIL or VIL simulations.

* Baseline (VIL): For both types of driving, baseline experiments were performed, which were
simply a single human driver performing each experiment on the VIL hardware setup as
realistically as possible with no intervention from Openpilot or the RAV4’s integrated ADAS
system. These baseline experiments were performed under clear weather conditions, with
the human driver gauging the vehicle response by monitoring the video feed directly from

CARLA.
* SunsetClear (VIL, SIL, MIL): Clear weather conditions in the evening.

* RainFog (VIL, SIL, MIL): The hardest possible rain setting within CARLA, mid-afternoon.

A small amount of fog is also present (15% of maximum in CARLA API).

* SunGlare (VIL, SIL, MIL): The sun is positioned to be directly overhead of the lead vehicle
for the maximum amount of time for the experiment. This corresponds to a 180 degree
azimuth angle in CARLA coordinates for the Stopping experiment, a 270 degree azimuth

angle for the Following experiments, and a 10 degree altitude angle for both experiments.

* Night (VIL, SIL, MIL): Clear weather conditions at night, with headlights on for both

vehicles.

* NoonClear (VIL, SIL, MIL): Clear weather conditions at midday. This condition was done
to add more variance to the results for the ambulance, and was solely done for the Stopping

experiment with the ambulance present.

» FogLevel (MIL Stopping Only): The RainFog setting is repeated, varying fog percentage

from [5,100] in CARLA to determine how various fog levels in rainy conditions affect
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perception performance. Experiment consisted of n = 95 runs, all conducted with the

Ambulance lead vehicle.

» SunAngle (MIL Stopping Only): The sun angle is varied for [0,90] degree altitude and
[0, 360] degree azimuth angles in CARLA to determine how time of day and sun angle affect
perception performance. Experiment consisted of n = 333 runs, all conducted with the black

sedan lead vehicle.

The other factor affecting the perception system of Openpilot is the choice of the lead vehicle
for both types of driving. Headlights were active in night driving experiments for both vehicles.

Experiments were conducted with:

e Black Sedan: A black Tesla model S. Distance measurement d, is offset 2.39m to establish

the position of the rear of the vehicle, as opposed to the center of the vehicle.

* Ambulance: A Ford E-Series Ambulance with full ambulance reflective markings. Distance
measurement d;, is offset 3.17m to establish the position of the rear of the vehicle, as opposed

to the center of the vehicle.

To fully control against the effect of vehicle trajectory, MIL experiments were conducted
for all conditions in Table 3.1 using the vehicle trajectories e((ﬁépn ) from the VIL : Night : Black
Sedan experiments, and thus kept the same number of samples n. The choice of Night : Black
Sedan conditions was made arbitrarily. Note that these trajectories were used regardless of the
choice of lead vehicle. In the experiments specific to MIL simulation, only the first sample

trajectory e((f)T from the experiment VIL : Night : Black Sedan was used.

3.3.3 Safety, Performance, & Predictive Metrics

In both driving types, we focus on safety when measuring performance. The vehicle dynamics
should be smooth, the vehicle should stay as close to the center of its own lane as possible, and
the vehicle should obviously avoid close calls and collisions while keeping a safe following
distance. We also define predictive metrics. These are outputs of our perception model that
can be useful to diagnose or predict the vehicle response. The 2D Cartesian position and speed
of the ego vehicle are defined as the vector e, and the scalar e, respectively. The location and
speed of the lead vehicle are defined as [, and [ respectively. Notationally, n is reserved for

the number of runs for each experiment, shown in Table 3.1. We define n. as the number of
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samples present in each measured trajectory. Our sampling rate for all experiments was 20Hz.
Thus, n. = 207 for all runs, while the length of the run in seconds 1" varied. For convenience,
the distance between the two vehicles at any given time instance ¢ is denoted d; = ||e,t — Lt

The metrics used in our analysis are as follows:

» Average Centerline Distance (Following): Centerline distance is the smallest distance
between the line representing the middle of the current lane, and the midpoint of the ego
vehicle. In CARLA, only discrete measurements of the lane position are available. Centerline
distance is measured as the distance from the ego vehicle (i.e. e,) to the line formed by the
two nearest lane position measurements denoted by ¢; and c;. Mean centerline distance is

defined as:

1 — X —
Cdmean _ = Z | C1, Co, ept C1, ‘ (34)

e ||Clt - CQtH2

Note that Eq. (3.4) can straightforwardly become a predictive metric as well, when the
vehicle position e, is replaced with the model’s predicted trajectory for the vehicle é,,. In

the following section when this predictive form is used we will refer to Eq. (3.4) as camean.

* Minimum time-to-collision (TTC) (Stopping): The time-to-collision measures how long
it would take to impact the lead vehicle if the ego vehicle continues at its current speed
indefinitely. In this way, TTC can be measured at every time instance. A value very close
to 0 would indicate that a collision occurred. The minimum time to collision is simply the

smallest time to collision that occurred in the run, defined as:

ttCmin = min —- 3.5
c min 4 (3.5)

* Mean Following Distance (Following): Openpilot computes a set following distance, given
the speed of the ego vehicle and the speed of the lead vehicle. For the Following experiments,

this is approximately 22 meters. While this may be higher than what could be considered a
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safe threshold, we can measure performance relative to how well the vehicle maintained this

target distance. Mean following distance is simply defined as:

1
fdmean = n_ Z dt (36)

€ ¢

* Mean Detection Ratio (Stopping & Following): This is a predictive metric that measures
the performance of the lead-vehicle detection feature of the perception model. This is simply
a measure of what degree the model is overestimating the distance between the ego vehicle
and the lead vehicle, where a ratio above 1 indicates an overestimate, and a ratio below 1
indicates an underestimate. Where th is the distance estimate from the model at any time ¢,

the mean detection ratio is defined as:

1 d;
dmean:_ - A
SRS o)

3.4 Results

When analyzing the results of our two experiments through the lens of the metrics outlined
in the previous section, we have three main objectives. First, we show that the performance
metrics used can be applied to qualitatively illustrate performance. We can see the potential
pitfalls of SIL simulation against VIL simulation, and we can also infer at a high level about
the implications of varying environmental and situational conditions. Second, we show that
it is possible in the Openpilot controller to diagnose the vehicle’s dynamic response. Given
that the only variables within each type of experiment are factors that solely effect perception,
we show that it is possible to correlate the output of the perception system with safety critical
metrics found in the eventual vehicle response. Finally, we take this a step further by showing
that it is possible to predict the VIL vehicle response with Openpilot’s perception output in the
MIL experiments. This combination allows us to correlate the perception data from our MIL
experiments against the highly accurate vehicle response of our VIL experiments, effectively

combining the best aspects of both modalities.
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3.4.1 Performance Results

The metrics collected are quantitatively shown in Fig. 3.4. The first comparison to make is the
general performance of Openpilot against the human driving baseline. In terms of maintaining
a low distance from the center of the lane, Openpilot running the VIL loop generally meets or
outperforms the human driver in the following experiments, both in terms of mean distance,
as well as the variance of lane deviation across runs. As might be expected, Openpilot is
able to control the vehicle with fine tuned consistency and precision in this metric that is
measured in centimeters. In terms of the Stopping experiments, we can also observe that
Openpilot is significantly less conservative in terms of the minimum time to collision than the
baseline human driver. The second observation we may point out is that the vehicle in SIL
simulation generally had a much more aggressive response to control stimulus than the VIL
simulation. This had a mixed bag of effects on performance. While Following, this resulted
in more aggressive steering, which resulted in a higher cd,e., than in the VIL experiments,
with more deviation in response as well. More importantly, we see a major difference in the
results of the stopping experiments. We notice that the VIL experiments were generally much
more dangerous than the SIL experiments. While many of the VIL experiments resulted in
collision or near collision, very little can be parsed from the SIL experiments in terms of safety.
While the reasoning that explains why some environmental conditions outperformed others is
not readily apparent in Fig. 3.4, the hardware and vehicle implementation on the dynamometer
clearly allowed us to produce an experiment that represented a safety critical edge case that
would not have been apparent if our testing was limited to SIL simulation.

We can also begin to examine the effects of weather and lighting at a high level in the case
of the VIL simulations. In various instances, the results do not follow intuition. SunGlare
produced more centerline deviation and a larger deviation from the target following distance
of 22 meters in the car Following experiments. However, SunGlare easily produced the safest
ttemin for both the sedan and the ambulance in the Stopping experiments, while environmental
deterioration like RainFog outperformed SunsetClear for the black sedan. Indeed, these
results both highlight the utility of a VIL simulation platform instead of just a SIL platform, as
well as demonstrate the need to investigate the causal effects of the perception system further

in order to attribute explanations for these safety critical edge cases.
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Figure 3.4: Performance metrics. Bar length represents the mean score for all runs, with
number of runs shown in Table 3.1. Vertical black bars indicate the minimum and maximum
measured scores for each metric.
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3.4.2 Response Diagnosis

The results from Fig. 3.4 indicate the various weather, lighting, and choice of lead vehicle
imposed in our experiments produced significant deviation in terms of the safety critical
response of the vehicle. This is particularly true in the Stopping experiments, which will draw
the most of the focus of our analysis. We can begin to understand this response by working
backwards from the control commands to the output of the perception system. Openpilot
controls the longitudinal motion with a single acceleration command given to the vehicle.
This acceleration command for each Stopping experiment is shown for 10m < d; < 50m
in Fig. 3.5a. We can see that while the requested acceleration stays mostly consistent in the
beginning of each run for all experiments, deviation sets in during deceleration. This deviation
correlates as expected with the ttcy,;, metric in Fig. 3.4. For example, we can clearly see in
Fig. 3.5a that SunGlare Ambulance had the most aggressive deceleration, while Night Black
Sedan had the least aggressive deceleration and resulted in collisions.

Given that all other factors are controlled for in our experiments, we can assume that the
causal element affecting the deceleration response time in Fig. 3.5a is the scene variation in
the images being given to Supercombo. We note that this perception system is a deep learning
vision model. With this model, an intuitive understanding of why the model performs the
way it does may not be possible without access to the model architecture itself. For instance,
an understanding of why the model performs safer under sun glare conditions than under
normal midday conditions is not available to us. However, we can still use the output of the
model to draw direct correlations between how the perception model failed, and the resulting
dynamic response. We use the detection ratio d, /d; as the baseline performance predictor in
the Stopping experiments under the assumption that the differing responses in the Stopping
experiments are the result of the perception model producing different estimates d, of the lead
vehicle distance d;. In Fig. 3.5b, the detection ratio is plotted against lead vehicle distance d;.
We can see that, like the control acceleration signal of Fig. 3.5a, it is a good predictor of ttcy;y.
Generally speaking, the more the model overestimates the distance of the lead vehicle, the
lower the ttc,;, of the run. To that end, it is clear from Fig. 3.5b that the choice of lead vehicle
had a large impact on this metric, as the position of the black sedan was more consistently

overestimated in a comparison against the ambulance.
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Figure 3.5: Raw data for the stopping experiments. Fig. 3.5a shows the control acceleration
signal supplied to the car during the deceleration curve plotted against lead distance d;.
Fig. 3.5b plots the detection ratio for the Stopping experiments in the same distance range.
Actual trajectory samples are shown as transparent, while the dotted lines indicate the mean
value for each experiment.
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By simply taking the mean detection ratio of the curves in Fig. 3.5b, we are able to clearly
demonstrate the linear relationship between ttc,,;, and dryea,. Similarly, drp,.., can be used
to predict fd,,e., in the Following experiments, and perhaps most intuitively, the lane deviation
of the model cﬁmean predicts the resulting lane deviation of the vehicle cdyc.,. The linear
relationship between these predictive and response metrics for all experiments are shown in
Fig. 3.6. The causal relationship is visually apparent in all three cases. In Fig. 3.6¢, we can see
that beyond a certain value of dry,c.,, a collision becomes imminent. Qualitatively speaking,
this effect is the only source of non-linearity in the correlation shown in Fig. 3.6¢c. Pearson
Correlation Coefficients (PCC) were produced for all three predictive metrics, shown in the VIL
column of Table 3.2. Correlation is extremely high for all three (|| > 0.8), and all correlations

are statistically significant (p-value < 0.05).

3.4.3 MIL Simulation for Response Prediction

Given a controller and perception system in which the outputs of these subsystems are
transparent, as is the case with Openpilot, it becomes possible to gain a rich understanding
of the relationship between the perception system and the dynamic response of the vehicle.
However, the utility of this understanding is quite limited when searching for new edge-case
scenarios if we use VIL simulation alone, given that the performance and safety metrics, which
are the metrics we are mostly concerned with in edge-case detection, are already available to use
if we commit the resources required for VIL simulation. In the previous section, we diagnosed
vehicle behavior using the output of the perception model. Here, we hypothesize that these
same predictive metrics from the perception model, when run under certain environmental
conditions will still predict the VIL response under those same conditions, even if the trajectory
of the vehicle that produced the predictive metrics becomes arbitrary. In other words, we
attempt to correlate the predictive metrics of Table 3.2 for MIL simulation against the response
metrics of Table 3.2 for VIL simulation. There is no one-to-one relationship between MIL
simulation samples and VIL response samples, so we are restricted to correlate these metrics

using their respective sample means. For any predictive or response metric M, we define the
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Figure 3.6: VIL predictive metrics are plotted against VIL response metrics.

(Following)
L]
0.24
'Y L]
—~0.22 °
£
® 0.20 o
= E L4 °
> < o
GEJO.IH o
< o
QO
016 _ e
L]
(]
0.14 ®og
0.10 0.12 0.14 0.16 0.18 0.20
VIL
Cdmean (Model prediction: é¢+¢.5s) (M)
(a) Cdmean Vs. Cdmean
MIL vs. VIL Mean Centerline Deviation (cdmean)
(Following)
0.24
L]
—~0.22
E
% °
0.20
a9
>
o )
0.18
' g °
kel
QS
0.16
]
L)
0.14 -

010 011 012 013 014 015 0.16 0.17
MIL

COpmean (model prediction: & g.55) (M)

(a) Cdmean VS. Cdmean

MIL vs. VIL Mean Following Distance (fdm;a,,)

(Following)
3.5
L]
3.0
.
® 25
A Y20
- £
° S E
E 15
-~
1.0
° 0.5
0.0
1.05 110 115 120 125 130 135
MIL
drmean

(b) drI;ean VS. fdn:ean

MIL vs. VIL Minimum Time-to-Collision (ttcmin)
(Stopping)
NoonClear
Ambulance
SunsetClear
Ambulance
SunsetClear
Black Sedan
sunGlare
Ambulance
SunGlare
Black Sedan
Night
Ambulance

Night
Black Sedan
RainFog

Ambulance

ainFog
lack Sedan

R
Bl

1.0 11

ML
drmean for dy>10m

1.2 13

(©) drr;ean VS. ttc_min

Figure 3.7: MIL predictive metrics are plotted against VIL response metrics. Transparent ovals
indicate an estimate of the possible distribution for each experiment, from Eq. (3.9).
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sample mean and the sample min-max pairs respectively as:

_ 1 ;
M == S MO (3.3)
(M, e = (min MY, max M) (3:9)

For all experiments, the predictive sample means for the MIL simulations are plotted against
the response sample means of the VIL simulations in Fig. 3.7. The sample min-max for these
metrics from Eq. (3.9) define the colored ovals around each plotted sample mean. This is
done to provide qualitative context around the potential sampling distribution of both the
predictive and response metrics. We can see from Table 3.2 that the the predictive strength
from MIL simulation to VIL simulation is still very strong (|r| > 0.8) for all of the predictive
metrics. drye., remains a strong predictor of both ttc,;, and fd,,ea,, While the predicted model
trajectory cﬁmean is still able to predict the real lane deviation cd,c.n, €ven while the model
is being run on a fixed trajectory. While there is a large reduction in sample size by being
forced to limit ourselves to regressing against the sample means, the results remain statistically
significant (p-value < 0.05). These results indicate that even when controlling for the cascading
impact of the controller and the dynamic response of the vehicle, we can still leverage the
perception model in MIL simulation to predict what the response would be under those same
environmental conditions in VIL simulation.

This combination of using MIL simulation to predict the dynamic response of VIL
simulation is a powerful tool for discovering safety critical edge cases. No longer limited
by the hardware and real-time nature of VIL simulation, we can perform MIL simulations on
any machine capable of running CARLA to gain a deeper and higher resolution understanding
of how the vehicle perception system can influence performance. To illustrate this, we once
again repeated the Stopping experiments for MIL simulation, but this time with finely tuned
changes in environmental conditions and using much larger sample sizes. The results of these
experiments are shown in Fig. 3.8a and Fig. 3.8b. We can see that a richer understanding is
visually apparent. In the case of fog level in Fig. 3.8a, we can see that under a certain level, fog
seems to have little impact on performance. After fog level increases beyond ~ 40%, drean
degrades linearly. Comparing with Fig. 3.7c, we can estimate that VIL crashes would become

imminent (ttcy;, = 0) around a fog level of > 60%. In Fig. 3.8b, we observe how the various
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Figure 3.8: Results for the MIL simulation experiments.

Table 3.2: Pearson Correlation Coefficient (PCC) statistical test results. Note that the predictive
and response metrics for the MIL-to-VIL statistical tests are sample means, defined by Eq. (3.8).

. . VIL-to-VIL MIL-to-VIL
Driving Type Predictive Response (diagnosis) (prediction)
Metric Metric r p-value n r p-value n
Stopping ( ddimi%lm) ttemm | -0.89 0.0 45| -09 0001 9
t
Following dr'mean fdmean -0.87 0.0 24 | -0.87 002 8
Following camean (+500ms) cdimean 0.9 0.0 241 0.93 0.001 8
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sun angles around the vehicle affect performance when in otherwise clear conditions. We notice
that glare directly in front of the vehicle lowers dry,e., significantly, and is the only sun angle
that seems to have this effect. Meanwhile, with the sun on the right-rear of the vehicle, this
greatly degrades performance. From the experimental setup, we can deduce that shadows from
pillars on the side of the road are having this effect, seen visually in Fig. 3.3. This angle could
be considered a safety critical edge case, discovered only with the combination of VIL and MIL

simulation techniques.

3.5 Summary

In this work, we leverage the Openpilot perception system and controller for SIL, VIL, and MIL
simulation of SAE L2 autonomous vehicles. We propose a novel VIL setup, in which images
are piped directly from a virtual camera in CARLA to Openpilot, which controls the vehicle
on a single roller dynamometer with steering enabled synchronized wheel speed (SeSwS).
Our VIL setup is compared to an SIL setup against safety and performance metrics, and the
performance of the VIL response is diagnosed with respect to the output of the perception
model. Additionally, a combination approach to simulation is introduced, where the real
dynamic response of VIL simulation is predicted from a MIL simulation strategy. The real-
world accuracy of VIL response, paired with the speed and simplicity of MIL simulation, allow
for a deep exploration of realistic safety-edge cases for autonomous vehicles, with minimized
cost. This combinational approach is used to further explore safety edge cases for our system
around the effects of fog and sun angle.

Our approach in this chapter applies an extremely realistic VIL simulation approach to
capture the dynamic response of the vehicle. While the dynamics of the vehicle are updated in
simulation with a simplistic bicycle model defined by Equations (3.1) to (3.3), the real wheel
speeds and steering angles inform the movement. Additionally, the constraints of CAN bus
latency and other hardware related factors are accounted for. However, the perception system
underlying this research still uses images directly from simulation, and there is assuredly a
noteworthy domain shift gap between CARLA and the physical world. Using the model
architecture defined in Chapter 4, we build on this work in Chapter 5 by replacing the

supercombo perception system with a perception error model (PEM).
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Chapter 4

Fully Embedded Time-Series Generative

Adversarial Networks

4.1 Objective

Generative Adversarial Networks (GANs) should produce synthetic data that fits the underlying
distribution of the data being modeled. For real valued time-series data, this implies the need to
simultaneously capture the static distribution of the data, but also the full temporal distribution
of the data for any potential time horizon. This temporal element produces a more complex
problem that can potentially leave current solutions under-constrained, unstable during training,
or prone to varying degrees of mode collapse. In FETSGAN, entire sequences are translated
directly to the generator’s sampling space using a seq2seq style adversarial autoencoder (AAE),
where adversarial training is used to match the training distribution in both the feature space and
the lower dimensional sampling space. This additional constraint provides a loose assurance
that the temporal distribution of the synthetic samples will not collapse. In addition, the First
Above Threshold (FAT) operator is introduced to supplement the reconstruction of encoded
sequences, which improves training stability and the overall quality of the synthetic data being
generated. These novel contributions demonstrate a significant improvement to the current state
of the art for adversarial learners in qualitative measures of temporal similarity and quantitative

predictive ability of data generated through FETSGAN.
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4.2 Proposed Architecture

Generative modeling is the field of research concerned with producing new and unique data
that is similar to the data that was used to produce the model. More specifically, we can
say that this similarity is defined in terms of the ability to model the underlying distribution
represented by the training data. In the case of sequential vector x;.. with length 7', the data
distribution is characterized by the temporal distribution p(z1, ..., 7). Even with relatively
simple datasets where the vector x; is low dimensional, compounding dependencies in the
temporal distribution increase with 7" until it becomes difficult to measure or even visualize
the similarity or differences between the temporal distributions of the training data and the
generated data. Generative Adversarial Networks (GANs) have demonstrated exceptional
ability in modeling complex distributions such as these. However, GANs are notoriously
difficult to train, with instability often preventing convergence and the final generative models
featuring some degree of mode collapse, where only a portion of the full target distribution is
represented in the synthetic samples.

Like much of the work surrounding GANSs, the novel process presented here provides
additional constraints to the adversarial learning process that regularizes learning, resulting
in greater stability during training, higher quality data, and less susceptibility to mode collapse,
specifically in the temporal distributions. The architecture presented is a modification of
RCGAN][55] or C-RNN-GANT[126] that features a seg2seq style AAE as encoder and decoder
for data generation [58], [127]. The complete model is visualized in Fig. 4.1. There are three
primary benefits to using an adversarial autoencoder. First, there is an additional constraint
that matches the posterior distribution of the encodings to the prior distribution of the samples
at inference time, further combating mode collapse beyond feature-level adversarial training.
Second, the seq2seq encoder is forced to summarize the entire sequence at once, allowing it to
capture relevant time dependencies of arbitrary length. This can be compared to the approach
in the TimeGAN, where the regularizing effect of the teacher-forced supervised losses of the
encodings are only applied one time-step into the future [57]. Finally, the posterior encodings
of adversarial autoencoders are natively interpretable. This allows fine control over the style of
the synthetic data being generated, even in the completely unsupervised learning setting of this

work.
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Figure 4.1: An overview of the FETSGAN training scheme. Above the dashed line, the RNN
style architectures are detailed, showing the model outputs (red) of each network as a function
of the inputs. hid) indicates a hidden state of the network, where d represents the weights
associated with a specific depth and ¢ represents that state any specific time. FC indicates a
fully connected output layer, and these weights are shared for every output across time, i.e.
in the case of the generator z,.;. Below the dashed line, the training flow is visualized. The
mechanisms for producing FETSGAN’s five objective functions are shown in red.
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The decoder in our framework can potentially suffer from the same supervised training
problems as any other autoregressive model where compounding errors over time across
shared weights can cause slow or unstable training, especially during the reconstruction of
long encoded sequences. Typically this is resolved with some variation of teacher-forcing
[128], [129], where the network is provided the ground truth from the previous timestep, and
learns to predict only one timestep into the future. This method often leaves the network with
some degree of exposure bias, where the compounding error of the model’s own predictions
are neglected. Additionally in the context of real-valued time-series generation, statistical
properties in the data may produce harsh local minimums for regression based optimization. In
this work, we do not use an autoregressive decoder at all. Instead, our solution to reconstruction
loss is coined First Above Threshold (FAT) loss. In this scheme, stochastic gradient descent is
only applied to the model parameters at one time instance per generated sequence. This allows
the network to learn progressively longer sequences during training, and can be applied to any
element-wise loss function in a supervised or unsupervised manner. The work described here
is an extension of RCGAN and a reformulation of TimeGAN that utilizes a supervised loss in
the feature space as well as an unsupervised loss on the encodings of the data which produces
improved matching of the temporal distribution of the training data. In addition, FAT loss can
improve the quality of the data being generated, as well as producing a standardizing effect
on the training dynamics. For our experiments, stocks data, energy usage data, metro traffic
data, and a synthetic sine wave dataset are used. The sequences produced are qualitatively
analysed to show significant improvement in preventing mode collapse along the temporal
distribution. In addition, we demonstrate the ability to selectively sample our model at inference
time to produce realistic data of a specific style. Finally, we measure the performance of
our model against the primary adversarial learners in terms of predictive and discriminative
scores. FETSGAN shows significant improvement to these methods in all stated dimensions of

analysis.

4.3 Problem Formulation

Consider the random vector X € X', where individual instances are denoted by . We operate in
a discrete time setting where fixed time intervals exist between samples X, forming sequences

of length T, such that (X, ..., X7) := X;.r € XT. We note that 7' may be a constant value
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or may be a random variable itself, and that the proposed methodology does not differ in either
case. The representative dataset of length /V is given by D = {xn,lzT}le. For convenience,
the subscript n is omitted in further notation.

The data distribution p(X.7) describes the sequences, such that any possible conditional
p(Xy | Xy—y) fort < T'andt —i > 0 is absorbed into p(Xi.7). Thus, the overall learning

objective is to produce the model distribution p(X;.7),

min D(p(Xy.r) || p(X1r)) 4.1)

p

where D is some measure of divergence between the two distributions. We note here
that RCGAN [55] applies adversarial loss that minimizes this divergence directly. In the
following works, higher quality data is generated by supplementing this loss function with
a supervised loss that is more stable [57], or by avoiding adversarial loss altogether [62]. While
the adversarial autoencoder in Section 4.3.1 is intended to supplement and further stabilize
training as well, we also highlight the additional ability of the FAT operator to stabilize the

minimization of this objective on reconstructions in Section 4.3.2.

4.3.1 Adversarial Autoencoder

In order to represent complex temporal relationships, we would like to leverage the ability
to encode the entire time-series as a low dimensional vector in a seq2seq style model. We
introduce the random variable Z € Z as an intermediate encoding for producing p(X;.7). We
also introduce 7);.7 as a random noise vector from a known distribution p, sampled independent
of time. Let p,(Z) be a known prior distribution, the encoder function e : (X7,n7) — Z
have the encoding distribution ¢(Z | Xi.7,m1.7), and the generator (or decoder) function g :
(Z,n7") — X7 have the decoding distribution (X 1.7 | Z, ni.7).

Also, we can define an ideal mapping function that maps sequences to vectors M :
(X7, n") — M, such that Mx = M (Xy.p,m.r) and py(Mx) = p(X1r)py(m.r). The

aggregated posterior can now be defined,

q(Zx) :/ o(Z | Xvr,mr)pm (Mx )dMx 4.2)
Mx
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Similar to Eq. (4.1), encoder training occurs by matching this aggregated posterior distribution

¢(Zx) to an arbitrary prior distribution pz (7).

min D(p.(Z) || g(Zx) @3

The posterior distribution ¢(Zx) is equivalent to the universal approximator function in [58],
where the noise 7); exists to provide stochasticity to the model in the event that not enough exists
in the data D for ¢(Zx ) to match p,(Z) deterministically.

The generator is trained through reconstructing the data distribution p(X;.7) while being

conditioned on the encodings.

m}nD<p(X1T> H ﬁ(XltT | ZX?ﬂl:T))) (44)

p

If divergence is minimized in Eq. (4.3) and Eq. (4.4), then the encoder is able to perfectly
replicate the prior distribution, and the generator is perfectly able to reconstruct X.r, resulting
in a complete model of p(X;.77) when the prior distribution p,(Z) is sampled and decoded at

inference time.

4.3.2 First Above Threshold (FAT) Operator

In our formulation, the generator model minimizes two measures of divergence. First, there
is the direct matching of the target distribution through adversarial training, characterized by
Eq. (4.1). Then, there is the secondary reconstruction loss from the intermediate encodings,
characterized by Eq. (4.4). Reconstructions of time series data are denoted Z1.7 = g(e(z1.7)).

The simplest loss function to enforce reconstruction of the original data might be,

L=Eaprrp( > Iz —z) (4.5)
t

where this objective is minimized in tandem by the generator and the encoder. This may
prove to be challenging as our generator model is not an auto regressive model. It takes the
intermediate encodings as input at every timestep, as shown in Fig. 4.1. This reduces the
possibility of a vanishing gradient to the encoder itself, and also prevents the generator from

forgetting the initial encoding for long sequences. This does, however, make learning through
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reconstruction more difficult due to the inability to incorporate teacher forcing methods. In
addition, time-series reconstruction with real-valued data faces the optimization problem of
large local minimums, where the model may collapse into producing only mean values across
any one time-series or the mean of the entire dataset. To alleviate these problems, we propose
the solution of only applying reconstruction loss at one time instance ¢ = 7 in the sequence,

instead of the entire time series at once. Thus, the reconstruction loss,

‘Crecon = Ezlszp(HxT - ETHZ) (46)

trains the generator in a supervised manner. The question remains which time instance 7 to
choose. We propose a simple solution. Prior to training, we define a real-valued threshold
€, such that any error that has compounded to produce the reconstruction x; is acceptable so
long as ||z; — 7;||* < e. In this way, time-series reconstructions are progressively learned
from short-term to long-term, instead of all at once. To this end, the First Above Threshold
(FAT) operator is introduced. This operator takes as input a sequence /1.7 and a threshold e,
such that the minimum value for ¢ is returned where [; > ¢. In the event that [; < eVt € T,

FAT,(ly.1, €) = arg max,(l1.7). With this newly defined operator,
7 = FAT(||lz; — Z¢||%, €) 4.7)

defines 7, thus defining the complete form of Eq. (4.6). The benefits are two fold. First, a
progressive learning approach stabilizes the early portion of training, as the objective function
may be less likely to become stuck at a local minimum while trying to encode and reconstruct
long sequences all at once. Second, updating the parameters corresponding to only one time
instance at a time has a regularizing effect by providing a more granular gradient that is
less likely to interfere with the adversarial training for both the encoder and generator. The
combination of both of these effects are demonstrated in Fig. 4.2, as the training dynamics of
the model are compared between using the reconstruction loss of Eq. (4.5) and Eq. (4.6). We
show that the application of the objective in Eq. (4.6) actually minimizes the loss of Eq. (4.5)
more effectively than applying it directly in the sines dataset. The efficacy of the FAT, operator

can be expected to grow with longer, more complex sequences.
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Figure 4.2: A demonstration of the utility of the FAT operation is shown for the Sines dataset.
For the encoding and reconstruction of Z1.7 = g(e(x1.r)), the reconstruction objectives of
Eq. (4.5) and Eq. (4.6) are compared for the sines dataset. The average value for each epoch in
200 epochs of training is plotted. Here, training occurs under the complete model objective
of Eq. (4.12). In the first row, we can see that the model is unable to apply adversarial
learning and simultaneously learn the proper encodings to reconstruct x,.; under Eq. (4.5).
This causes the optimization to immediately fall into a local minimum. With 7 gradually
increasing to progressively learn longer sequences in the second row, the FAT; operation
facilitates minimizing reconstruction loss better than applying Eq. (4.5) directly.
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4.3.3 Complete Model

Time series data collected in the physical world such as sensor measurements will have some
degree of stochasticity. We cannot replicate this stochasticity using a reconstruction objective
alone. To this end, we introduce the feature space discriminator d, : X7 — YT which maps
sequences to classifications, such that y,.7 = d(z1.7) and 1.7 = d(Z1.7). This loss is applied
to the reconstructions 1.7, such that the objective can be minimized both through the encoder
and the generator. In the Least Squares GAN form, the objective function of the discriminator

described by,

1
Lig 2 3?1 T~p Z ||1 - yt” 961 7~p Z HytH (4.8)

1
Liz= 5Bz Zul —91%) (4.9)

We now introduce the encoding discriminator d, : Z — )z such that y, = d.(z) and
U, = d.(2). Also in the LSGAN form,
Edz

EZsz( 1 - yz||2) +

1 1

—E. (4.7 4.1
. S g (16 1°) (4.10)
1

Le, = 2 Z:r""](“l - yzH ) (4.11)

describe the objective functions for the discriminator and encoder, respectively.

Putting everything together, there are three measures of divergence we will minimize
with our complete model. The adversarial training between the objective functions described
by Eq. (4.8) and Eq. (4.9) minimize Eq. (4.1) directly, where D is the y>-divergence in
the LSGAN formulation. The adversarial training described by the objective functions
Eq. (4.10) and Eq. (4.11) apply to the divergence of Eq. (4.3), also minimizing x2-divergence
of the intermediate encodings. Finally, Eq. (4.6) corresponds to Eq. (4.4), minimizing the

Kullback—Leibler (KL) divergence through maximum likelihood (ML) supervised training. In
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total, all parameter optimization occurs through,

min min(A Lyecon + Lez + A2 L)

€ g

n}ln(ﬁdz)

z

min (L)

T

(4.12)

thus describing the complete objective of the FETSGAN architecture.

4.4 Implementation

The hyperparameters of the model are \;, Ay, and €. Additionally, while not described in
notation, the dimensionality of p, and p, are also parameters of the model. In terms of
tuning these values, p, should generally correspond to the estimated complexity of the input
signals while p, should correspond to the complexity of the noise. Overestimating these values
may simply lead to more complex encodings than are required, and potentially more unstable
learning in the embedding space described by Egs. (4.10) and (4.11). A; and )\, depend
primarily on the scaling of the data. In our experiments, all data is normalized between (—1, 1).
Finally, € should be chosen based on the model’s use-case regarding what amount of error is
acceptable in reconstruction. In other words, this value represents the amount of error tolerable
for the signal, where any error under this value can be considered stochastic noise subject to
adversarial feature space learning. All hyperparameters are fairly robust. To demonstrate this,
the parameters are fixed for all experiments. The primary parameters are \; = 10, Ay = 1, and
€ = 0.1. The prior distribution p, and the noise distribution p, contain four dimensions, and
both are sampled from p., p,, ~ U(—1,1). All models are trained with the Adam optimization
strategy [130], where the learning rate for the generator, encoder and both discriminators is
0.001. These learning rates decay exponentially in the last 10% of epochs. The full model
implementation in Pytorch and instructions for experimental reproduction are provided in the

link. [*]

*https://github.com/jbeck9/FETSGAN
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4.4.1 Experimental Setup & Datasets

For our experiments, we compare the performance of our model primarily against TimeGAN
[57] and RCGAN [55]. As a baseline comparison, we have also included a purely autore-
gressive method that was trained using only teacher forcing. The methods of [61, 62, 63] are
omitted at the time of writing due to a lack of available implementations for reproduction.
Due to those limitations, we limit the scope of our conclusions to time series models with
adversarial learning applied directly to the feature space, or low dimensional encodings of the
feature space.

The efficacy of our model is shown along three dimensions. First, we demonstrate the
qualitative similarity between the original data and our generated data in Section 4.4.2. Then,
we demonstrate the unique ability of our method to interpret the prior sampling distribution
as a way of providing selective samples that are similar in style to specific samples from the
original dataset in Section 4.4.3. Finally, we demonstrate that under strenuous classification
and prediction tasks, our method holds state of the art performance among adversarial learners
that apply directly on the feature space for time series data in Section 4.4.4.

We use three primary datasets for analysis. First, we generate a one dimensional sines
dataset of length 7" = 100, where the amplitude, frequency, and phase for each sequence are
sampled from a uniform distribution. We also use the six-dimensional historical Google stocks
dataset, containing stock price information from 2004 to 2019 of various lengths 7'. This
dataset is provided directly in the code repository. Finally, we use 6 dimensions of the UCI
Appliances energy dataset [131] and real-valued traffic and weather data from the UCI Metro

Interstate dataset [132].

4.4.2 Distribution Matching

Visualizing synthetic data generated from an adversarial learning process is important to
analyze the extent of mode collapse that may have occurred. This task is tricky for time
series data, as it is possible that temporal mode collapse could exist, but be obscured if
the temporal dimension is flattened for analysis. In the case of the sines dataset, we can
reduce the sequences to a single dimension by simply capturing the dominant frequency in
the sequence, using the Discrete Fourier Transform (DFT). Here, the dominant frequency

is given by argmax; DFT(zy.1). Since the original data consists of a sine wave with
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a single frequency, this provides a valid analysis of the entire sequence. The amplitude
and phase of the corresponding dominant frequency are taken as well. A histogram can
then be produced, comparing the distribution of frequencies, amplitudes, and phases in each
dataset. For the stocks and energy datasets, we settled for a visual comparison in the flattened
temporal dimension using TSNE visualization [133], repeating the procedure reported in [57].
The results of these visualizations are shown in Fig. 4.3. While the results for TimeGAN
generally match what is shown in [57], FETSGAN demonstrates a substantial improvement
over TimeGAN, RCGAN, and the baseline autoregressive models in matching the underlying

distribution for all datasets used.

4.4.3 Selective Sampling

There is an obvious use case that at inference time, perhaps there is a need to produce a specific
style of data, or to sample from a specific portion of the data distribution p(X;.7). Because
our model forces dimensionality reduction through an encoder that is forced to match ¢ to
P, we can leverage spatial relationships in the latent space z to selectively sample from the
prior distribution p, at inference time. This allows us to produce synthetic data that retains a
specific style. To demonstrate this, three sine waves were taken from the data, corresponding
to sequences © = sin(2nw ft) with f = 2,5,8. These sequences were then encoded as z, =
e(z). Finally, new sequences were generated by adding noise to these encodings, such that
z, = g(z: +n), where n ~ N(0,0.1). The results in Fig. 4.4 show that, as expected, spatial
relationships are maintained in the latent space z. We are able to produce synthetic sine waves
that maintain the close relationship to the anchor point x they were sampled near, allowing the

ability to produce synthetic sequences within an expected range of style.

4.4.4 Performance Results

To compare quantitative performance between models, we apply two testing metrics, discrim-
inative score, and predictive score. Discriminative score is measured by training an ad hoc
RNN classifier to discriminate between real dataset and a static synthetic dataset generated
by each model. The best model will have the lowest score 0.5 — pred, corresponding to
how far the predictions were below the decision boundary, where a score of 0 corresponds
to indistinguishable data. In the case of prediction, the “Train on Synthetic, Test on Real”

(TSTR) approach is used [55]. A simple RNN is trained as a forecasting model, predicting 1,
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Figure 4.3: Qualitative visualization results. Sines data is shown on the top row, with the
dominant component of the DFT for each sequence’s frequency, amplitude, and phase (left to
right) is shown as both a histogram and kernel density estimate (KDE). On the bottom row,
we show a TSNE visualization for the stock dataset (left) and energy data (right), following
the same procedure from [57]. In all graphs, real data x;. is shown in blue, synthetic data
Z1.7 (FETSGAN) is in orange, and the synthetic data generated by TimeGAN is shown in red.
FETSGAN produces data that more closely matches the original data by a substantial margin.
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Figure 4.4: A demonstration of selective sampling of the prior distribution p,. Sines data
is shown, where 100 random samples z;, were taken near the encodings of three sine waves
with frequencies f = 2,5, 8 and then fed to the generator. Similar to 4.3, the corresponding
histogram and KDE plot for DFT'(g(z,)) is shown on the left. Projections of the intermediate
encodings are shown on the right, demonstrating spatial interpretability.
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3, and 5 steps into the future, given the sequence x;., for any valid step where ¢ + step < T'
on synthetic data. Then, MAE prediction error from the trained model is measured on the
real dataset. The best model is the one which produces the lowest prediction error on real
data. Whenever the model under test calls for an RNN style network, a Gated Recurrent Unit
(GRU) of 64 cells and 3 layers was used. For each architecture, 3 models were trained, and
sampled 5 times. Thus, 15 tests were conducted for each value in Table 4.1. Training for all
models occurred under 1000 epochs using the Adam optimizer with a learning rate of 0.001,
including the classification and prediction models. Variations of FETSGAN are included to
analyze sources of gain. FETSGAN without FAT removes the FAT, operation by replacing
Eq. (4.6) with Eq. (4.5). FETSGAN without FD trains without the feature space discriminator
d,. The complete model scores best in totality, and the variations of the FETSGAN show
statistically significant improvement over RCGAN and TimeGAN in all cases. We note that in
the case of the noisy and lengthy Energy dataset, only the complete FETSGAN model was able
to produce data realistic enough to completely fool the ad-hoc discriminator with a score under
0.1 for all experiments. The number of trainable parameters for each model is also shown in

Table 4.1, which was fixed for all experiments.

4.5 Limitations & Ethical Considerations

Fully embedding time-series data using an adversarial autoencoder ensures the synthetic data
produced more closely matches the full distribution of the target data, and this auto-encoding
reconstruction has a regularizing effect on the adversarial training. However, this also limits the
potential applications of this methodology. Data such as video or language tokens are too highly
dimensional to be reliably reduced to vector embeddings. As such, the realistic use cases are
limited to real-valued time-series signals with relatively low dimensionality. The architecture
chosen in this work was motivated in part by the fact that it is not auto-regressive in nature,
and thus does not suffer from exposure bias. Limiting exposure bias would allow for more
robust use of auto-regressive methods such as attention-based transformers, and constitutes a
promising pathway for future work.

While the applications of our work may not reach the scope and magnitude of other

synthetic data generation models such as large language models (LLMs), they are similar with
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Table 4.1: Predictive & Discriminative Scores. Best scores shown in bold.

Model Metric Sines Energy Stocks Metro

+1Step | .011+£.004 .018+£.002 .047+.003 .093 % .002

T-Forcing | +3Step | .083+.010 .028 +£.002 .064 +.006 .168 + .004
Guisspumeers | 45 Step | 421 +.220 034 +.003 .084 +.014 223+ .013
Dis. Score | .494 +.008 246 +.053 .243+.031 .264 +.021

+1Step | .011+£.002 .035+.007 .026+.001 .065+.002

RCGAN | +3 Step 038 £.010 .045+£.007 .073£.020 .134 £.003
@Tpumeer | 45 Step | 073 +£.020 054 +.008 .094 +.026 .180 & .003
Dis. Score | .467 & .040 490+ .011 459+ .018 .114 +.031

+1Step | .046 £.043 .021+.002 .039+.001 .146+ .038

TimeGAN | +3Step | .133+£.121 .026 £.001 .048 +.002 .271 4 .047
Grssspmmeery | 45 Step | 167 +£.132  .031+£.001 .053 4+.002 .330 & .054
Dis. Score | .317+.105 .164+.066 .2684+.054 .374+.104

+1Step | .016 £.004 .025+.003 .030+.001 .063 =+ .001

FETSGAN | 413 Step | .0414.006 .029+.001 .039+.002 .124 +.002
MIOFAT | 5 Step | .058+.008 .032+.001 .042+.001 .165+.002
Dis. Score | .249 4+ .125 237+ .114 .055+.032 .056 + .031

+1Step | .008+£.005 .018+£.002 .031+.002 .077+.003

FETSGAN | 13Step | .0194.004 .0264.001 .0374.001 .155+ .008
WOED s Step | .028+.003 .0314+.002 .041+.002 192+ .006
Dis. Score | .002 4 .007 .189 +.041 .086+.031 .1224 .066

+1Step | .007£.006 .016+.001 .026+.001 .062 =+ .001

FETSGAN | +3 Step 017 £.005 .023 +.001 .036 + .001 .128 +.002
Cssopmmery | 45 Sten | 026 & .003 028 +.001 .040 +.001 .169 & .001
Dis. Score | .001 £ .004 .030+.012 .005 =+ .007 .025+.014
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respect to the ethical considerations highlighted in [70]. Our methodology can straightfor-
wardly be used to produce synthetic datasets where privacy is a concern within the original data.
The primary responsibility for using this methodology and those like it is to ensure it is made
explicitly clear that the data produced is synthetic. Additionally, the creator of the model should
thoroughly ensure it sufficiently matches the distributions of the target data before applying it

to problems with real-world impact.

4.6 Summary

In this chapter we introduce FETSGAN, a novel approach to real-valued time series generation
that combines feature space adversarial learning with the adversarial autoencoder framework.
In addition, we introduce the FAT operator, which provides a regularizing effect on training
complex temporal sequences that are produced from an intermediate encoding. Finally, the
method shown here provides an interpretable latent space, allowing higher flexibility for
selective sampling at inference time. We demonstrate significant improvement over current
adversarial methods applied directly to the feature space or encodings thereof. In future work,
we intend to leverage the accuracy and interpretability of this model on a variety of datasets
to demonstrate real world utility for synthetic data to aid in various applied machine learning

models in forecasting and classification.
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Chapter 5

Improving Realism Through Perception

Error Models

5.1 Objective

In this chapter, we introduce a perception error model (PEM) based on the FETSGAN
architecture from Chapter 4. In our formulation, the perception error model can be considered
a “probabilistic model of a perception model”. Here, the perception model under scrutiny is
the pre-trained supercombo model [90] provided by the open-source openpilot SAE Level 2
self-driving platform. Our FETSGAN based PEM is trained using the CommaZ2kl9 dataset
[134], which provides video and radar information for a wide range of conditions best fitted
for an adaptive cruise control driving setting. Once trained, we compare the output of our
PEM model against the performance of Supercombo on the real dataset, making some relevant
assertions for the realism of our approach. We then use our PEM in a simulated environment,
borrowing much of the methodology from Chapter 3. Ultimately, this allows for two major
points of understanding. First, we are able to use the PEM to get a sense of the domain shift
error within CARLA whenever the vision-based system is used natively, highlighting the utility
of our approach. Second, with a higher amount of sampling than what is present in Chapter 3,
we are able to leverage the probabilistic nature of our model to provide stronger assertions to

the safety performance of the vehicle across a broad spectrum of conditions.
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5.2 Problem Formulation

5.2.1 Modified FETSGAN

In Section 4.3, we outline the problem formulation for fully embedded time-series generative
adversarial networks. For our implementation of perception error models using FETSGAN,
we make some minor adjustments to the formulation of the problem. We still consider real-
valued time-series signals, denoted as (Xi,..., Xr) := Xj.r € X T In our context, these
time series signals X;.r are the perception error terms that define the output of our modified
perception system, formally defined in the next section. We also introduce in notation S € S,
where individual instances are denoted as s. Here, S denotes supplementary information that
may be useful in producing the model distribution p(X.7). In the context of our PEM, this is
generally information easily available to us both in simulation as well as the real-world dataset
being modeled, such as ground truth labels. These signals are still denoted as time-series
signals that have pair-wise mappings to X, denoted by [(X1,.S1), ..., (X7, S7)] := (X, S)1.r €
(X,S )T. It is possible that some supplementary information is categorized as a descriptor of
the entire sequence, and is not time-series in nature, such as what is described in [57]. For
the sake of simplicity, we still encode this information as a constant-valued time-series, such
that s, = so forall ¢ € N. Just as in Section 4.3, The data distribution p(X;.7) describes the
distribution of the target sequence, which is perception errors in this context. Now, we define
this distribution such that any possible conditional p(X; | S;—;, X;—;) fort < T andt —i > 0
is absorbed into p(X;.7). At this point, the divergence measure described in Eq. (4.1) applies
identically, as well as the rest of the formulation that culminates in the total objective function
of Eq. (4.12).

In addition to the conditional vector S;, we also introduce a binary detection variable to
our model formulation that is not present in the real-valued signals of Chapter 4. We denote
the binary perception model output b§p ) as the presence of a detected lead vehicle. Meanwhile,
z%ip ) is the output of our PEM, and is real-valued between 0 and 1. As is common in literature,
we also introduce the threshold 6 to discretize ng ), where B,Ep ) > 6 is considered a detection,
and ZA)EP ) < 0 is considered a missed detection. This model output is trained on mean binary
cross entropy loss [135], and this loss can be added as A\;L; to the objective Eq. (4.12). For

simplicity, the hyper-parameter )\, is borrowed from the reconstruction loss term.

77



5.2.2 Perception Error Models

In this work we consider two different perception models. First, is the vision-based perception
system. We define this model as the subsystem that takes in high dimensional sensor data from

the environment, and produces low dimensional labels.

Y = Per(Sen(Env)) (5.1

These labels can take the form of bounding box coordinates, depth estimations, or any other
value that is informative for vehicle control. Here, Y is a random variable that represents an
approximation of the ”ground truth” label Y. The distribution of Y can be described in notation
as p(Y). When the perception system was formed, some measure of divergence between p(Y")
and p(Y’) was reduced. However, there is inevitably some amount of error X in our perception

labels Y.

Y=Y -X 5.2)

The error term, denoted once again by the random variable X from Section 5.2.1, provides
an alternative method for producing perception labels Y. With this method, we can replicate
the behavior of the perception system within a virtual simulation, while also circumventing the
domain shift error from real world sensors Sen, and real environments EFnv from Eq. (5.1).
Instead, we are left only with the ground-truth labels Y, which have little to no domain shift
error between the real world and virtual simulation. We note that the error term X is almost
certainly going to be probabilistic in nature, due to the perception model p(Y") being trained on
principles of regression that produce Gaussian residuals. In virtual simulation, the ground-truth
label Y is readily available for any type of label. Given this fact, we can simply approximate the
perception system in Eq. (5.1) by producing the distribution p(.X ), restated as p(X;.1) for real-
valued time-series error signals, and applying Eq. (5.2). Conceptually, we coin this concept as
a “model of a model”, where a probabilistic error model p(.X) is used to model the perception

system p(Y).
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5.3 Methodology

5.3.1 Perception Model & Dataset

In this section, we define the specifics of our perception model under test, and the methodology
for producing the dataset required to train the perception error model outlined in Section 5.2.2.
We start by analyzing the supercombo perception model. This model takes in as input
consecutive RGB images that are captured at a framerate of 20 Hz. The openpilot perception
stack also features a calibration system, such that the model is robust against slight changes in
extrinsic orientation of the camera, as well as intrinsic changes to field-of-view and resolution.
This calibration procedure was followed for all data using this perception model. There are
two outputs of note from the supercombo model. First, a two-dimensional spline is produced
that represents a prediction of the upcoming lane trajectory. This is the primary input provided
to the lateral control subsystem that affects the steering of the vehicle. Second, the model
produces lead predictions. This lead vehicle information provides an estimate of the speed of
the lead vehicle, as well as the distance between the ego vehicle and the lead vehicle. This
is the primary input of the longitudinal control subsystem of openpilot that affects throttle and
braking. In our implementation, we will allow the lateral perception information to be produced
visually in simulation, as described in Eq. (5.1). We will instead focus solely on the longitudinal
lead information when forming our perception error model. The openpilot controller considers
lead vehicle information by combining the ground truth distance to the lead vehicle dggt) with
a stopping distance for the lead vehicle, derived from vfgt), shown in Eq. (5.3). The estimated

lead vehicle stopping distance d, from the perception model is shown in Eq. (5.4).

2
dy = d + 09" /G (5.3)

N 2
dy = d” + 0P /e (5.4)

Here, the expected maximum deceleration rate of the lead vehicle an.x 1S set by the

controller at a constant of 5m/s> for both Eq. (5.3) and Eq. (5.4). To produce dt, our goal
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is to create a model of the two perception perception outputs di” ) and vfp ), combine them using

Eq. (5.4), and pass this value to the longitudinal openpilot controller.

To produce the model distribution of our PEM p(X.7) described in Section 5.2.2, we must
form training data that describe p(Y") and p(Y'), from which the distribution p(X) is formed
from X = Y — Y. For this purpose, we use the commaZ2kl19 dataset [134]. This dataset features
video feed collected at 20 Hz for over two-thousand one minute long segments. The dataset
also features baseline vehicle information such as speed and steering angle, as well as post-
processed front-facing radar data. Ground-truth labels Y are produced using the radar sensor
data. The radar provides both a distance measurement, and a measurement of the relative speed
between the sensor and the lead vehicle. We also apply additional post-processing in the form of
a one-dimensional discrete Kalman Filter to the radar signal in order to reduce small amounts of
sensor noise and make the signal more similar to the distance and speed measurements that will
be taken in simulation. We describe the ground-truth labels Y; = [0\ KF,(d\""), KF,(v\")].
Here, b§9’f) € {0,1} denotes whether or not a lead vehicle is present within ~ 200 meters in
front of the ego vehicle at time . d§gt> (m) and vfgt’rel) (m/s) denote the radar output at time ¢ for
distance and lead-vehicle speed respectively, while KF; denotes the 1D Kalman filter operation

along the time axis. To produce the absolute speed of the lead vehicle in our representation, we

add the known speed of the vehicle v{**” with the relative speed captured from radar v\?"""

. ¢ torel
every time instance v\%" = (%) 4+ e,

at

Perception output is collected by simply passing the processed images from the comma2k19
dataset and recording the output. A visual overlay of the model onto an example image from
the dataset is shown in Fig. 5.1. Considering the longitudinal lead information from the model,
we define V; = [0, d® v")]. In this case, b’ € {0,1} denotes whether or not a lead
vehicle was detected by the perception system at time t. dip ) (m) and vgp ) (m/s) denote the
model’s estimation of the distance to the lead vehicle, and the model estimation of the lead
vehicle speed, respectively. With Y and Y fully defined, we can now define the error term
X = [bip ), Ady, Avy]. In our case, the presence of a lead vehicle detection bip T simply
copied from the perception output P directly. Also, we define Ad; = KFt(dggt)) — d,§p ) and
Ay, = KFt(vt(gt)) - vt(” ) as the error terms for the distance to the lead vehicle and the absolute
velocity of the lead vehicle, respectively. Making use of additional information, we define the
supplementary information S; = [c, v\%”), KF,(d\*"), KF,(v\*")]. We denote c as the 24-hour

clock time corresponding to ¢t = 0. ¢ € [0, 1] such that 0 corresponds to the local time 00 : 00,
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Figure 5.1: An image from the CommaZ2kl9 dataset. A graphical interpretation of the model’s
output is shown as an overlay, demonstrating the procedure for producing our dataset.
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and 1 corresponds to the local time of 23 : 59. The target distribution p(X; | S;, X;_;) is now
represented by our dataset D = {(z, s),, 1.7 }2_,. With all variables fully defined, we can now
refer back to our objective. The PEM model described in Section 5.4 produces the approximate
distribution p(X;.7), such that p(X; | S;, X; ;) fort < T and t — ¢ > 0 is absorbed into

p(X1.7). Synthetically produced time-series error signals from our PEM are denoted as )A(():T.

5.3.2 Simulation Strategies

The simulation strategy in this work follows the simulation strategies of Section 3.2 closely.
Once again, we propose virtual simulation using a vehicle-in-the-loop (VIL) strategy that is
supplemented with software-in-the-loop (SIL) and model-in-the-loop (MIL) approaches. In our
SIL strategy, the vehicle dynamics are modeled in CARLA, and the CAN bus communication
required for our implementation of openpilot to function is simulated in software. In VIL
simulation, virtual simulation is applied on a real vehicle. The dynamic response of the vehicle
is measured through the CAN bus communication, and the position of the vehicle in simulation
is updated using the bicycle model of Egs. (3.1) to (3.3). VIL simulation is performed using a
steering-enabled dynamometer, shown in Fig. 3.2. To measure the output of the PEM model in
MIL simulation we do not need simulated image input, as is described in Section 3.2. Instead,
we only need to provide a predefined conditional vector Sy.r, and a random sample from the
encoding space p,. These requirements are straightforward to produce, and allow for a much
higher number of MIL experiments to be performed in comparison to both of the closed-loop
VIL and SIL simulation strategies.

In all of our simulations, lateral control is always handled from visual information using
the paradigm described in Eq. (5.1). Camera images are taken at each time instance, using the
detected lanes to inform the openpilot controller. For perception related to longitudinal control,
we consider three types perception strategies, applicable to both VIL and SIL simulation

approaches:

* Visual VIS: Lead information from the model is produced visually, as intended in the
Vision Only Adaptive Cruise Control (VOACC) functionality within openpilot. Perception
is conducted strictly according to Eq. (5.1), and visual domain shift error is present. In
this case, we denote the error term Xt(sm). This additional notation is done to highlight

(sim)

the possibility that domain shift error may exist in p(X;. ), such that there is substantial

deviation from p(X;.r). All vision-based experimental runs were conducted with the Clear
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conditions, described in Section 3.3. We also note that the intrinsic values and calibrations
of the camera were modified in this work. While we used default camera properties for the
controller in Chapter 3, we modified these properties in this work to more closely match the

camera intrinsics used to produce the CommaZ2kl9 dataset [134].

* Ground Truth GT: Here, X; = [1,0, 0] for all of ¢. This represents a best-case scenario with
respect to the perception system, where there is no error present at all. With this approach,
any dangerous behavior or variance in vehicle response can be confidently attributed to the

control strategy or hardware related latency.

* Perception Error Model PEM: Most noteworthy, our PEM strategy provides the probabilistic
model of our perception system under test. During experimental inference, the error term
X, = [Eip ), AAdt, AAUt] is the output from our trained model. We also provide as input to our

(gt) d(gt) v §890)]

PEM model the supplementary vector S; = [c, v, " . Here, c is defined as part of

the experimental setup, while v\?”, d'*", and v\**°) are measured directly within the CARLA
simulator. The error term is applied to the ground-truth label according to Eq. (5.2), and the
resulting detection information is passed to the controller. In the case of our model predicting

a missed detection, Ad; and Av, are disregarded, and a flag is passed to the longitudinal

controller indicating that no lead vehicle is present.

5.3.3 Experimental Setup

The purpose of the experiments in this work is to test the adaptive cruise control behavior of
openpilot while highlighting the benefits of our PEM methodology. Because lateral perception
and lane-keeping are accomplished through visual cues, we don’t feature experiments that
test these systems for failure. Instead, we focus on longitudinal scenarios that will give us
a more complete understanding of how the perception system affects throttle, braking, and
dynamic response. For this purpose, all experiments are conducted on a straight road leading
up to a stop, shown in Fig. 5.2. For the VIL experiments, we once again used the Stopping
experiments defined Section 3.3, where a lead vehicle is stationary in the road, while the ego
vehicle approaches from behind. This testing procedure is simple to implement, and provides
a straightforward experimental setup for comparing the perception and response of our three

different types of perception systems, defined in Section 5.3.2.
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For the SIL experiments, we broadened the scope of the experiments to analyze the behavior
of our PEM and the openpilot response to stopping conditions with a moving lead vehicle. The
first testing parameter in these experiments is the initial speed of the lead vehicle, which is
equivalent to the ego vehicle vt(i%o) = v4—o. The second parameter defining our experimental
setup is the following time FT. The initial lead distance between the vehicles is inferred from
d\%) = v{) &« FT,_o. We test the behavior of the ego vehicle with PEM-based perception
under the conditions v,—g = {20mph, 30mph, 40mph}. Additionally, we cover three different
following times, ranging from very aggressive to conservative FT,—o = {1.5s,2.5s,3.5s}. In
all SIL experiments, we decelerate the car at a constant rate of agopping = —3m/ s2. The full
experimental setup for the SIL experiments is visualized in Fig. 5.2.

While vision-based experiments were only done with the VIL Stopping experiments,
ground truth runs were conducted for all experiments for both VIL and SIL strategies. To
produce the PEM perception output for the MIL experiments, the MIL conditional vector
S(%IL) was formed from simply measuring the ego and lead vehicle response from the first
run n = 1 of each experiment using ground truth perception. For all MIL experiments, time
of day was set to a random value, chosen uniformly between ¢ = [0,1]. Combining the
dynamic response measurements from the VIL and SIL experiments with the rich sampling
of the encoding space defined by p, in the MIL experiments provides a thorough platform

for understanding the ego vehicle’s longitudinal safety performance across a representative

spectrum of conditions.

5.4 Results

In this section, we highlight the results and impact of our trained perception error model.
To do this, we use two distinct approaches. First, the accuracy and realism of the model is
demonstrated by comparing our synthetic error data Xoor directly against the real error dataset
D, where we holistically compare the datasets against qualitative visualizations and quantitative
metrics. In this way, we demonstrate that the model is at least realistic enough that useful
conclusions can be drawn from its implementation. Second, we utilize our PEM model within
openpilot to conduct vehicle simulation experiments, making note of key performance and

safety implications of the vehicle’s response.
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Figure 5.2: The CARLA setting for the SIL experiments is shown. The ego vehicle is shown
in the blue bounding box. The lead vehicle is shown in the orange bounding box. While
controlling for agopping = —3m/ 52, the initial speed of the stopping lead vehicle v,_, and the

starting lead distance d,—q = FT,—g * v§i%°) are varied.
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5.4.1 Training Dynamics

As defined in Chapter 4, the hyperparameters of the FETSGAN model are \;, \o, and ¢, as
well as the dimensionality of p, and p,. In our trained PEM model, we used \; = 0.05,
Ay = 1, and the error limit for the first above threshold (FAT) operation was chosen to be
e = 50. Note that in Chapter 4, all values in each time-series dataset were normalized in the
range [—1,1]. Here, we did not scale the error terms Ad; and Av,. This primarily affects
reconstruction loss and the FAT operation, where \; and € were adjusted accordingly. The
dimensionality of the intermediate encodings p, was 20 dimensions, and the uniform random
noise vector p, was 5 dimensions. All sub-components of the FETSGAN model were trained
with the Adam optimization strategy [130], where the learning rate for the generator, encoder
and both discriminators is 0.0001. Training occurred for 2000 epochs, where final model
tuning occurred with learning rates decaying exponentially in the last 10% of epochs. The
dataset D contained 2200, ten second sequences. Due to some concern about the model over-
fitting this relatively small dataset, a 5% dropout was added to the generator’s hidden layers
during training. Additionally, a small amount of Gaussian noise N (0,0.01) was added to all

dimensions of the conditional vector s; during training.

5.4.2 Model Validation

Before analyzing our PEM in the context of closed-loop vehicle control, we first must verify its
accuracy. To do this, we examine the structure of the temporal signals themselves and visually
ensure the synthetic PEM data matches the training dataset, while discussing the implications
of the signals themselves. Once we believe the temporal profile is captured, we flatten the
temporal dimension of the PEM and perform statistical analysis on the dataset as a whole,

further ensuring it is a good fit of the real error data D.

Temporal Perception Profile

Post-training, we produced a synthetic dataset D. This dataset was formed by using the same
conditional vectors S; from the training set D, but encoding vectors randomly sampled from p,,
following the inference process of Chapter 4. In this way, we can straightforwardly compare
the output of our model with the real perception output, with the size of both datasets being

identical, containing 2200 time-series signals. In Fig. 5.3, we show the raw output of our PEM
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based perception system, denoted by y — % on real-data series from our commaZ2kl9 dataset
D. We compare this output to the actual perception output y — z, as well as the ground-
truth radar data shown as y. Denoting raw model output for just a handful of data samples
is not a quantitative exercise, but it can provide a valuable understanding of what the target
distribution p(X;.7) looks like, and a baseline gauge for how well p(X.7) fits that distribution.
We also provide this visual to demonstrate that the temporal noise profile of p(Xi.7) is quite
complex. To verify that the sequences in D were sufficiently distinct from Gaussian noise,
auto-regressive temporal analysis was performed. Pearson correlation was conducted between
between X, o257 and a signal lagging by 250ms Xg.7_2ss. 95.4% of the signals in D were
determined to show statistically significant correlation, with p < 0.05. Similarly, 93.8% of
the samples in D showed statistically significant temporal correlation. Less accurate temporal
models described in Section 1.2.4, as well as PEM models that simply try to approximate
p(X1.r) with Gaussian sampling, will clearly fail to fully capture this temporal profile. It is
plainly obvious in Fig. 5.3 that error can be quite significant with respect to the ground truth,
and properly modeling this error is key to providing realistic vehicle response with a PEM

model.

Quantitative Analysis

Because the temporal distribution of X.7 is complex and undefined, it is not possible to provide
conclusive metrics indicating that the PEM producing Xo.r matches it. However, We can apply
some statistical exercises to the data to gain further confidence beyond pure visualization that
the datasets sufficiently match. Toward that effort, we can also gain some insights into the
characteristics of the dataset D, beyond the temporal characteristics highlighted in Fig. 5.3.
Here, the temporal dimensions of D and D were flattened, and we performed statistical analysis
only on the feature dimensions.

The quantitative metrics used to compare the real and synthetic datasets are shown in
Table 5.1. First, we used Pearson Correlation to determine the linear relationship between
the absolute error terms of |z1.7|, and the terms of the conditional vector s;. Instead of using
clock-time, we modified ¢ to reflect the lighting conditions. cjg = sin (mc), where 12 : 00
would correspond to a value of 1, while 00 : 00 and 24 : 00 would correspond to 0. Analyzing
the relationships in our real dataset D, we found that there were a handful of weak to moderate

correlations between these variables. Most notably, lead vehicle distance d predicts the absolute
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(a) Lead Distance (raw output). (b) Lead Velocity (raw output).

Figure 5.3: Comparison of Lead Distance and Lead Velocity (raw model outputs) across time
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error terms |Ad| and |Av| at a higher margin than any other relationship. Meanwhile, it is also
noteworthy that lighting appears to have little to no influence on our perception model output
at all. While the correlation values of  may be moderate to low, we can see that our synthetic
dataset captures the relationships, or lack thereof, that exist between these variables. We also
looked at model dropout rate as a predicted response to lighting conditions. While this did seem
to be significant at large distances (digt) > 100m), at the operational range of our experimental
setup (dggt) < 60m), dropout was not a large factor with light conditions playing a minimal
role. Nonetheless, the synthetic data reflected the model’s performance with respect to dropout
accurately.

In Fig. 5.3, we can clearly see visually that the error profile that defines the perception
system according to Eq. (5.2) is not Gaussian in nature on the temporal dimension. However,
other work in perception error modeling such as [96] make a Gaussian error assumption by
producing error terms using Hidden Marcov Models (HMM). While this assumption may
not always be valid, it does provide guarantees that the output of their PEM fits the real
distribution, given a Gaussian definition. The GAN framework used in this work provides no
such guarantees, so it is a useful exercise to analyze the datasets D and D under an assumption
of Gaussian error, and observe how well our PEM model fits the real distribution. This analysis
is shown under the Gaussian Error section of Table 5.1. Given that error correlates most
strongly with distance between the ego vehicle and the lead vehicle, we defined error windows
for both model outputs Ad and Av with respect to d§g " The windows were kept in small 10m
increments, given the experimental setup of the next section. The magnitude of the expected
errors, indicated by the standard deviation SD, generally increases with distance as expected.
We can see that these Gaussian relationships are mostly maintained in the P £ M model, with
little deviation.

In this work, we are not concerned with the statistical difference between the real and
synthetic datasets, given that we know it is highly likely for some difference to exist between
them that is beyond random chance. We are more interested in the practical difference between
them, which can be measured by finding the effect size between the two distributions. The

effect size is indicated most commonly by Cohen’s distance [136]:
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A 1 Mrea12 - ,UPEM2 (5.5)
\/ 3 (SDica + SDpgw)

where 11 is the mean and SD is the standard deviation. Cohen’s distance can be interpreted
as a measurement of similarity between two distributions that is inversely proportional to the
amount of overlap those distributions have. In our case, firea, fpEM> SDrea, and SDpgy were
taken for all dggt) < 50m. We found d.open = 0.008 for detected distance error Ad, and
deohen = 0.004 for detected lead speed error Av, which corresponds to 99.55% and 99.77%
overlap between the real and synthetic distributions for detected distance error and detected lead
speed error, respectively. These are extremely small effect sizes. While interpreting Cohen’s
distance is application dependent, most values under 0.2 are considered minimal [136]. This
indicates that even when placing Gaussian assumptions on our PEM model, we still match the

original distribution very accurately.

5.4.3 Vehicle Response

Through VIL simulation in Section 5.4.3, we can get a baseline understanding of how
perception error relates to the physical vehicle’s response. This allows us to view a more
complete picture of the variance in vehicle response provided by the PEM. Additionally,
we are able to see how this response relates to the straightforward implementation of the
visual perception system in simulation, as well as the ground truth perception approach.
Ultimately, we are able to quantify how the vehicle responds with respect to the minimum
time to collision ttcy,, and correlate this value against the detection ratio dryean, as described
in Section 3.4. However, the formulation of our PEM conditional vectors Sy.r feature the
relative distance d\%%, speed of the ego vehicle v{%”, the lead vehicle speed v\%. While the
clock time ¢ was not highlighted for these experiments due to the lack of influence at short
distances described in Section 5.4.2, sufficiently testing the other parameters of Sy.7 is critical
to getting a complete understanding of vehicle behavior under similar stopping conditions. The
experiments conducted under SIL conditions in Section 5.4.3 feature a similar adaptive cruise
control stopping maneuver, with varying lead and ego speeds between 20-40 mph, as well

as following distances ranging from a conservative 3.5s to an aggressive 1.5s. While direct
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Table 5.1: Quantitative Comparison: Real D vs. PEM D

Pearson Correlation (7)

Model Output x; Conditional s; Real PEM
Lighting cpgn -0.020 0.036
Distance Error Aq | E20 Speed v 0.163 0.159
Lead Distance d\*” 0.415 0.426
Lead Speed 9" 0.210 0.207
Lighting ciign -0.083 -0.062
Lead Speed Error A | £20 Speed U;eg@( 0.169 0.188
Lead Distance d\*” 0.349 0.343
Lead Speed v\?") 0.328 0.358
Lighting-Dropout Percentage
Lighting Cond. Real PEM
Night 1.49% 1.68%
Dawn/Dusk 1.07% 1.08%
Midday 1.21% 1.14%
Gaussian Error
Model Output 7, | Lead Distance d\*” y RealSD MPEMSD
4 <10 m -0.41 | 2.09 | -0.38 | 1.87
Distance Error Ad | 10m < d\¥” <20m | -0.75 | 3.07 | -0.78 | 3.24
do —0.008 | 20m<d” <30m | -0.67 | 336 | -0.54 | 3.62
30m < d\’ < 40m | -0.16 | 3.59 | -0.1 | 3.39
4\ >40m 136 | 6.6 | 133 | 6.65
49 <10m -0.02 | 0.53 | -0.04 | 0.52
Lead Speed Error Av | 10m < d\%” <20m | 0.43 | 1.04 | 04 |0.98
g 0.004 20m < d\¥) <30m | 0.62 | 1.43 | 0.72 | 1.43
cohen — Y- (gt)
30m < d\’ < 40m | 0.75 | 1.77 | 0.74 | 1.68
4\ >40m 1.44 | 247 | 142 | 2.32
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inferences on physical vehicle behavior cannot be made from the time to collision values of the
SIL experiments, we can still get some insight on the vehicle behavior of each experimental
condition relative to the others, and the SIL response of the ground truth perception output.
For both experimental types, MIL simulations were performed. One of the major axes of our
measured results is the percentage of runs that feature potentially unsafe behavior, or perception
error that could induce unsafe behavior. Given that these are relatively uncommon events, we
deploy MIL simulation in order to produce a large number of samples to shed light on this
information. Using the strong negative correlation between the minimum time to collision and
the mean detection ratio that was discussed in Section 3.4, we use the MIL simulations of our
PEM model to make statistically founded predictions regarding what kind of safety implications

may exist for similar types of driving in a real-world setting.

VIL Analysis- Stopped Lead

In Fig. 5.4, we show response and perception output for the vehicle-in-the-loop setup, reusing
the experimental setup from the Stopping experiments of Section 3.3.1. Experiments were run

using the PEM model, corresponding to y — z, as well as the native visual model, corresponding

(sim) (sim)

toy —x , where z is the error term of the supercombo visual perception system
accounting for potential domain shift error. We also include the dynamic response to ground
truth information, corresponding to X; = [1,0,0]. In Fig. 5.4a, twenty samples N = 20
are taken for our PEM model, while N = 5 for our Vision approach, and N = 5 with our
ground truth approach. Two standard deviations (u — o, 1 + o) are plotted along with the mean
to demonstrate the distribution of responses. While the ground-truth perception is virtually
deterministic, with variation only coming from the introduction of vehicle hardware, we can
see from Fig. 5.4a that the PEM produces significantly more deviation from than repeated
runs using the visual perception system. The mean temporal standard deviation of ego speed
vt(ego) across all samples of the PEM experiments is roughly 3.5 times larger than that of the
vision experiments. We could theoretically bring these distributions in line by testing a more
complete set of visual conditions, but this highlights the purpose of the PEM as it is formulated:
to produce the full distribution of perception conditions that can lead to the full distribution
of possible dynamic responses. We can also see that the visual response is quite different

from the PEM response, even within two standard deviations. The visual perception system

causes the vehicle to reach higher speeds, but also brake more sharply. For diagnosis, we can
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Figure 5.4: Response and perception are shown for the Stopping experiments of Section 3.3.1
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look to Fig. 5.4b and Fig. 5.4c. There, we see that the visual perception system generally
underestimates the distance to the lead vehicle, while overestimating the speed of the lead
vehicle, which is 0 for the entire run. This suggests that running experiments visually may
provide poor data for extrapolation. Even within two standard deviations, the domain shift
error of X t(Sim) could be great enough that the dynamic response is no longer informative of the
performance of the same perception system on real-world data, further highlighting the utility
of the PEM approach.

In Fig. 5.5, we examine the performance metrics for the VIL experiments. We use kernel
density estimates to get an approximated visualization for the distribution of each metric [137].
For ground truth runs, the mean value for each metric is shown with a vertical line. For ttcy,
in Fig. 5.5a, we see that once again the distribution for the visual experimental runs is much
more collapsed than the PEM. The average ttcy;, is also much more conservative than the
PEM generally, while the PEM is mostly centered around the ground truth response, with an
average ttcp, of about 2.5 seconds. We do note that one of the PEM runs resulted in a collision
with the lead vehicle, representing a 5% collision rate in our somewhat limited sample size.
To gain further insight into the vehicle response, we can make use of the procedure defined
in Section 3.4, by examining a predictive metric for our vehicle response. In this case, we
examine the detection ratio drpe.,. As expected, the mean detection ratio is generally higher
than the visual response in Fig. 5.5b. Plotting dryea, against ttcy, in Fig. 5.5¢, we see that
the linear relationship between detection ratio and time-to-collision generally holds, as it did in
Section 3.4. Defining the Pearson correlation between the detection ratio drpea, and the time-to-
collision ttcy, of each run as rg4,, we measure that 74, = —0.93 for the PEM experiments. The
one collision reported in our VIL experimental runs had drye,, > 1.2, affirming that threshold
as a reasonable predictor for dangerous vehicle response and imminent collisions. We can
further leverage this relationship to infer the VIL response from the detection ratio in our MIL
experiments. In 100, 000 MIL experiments using the first ground truth vehicle response n = 1
to form Sé%m), we saw 7.3% of runs end with drye.,, > 1.1, indicating performance that
could produce borderline dangerous behavior. Meanwhile 2.1% of runs featured dryean > 1.2,
indicating a high possibility that the perception system could produce imminent danger. Both

the VIL and MIL experimental metrics for the Stopping experiments are shown in Table 5.2.
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Figure 5.5: Predictive and Performance metrics are analyzed for VIL experiments for all three
experiment types.
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Table 5.2: Predictive & Performance metrics for VIL, SIL, and MIL experiments

Stopping (VIL and MIL)

Perception ttComin dr,ean

Type o SD 1y i SD %>11 %>12

VIS (N=5) 49 0.18 -091 | 0.69 0.01 0.0% 0.0%

GT (N=5) 2.96 0.08 -0.04 | 1.00 N/A 0.0% 0.0%

PEM (N=20) 0.98 0.07 5.0% 5.0%
(MIL) (N=100,000) 3.23 0.97°-0.93 (1.01) (0.08) (7.3%) (2.1%)

Moving Lead (SIL and MIL)
Driving SIL MIL
Type GT PEM PEM
(N=5) (N=50) (N=100,000)
ttCoin ttConin drean

Lead FT | u u SD 1y g SD %>11 %>1.2

Speed " ' '

1.5s | 237 (264 072 -061] 098 0.12 9.0% 5.8%

20 mph 2.5s| 3.19 | 342 099 -085| 1.00 0.15 12.7% 7.8%

35s | 3.68 |399 048 -091 | 1.01 0.11 8.2% 3.4%

1.5s | 2.61 | 280 121 -0.89 | 1.00 0.12 11.2% 7.5%

30 mph 2.5s | 3.44 |382 054 -092| 099 0.08 8.2% 2.7%

35s | 386 |4.11 043 -0.84| 099 0.06 3.3% 0.3%

1.5s | 2.36 | 2.10 1.03 -0.79 | 1.01 0.13 13.4% 8.9%

40 mph 2.5s | 3.26 | 329 051 -093| 1.00 0.07 8.2% 0.6%

358 | 3.66 |3.17 030 -091| 1.00 0.05 2.4% 0.1%
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SIL Analysis- Moving Lead

The performance metrics for our SIL experiments are shown along side the predictive metrics
of our MIL experiments in Table 5.2. The first thing we can highlight is the ttc,,;, values
across the spectrum of conditions. As expected, minimum time to collision generally decreases
with the following time. Additionally, ground truth perception is generally lower for the lower
speed scenarios of 20mph and 30mph. However, this relationship reversed at the highest speed
scenario of 40mph. Openpilot uses detected stopping distance d, to make all longitudinal
control decisions while in adaptive cruise control. We can see from Eq. (5.4) that there is a non-
linear relationship between detected stopping distance d, and detected lead speed vfp ). We can
see from Fig. 5.4 that there appears to be a tendency for the perception model’s to overestimate
the lead vehicle speed in stopping conditions, which may lead to more aggressive stopping
behavior at higher speeds. This speaks to the need to test at a variety of conditions for more
complete insight into the implications of perception model error. In terms of vehicle response,
we also once again see that the correlation between dr,c., and ttc,,;, is generally strong as
well. The SIL controller has a tendency to be more aggressive than the VIL controller, with
more ability to make sudden braking late in a maneuver that could explain why the correlation
rqr 18 slightly weaker in the SIL experiments.

Vehicle response in SIL simulation may give some context to expected safety performance
relative to other conditions in the experimental setup, but the performance metrics garnered
from CARLA-based physics may be too unrealistic to make strong statements regarding what
the performance of a physical vehicle on the road would be under similar circumstances. To
make further inferences for the behavior of a physical vehicle, we examine the MIL predictive
metric under the assumption that the strong negative correlation of 74 will continue to hold.
For all MIL simulations under SIL experimental conditions, 8.2% of runs had dr,,cqe, > 1.1,
indicating behavior that could be approaching danger. Meanwhile, 4.1% of runs had dr,,cq, >
1.2, which could indicate imminent collision. Breaking down the MIL results by experiment,
we see that at low speeds, the number of potentially dangerous runs is generally high across
the board. These experiments with lower speeds correspond to late detections, with shorter
initial lead distances dig:t()). This could indicate that in the fairly rare scenario of detecting the
lead vehicle late (dig:tg < 60m), perception becomes more erratic. For the other experiments,
we see that the percentage of dangerous runs is low for moderate to conservative following

times. However, as following time becomes aggressive, we see a spike in the percentage of

97



MIL simulations overestimating the stopping distance. Putting all of the available information
together, this could indicate a dangerous combination. Time to collision is naturally lower at
high speeds with a shorter following time. That fact is generally independent of the observation
that our perception model has a tendency to overestimate stopping distance at a higher rate for
these speeds. Combining these two observations represents a strong indicator that we have
found a potentially hazard set of scenarios for the openpilot controller, further highlighting the

utility in our methodology.

5.5 Summary & Limitations

In this work, we outline a GAN approach to perception error modeling. We use the deep
learning architecture defined in Chapter 4 to produce a model of perception error for the open
source SAE level 2 openpilot controller. Our PEM is demonstrated to effectively match the
distribution of the original error data both temporally and as a temporally flattened static
dataset. We applied this PEM model in both VIL and SIL simulation modalities in order to
measure the downstream effect of the modeled perception system under closed-loop vehicle
control. Additionally, we were able to leverage the strong correlation between vehicle response
and perception model output to utilize MIL simulation as well. This allowed us to measure the
presence of fairly uncommon failure scenarios at an extremely high number of samples, while
still being able to make statistically justified inferences regarding how common those scenarios
would be for a real-world driving.

There are limitations in this work that prohibit our ability to make broader assertions
regarding the conclusions provided in our results. As it is formulated in this work, the
perception error model can only provide a broad view at the performance of the perception
system under test. To use our methodology for more rigorous edge-case detection, a richer
dataset with more dimensions to the conditional vector S; would provide additional insight into
what causes the perception system to produce error. These perception conditions could then be
delineated from each other in an experimental approach. Similarly, we are limited to testing
the adaptive cruise control subsystem of openpilot. Producing a more thorough dataset with
a more complex perception model and controller would allow this approach to be applied to
more complex automated driving scenarios. Addressing these limitations constitutes a goal for

future data collection and research.
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Chapter 6

Conclusion

6.1 Original Contributions

This dissertation makes several important contributions toward the field of safety validation
and testing of autonomous vehicles by leveraging advanced simulation techniques. The key

contributions can be summarized as follows:

1. A comprehensive framework for analyzing autonomous vehicle sensor data and recon-
structing accident scenarios was developed. This work fills a critical research gap by
providing accident investigators with richer data and context to understand autonomous
vehicle crashes, going beyond basic vehicle information or witness testimony. The
proposed data pipeline and visualization techniques enable a more thorough analysis of

pre-crash conditions and vehicle responses.

2. A novel vehicle-in-the-loop (VIL) simulation platform using a custom dynamometer
setup that allows for highly realistic testing of autonomous vehicle systems was
developed. This platform provides a safe environment to explore edge cases and failure
modes that would be difficult or dangerous to test on public roads. A quantitative
comparison between VIL, software-in-the-loop (SIL), and model-in-the-loop (MIL)
simulations demonstrated the increased fidelity and value of a multi-simulation approach

for edge-case discovery.

3. A new methodology for diagnosing and predicting autonomous vehicle behavior by
analyzing the outputs of the openpilot perception system in relation to vehicle response

was formed. This work established clear causal links between perception errors
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and safety-critical vehicle behaviors, providing valuable insights and an approach for

improving autonomous driving systems.

4. The Fully Embedded Time-Series Generative Adversarial Network (FETSGAN) archi-
tecture was introduced. This novel architecture can be used for generating high-quality
synthetic time-series data. The approach outperformed existing methods in capturing
complex temporal relationships and preventing mode collapse, with applications beyond

autonomous vehicles to fields like medicine, energy management, and sensor simulation.

5. The FETSGAN architecture was used to create a Perception Error Model (PEMs) for
simulating autonomous vehicle perception systems. This approach allows for more
realistic simulation of perception errors without the need to fully replicate complex

sensor data, bridging the gap between simulated and real-world testing.

6.2 Impact

As vehicles with autonomous capabilities continue to be developed, the work described
here can further impact the testing and validation procedures for these vehicles. Complex
methodologies are required to provide thorough safety assurances, and we have outlined
approaches that can utilize virtual simulation to address this difficult problem. Additionally,
the original model architecture of FETSGAN and the specific formulation of our perception
error model have the potential to be further utilized in other fields beyond autonomous vehicle

validation.

6.3 Limitations & Future Work

To expand on this work in the future, more effort should be spent on the realism of the
approaches outlined, and the specifics of how these methodologies can be applied to real
vehicles on the road. With realism gaps, it is difficult to make definitive statements regarding
the results of edge-case testing. While we can speak to the methodology that produced results, it
is imperative that the results from simulation are realistic enough that we can begin to speak on
what real-world edge-cases actually are, and not just the methodologies that can discover them.
Another opportunity for future work is to further expand this approach to vehicle systems being

implemented on real-vehicles. While we focused primarily on the openpilot controller, there is
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much work to be done to create a standardized approach for testing the self-driving capabilities
of many different vehicle make’s and model’s. This will further allow researchers to take these
ideas from the academic space and put practical information into the hands of consumers,

allowing for a higher level of trust as we continue to develop these exciting technologies.
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