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Abstract

This thesis presents the design approach, development and implementation of the
Elders Alert System for Imminent Environmental Risk (EASIER) project, an air
quality monitoring and alert system aiming to improve the health and wellness
of under-served elder communities, as a part of the Tennessee Valley Authority
Connected Communities initiative for Environmental Justice. The EASIER project
provides homes with a fully integrated, connected system capable of real-time air
quality monitoring, notifications and descriptions of potential air quality risks, and
educational material to empower these community members to take charge of their
own air health. Further, EASIER aims to inform relevant family/friends of identified
risks automatically when they are detected. The EASIER system utilises off-the-
shelf components, including Android tablets, AWAIR air quality monitoring systems,
backup wireless access points and batteries, and a central web server to connect
devices and process their data. This thesis describes the project’s goals, its initial
design requirements, the overall system architecture, its implementation, and project
results so far, providing an overview of a scalable architecture capable of educating

and enhancing the environmental health of vulnerable populations.
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Chapter 1

Introduction

In this section, the background and preliminary information regarding this project

will be introduced.

1.1 Project Goals

The focus of this paper is the so-called “EASIER project” (Elders Alert System for
Imminent Environmental Risk), which was accepted after its pilot was submitted to
the “Energy & Environmental Justice” category by the Three3 research nonprofit
under the title “Alerting Elders to Air Quality Health Risks.” The project “pitch”
as described on TVA’s list of pilots summarises its relationship to Environmental
Justice succinctly: “To improve the health and wellness of under-resourced elders,
Three3, Inc. is implementing strategies to improve resiliency to indoor and outdoor
environmental health risks.” From this pitch, there are obvious requirements but also
significant flexibility in regards to development specifics and actual implementation
of such a system. The scope of this paper covers the technical development of
the software and integration of associated hardware, informed by this community’s
heightened need for more accessible and understandable health communication (Weiss

et al. [1995]).



1.2 Initial Design Requirements

This section describes the goals of the EASIER project. This will be done
heuristically, in a few stages with different focuses. Goals of the project as a whole
will be described, predetermined acquired hardware will be described, and a summary

of Three3 provided design requirements will covered in this section.

1.2.1 Goals

The goal of the EASIER project is to furnish each participating home with a fully
integrated, connected system to allow measuring of their home’s air quality. In doing
so, the system should notify the users of potential air quality risks, provide information
regarding potential causes and possible ways to mitigate these risks, and when
necessary contact friends/family /members of the community to notify unaddressed
risks on the individual’s behalf. From these broad goals (in combination with already
acquired hardware and services) implementation specifications were created at the
onset of development, which will be discussed thoroughly in later sections. The
development of Initial Design Requirements did mandate the selection of certain
tools/frameworks/APIs, as this project’s components are often interdependent.
Where relevant, this section will discuss this implementation’s specifically selected
options. However, the modular design of EASIER would allow most of these

components to be interchanged without issue.

1.2.2 Hardware and Services

After the pilot’s acceptance by TVA led to initial funding, prerequisite hardware
and services were acquired for the project. This hardware led to many of the
original software design requirements for the project, though even with hindsight
most decisions would be repeated. Decisions in regards to hardware and service

selection were made by Three3, and were set in stone before the scope of this paper.



However, as these decisions were integral to the implementation of the project and
mandated certain approaches for software creation, they will be briefly covered here in
the “Initial Design Requirements” section, as they have remained mostly unchanged

during the duration of this project. Each home’s system includes the following:

Provided hardware:
e A Samsung tablet running Android
e An AWAIR Element air quality monitoring system
e A mobile hotspot
e A backup battery power supply
Provided services:
e Mobile internet connectivity
e Access to Google services
e Connectivity to the AWAIR professional platform

Each Samsung tablet was equipped with a protective case and screen protector.
Participants are expected to interact regularly with their tablet, often for purposes
outside of this project. To ensure longevity and prevent damage to the tablets, the
tablets are provided to the homes already in these protective cases. Each tablet runs
a recent version of Android and has access to the Google Play Store and other Google
services. A mobile hotspot with an active SIM is included with each system. The
tablets access the internet through this hotspot, as it is not a guarantee that every
participating home (especially in this demographic (Choi and DiNitto [2013])) will
have their own stable wireless internet access point. Lastly, out of desire to ensure
system stability, all units are connected to a battery backup power supply, allowing

the system to continue operating even when mains power is unavailable.



1.2.3 Three3 Design Requirements

Some broad design requirements were specified by Three3 at the onset of this project.

These requirements described desired features and outcomes for the project.

e The system should be accessible from the tablets.

e The system should be able to communicate with the AWAIR Element air quality

monitoring system to receive air quality information.

e The system should relay this information to the user in an easy to understand

way.

e The system should generate alerts when the measured air quality information

violates a set of “rules” indicating a potential health risk.
e These alerts should be provided to the user as quickly as possible.

e These alerts should also be able to be provided to opted-in social network

contacts (who do not have direct access to the system) by some means.

These requirements leave ample room for flexibility in implementation. A
keen reader might understand this flexibility from the wording of the first design
requirement: “the system should be accessible from the tablets”, which itself does not
even explicitly define the obvious implementation choice of an Android application,
or the final requirement’s lack of inclusion of a specific communication channel.
The great flexibility in requirements of this project allowed exploration of new and
interesting approaches to this full-stack system implementation, but also led to a fair

amount of changes made to the implementation as it progressed.



1.3 Definitions and Terms

Before continuing to more specific content of this paper, there are some frequently
used, project-specific terms that must be understood. This section presents definitions

of terms that have meanings specific to this project that may be ambiguous otherwise.

e Alert Rule: A document defining a number of air quality ”alert rules” was
created for this project. These alert rules describe things like upper and lower
temperature thresholds, pollution thresholds, and other relevant factors. These
alert rules were designed by collaborating air quality experts. An alert rule is

one specific "threshold” that may generate an alert.

e Alert: An alert is generated when a given alert rule is violated. For example,
if an alert rule exists for exceeding a temperature of 90 degrees, a single alert
would be generated if a temperature of 91 degrees is measured. From a technical
perspective, in this project description, an alert may refer to this conceptual
alert, or to the actual implemented code-based "object”, or potentially a

database entry created when an alert is generated.

e System: A system (or "unit”) is the fully integrated tablet/sensor/backup

package that is installed in participating homes.

e Social Network: Participants in the EASTER project are encouraged to specify
opted-in contacts (usually family or friends) that will receive high-risk alerts

automatically.

e AQI: Air Quality Information. Temperature, humidity, pollutant concentra-

tions, etc.

e Push Alert: A notification (usually containing information generated with an
alert) sent to the Samsung tablet as a ”push notification” via the Google Cloud

Messaging Service.



e In-app Alert: A notification (usually containing information generated with

an alert) sent to the Samsung tablet via our own API.

e SMS Alert: A notification (usually containing information generated with an

alert) sent to a user’s social network via the Twilio SMS API.

e EASIER Web Server (EWS): The EASIER Web Server, as defined in the
General Architecture (2.2.1) may be referred to as EWS or FASIER Central

Server throughout this paper.

e EASIER Homes Panel: The EASIER Homes Panel is a web based
application developed to run on the EASIER Web Server to allow team members
to interact with the server. Specifically, features like adding new sensor IDs and
other home information to the database, editing existing entries, adjusting Alert
Rule thresholds, viewing recorded data, and performing test actions like API
calls that are typically automated. Most of the Homes Panel was designed to
be used by non-technical team members, so creating an easy to understand,

responsive user interface was critical.

1.4 Specifications

1.4.1 Software Development Platform

As the primary means of user interaction for this project is via the Samsung tablets,
development of an Android application was deemed ideal. Historically, Android
application development has been rather cumbersome and limiting. Further, in the
case that the application needed to be made available on other devices (like in the
case that a different type of tablet was chosen for future systems), traditionally there
would be a need for work to be completed in order to create executables for other
platforms. For this reason, Flutter was selected as the primary software development

platform for the EASIER mobile application.



Flutter is a software development kit created by Google. Google describes
Flutter as their “UI toolkit for building beautiful, natively compiled applications for
mobile, web, and desktop from a single codebase” (Google [2024]). In short, Flutter
allows one codebase to compile to applications for multiple platforms with consistent
UL Compiling an application to a different platform typically requires little or no
modification (with the exception of specific device-dependent tools). With Flutter,
application builds work out of the box on not only the targeted Samsung tablet
with its large screen size, but typical Android phones, allowing easier testing and
onboarding of new team members. Additionally, the application can be tested on a
Windows (or Mac or Linux) PC without need for cumbersome emulation software.
Lastly, should the team decide to provide non-Android tablets (like iPads) to homes,
minimal modifications to the application’s source code would enable all necessary
functionality for the EASIER system. Flutter projects are primarily coded in the
Dart programming language. Dart, also developed by Google, is object-oriented and

class-based, and has syntax that is familiar to most experienced programmers.

1.4.2 Software Distribution Platform

Since many of the users are unfamiliar with operating an Android device, it was
determined that there is a need to implement a system to automatically install
application updates to users’ devices. Therefore, distribution of the EASIER
application is conducted via the Google Play Store and its associated services. To
enable distribution and updating via the Google Play Store, a Google Play developer
account was created for the project. Via this account, the application is made
available on the Google Play store publicly. This required Google approval, which
was quickly granted. While it is perhaps a security risk to expose the application to
the general public, the application is of little use to any who might come across the
application without device API keys which are manually entered in the application

settings after install.



1.4.3 Remote Web Server

Rather than requiring each Android device to persistently send HTTP requests to
AWAIR’s servers for fetching measurements from air quality sensors, a central web
server (referred to in this paper as the EASIER Central Server, EASIER Web Server
or EASIER Remote Web Server) was created to function as an intermediary. This
was found beneficial for multiple reasons: hard-coding Alert Rules into the Flutter
source code is not ideal as Alert Rules may need to be adjusted or added/removed
at any time. Further, if Alert Rules were implemented on a remote web server and
each device polled the AWAIR server for sensor data on its own, each device would
need to fetch its sensor data, send it to the EASIER server to determine if an alert
needed to be generated, and receive said alert back from the server (via some sort of
REST-API or similar). This would be a very complex implementation that would rely
on the application being active so each device could send multiple requests every few
seconds to both our and AWAIR’s server. With these factors in mind, the EASIER
Remote Web Server was created. The EASIER Server handles all communication with
AWAIR’s API (as well as the notification APIs) and processing of alerts and alert
rules. Every few minutes, the server requests air quality information across all devices.
The server then generates alerts according to alert rules stored on the server (allowing
rules to be changed dynamically), and sends Push/SMS notifications when applicable.
Using this approach, all collected sensor data is centrally available, Alert Rules can
be changed and examined instantaneously, and updates to alert and API logic can
be changed independent of the Android devices. Data collection, alert generation,
and notifications are carried out regardless of Android device activity/connectivity,
enabling full functionality even when users are away from the application. When
the application is open, the Flutter application can contact the EASIER Server
over HTTP to request any generated alerts and other information that needs to be
displayed. This asynchronous approach scaleably manages communications between

multiple servers, making implementation of notifications and per-home alert rules



straightforward. For the Remote Web Server implementation, a simple Apache based

commercial shared web hosting platform is used. Core feature requirements include:

e The ability to create and interact with databases. EASIER utilised MySQL

databases.
e Server-side scripting . EASIER relies mostly on PHP.

e The ability to respond to and send HTTP requests of some sort. Apache and
PHP support GET/POST style requests.

e Automation support. EASIER uses Cron Jobs to accomplish automation.

1.4.4 Device Messaging Platform

When the EASIER application is open, frequent HT'TP requests are sent to the
EASIER server, which allows in-app notifications to be implemented simply: if the
HTTP request returns an alert, then logic in Flutter opens a popup window to convey
the necessary information. This technique is dependent on the application being
active to send HTTP requests. However, most users will not constantly have the
application open and active for many reasons. Thus, some sort of non-application
dependent push notification system (whose effectivity is known (Adobe [2024])) is
needed. While Android applications can themselves create push notifications on
a user’s device, typically a web-based external service is required to create push
notifications when a user is not actively using a given application. Google’s primary
solution to over-the-air push notifications is the Firebase based Cloud Messaging
service (FCM). Through just a few lines of code, a background service is created on
the Android device that checks continuously for undelivered messages. Each device
reports its unique FCM ID to the EASIER Server, which is used to trigger targeted

push notifications containing alert contents.



1.4.5 Community Messaging Platform

To fulfill one of the main requirements of this project, a means for sending notifications
of alerts to social network contacts must be implemented. Given that these social
network contacts do not have direct access to the user’s device and cannot be expected
to install an application, communication channels are limited. Further, it is beneficial
to send the alert notifications via a channel that will be immediately received (as
opposed to something easily ignored like email) since these alert notifications are
often indicative of an urgent issue. Thus, a system for sending alert notifications
via SMS text message is ideal. Messages only need to provide a few words social
network contacts to encourage checking in on potentially at risk users. Since it can
be assumed that all opt-in social network contacts have a reachable phone number,
this approach does not impose significant burden on social network contacts. Twilio
was selected to be the SMS platform due to its ease of use and accessible price, costing
only a few cents per message. In addition to enabling social network notification via
SMS, preliminary discussions are in place to create further “community contacts” for
severely urgent alerts. For example, if a home’s temperature reaches extremely unsafe
levels, it may become necessary to contact local health authorities, fire departments,

police, etc - to perform a welfare check on the home.

1.4.6 Weather Platform

To generate more meaningful alerts and advice for participants, accessing local
weather information and predictions was identified as a useful feature for both the
user-facing application and server-side features. Open-Meteo was selected for its
ease of use. Weather information is presented to users on the homescreen of the

application.
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Chapter 2

General System Architecture

In this section, the system’s general architecture will be described. While the
preceding section lays out specific design and component choices that were made
based on provided project requirements, this general system architecture will
describe broadly a platform-independent architecture for this kind of monitoring
and alerting system. For this General System Architecture, the interaction between
components and their individual purposes are explored, even though they could
be implemented in many different ways. These components interact with each
other using a predetermined method of communication, but could be implemented
many different ways. Microsoft’s summary of the concept of a Service Orientated
Architecture using solely the word agility serves to demonstrate the flexibility of
an actual implementation of the EASIER system. Microsoft describes such a type
of construction as one which uses well-defined message exchanges to communicate
between distinct services that are loosely coupled, allowing reuse of existing systems
wrapped into modules that can be “plugged and played” as needed (Microsoft
[2016]). This Service Orientated architectural approach enables projects to more
easily and quickly implement features, via re-usability and the potential to swap

components/services as needed (Mankad and Sajja [2010]).

11



Later, details regarding tangible interactions between actual implemented system

components will be described more specifically

2.1 What Are Alert Rules and Alerts?

As Alerts and Alert Rules will be referenced many times in the description of
EASIER’s architecture, it is important to understand their respective purposes and
uses. An Alert is generated when a given Alert Rule is triggered. Alert Rules have
an associated threshold, a sensor type, an operator, and in some cases more complex
considerations. An example of an Alert Rule might look like: CO2 < 500 . These
alert rules were developed in collaboration with air quality experts that are involved
in the project and its development. Alert Rules might apply to all units in the
EASIER system, or might apply to only specific home(s). The result of an Alert Rule
triggering is called an “Alert”. For example, given the above Alert Rule example,
if CO2 is measured to be 600, an Alert would be triggered/created. In the current
EASIER implementation, this generated Alert contains information like the sensor
reading that led to the violation, timing information, severity information, home ID,

etc. These Alert objects are generated on the server and stored in a database.

2.2 System Architecture

This section describes the highest possible view of the architecture of the EASIER
project without going into detail about actual implementation. A representation of
the most general description of this project’s architecture can be found in Figure
2.1. This chart is designed using a form of UML modified for understandability.
Unified Modeling Language (UML) is a framework for visualising and modeling
architecture of and interactions of systems, especially in (but not limited to) the field
of engineering (Thomas [1997]). UML is also used in describing software architecture

(Selic [2008]) and is capable of describing highly complex systems. However, due to

12



the relative simplicity of this project, a simplified pseudo-UML format will be used

for architectural visualisations throughout this paper.

2.2.1 Architecture Description
Components

In the EASIER system, there are six main components:

e User Home: The user’s home is furnished with necessary sensors and devices,
as well as accounts and connectivity to allow intercommunication between
devices and components. Sensors, power supplies, wireless access points, and
User Device/tablets are assigned to a specific home. A home is considered
its own component because it is independent of the User Device (tablet) in
that data collected from sensors is associated with a home, not a specific User
Device (tablet) or set of sensors. Devices, including sensors, could be replaced

or interchanged without affecting the system as a whole.

e User Device: The device provided to the user to interface with the EASIER
system. Per system requirements, this device must be capable of connecting to

the internet and be able to run a mobile application.

e EASIER Web Server: A central server used for distributed collection of sen-
sor data, external data from other components, communicating with messaging
APIs, logging data, communicating with user devices, and handling/storing
Alert Rules. Communication to/from the EASIER Web Server and other
components is via HT'TP requests. Further, the central server must be capable
of reading and writing to a database. This is a core feature of most web
server platforms. Web server platform and database platform selection are

codependent.

e Cloud Messaging Server: Per system requirements and specifications, there

is a need to send push notifications to user devices. The specifics regarding

13



Cloud Messaging Server selection is platform dependent. For EASIER’s
architecture, any cloud messaging API that is accessible over HT'TP requests is

usable.

e Weather Server: Weather information is provided to user devices and may
be factored in to Alert Rules and Alert generation. Any Weather API that is

accessible over HTTP requests is usable.

e Social Network Community: A core feature of the EASIER system is the
ability to distribute generated Alerts to opted-in community members. It is
assumed that these community members are known, and that they are not
expected to use any specific software for the project. This means some method
of sending messages externally is needed such as SMS, Email, social media,
phone calls, etc. For the EASIER architecture, as per the EASIER Web Server’s

design, this component must be accessible over HT'TP request.

2.2.2 Component Interactions

This subsection describes the interaction between different core components of the

EASIER System.

User Home

The user’s home is furnished with power and networking capabilities. These are used

to power internet connected Air Quality sensors.

User Device

The user’s device sends a request to the EASIER Web Server repeatedly. The
server responds with air quality information, generated alerts, and home data. The
user’s device also reports its own ID keys and usage information to the server. The

user’s device fetches weather information directly from the Weather Server. Push
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notifications are sent to the user’s device natively. The user’s devices additionally
may fetch air quality information in real time directly via the Air Quality Sensor API,

or defer to the EASIER Web Server’s last fetched air quality information datapoint.

EASIER Web Server

EASIER Web Server fetches air quality information from Air Quality Sensors and
calculates Alerts using Alert Rules, using the database for Alert Rules, generating
Alerts, and logging datapoints. EASIER Web Server fetches weather information
from the Weather Server. EASTER Web Server triggers push notifications, and Social
Network notifications as necessary. When an Alert is generated, it is provided to the

User Device when a request is received.

Cloud Messaging Server

The Cloud Messaging Server receives HT'TP requests from the EASTER Web Server
and generates push notifications, as well as Social Network Community notifications.
It is possible to separate these actions to different APIs if necessary.

Weather Server

The Weather Server is simply sent a request for up to date weather data. This weather

data is displayed in the user-facing EASIER application on the user device.
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2.3 Server Architecture

The EASIER Server (or “EASIER Central Server”) is the point to which all units
“phone home”, and the source of generated Alerts. The EASIER Server interfaces
with multiple databases: to store sensor readings, to store heuristic data calculated
based on these data, to create/update/delete Alerts, and to interact with Alert Rules.
Further, the EASIER Server fetches sensor readings from the sensor units’ API, and
generates outbound push/SMS notifications. Additionally, since Alert Rules may
need to be changed, and new units are brought online frequently, it is important
that there is a way for (likely non-technical) team members to be able to access and
update information in the system unsupervised. A pseudo-UML representation of
the EASIER Server’s general architecture can be seen in Figure 2.2 and is described

below.

2.3.1 Architecture Description
Components

In the EASIER Server, there are six main components:

e EASIER Web Server: While the term FASIER Server and FASIER Web
Server may be used interchangeably in this paper, in the context of this server-
specific architectural description, “EASIER Web Server” refers to the server’s
component that makes content available on demand to users or devices over
HTTP and the associated libraries and functions necessary to enable web-based
communication. FASIER Server refers more broadly to all of the web-based,

centralised components.

e Alert Rules Database: The Alert Rules Database stores rules for determining
whether a given sensor reading generates an Alert or not. Alert Rules are given a

sensor type (ie: CO2, Temperature, etc), an operator (current implementations
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include GREATER THAN, LESS THAN and EQUALS) and a threshold value

(set according to the sensor API’s provided measurement units).

e AQ Sensor Log Database: The Air Quality Sensor Log Database stores raw

air quality sensor readings for every unit’s readings.

e In-app Alert Interface: The in-home devices actively query the EASIER
Server for generated alerts and other necessary data - the In-app Alert Interface

provides access to this data via HTTP requests.

e Push Notification API Interface: This interface generates external/native

push notifications when required.

e Social Network Alert API Interface: This interface generates social

network notifications when required.

e EASIER Homes Panel: The Homes Panel provides an access point for non-
technical team members to onboard new devices, adjust Alert Rules, monitor
generated alerts, test notification functionality, and generally engage with the

EASIER Server.

2.3.2 Component Interactions
EASIER Web Server

The component described as FASIER Web Server describes the general framework
that allows the scripts and databases to be accessed over the web. This component
15 the server itself, and as such interacts with all other components. In the current
implementation of EASIER, the FASIER Web Server component refers to the Apache
based web server accessed via shared web hosting. Through the server’s automation,

it uses HT'TP requests to:

e Trigger push notifications via the Push Notification API Interface.
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Trigger social network notifications via the Social Network Alert API Interface.

Access all databases (AQ Sensor Log Database and Alert Rules Database).

Fetch sensor readings via the AQ Sensor Interface, and from the Weather

Interface.

Provide an interface for the EASIER Team Homes Panel to allow team members

to update content.

Lastly, the EASTER Web Server handles all Alert generation, and calculates sensor

heuristics.

Alert Rules Database

Generally, Alert Rules are defined manually. The Alert Rules Database thusly receives
information from the FASIER Team Homes Panel. Additionally, functionality exists
to track user acknowledgement of alerts by updating the database via received
requests to the EASIER Web Server. The EASIER Web Server also retrieves Alert

Rules Database values in the process of generating Alerts.

Air Quality Sensor Log Database

The AQ Sensor Log Database logs Air Quality sensor readings.

EASIER Homes Panel

The Homes Panel is used to allow team members to define and update rules, test
other API connections (ie, verifying functionality of push notifications and in-app
notifications), and to review data. The Homes Panel’s dynamic frontend enables
non-technical team members to engage with the system’s databases easily. The
current implementation uses Bootstrap for styling, powered by jQuery and AJAX to
allow immediate updating of database values with dynamic responses. Other similar

frameworks allowing for development of a responsive website capable of making HTTP
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requests and dynamically updating the website with accessible styling would be able
to be used instead of the Bootstrap/jQuery/AJAX framework in place now, which
were selected due to their familiarity and compatibility. The Homes Panel acts simply
as a frontend for the EASIER Web Server, with added system-testing functionality
like automatic insertion into the Generated Alerts Database. The Homes Panel is
designed to be used by all team members, including non-technical project members,
making accessible, simple Ul necessary. A more detailed description of the functions

and implementation of the Homes Panel is found in Chapter 3.
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2.4 Device Architecture

The EASIER System relies on each home being provided a device that is capable of

at minimum:

e The ability to download and run software from some centralised App Distribu-

tion platform.
e The ability to communicate over the internet with the EASTER Web Server.
e The ability to receive push notifications even when software is not active.

It is beneficial for the provided device to be easy to use for target demographics with
as much functionality as possible for future expansion. It is for this reason that an
Android tablet was determined to be optimal, at least for initial implementations,
though similar devices would also be suitable like smartphones, iPads, convertible

PCs, etc.

2.4.1 Architecture Description
Components

e Provided Device: Each home/unit is provided a device capable of the above
functionality. For the initial EASIER implementation, this was a modern
Samsung tablet running Android with Google services. The tablet is able
to be pre-configured with EASIER’s application and necessary API keys and

accounts.

e EASIER Web Server: The EASIER Web Server is considered a component of
the device’s architecture as the tablet is regularly communicating bidirectionally
with the EASIER Web Server. Without a connection to the EASIER Web

Server, the software running on the device would not have full functionality.
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e App Distribution Platform: Some form of app store/updating tool is
typically included in consumer devices. EASIER relies on this updating
capability to automatically push software updates containing critical changes

like new features or bug fixes to devices.

e Cloud Messaging Server: Cloud Messaging services are typically an external
library that must be implemented in software because they rely on system-level
functions to enable background webhooks to generate push notifications. In the
context of the EASIER project, each device generates its own Cloud Messaging
ID, which is referenced by the Cloud Messaging API on the EASIER Web Server

to generate push notifications on the device.

e Weather Server: Weather is provided as a convenience to the user via an

external Weather Server.

e Network and Power Backup Hardware: Battery backup power supplies
and network access points are provided to users to ensure full functionality even

in extreme circumstances.

A pseudo-UML representation of the Device General Architecture can be seen in

Figure 2.3

2.4.2 Component Interactions
Provided Device

The provided device interacts with all other components of the Device level
architecture. In this context, the “Provided Device” refers to the EASIER software.
The device reports usage, Cloud Messaging device IDs, and Alert acknowledgements
back to the EASIER Web Server over HT'TP. The device requests alerts and air data
from the EASTER Web Server.
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EASIER Web Server

The EASIER Web Server receives data reported by each device and stores it. When
requested over HTTP by the device, the server provides air data and alerts as

described in the Server General Architecture (Chapter 2.2).

Cloud Messaging Server

The Cloud Messaging Server triggers on-device push notifications when an alert is
generated on the EASIER Web Server. For this to function, each device must report
its Cloud Messaging device ID to the EASIER Web Server and enable necessary

permissions.

Weather Server

The Weather Server returns realtime weather information to the device for the user’s

convenience when it is queried over HTTP.

App Distribution Platform

The App Distribution Platform ensures that the application regularly updates to the
latest software version. This allows flexibility in implementation and updating of

software.

2.5 Description of an Epoch

For devices to receive alerts, they must first be generated centrally. For alerts to
be generated, data must be fetched from associated sensors and compared against
defined alert rules. This procedure requires a combination of external API calls,
database accesses, calculations, and read/write operations. In this project, we
describe one cycle of all server-side processing as an “Epoch”. In the current EASTER

implementation, a Cron Job is used to run an Epoch every 5 minutes. In this section,

24



a high-level overview of the procedures in each step of an Epoch will be described.
Later chapters will cover these operations’ implementations in more detail. A pseudo-

UML graph representation of an Epoch can be seen in Figure 2.4.

2.5.1 Steps in an Epoch

1. Find active devices.

2. Fetch all active devices’ latest air data.
3. Determine system-wide heuristics.

4. Calculate device heuristics.

5. Fetch alert rules.

6. Process Alert Rules.

7. Generate and Process Alerts.

8. Store logs in database.

2.5.2 Step Details
Find Active Devices

Call the sensor API to get a list of all device IDs currently reporting measurements.
Store these IDs temporarily and compare them to device IDs registered in the

database.

Fetch All Active Devices’ Latest Air Data

Call the sensor API to get a list of all sensors’ most recently reported measurements.
Map these measurements to associated devices/homes and store them temporarily.

The previous API call step and this API step may be combined in practice.
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Fetch System-wide Heuristics

Information regarding system-wide communication is stored in memory temporarily:

e Number of non-responsive connected devices.
e Number of responses.
e Total registered devices.

e “Did All Respond?”

Calculate Device Heuristics

Sensor data from the current epoch is compared against the previous epoch to
determine for each sensor if the given value increased, decreased, or was the same.
These results are stored in memory temporarily. Once per-device heuristics are
calculated, more system-wide heuristics are calculated to determine the system-wide

count of number of each type of sensor whose measurements increased /decreased.
Fetch Alert Rules

Alert Rule objects (a data structure defined in a later chapter) are generated after
retrieving Alert Rule thresholds from a database. See the Alert Rule Object diagram.
Process Alert Rules

Alert Rule objects’ compare function(s) are run against each device’s sensor values.
See the Alert Rule Holder Object diagram.

Generate and Process Alerts

Alert Rule objects’ compare functions generate Alerts when the threshold is triggered.
Generated Alerts are stored in the database of active alerts. If applicable, at this
stage, any external notification actions are triggered via their respective APIs (push

notifications, SMS notifications)
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Store Logs in Database

System-wide and per-device heuristics, as well as all sensor readings, are stored in a

database for later analysis and comparison.
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Chapter 3

System Implementation

3.1 Implementation Details

3.1.1 Components
User Home

e AWAIR Air Quality Sensors provides air quality information via their public
API. By using HT'TP requests, a home’s current temperature, humidity, CO2
level, TVOC level, and PM2.5 level can be recorded.

e Battery backup UPS provides back up power for all other components.

e Verizon Hotspot acts as a wireless access point for all other components.

Device

Android tablets produced by Samsung are provided to each home. Each device is
linked to a Google account created by the development team. Initially, accounts
had to be managed by those involved in the project so automatic updates could
be provided to users via Google Play’s internal alpha/beta testing distribution
framework, which requires manual entry to invite a new approved Google account.

These Google accounts had to be manually opted in before the app could be
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downloaded and enrolled in the testing distribution channel. Due to this complexity,
it was decided to instead simply publish the application publicly to the Google Play
store, which would be manually downloaded on each device. Though application
updates now must go through Google Play’s update procedure meaning updates
can take a day or so to propagate (as opposed to nearly instantaneously becoming
available on the testing channel) this was deemed preferable to the high overhead
of managing and enrolling devices on a testing channel. Still, each device has an
associated, project created Google account. This allows features like security policies
and remote device management through Android’s features, especially via Google
Workspace. Samsung’s tablets were selected due to their high quality and relative
affordability, as well as their offering of easy development opportunities via their
distribution of Android. However, other tablets running Android like Google’s Pixel
Tablets, or even Apple’s iPads or Microsoft’s Surface Tablets would be equally easy
to implement. Further, with the EASIER application being implemented in Flutter,

little work would be necessary to swap to another device platform.

EASIER Web Server

The EASIER Web Server handles all database interactions, fetches air quality sensor
values, calculates alerts, and communicates with all external APIs used for this
project. The device requests necessary data from the EASIER Web Server which
it displays to the user. The implementation and functionality of the EASITER Web
Server will be described in a later section - this section serves to briefly describe the

details of the server’s software.

e Apache shared hosting via Hosting24 is used for the EASIER Web Server.
There are currently no high processor loads or memory intensive operations
running on the server, so the cheapest option is being used. Outside of a
few gigabytes of storage space for collected data and interface elements, nearly

any modern web hosting platform would be sufficient for the EASIER Web
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Server in its current implementation, assuming it supports the other listed
software (which are all commonly used). Other common frameworks like Nginx,
Microsoft’s IIS, for even Node.js would be more than capable of fulfilling this

role, but Apache was selected due to its availability and familiarity.

PHP is the programming language used for the majority of the EASIER Web
Server. It is used to interface with the databases, to communicate with external
APIs, to send/receive information to devices, to log data, and nearly every task
the EASTER Web Server performs outside of front-end web content that requires
JavaScript-based realtime updates. The EASIER Web Server does not use any
“unusual” features of PHP, and should be compatible with any modern version
of PHP. PHP was selected due to familiarity and compatibility with Apache

web servers.

Cron scheduled tasks are used to run a system epoch (described in Fig 2.4)
every five minutes. Cron is a UNIX tool that executes a PHP file with a
scheduled frequency. Other task scheduling tools would be able to adequately
perform this task. Cron was selected due to its inclusion with Hosting24’s

shared web hosting plans.

MySQL databases store sensor readings, alerts, logs, home info, etc -
everything recorded by the EASIER Web Server. The databases’ structure is
described in detail in the database section 3.2. Outside of a few relational
SELECT statements, no advanced features of MySQL were used, meaning
MySQL could be easily substituted for other database platforms with simply
changing a few lines in library code used for retrieving/storing data. MySQL
was selected due to its availability via Hosting24, as well as familiarity.
PHPMyAdmin (a PHP based MySQL database management tool) is provided
via Hosting24 and was used for initial setup, modification, and exporting of

MySQL databases.

32



e Bootstrap provides the Ul framework for the EASIER Web Server’s “Homes
Panel”, the user facing website allowing entry and modification of database data
by non-technical project members. Bootstrap provides a quick and easy way
to implement responsive websites using CSS. It was selected for its familiarity,

simplicity, and abundance of resources (Subrahmanion et al. [2021]).

Cloud Messaging Server

One of the most important features of EASIER is the ability to send push notifications
to users’ devices when an Alert Rule is violated and an Alert is generated. Since
the EASIER application is currently only deployed on Android, the obvious choice
for implementing push notifications is Firebase Cloud Messaging (formerly Google
Cloud Messaging). FCM can also be used for non-Android platforms. A central
FCM account was created to provide API tokens for internal operations, and each
device reports its own FCM device token that is generated at runtime and sent to the
EASIER Web Server when the application is first run. When an Alert is generated on
the server, the associated FCM device token is fetched and a push notification is sent
to the device by querying FCM’s HTTP-based API. While FCM is the optimal choice
for an Android application, other notification services like OneSignal or Amazon SNS
might be preferable should the project’s scope expand to include other categories of

devices.

SMS Messaging Server

Another important feature of EASIER is the ability to send text messages to enrolled
Social Network Community contacts when an Alert is generated. Twilio’s HTTP-
based API is called during the Alert Generation stage of an epoch. If the home
receiving an alert has an associated phone number, Twilio will send an SMS message
to the number. Some difficulties were encountered when initially integrating Twilio

functionality, as recent US regulation has required a fairly extensive verification
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process to acquire and use toll-free phone numbers as well as to send text messages
via a web-based service. Twilio was selected because of its sufficiently inexpensive
options for pay-as-you-go SMS messaging, making it ideal for the EASIER project’s
needs. Other options like Plivo capable of sending SMS messages via a web-accessible

API would be equally usable.

Weather Server

EASIER provides users a summary of local weather conditions in the application
interface. As of this writing, there are near-term plans to implement realtime
weather based alerts (for emergencies like floods, storms, poor air quality, pollen,
etc) meaning the service used may change due to future requirements. Currently,
only basic information like temperature and humidity is displayed in the application,
so any compatible API would be sufficient. Open-Meteo was selected as the weather
provider due to its free, simple API that reports JSON data via HT'TP request. Other
platforms like AccuWeather, WeatherAPI, OpenWeatherMap, etc - would be equally

suitable.

Social Network Community

Recruitment for homes involved in the EASIER project has been initially limited
to Tennessee, as local volunteers and project members are able to physically train
users, transport devices, and provide other services necessary for the EASIER project.
Recruitment has been mostly handled by a local non-profit organisation via word of
mouth. Once a home has been recruited, surveys are given to the home to provide
information necessary for the project’s operation. One of these surveys includes
establishing a potential “Social Network Community” - which is defined as one or
more individuals willing to receive text message notifications generated by EASIER’s
alerts, and hopefully provide feedback on the experience later on. There are plans to

expand the Social Network Community to include local authorities like paramedics
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and government officials, as well as provide other means of contact and involvement

for those opted-in.

Homes Panel

The Homes Panel provides a web frontend for team members (especially non-
technical team members) to interact with the databases, data, and APIs used by
the EASIER Project. Bootstrap based frontend is generated via server-side PHP
code. The site dynamically updates page content using AJAX and jQuery libraries
for JavaScript, allowing more intuitive realtime interactions for non-technical users.
These frameworks were selected because of their compatibility with the EASIER Web
Server, as well as general familiarity. A detailed description of the Homes Panel can

be found in the EASIER Homes Panel section of this chapter (Section 3.4)

3.1.2 Component Interactions

This section describes how the actual implementations of these components interact
with each other in the EASIER system, mirroring the architectural description of

these interactions in Chapter 2.
User Home

Each home is equipped with:

e An uninterruptible power supply (a.k.a UPS) with a battery backup, and a 4G

enabled router, ensuring all devices remain connected with power.

e An AWAIR Element sensor array, that is connected to the 4G enabled router

and UPS battery power supply.

e An initialised Android tablet, ready to use the EASIER application.

Information to identify all devices remotely is stored in the EASIER Web Server for

later retrieval.
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User Device

e Each device is setup using a Google Account created solely for its associated

home.

e The EASIER application records and reports the device’s associated AWAIR
IDs and FCM tokens, allowing all interactions to be logged and associated with

the home.

e The device is (at least initially) connected to the provided 4G enabled router

allowing constant connectivity.

e Fach device retrieves alerts from the EASIER Web Server independently.
Realtime AWAIR data is retrieved from the AWAIR API via the EASIER
application, rather than over a local network or via AWAIR’s own applications.

EASIER Web Server

e The EASIER web server receives requests for generated alerts from devices

periodically.
e Alerts are generated every few minutes using a scheduled Cron job.

e The EASIER Web Server has libraries for database interaction, allowing the

Homes Panel to fetch and display information easily.

e API calls are generated to Twilio and Firebase for external notifications via the

EASIER Web Server.

e The EASIER Web Server uses shared webhosting, meaning development uses a
combination of a host-provided cPanel environment and a remote FTP-enabled

environment.
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Homes Panel

e The Homes Panel can fetch and update/insert data using the EASIER Web

Server’s database libraries.

e Functionality also exists to manually trigger API calls to test push and SMS

notifications.

Cloud Messaging Server

e All cloud messaging is generated by calls from the EASIER Web Server to
Twilio or Firebase’s APIs.

Weather Server

e Data is fetched from Open-Meteo via their API by the EASIER application

periodically.

3.2 Server Implementation Details

3.2.1 Overview of an Epoch

The term “Epoch” is used to describe all actions that occur periodically on the
EASIER Web Server. An Epoch is triggered by a Cron job, but is fundamentally
one large PHP function that calls many other PHP functions that perform all tasks
that the server is expected to do. This includes fetching air quality data from
AWAIR, processing the data against the Alert Rules defined in the database, sending
push notifications; essentially everything involved in the retrieval, processing, and
distribution of data on the server. Chapter 4 offers a detailed breakdown of every
step of an Epoch; but a general understanding of the term as used in this paper is

required to understand this section.
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Objects

The EASIER Web Server uses a number of objects (generally, PHP classes) to simplify
interactions between the functions that process data. In general, all objects serve as
an intermediary step to the end goal of creating an Alert that can be inserted in the
database. Most of these objects are helper prerequisites for the Alert Rule Object as
shown in Figure 3.1. The Alert Rule object is passed an Alert Sensor Type Object, an
Alert Condition object, and a threshold value. This object later is bound to a variable
that receives a given device’s relevant AQI sensor value as fetched via AWAIR. Each
Epoch handles the generation of these objects and their bindings, and later calls
functions for checking whether the values stored in the object result in an Alert being
generated. When they do, a separate Alert object storing the same information is

generated, to be inserted into the database later in the Epoch.

Libraries

The backend code used by an Epoch of the EASIER Web Server is broken down
into multiple categories (called “libraries”), most of which serve as helpers in
accomplishing one specific one individual task. These libraries are separated into
the following categories: AWAIR libraries, Cron libraries, Database libraries, FCM
libraries, Summary, and Alert libraries. Since there are a few dozen “libraries” being
used every Epoch, a full description of every library is beyond the scope of this paper,

but a few are described below:

e Alert Library handles enumeration of sensor names, condition operations (less
than, greater than, etc), and most importantly defines the AlertRule class as

well as the functions required to map an AlertRule to a sensor value.

¢ AWAIR Library handles all communication with the AWAIR API. This
library includes functions that fetch a list of all devices’ identification in-
formation, retrieve the latest sensor readings, and calculate all device data

heuristics (see: Section 3.3.2). Functions that generate all default Alert Rules
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(those not specified in the Alert Rules Database), as well as the functions that
generate Alert Rules from the database, map values to the Alert Rules, call the
comparison functions, generate Alert objects, and store Alert objects via the

Database Libraries are also found here.

e Database Libraries provide helper functions to communicate with all of
EASIER’s databases. There are also functions to do specific operations on
the data in the database. Most importantly, these libraries define the functions
that are used as endpoints for API calls to the EASIER Web Server. When the
application sends a request to the EASIER Web Server for retrieval or updating
of data, it likely goes directly to one of these libraries, which handle HTTP based
communication, define the way the data is processed and transmitted, calling

of other necessary helper functions, and error/success reporting.

¢ FCM Library handles communication with Firebase Cloud Messaging over

HTTP.

e Summary Library is used by the Homes Panel to process large amounts of
heuristics in the database. Periodic air quality summaries will be provided
to each home, which require the segmentation and processing of thousands of
database entries. Rather than doing this summary generation manually, helper
functions to do core tasks like finding a given home’s daily/weekly /monthly
highs, lows, averages, medians, etc - was implemented and is used to generate
human readable data to be entered into a physical document to be mailed to

each home.

3.2.2 APIs

The main APIs accessed by the EASIER Web Server are AWAIR, Open-Meteo,
Twilio, and Firebase. Luckily, all of these APIs offer simple HT'TP request based
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APIs, and generally report data in a simple JSON format. This means all API

integration on the server side is handled via simple PHP ¢cURL functionality.

3.3 Databases

3.3.1 Overview

This section aims to serve as a detailed description of the structure and usage
of the EASIER Database in its server-side implementation. Figure 3.2 shows the
relationships between tables in the database, as well as the elements of each table
and their associated data types. Each table will be described separately in more
detail below.

The EASIER database uses MySQL, allowing for easy interfacing with the
EASIER Central Server’s PHP scripts. MySQL is sufficient for the scale of the
EASIER project in its current scope. Other database systems offer different
combinations of benefits and drawbacks in regards to performance, but are irrelevant
for a project of this size. Most functionality of the EASIER database could be
easily transferred to a different database framework with only minimal changes,

predominately in regards to syntax of inserting and selecting data from the database.
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This object specifies an Alert Rule. It must be initialized
with an AlertSensorType sensorType, a float
sensorvalue, and an AlertCondition condition.
checkAlertRule(float against) is used each epoch to

<<Enumeration>>

AlertSensorType

compare sensor readings with Alert Rules. TEMP = "Temperature”
HUMIDITY = "Humidity™

AlertRule AQSCORE = "Air Quality Score™

coz ="coz”
-public AlertSensorType sensorType

PMAZ5 = "PM25"
-public float sensorvalue

YOC = "vwOC"
-public AlertCondition condition

-public float checkedAgainst Sy e

definitions. Extendable.

AlertSensorType getSensorType()
float getSensorvalue()
AlertCondition getCondition()
AlertSensorType? checkAlertRule[float against) <<Enumeration>=>
AlertCondition

LESS_THAN ="<"

GREATER_THAMN = "="

Provided argument
“against” is compared EQUAL_TO ="="
against thiz AlertRule object

If the condition check
returns true, function
returns sensorType.

Supported comparation
operators. Bxtendable.

Figure 3.1: EASIER Web Server’s Alert Rule object.
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homes

homename: string
]

fcmtokens

deviceid: int

fomtoken: string

uuid: string

r) device_name: string |

awairdevicename: string

homedesc: string

phonenumbers: array(int)

twiliomade: enum(ALL, NO_SMS,
TEMP_ONLY)

device_uuid: string

timestamp: Datetime

<<SENSOR VALUE>> —

co2:int

humid: float

pm10_est: float

pm25: int

score: int

temp: float

voc: int

sensorid: string

AlertSensorType: enum{TEMP,
HUMIDITY, AQSCORE, COZ,
PM25, VOC)

AlertCondition
enum(LESS_THAN,
GREATHER_THAN, EQUAL_TO)

threshaoldValue: int

activ

nt

sensorid: string

sensorValue: float

AlertSensorType: enum(TEMP,
HUMIDITY, AQSCORE, CO2, PM25,
voc)

AlertCondition:
enum(LESS_THAN,
GREATHER_THAN, EQUAL_TO}

thresholdValue: int

level: int

active: int

latest_time: Datetime

<<SENSOR VALUE>>

co2_from: int

co2_to: int

co2_change: enum(increased,
decreased, same)

Other sensors..........

timestamp: Datetime

didnt_respond: int
responded_devices: int
total_devices: int

did_all_respand: int

<<HEURISTIC VALUE>>

co2_increased

co2_decreased

co2_same

other sensors...____

timestamp: Datetime

Figure 3.2: Database Structure and Relationships
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3.3.2 Internal Tables

This subsection describes tables that are populated entirely internally. Typically
no human user will be adding entries directly to tables considered to be “Internal”.
However, these may rely on data from other tables that are not populated entirely

internally.

System Logs Table

The Logs table is only used to record when a server-side epoch occurs. An entry is
inserted every epoch storing a Datetime timestamp. This table was not included in

Figure 3.2 due to its simplicity.

Sensor Fetches Table

The Sensor Fetches table is arguably the most important component of the entirety
of the EASIER system. An entry is created in this table for every measurement for
every device. As of writing, it contains over 1.5 million entries. One entry in this table
contains a device name and all associated sensor readings, as well as a timestamp.
In the current implementation of EASIER, the device name is identical to the name
automatically generated by the AWAIR Sensor API, which is the same as the device’s
UUID.

Table Elements

e id - an integer serving as the Primary Key (PK) for this entry, auto

incrementing.

e device_name - a string storing the ID of the device reporting this entry’s data.
In this implementation, the format is always ”awair-element n“ where n is
a uniquely identifying number automatically generated by AWAIR on device
onboarding, typically 5 or 6 digits.
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device_uuid - a string storing the UUID of the device reporting this entry’s data.
In this implementation, the device_name is the UUID, so these columns are the

Ssame.

timestamp - a Datetime timestamp automatically generated on MySQL inser-
tion to record the exact time this entry was inserted in the database. Formatted

as a YYYY-MM-DD HH:MM:SS timestamp.

co2 - an integer to store the device’s CO2 concentration measurement. AWAIR
reports CO2 concentration in parts per million (ppm). Expected values fall

between 500ppm and 4500ppm.

humid - a float to store the device’s humidity reading. AWAIR reports relative
humidity percents as floats to hundredths precision. Expected values between

40.00 and 80.00.

pm10_est - a float to store the device’s PM10 reading. AWAIR reports estimated
particulate matter less than 10 microns in diameter via its PM2.5 sensor and

reports them to four decimal places.

pm25 - an integer to store the device’s PM2.5 "fine dust® reading. AWAIR
reports PM2.5 concentrations in micrograms per cubic metre. Expected values

between 0 and 150.

temp - a float to store the device’s temperature reading. AWAIR reports

temperature to hundredths of a degree Celsius.

voc - an integer to store the device’s Total Volatile Organic Compound
concentration reading. AWAIR reports TVOC concentration parts per billion
(ppb). Expected values between 0 and 25000.
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Per-device Heuristics Table

The Per-device Heuristics table stores summary heuristics calculated during an epoch,
comparing the current sensor reported data (ie, that stored in the Sensor Fetches
table) with the sensor reported data from the previous epoch. In general, the goal of
this table is to record whether a device’s reported sensor values increased, decreased,

or stayed the same - as well as the previous and current sensor values.

Table Elements

e id - an integer serving as the PK for this entry, auto incrementing.

e wuid - a string recording the device’s device_name value, equivalent to Sensor

Fetches “device_name”.
e co2_from - last epoch’s CO2 value, the same as in Sensor Fetches.
e co2_to - this epoch’s CO2 value, the same as in Sensor Fetches.

e co2_change - an enumerated string calculated by comparing co2_from and

co2_to. Possible values are: “increased”, “decreased”, “same”.

e [sensor_name]_[from,to,change] - following the same pattern as above, these
columns represent the previous sensor value and current sensor value as stored in
the Sensor Fetches table, as well as its associated enumerated string to represent
its comparison. The possible sensor_name values are the same as those in the

Sensor Fetches table.

e timestamp - a Datetime timestamp automatically generated on MySQL inser-
tion to record the exact time this entry was inserted in the database. Formatted

as a YYYY-MM-DD HH:MM:SS timestamp.
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Sensor Heuristics Table

The Sensor Heuristics table stores per-epoch calculations that process Per-device
Heuristics values. An entry serves to show for this epoch how many devices had
a given sensor’s value increase/decrease/stay the same. Using these values, other

metrics like device responsiveness are calculated.

Table Elements

e didnt_respond - an integer storing shows the number of registered devices (found

from the Homes table) that did not report data for the current epoch.

e responded_devices - this integer shows the number of devices that did report

data for the current epoch.

e total_devices - an integer storing the number of registered devices found from

the Homes table. total_devices = didnt_respond + responded_devices.

e did_all_respond - an integer treated as a bool that is 1 if responded_devices

equals total_devices and 0 otherwise.

e co2_increased - an integer storing the number of devices this epoch that reported

a CO2 change of “increased”.

e co2_decreased - an integer storing the number of devices this epoch that reported

a CO2 change of “decreased”.

e co2_same - an integer storing the number of devices this epoch that reported a

CO2 change of “same”.

o [sensor_name]_[increased,decreased,same] - following the same pattern as above,
these columns represent the number of devices this epoch that reported a given
change. The possible sensor_name values are the same as those in the Sensor

Fetches table
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e limestamp - a Datetime timestamp automatically generated on MySQL inser-
tion to record the exact time this entry was inserted in the database. Formatted

as a YYYY-MM-DD HH:MM:SS timestamp.

Generated Alerts Table

This table contains an entry for every currently active generated alert. When a
device has a sensor value calculated to be a violation of an Alert Rule, an Alert is
generated in-memory during the epoch’s Alert Generation phase. An entry is created
to store the sensor type, the threshold operator, the threshold, and the value that
generated a violation of an Alert Rule. If the device already has an Alert entry for
this combination of sensor type, condition, and threshold, the existing entry is set to
active if inactive, or its severity is increased and the threshold and sensor values are

updated if it is active.

Table Elements

e sensorid - a string storing the id of the device reporting the data that generated

this alert. This is the same as the Sensor Fetches device_name.

o AlertSensorType - an enumerated string storing the type of the sensor whose
measured value led to the generated Alert. The possible values are the same
as those in the Sensor Fetches table, though the enumeration is represented

slightly differently as they are generated via the Alert Rule framework.

o AlertCondition - the enumerated string representing operator used for com-
parison in the Alert Rule that led to Alert generation. Possible values are

“LESS.THAN”, “GREATER.THAN”, “EQUALS".

e thresholdValue - the integer value of the threshold used for comparison in the
Alert Rule that led to Alert generation. This value is assumed to be in the same

unit as the readings in Sensor Fetches’ associated sensor type.
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e sensorValue - the float value of the sensor reading that led to Alert generation.

e [evel - an integer that is incremented every time an Alert of a same type that

already actively exists in the table is generated.

e active - an integer treated as a boolean to represent whether the Alert is active
(1) or inactive (0). An Alert typically is made inactive when it is acknowledged

by a user.

e [atest_time - a Datetime timestamp automatically generated on MySQL inser-
tion to record the exact time this entry was inserted in the database. Formatted

as a YYYY-MM-DD HH:MM:SS timestamp.

3.3.3 External Tables

This subsection describes tables that may be populated externally. More generally,
these tables receive input either directly from a user via manual insertion via
a database management system, via the EASIER Homes Panel website, or from

specifically triggered user interaction with the EASIER Application.

Homes Table

This table stores home-identifying information. This information is collected
manually when a new device (and thus, home) is on-boarded during the device
install and AWAIR sensor onboarding processes. As soon as the data is input in
the Homes table, the device becomes available to the system as a whole, meaning
it can participate in Epochs’ activities like Alert Generation. The information is
typically initially entered via the EASIER Homes Panel website. Some information

in an entry remains unchanged, while some fields are updated later on.
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Table Elements

e homename - a string that can be thought of as a “nickname” for the home in
question used mostly when a human user wishes to update some of its other
associated data. Most devices follow the naming scheme of “Element xx” where
“Element” comes from the AWAIR Element sensor name and xx is the ordinal
number of the home’s device bundle’s setup. The one important exception is the
lab device, named “Perkins Hall” - used for testing, requiring special treatment
as it is not an AWAIR Element device (requiring manual overrides in many

parts of the code).

e awairdeviceid - an integer that stores the numeric portion of the AWAIR sensor’s
device_name like in Sensor Fetches. For a sensor with a device_name of “awair-

element_123456", this integer would be “123456”.

e qwairdevicename - a string that stores the AWAIR sensor’s device name, and is

the same as the device_name in Sensor Fetches.

e homedesc - a string string that stores a human readable description of the
home and can be used as needed for team members to add notes or otherwise.

Generally, this string contains “Home [awairdeviceid]” by default.

e homeid - an auto incrementing integer that serves as this table’s PK and is
used by scripts to associate a given home with a device bundle. As it is possible
that a home’s device bundle would change over time, so data can be persistently

associated with a home, this additional identifying number is used in some cases.

e phonenumbers - a string string that is used to allow human users to enter phone
numbers of opted-in social network contacts who will receive SMS notifications.

These phone numbers are added manually in a single comma separated string.

e twiliomode - an enumerated string which indicates whether a given home

should attempt to send SMS messages to the opted-in social network contacts
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when an Alert is generated. Possible values: NO_SMS, ALL, TEMP_ONLY.
TEMP_ONLY is used for homes that should receive only urgent low temperature

alerts.

Alert Rules Table

This table allows per-home overriding of Alert Rule thresholds. Since Alert Rule
thresholds are typically hard-coded, this table was added to enable the addition of
a feature added to the EASIER Homes Panel website enabling human users to add
per-home, per-sensor overrides (and additional Alert Rule thresholds) as necessary,
often required due to the existence of homes with particularly unusual or inconsistent

Sensor measurements.

Table Elements

e id - an auto-incrementing integer that functions as this table’s PK.

e sensorid - a string storing AWAIR sensor device name being targeted for this
override. This is the same as the home’s awairdevicename in the Homes Table

and the device_.name in the Sensor Fetches table.

o AlertSensorType - an enumerated string representing the sensor type for this
override. Its format is the same as the AlertSensorType parameter in the

Generated Alerts table.

o AlertCondition - an enumerated string that represents the comparison operator
for this override. Its format is the same as the AlertCondition in the Generated

Alerts table.

e thresholdValue - an integer representing the comparison threshold for this
override. Its format is the same as the thresholdValue in the Generated Alerts

table.
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e active - an integer that acts as a boolean to indicate whether this override

should be processed (1) or ignored (0).

FCM Tokens Table

This table stores FCM Tokens that are reported to the server when the application is
first launched after being manually paired to an AWAIR device. Google Firebase
Cloud Messaging requires a token that is generated at runtime in an Android
application to be provided to their API when a push notification is to be sent to
said device. This token is stored locally on the Android application, and then sent to

the EASTER Web Server, along with the locally stored paired AWAIR device id.

Table Elements

e id - an auto-incrementing integer that functions as this table’s PK.

e fecmtoken - a string that stores the FCM token as reported to the server by the
Android device.

e deviceid - an integer that is the numeric portion of the AWAIR sensor’s
device_name like in Sensor Fetches, the same as the awairdeviceid in the Homes

Table.

3.4 EASIER Homes Panel

This section will describe the requirements, functionality, and implementation of the
EASIER Homes Panel. The EASIER Homes Panel serves to provide a browser-
based system for interacting with the databases, APIs, devices, and data involved
in the EASIER project. The Homes Panel’s creation came out of a need that arose
only after the project had already begun. Due to limitations in home participant
recruitment and availability for experienced team members to set up devices, the

onboarding process was gradual, meaning across many months the total 50 homes
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were onboarded sometimes weeks apart. The process to onboard a device requires
manual logging of device IDs, serial numbers, setup of accounts, and entry into the
EASIER Databases. Initially, the database entry tasks could only be performed by
directly accessing the database control panels - by logging in to the shared hosting
provider, accessing PHPMyAdmin, navigating to the database and relevant table,
and manually inserting the data one at a time. This process required a technical
understanding of the implementation of the system and the way the database was
structured, as well as a knowledge of how to interact with MySQL database panels.
Additionally, direct access to the shared hosting is required to access the MySQL
database panels, meaning anyone with access to the databases would have full access
to all source code, and potentially irreparably dangerous actions on the account as
a whole. The EASIER Homes Panel began as a way to allow non-technical project
team members to complete the onboarding process entirely independently. Later,
it evolved to offer a number of other features, and continues to serve as the main
method that non-technical project team members engage with the technical aspects

of the project.

3.4.1 Requirements

Accessible via a normal web browser

Intuitive design so training is not required

Easy to use, requiring few steps to accomplish common tasks

Allow easy access to necessary actions while restricting access to dangerous

actions

3.4.2 Technical Details

Bootstrap was used as a free and easy to use Ul framework for designing the website,

which is hosted on the same shared web hosting as the EASIER Central Server. Many
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elements on pages are dynamically updated with data (or dynamically submit data)
to the server, accomplished via jQuery and AJAX based HTTP requests, handled by
custom JavaScript code. Various freely available libraries were used for features like

advanced charting and displaying Lottie animations on the pages.

3.4.3 Functionality
Add and Update Home Information

The primary functionality of the EASIER Homes Panel is to allow the easy addition
and modification of homes’ information into the database (thus the name “Homes
Panel”). This functionality exists on the main page of the Homes Panel, as shown in
Figure 3.3. The large table in the centre of the page shows a (dynamically sorted and
updating) list of the already onboarded homes. The green “add new home” button
adds a new, empty home. Any entry in the table can be edited directly as if it were a
spreadsheet, and changes are automatically saved to the database via HTTP request,
also providing the user a visual cue to indicate success (or failure should it occur).

The editable columns include:
e Home Name - an internal name used by the team to refer to a specific home.
e Phone Numbers - Social network phone number contacts for SMS via Twilio.
e AWAIR ID - the ID number entered in the user’s settings on the Android device.
e AWAIR Name - the full UUID of the device associated with the user.
e Home Description - used as a note to freely store any relevant information.
e Home ID - an auto incrementing, unique ID.
e FCM Token - auto generated Firebase token as reported by the device.

e SMS Enabled - indicates whether this home has SMS messaging features
enabled..
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There is also a “Home Actions” column, which offers three clickable buttons that

trigger server-side actions.

Manage Alerts Button

The “Manage Alerts” button navigates to a separate page. The page contains a
similar table, except offering a list of all currently active Alerts for the specified
home. This page allows the deletion of an Alert, as well as the manual insertion of an
Alert with custom specified sensor/condition/threshold /measured values, to simulate
an Alert for a home even when one is not generated otherwise. This feature was
implemented during early in-home testing, where a team member would be present
in the home with a participant. A manual alert would be triggered, allowing the team

members to observe and receive feedback regarding the Alert process.

Trigger SMS Button

There was a need to test SMS functionality before SMS functionality was integrated
as a substep of the Alert process. This button, when clicked, triggers a Twilio SMS
message to the home’s specified phone number(s) with a test message via a dynamic

HTTP request.

Trigger Push Button

Similar to the Trigger SMS button, this button triggers a test push notification via
Firebase, accomplished with a dynamic HTTP request.

Threshold Manager Button

This button navigates to a separate page, which allows the addition or removal of
“Alert Rule Threshold Overrides” on a per-home basis. Every home in the system has
a default set of Alert Rules, designed in accordance with the team’s specifications.

However, it was found that some homes generate far more alerts than others, or
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that at certain times of year there was a need to change thresholds. In general, due
to a combination of factors (ranging from lack of established literature, to lack of
consensus), the decision was made to implement a feature that allows team members

other than the software developers to actively determine the implemented Alert Rule
thresholds.
Summaries Button

The Summaries button navigates to a page that allows the generation of human-
readable summaries of a home’s sensor readings over a given time range, and realtime

creation of associated graphs. This functionality will be described more later.
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Figure 3.3: EASIER Homes Panel - main page
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Chapter 4

An Epoch in Detail

“A Day In The Life of EASIER”

As mentioned in earlier sections, in this project, an Epoch is defined as “one cycle of
all server-side processing”. From a technical perspective, an Epoch is a PHP function
that calls many other PHP functions in sequence to do all necessary data retrieval,
processing, and API calls. This Epoch function is then called periodically via a
scheduled Cron task.

To provide a clear understanding of how and when the EASIER system processes
data, this chapter will describe all of the actions taken during the course of an Epoch.
A graphical representation of an Epoch is found in Figure 2.4, however, this chapter

aims to provide a more in-depth description of each step.

4.1 Find Active Devices

4.1.1 Step Description

In this step, the AWAIR API is sent an HTTP request to retrieve all registered
AWAIR devices under the EASIER project’s organisation ID. This step ensures that
each registered AWAIR device is properly represented in the internal databases. Each

device ID is stored in memory in a data structure to be used by the next step.
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4.1.2 Step Inputs

The only data required to carry out this API call is the EASIER project’s AWAIR

Organisation ID, which does not change.

4.1.3 Step Outputs

After this step, a comprehensive list of device IDs associated with the EASIER

project. These device IDs are stored in memory to be used by upcoming steps.

4.2 Fetch All Active Devices’ Air Data

4.2.1 Step Description

The AWAIR API is once again queried over HT'TP, and returns the most recent sensor
measurement reported by each AWAIR air quality device. AWAIR returns the data as
a JSON string, which is processed and, in combination with the previously retrieved
device IDs, mapped to unique objects that are stored in memory for processing

performed by upcoming steps.

4.2.2 Step Inputs

The AWAIR Organisation ID is required for the HT'TP request. Data processed from
this HT'TP request gets associated with the device IDs that were already in memory.

4.2.3 Step Outputs

Now, each AWAIR device is mapped to an object also containing its most recent sensor
fetch data. These parent objects can be thought of as a “home” for the context of an

Epoch, and are stored in memory for use by future steps.
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4.3 Fetch System-wide Heuristics

4.3.1 Step Description

Information regarding system-wide communication statuses is calculated and stored
in memory. This step in effect is making a snapshot of the overall state of the
system at the time of the Epoch, which is accomplished by looking at each home
object. Specifically, measurements include: the number of non-responsive connected
devices, total number of responses this Epoch, a list of all registered devices, a boolean
indicating whether or not all devices responded this Epoch. This data is useful for
visualisation of the system state as a whole at a glance, and can be viewed via the

Homes Panel.

4.3.2 Step Inputs

System-wide Heuristics rely on comparing all home objects generated by prior
steps. Additionally, to confirm “number of non-responsive” devices, these objects
are compared with previous HT'TP request results, to identify AWAIR sensors that

were reported as existing but that did not report readings during this epoch.

4.3.3 Step Outputs

An object storing heuristic calculations is created and stored in memory, to be later

inserted in a database.

4.4 Calculate Device Heuristics

4.4.1 Step Description

To better identify trends in measurements, and to simplify future data analysis,

each Epoch’s data is compared with the previous Epoch’s data, to generate Device
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Heuristics. Specifically, these comparisons record whether for any given device
sensor’s data between the previous Epoch and the current Epoch, whether the reading

increased, decreased, or remained unchanged.

4.4.2 Step Inputs

A single database request retrieves last Epoch’s sensor measurements and creates
home objects that would be the same as those generated in last Epoch’s “Fetch All
Active Devices’ Air Data” step. Then, last Epoch’s home objects and the current

Epoch’s home objects are compared to generate heuristics.

4.4.3 Step Outputs

An object for the heuristics of each pair of home objects is created and stored in
memory for use in future steps. These objects store the previous Epoch’s and this
Epoch’s sensor readings for each sensor, as well as an enumerated flag describing

whether or not the given sensor reading is higher or lower or equivalent this Epoch.

4.5 Fetch Alert Rules

4.5.1 Step Description

EASIER Alert Rules are the rules that define the thresholds for a sensor to generate
an Alert in the system. Some of these thresholds are hard-coded in this step, but
some are fetched from the per-device threshold database. In this step, an Alert Rule
Object (Figure 3.1) is generated for each Alert Rule. An Alert Rule Object stores
the enumeration for a specific sensor type, an operator (less than, greater than, equal

to), and a threshold float value that is used for comparisons.
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4.5.2 Step Inputs

The Alert Rule database is queried to return all threshold overrides, which will each

become an Alert Rule Object.

4.5.3 Step Outputs

In addition to the Alert Rule Objects created from the Alert Rule database, an
Alert Rule Object is created for hard-coded Alert Rules. These objects are stored in

memory for use by future steps.

4.6 Process Alert Rules

4.6.1 Step Description

This step creates Alert Rule Holder Objects, one for each home object. The Alert
Rule Holder Object is given a home object, and any number of Alert Rule Objects. In
this step, a given Alert Rule Holder receives all Alert Rules associated with the home
in the database, as well as one copy of each hard-coded Alert Rule. The Alert Rule
Holder Object has an internal function that calls comparison operations supplied by
each Alert Rule Object against the home object’s associated sensor data. An “Alert”
object is generated for each Alert Rule that is “violated”. These Alert objects contain
a reference to the home object that supplied the sensor data that led to the Alert
being generated, a reference to the Alert Rule object that was violated, and the value

that led to the violation.

4.6.2 Step Inputs

This step uses all home objects and all Alert Rule objects. A copy of each hard-coded
Alert Rule Object is created to be used with each home object.
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4.6.3 Step Outputs

An Alert Rule Holder Object is created for each home and stored in memory for use by
future steps. These objects are used in this step to generate Alert objects (assuming
some Alert Rules triggered an Alert to be generated). Each of these generated Alert

objects is stored in memory for use in future steps.

4.7 Process Generated Alerts

4.7.1 Step Description

Currently, all Generated Alerts are currently only stored in memory and would be
otherwise lost after this Epoch. In this step, an entry is created in the Generated
Alerts database, one for each generated Alert. In doing this, the next time a given
device queries the EASIER Central Server via the Android app, the server will be able
to respond with all relevant information from the database, which is used to display
in-app notifications of Alerts. Further, push notifications and SMS notifications are
created at this step for each Alert, by sending an HTTP request to the Firebase and
Twilio APlIs.

4.7.2 Step Inputs

All generated Alert objects. Additionally, the database is queried for FCM tokens

and phone numbers to send push and SMS notifications associated with Alerts.

4.7.3 Step Outputs

A new database entry will be created for any new Alert. If an Alert is generated of a
type that already exists in the database, the existing entry will be either (a) updated
to a higher “severity” level (indicating that an Alert has been generated multiple times

with no acknowledgement from the user) if its status is “unacknowledged” or (b) set
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from “acknowledged” to “unacknowledged” at the lowest “severity” level (indicating
the same as a newly generated Alert, only via a database update instead of insertion.)
Additionally, push notification and SMS notification API calls responses (typically

only success/fail indicators) are also temporarily stored in memory.

4.8 Store Logs in Database

4.8.1 Step Description

Previously calculated system-wide heuristics and per-device heuristics are stored in

the EASIER database for future analysis and comparison.

4.8.2 Step Inputs

Previously calculated system-wide heuristic objects and per-device heuristic objects.

4.8.3 Step Outputs

Each heuristic object is stored in the persistent EASIER database.

4.9 End of Epoch

At this point, the Epoch is complete. In this cycle, we have:

e Performed a heuristic check of the responsiveness of all devices in the EASIER

system

Retrieved most recent sensor readings for every device

Compared these readings to previous readings

Retrieved all Alert Rules

Checked Alert Rules against the freshly retrieved sensor data
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Generated Alert objects

Stored all of these calculated data in the persistent database

Queried external APIs

Stored Alerts in the database.

This means that the next time an Android device requests generated Alerts from
the EASIER server, the database will indeed contain Alerts should they have been
generated, allowing the app to display them to the user; thus fulfilling the core
requirement of the EASIER project.

4.10 About Epochs

EASIER’s Epoch based system allows frequent enough generation of alerts that the
system seems, to the user, as “real-time” - even with the presence of a brief delay. This
delay allows the server to be able to not get overwhelmed or rate-limited, and also
allows users’ (via the databases/Homes Panel or user devices) changes that may affect
data calculation to propagate fully before they are used in calculations or comparisons.

After an Epoch is complete, after some time (currently 5 minutes), another Epoch
will run to completion. Over the two year scope of this project, that amounts to

210,400 Epochs, each capable of generating tens to hundreds of database entries.
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Chapter 5

Mobile Application

5.1 Developing with Flutter

Flutter was chosen to be the development platform for the mobile application portion
of the EASIER project. Flutter is a Ul software development kit that is developed
by Google. Initially, Flutter was intended specifically for use in developing Android
applications. Now, Flutter supports multi-platform executable compilation requiring
minimal, or even no, code changes for publication to multiple operating systems.
While the EASIER application is currently only used with one type of Android device,
the ability to easily expand this in the future is a great benefit (Heimann and Veliz
[2022]). Flutter applications are developed using the Dart programming language.
Dart provides many features that make development incredibly easy (Patil et al.
[2023]), such as the Pub package manager and software repositories. This enabled easy
integration of external APIs like Firebase Cloud Messaging (used for push notifications
in the project). One core design principle in Flutter is the concept of “widgets” -
nearly everything in a Flutter application is a widget, and a widget may contain
other widgets. This hierarchical, object based approach to application design is fairly
unique. For this project, Flutter was selected in spite of its steep learning curve due

to a desire to properly learn the framework for use in future projects.
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5.2 Application Architecture

In describing the EASIER Android application, the term “Agent” will be frequently
used. In Flutter, dynamic UI is laid out in code in an initial state. Its content
(text, colour, images, etc) can be determined using changeable variables if the widget
being used is a widget of the mutable StatefulWidget type. A variable in Flutter
can be updated by the widget that uses it, or from other widgets/scripts running
simultaneously (whether asynchronously or otherwise), at which point a setState
call triggers a Ul update with the updated value. Flutter attempts to increase
app performance by only updating Ul displaying values that have changed internally
through a setState call. For the EASIER project, the scripts running asynchronously
to communicate over the internet with servers and APIs (such as those used to fetch
sensor data and receive alerts) are referred to as “Agents”. These can be thought of
as a sort of service - a standalone script that runs continuously (or over a specified
interval), retrieving data and updating variables linked to UI as necessary. EASIER’s

Agents will be described below, and are shown in a chart format in Figure 5.1 as well.

What is “continuous”?

In the context of the EASIER Application, the terms “realtime” and “continuous”
are used to refer to data and functions that update relatively quickly, generally with
the intent of providing a user information that frequently changes. For example,
the AWAIR sensor API may update the values it reports every 30 seconds, whereas
the weather API updates the values every 2 minutes, and the EASIER Web Server
updates the Generated Alerts database (as described in Section 3.3.2) every 5
minutes. All of these communications would be referred to as “realtime”. Though
they are not instantaneous, they provide information required for the application
function frequently enough that any increased frequency would not improve overall
functionality. For both the EASIER Application and the EASIER Web Server,

changing actions’ frequencies could affect performance should the EASIER project
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continue to grow to a very large scale. However, the scope of the project is currently
relatively small, processing required for all functions across a few dozen devices is
performant enough that focusing on optimisation is less important than focusing on
development of new features. The significance of “realtime” in general is not the
number of seconds that have passed, but instead that the task is completed in time
to accomplish its goal(s) successfully (Hu [2012]), which for the EASIER System is

accomplished on the scale of minutes, not microseconds.

5.2.1 Agents
Push Notification Agent

The general purpose of the Push Notification Agent is to handle asynchronous
communications with the Firebase API which handles EASIER’s push notification
delivery. Specifically, the agent passively checks for messages received from Firebase
indicating the receipt of a push notification when the app is open. Delivery of push
notifications when the app is closed is handled by Firebase’s system-level activity,
which is registered with Android via Firebase’s API by the Push Notification Agent on
the first launch of the app. The Agent initially requests push notification permissions,
registers the system activity, generates an FCM token via the Firebase API, stores

the token locally, and begins passively checking for messages from Firebase.

Web Alerts Agent

This agent is the most important Agent f