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ABSTRACT

Arson is the malicious and willful burning of property,
sometimes for fraudulent purposes. On a per offense basis,
it is the costliest and fastest rising crime in the United
States with yearly property losses exceeding $2.5 billion
and deaths amounting to 1000. Reasons given for the
nationally accelerating rate of arson include a present lack
of uniform law enforcement strategies, low criminal prosecu-
tion success rates, and the general multifaceted nature of
the offense.

Strategies for incendiary crime abatement programs are
explored including a comprehensive analysis of the offense.
This analysis forms a model for arson-fraud crimes which can
be delineated into detection, prediction, and prevention
phases. Computer-assisted techniques aid in this analysis
and are documented using actual case data with the Arson

Pattern Recognition System (APRS).
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CHAPTER 1
INTRODUCTION

A recent full page advertisement circulated nationally
by an insurance company remarked

I burned my business to the ground . . .
Thanks, America, for helping pay for it.

In July 1975, the first National Research Council meeting on
the crime of arson was held at the National Academy of
Sciences in Washington, D.C. A summary report reflecting the
majority opinion of the participants exclaimed

Nobody is really concerned about arson—they all

agree that it is a problem that needs work. They

just believe that somebody else is working on it. (1)
The public is just recognizing that arson is a crime needing
attention; however, as with the weather, they still mostly
talk about it.

This text performs a systematic appraisal of the overall
arson problem. Principles of the systematic procedures for

evaluating the problem are presented with regards to sources

of data, investigative techniques, and proposed solutions.

1.1 AN APPRAISAL OF THE ARSON PROBLEM

Background

Arson has been loosely defined as the willful and

malicious burning of property, sometimes for fraudulent



intentions. ¥Also, due to the probable use of flammable
accelerants or explosive materials in arson fires, it is also
referred to as an incendiary crimef

Accurate data sources are not always available for
appraising the arson problem on the national, state, and
local levels. The actual motives for arson fires are also
not always known, which complicates the overall situation.

Furthermore, prior to the development and examination
of models or strategies to prevent incendiarism, accurate
data describing the nature and extent of the problem should
be establiéhed. These sources of information should also

share common terminology and definitions describing and

statistically classifying the arson problem.

National Statistics

Statistical data is collected on the national level by
the criminal justice and fire protection communities. Efforts
are underway to streamline these data collection programs to
form a more accurate appraisal of the national arson problem

(2).

Uniform crime reporting. The Federal Bureau of

Investigation (FBI) has served since 1930 as the national
clearinghouse for the collection and compilation of crime
data (3). State and local law enforcement agencies forward
data monthly to the FBI through the Uniform Crime Reporting

(UCR) Program.



Criminal offense data collected through the UCR program

are divided into Part I and Part II categories. Recent
legislation by Senator John Glenn (D-Ohio) has placed the
crime of arson into the Part I Index Crime category (4).
The entire text of the legislation, which amended the
Omnibus Crime Control and Safe Streets act of 1968 is
reproduced in Figure l.l.

To illustrate the magnitude of the national incendiary
crime problem, arson is compared using the 1974 UCR data to
other Part I offenses in Table 1.1. Notice that building
fires alone outrank all other crimes in both cost per
offense and relative percentage increase over the previous

decade (5).

Private statistics. Compiled between 1956-75 were a

series of statistical studies by the National Fire Protection
Association (NFPA), a privately funded organization concerned
with fire protection in the United States (6-14). Shown in
Figure 1.2 are the reported arson fire losses by year,
according to NFPA statistics.

For comparison purposes with the UCR statistics shown
previously in Table 1.1, data for building fires during 1974
are listed in Table 1.2 in accordance to NFPA published data.
Notice that school buildings are the most frequent victims

to intentionally set fires (15).
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TABLE 1.1

CRIME IN THE UNITED STATES—1974

FBI 1,000's % Incr. Average
Offense Class Cases '64-'74 $ Loss
Murder I 21 121 -
Rape I 55 159 --
Robbery I 441 239 $321
Aggravated
Assault I 453 125 -
Burglary I 3,021 150 $391
Larceny I 5,228 109 $156
Motor Vehicle
Theft I 974 107 $1,246
Arson II 187 127 $3,294
Buildings 114 269 $4,930
Motor Vehicles 42 62 $214
Wildfires 31 22 $1,419

Source: FBI Uniform Crime Reports, U.S. Department
of Justice, Washington, D.C.
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TABLE 1.2

BUILDING FIRES IN THE UNITED STATES—1974

Total Percent Average

Occupancy Fires Arson $ Loss
Schools 35,500 75 $3,500
Churches 5,400 51 $6,300
Storage 68,500 35 $6,300
Offices 8,100 34 $6,900
Restaurants 26,800 31 $2,400
Hotels 30,200 25 $2,300
Retail Stores 78,700 25 $4,800
Apartments 151,500 20 $2,000
Hospitals 15,600 13 $1,300
Nursing Homes 9,300 13 $600
Industrial 60,200 9 $11,200
Mobile Homes 29,700 7 $2,600
Dwellings 661,400 7 | $1,200

Source: National Fire Protection Association, Boston,
Mass.



Statewide Statistics |

In order to further obtain a realistic view of the arson
problem on a statewide level in comparison to national
statistics, the Tennessee State Fire Marshal's Office in
November 1977 attempted to conduct a 100% survey of the total
fire incidents during that month (16). A summary of the
statewide survey is shown in Table 1.3.

In comparison to nationwide statistics, several of the
building categories, such as schools and outside storage,
tracked in accordance with percentage arson losses. An
analysis of average arson and nonarson losses indicate that
intentionally set fires are approximately five times as
destructive.

Another comparison between statewide and national
statistics demonstrated similar results. The Aerospace
Corporation survey (15) of the NFPA 1974 statistical reports
projected the national arson profile to be the sum of the
total incendiary, suspicious, and one-half of the unknown
fires. This analysis showed that 31% of the total fires
reported were intentionally set fires. The projected
statewide arson profile based upon the November 1977 survey
resulted in 33% of the fires in Tennessee being set by

arsonists. Table 1.4 summarizes the calculation method.



TABLE 1.3

REPORTED FIRE LOSSES IN TENNESSEE—NOVEMBER 1977

Total Percent —Avg. §$ Loss—

Occupancy Fires Arson Non—-Arson Arson
Schools 15 46.7 —_— $9,010
Outside Bldg. 81l 37.0 $4,950 $141,000
Grasslands 744 27.4 $1,300 $5,200
Mobile Homes 107 15.9 $7,040 $5,750
Buildings 337 9.5 $10,100 $15,900
Dwellings 974 9.0 $7,190 $19,600
Other Misc. 887 8.5 $3,150 $1,420
Apartments 109 8.2 $3,400 $1,260
Vehicles 684 4.7 $1,440 $3,870
Total Avg. Loss: $5,340 $24,170

Source: Tenn. State Fire Marshal's Office, Nashville,

Tennessee, January 1978.




TABLE 1.4

PROJECTED ARSON PROBLEM IN
TENNESSEE—NOVEMBER 1977

Total Percent
Basis Fires Arson Avg. Loss
Incendiary + 495 12.6 $24,170
Suspicious
Incendiary + 1307 33.2 $17,230

Suspicious +
1/2 Unknown

Source: Tenn. State Fire Marshal's Office,
Nashville, Tennessee, January 1978.



Arson Priority Needs

The Aerospace Corporation survey sampled a consensus of

opinions from leading experts on the needs in the arson
investigation field. A priority matrix, summarized in
Table 1.5, lists these needs according to the reported
relative rank.

Many of the priority needs mentioned in this survey are
obvious responses to any criminal investigation field.
Uniform training of investigators would allow for the
adoption of standardized definitions, techniques, and data
collection efforts. A shortage of trained investigators
presently exist nationwide, with the estimated number
totaling 6000 (5). Other reported needs including research,
cooperation with the insurance industry, jurisdictional
clarifications, and the availability of crime laboratories
are also obvious responses.

The development of a computerized arson investigation
data system is listed as the third priority. Privately, the
American Insurance Association (AIA) is developing an
insurance claims computer reporting system called the
Property Insurance Loss Register (PILR) (17). The PILR lacks
full nationwide implementation by several years, with
questions as to the availability of information contained
within the system to arson investigators with fire and law

enforcement agencies.




TABLE 1.5

PRIORITY MATRIX OF NEEDS IN
ARSON INVESTIGATION

Rank Reported Need
1 Increased Training
2 More Arson Investigators
3 Computerized Arson

Investigation Data System
4 Scientific Research

5 Cooperation from
Insurance Companies

6 Technological Developments

7 Clarified Jurisdiction
over Arson Cases

8 Increased Availability
of Crime Laboratories

Source: Aerospace Corporation Survey, Report No.
ATR-76 (7918-05)-02, U.S. Department of Justice—LEAA,
Washington, D.C., October 1976.
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The Arson Pattern Recognition System (APRS) described
later in this text is also a computerized arson investigation
system which meets the requirements and priorities of the
Aerospace Corporation survey. Furthermore, the APRS programs
perform statistical analyses designed specifically for use in

arson investigation problems.

1.2 MODELING THE ARSON PROBLEM

Modeling has often been described as a process in which
a real world problem is viewed as an abstraction for the
purposes of further study. These modeling abstractions can
be described using mathematical, graphical, verbal, or
symbolic techniques.

Reasons for modeling the arson problem are varied. One
goal of modeling arson is to establish an accurate format
for defining and appraising the problem (18). Through this
approach, a systematic representation of the concepts and
phenomena surrounding incendiary crime can be described and
analyzed. Hopefully from this systematic structuring of the
problem, abatement and control procedures will be developed
which will reduce the magnitude of arson related fire losses.

As previously mentioned in the statewide survey of arson
and nonarson losses, intentionally set fires are on the
average more destructive than nonarson fires. Motives for

setting incendiary fires are varied; however, insurance fraud

l
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is frequently a companion crime. With this fact in mind, it
is anticipated that formally modeling the arson-fraud offense
can provide a greater understanding of the planning, commis-
sion, investigation, prosecution, and insurance related phases

of development.

The Arson-Fraud Systems Analysis Model

One conceptual model describing the relevant phases of
the insurance related arson fire is shown in Figure 1l.3.
This conceptionalization is called the Arson-Fraud Systems
Analysis Model. 1Included within the scope of this model are
elements describing the investigation and prosecution of
criminals who defraud insurance companies through arson fires.

Insurance applications are made by a person who desires
coverage on property through an agency representing a licensed
company. The insurance agent or broker temporarily binds this
requested coverage and forwards the application for further
review by an underwriter, who verifies and makes a final
decision on coverage. In the event of a fire loss by the
insured, claims representatives of the insurance company
(adjusters) decide on the amount to be paid based upon their
investigation.

The detection on whether the fire loss was caused by an
arson fire is usually made by the responding fire department
but could also be made by law enforcement agencies of

representatives of the insurance company. Should a criminally
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set fire be detected, an investigation into the cause and
origin of the fire is conducted. Sometimes prosecution of
person or persons responsible for the fire is made by the

fire or law enforcement agency investigating the crime.

During the investigation, information concerning the fire

loss is often passed back to the underwriters by the insurance
adjuster for future use in evaluating new insurance policy
applications.

In the cases of fires cleared by an investigation or
fact that a criminal fire did not occur, the prosecution and
detailed investigation phases are bypassed to the insurance
claim stage. A typical example would be when the insured
had no connection with the fire or was cleared by the
investigation.

With intentional arson-fraud losses, a criminal who
benefits from the insurance claim uses each concept to his
or her best advantage. The criminal then becomes, as shown
in Figure 1.3, an integral element of the overall system.

Using funds often obtained from previous fire losses,
the criminal submits an insurance application to an
unsuspecting carrier for a target structure. Next, the
insurance underwriters perform a review of the application
and make a decision to accept or reject the policy.

The criminal, now having the property insured, sets or

has a fire set within the structure. Should arson be
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detected as the cause of the fire, an investigation is
conducted by a fire or law enforcement agency. Should
enough evidence be available, the arsonist and/or owner is
criminally prosecuted. Hopefully, the criminal is convicted
and the insurance company denies the claim.

If the investigation, however, cannot provide enough
information to arrest the criminal or the fire was never
detected to be arson, the holder of the insurance policy
submits a claim. Payment for the property lost in the fire
is made to the criminal, who often reinvests the money in
future incendiary crimes.

Future sections will examine the components of the
Arson-Fraud Systems Analysis Model with respect to the
underlying concepts involved with the decision processes.
Emphasis will be placed upon concepts for which viable

research has been conducted.
1.3 THE INCENDIARY CRIME ANALYSIS SYSTEM

Described in the previous section is the technique used
by professional criminals to defraud the insurance companies
through arson related claims. A systematic control of these
activities is needed on a national basis.

First, the detection of the incendiary crime must be
made before a criminal investigation can proceed. Based upon

prior established activity by the criminal, a prediction is
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made of when the next fire claim is most likely to occur so

that prevention efforts will be in order.

A systematic representation of these three phases
mentioned above is schematically shown in Figure 1.4 and is
referred to as the Incendiary Crime Analysis System (ICAS).
These phases serve also as the basis for the following
chapters of this text and formulate a comprehensive framework
for future researchers in the field of crime analysis. The

following paragraphs highlight these individual phases.

Detection Phase

The detection phase of incendiary crime analysis is a
crucial aspect of the problem. Often the crime of arson is
not always obvious and usually is only discovered after an
investigation has been initiated into the cause and origin
of the fire.

Characteristics of the fire, materials, methods, and
suspected motive are several concepts studied to determine
whether an incendiary crime has taken place. Past historical
information on previous fires is often used to determine
possible criminal activity in conjunction with the case

under investigation.

Prediction Phase

The predictability of incendiary crime is an underlying

factor important to this research. The predictions as to the
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FIGURE 1.4 The Role of the Incendiary Crime
Analysis System.
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future times, dates, and locations where incendiary crimes

are most likely to occur are the basis of this phase of
analysis. These predictions are often based upon prior
historical patterns established during the detection phase.
Also, computer-assisted analysis of these established patterns
is an important tool during this phase and provides status

reports crucial to the operation of the overall system.

Prevention Phase

Incendiary crime prevention goes beyond the prosecution
of the arsonist and concentrates on continuous efforts
designed to discourage future activity. Investigative
information derived from the previous detection and prediction
phases of analysis is used to formulate arson abatement
strategies.

Examined during the prevention phase of analysis are
several concepts described in Figure 1.3 of this chapter
that discourage future incendiary crime activity. Among
these concepts are included techniques for insurance under-

writing, evaluation of applications, and prosecution programs.

l.4 SUMMARY

This chapter introduces the concepts involving arson as
a crime within the United States. Accurate data sources on
the incidence of arson are not always available for appraising

the problem on the national, state, or local levels. Simple



21

validity studies, however, can often be conducted on the
levels of incendiary activity.

The Arson-Fraud Systems Analysis Model is introduced as
a perspective approach to examining the complex arson problem.
The criminal is viewed in this model as an integral link of
the system. Future chapters will examine specific concepts
introduced by this model.

The basis for the remainder of the text is the Incendiary
Crime Analysis System (ICAS). This system divides the overall
incendiary crime problem into three phases of analysis—
detection, prediction, and prevention. These phases are

interlinked for a comprehensive analysis of the problem.




CHAPTER 2

DETECTION OF INCENDIARY CRIME

The crime of arson is not always obvious and usually is
only detected once an investigation has been initiated into
determining the cause and origin of the fire. Therefore, the
detection phase of arson investigation becomes the primary
step in assessing the problem of incendiarism, as demonstrated
in Figure 2.1.

This chapter addresses the techniques necessary for the
comprehensive detection of incendiary crime. 1In utilizing
the tools of detection, material is presented that will
enable the reader to observe the common characteristics of
incendiary fires, the motives displayed by arsonists, and
the observed patterns of intentionally set fires. Several
examples are given using these facts in the detection phase

of incendiary crime analysis.

2.1 CHARACTERISTICS OF INCENDIARY FIRES

In examining the problems of arson investigation, the
emphasis first lies with the scene of the crime—the physical
fire scene. Due to recent U.S. Supreme Court rulings, the
arson investigator must visit the crime scene immediately
after the fire has been extinguished (25). The investigator

is usually summoned to the fire scene by fire or law

22
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enforcement officials who have observed or suspect that an

incendiary crime has been committed. According to the

Supreme Court's decision, investigators who do not respond

to the crime scene immediately after extinguishment of the

fire must obtain either consent from the occupant of the
structure or a search warrant to enter the fire scene.
From the facts, circumstances, and physical evidence
+obtained from the fire scene, the investigator can classify
the fire into one of the three major categories.

1. Innocent Fires—Accidental or natural causes of

ignition.

2. Unknown Fires—Undetermined causes of ignition.

3. Arson Fires—Intentionally set fires.

An arson fire can be further classified into either an
incendiary or suspicious fire. A suspicious fire contains
all the criminal elements characteristic of an incendiary
fire without the rigorous establishment of the proof of arson.
Some suspicious fires are often associated with total loss
fires where little evidence remains, but extenuating
circumstances suggest an incendiary fire.

In the 1950's Detective Lieutenant Urlick M. Burke of
the Massachusetts State Police developed a milestone training
tool for the detection and classification of arson fires
under investigation. Now published by the National Fire
Protection Association, the "Burke Procedural and Classifica-

tion Chart for Arson Investigators" is still a major training
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aid to the systematic detection and investigation of
incendiary crime (26). A reduced copy of the Burke Chart is

shown in Figure 2.2.

Materials and Methods

Yl Another characteristic to be examined is the technique
used by arsonists to set incendiary fires. Materials and
methods used to set fires usually differ according to the
arsonist.”

{{ The primary goal of an incendiary fire is the rapid
destruction of a building, vehicle, human body, business
records, or other property without detection that a crime
has taken placef‘ Since the development of the Burke Chart,
technology has kept in pace to provide better laboratory
tools to establish incendiarism through detecting the methods
and materials used by the arsonist.

Arson investigators attack the examination of the fire
scene by first eliminating any accidental or natural causes
of ignition that could have started the fire. Visual
examination of the burn patterns left in wooden and other
combustible materials can reveal the source and movement of
the fire. Physical evidence consisting of debris taken from
the area of fire origin is usually submitted to a crime

laboratory having the capability of testing for the presence

of flammable accelerants.
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\ Since rapid destruction of the property is the goal of
the arsonist, multiple fires are often set at various
locations in the structure to accelerate fire development.
Flammable liquids are often used in conjunction with a time
delay device, sometimes called an incendiary device, to allow
the safe escape of the arsonist who will seek an alibi at the
time of ignition of the fire.”

Studies done by the Arson Bureau of the Ohio State Fire
Marshal's Office show that EEEEEEBﬁ is the most frequently
used flammable liquid in incendiary fires (27). Table 2.1
summarizes the relative frequencies of fire accelerants by
their type, as found in fire debris samples submitted to
Ohio's State Arson Bureau Crime Laboratory. Also, due to the
frequent use of flammable liquids in arson fires, their

presence is often a deciding factor in the classification

and detection of incendiary fires.

Multiple and Repetitive Fires

A study conducted in 1974 by the Industrial Risk
Insurers (IRI), formerly known as the Factory Insurance
Association (FIA), of 637 incendiary losses from 1968 to
1974 addressed the phenomenon of simultaneously set fires
during each loss (28). Up to 16 individual fires were
detected at losses in industrial occupancies. As previously
stated, multiple fires are set during an arson fire to

accelerate the destruction of the property being burned.



TABLE 2.1

TEST RESULTS OF ACCELERANTS DETECTED

AT THE STATE ARSON BUREAU OF OHIO
CRIME LABORATORY—1977

\ Total Pct. of
Accelerant Cases Cases
Charcoal Lighter 14 2
Cigarette Lighter 15 2
Diesel Fuel 19 2

< Gdsoline ™ 573 64
Kerosene 61 7
Lantern Fuel 13 1
Paint Thinner 16 2
Turpentine 11 1
Mixtures 18 2
Unidentified 23 3

Hydrocarbons
Others 130 15
Totals: 893 100%
Source:

Ohio, 1977.

|
Ohio Sta*e Fire Marshal's Office, Reynoldsﬁurg,
|
\
|
|
\
|
|
\
|
\
|
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With the design and use of active fire extinguishing
systems such as automatic water sprinklers, the concept of
only one incipient fire becomes an integral part of the
engineering calculations for the overall system. Multiple
fires often overtax the extinguishing capabilities of the
sprinkler system resulting in serious imparement and increased
destruction by the fires. New engineering design of these
systems now take into consideration the possibilities of
multiple incendiary fires.

The IRI study also recognized the problem of repetitious
fires over a period of time. 1In 116 of the 637 industrial
fires analyzed, a second fire occurred later at the same
location. Table 2.2 summarizes the results obtained by the
IRI study into repetitive incidents. The principle thrust
of these results indicate that when incendiary losses occur
at the same industrial location, there is a 50% chance that

a second fire will follow within 3 months of the first.

Removal of Property

Another characteristic of an incendiary loss is the
absence of property from the structure. Property removed
prior to the fire might include items that are valuable,
that have a sentimental meaning to the owner, or that are of
an incriminating nature. Sometimes valuable items that are

removed will be replaced before the fire with less expensive



TABLE 2.2

RESULTS OF THE IRI STUDY ON THE REPETITION OF

INCENDIARY FIRES FOLLOWING THE FIRST FIRE

Time Pct. of Total
Interval Incidents
1 Day 9
2 Days 15
7 Days 23
2 Weeks 32
4 Weeks 35
3 Months 55
6 Months 59

Source: Industrial Risk Insurers.
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items of similar construction, such as furniture or clothing,

for example.

Summar

This section concerned the characteristics of suspicious
and incendiary fires. These characteristics centered on the
physical evidence found at the scene of the fire, the types
of fires that are set, and the frequency of these fires.
The next sections will concentrate on the profiles of behavior

of the arsonist and the patterns exhibited by fire setters.
2.2 PROFILES OF BEHAVIORAL PATTERNS

In the previous section, the arson investigator was
presented with the physical aspects of the fire scene in
order to detect whether an incendiary fire had been set by
an arsonist. With the detection of incendiarism, the patterns
of human behavior emerge as a detectable factor.

\ Few other crimes share such obtuse motives, behavioral
patterns, and methods of operation as those in the commission
of incendiary crimesq often investigators are required, out
of necessity, to make subjective evaluations of the possible
motives of the suspected arsonists whose fires collectively
bear their signatures. In many cases, the assumed motives
are never verified or substantiated by legal evidence.

This section provides the reader with a survey of the

present knowledge of behavioral patterns common with arsonists.
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An investigator, cognizant of these profiles, might make a
subjective evaluation of the fire scene based upon the

suspected motive of the arsonist.

Motives of Arsonists

Many studies have been conducted over the last two
decades describing the motives for committing arson. The
studies are usually conducted using incarcerated arsonists
with the following categories selected for classifying the
motives.

°1. Revenge. This motive involves the return of
hostility against another person or group of persons by
using fire as a destructive tool. Associated in this
category are the concepts of spite, jealousy, feuds, and
racial or religious hostilities.

? 2, Pyromania. Associated with arson, pyromania is
the best recognized motive for the setting of fires. Sexual
gratification, divine guidance, and alcoholism are often
linked with this motive. The news media often grasps upon
fires where pyromania is suggested due to the human interest

view of the story.

© 3. Malicious mischief. The needless destruction of

property by juveniles and young adults using fire is often
referred to as malicious mischief or more commonly, vandalism.
In the United States during 1974, approximately 75% of fires

occurring in schools were the direct result of arson. As
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previously shown in Chapter 1, arson in schools was the
highest percentage occupancy affected, primarily due to the
motive of malicious mischief.

® 4. Concealment of crime. The use of fire to conceal

the commission of crimes such as burglaries, homicides, auto
theft, or fraud is a common motive of the professional
arsonist. In the case of murder, for example, fire often
deteriorates the body beyond recognition. During a fire,

the commission of other crimes can take place while attention
has been directed towards the suppression of the fire.
Burglaries, robberies, and attempted prison escapes often
occur during an intentionally set incendiary fire.

# 5., Insurance fraud. As previously demonstrated in

Chapter 1, the successful arson fire associated with a
fraudulent insurance claim is relatively a safe endeavor for
a criminal. Organized crime thrives on insurance fraud
schemes to steal millions of dollars from insurance companies
yearly just within the United States (32).

Shown in Table 2.3 is a compilation of several motive
studies made between 1964 and 1970 that are cited in the
literature. Notice the similarity in the reported percentages
for each respective category. The Robbins study provides
some additional insight into the problem of juvenile arsonists.

However, researchers must be reminded that the true

motive of an arson fire may never be known or otherwise
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TABLE 2.3

COMPILATION OF MOTIVE STUDIES

Robbins Steinmetz Inciardi
Motive 1964~ (29) 1965-(30) 1970-(31)
n=136,103* n=304 n=138
Revenge 47% / 5% 41% 58%
Pyromania 30% / 14% 49% 18%
Malicious
mischief 10% / 80% 0% 10%
Concealment
of crime 9% / 2% 7% 7%
Insurance
fraud 4% / 0% 3% 7%

*n=adults/juveniles.
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misclassified. Most insurance companies and arson investiga-
tors now recognize that the immense financial losses due to
arson fires are also linked to insurance fraud. Often an
accidental fire will result in a fraudulent insurance claim
due to purposely overestimated losses by the insured.

Further study by Inciardi showed that arsonists who
commit crimes associated with concealment and fraud motives
had significantly higher intelligence quotients and less
problems with alcohol consumption than other arsonists.
Remember that motive studies are often based upon data
obtained from interviews with apprehended or incarcerated
arsonists and do not reflect those who have escaped prosecu-
tion (33).

In review, the arsonist's motive may be repeatedly
reflected in several cases. In these situations, additional
factors are introduced into the case of which the investigator
should be cognizant of in detecting patterns of behavior.
This phenomenon of human behavior in repetitive fires is
often classified under "biological rhythms" due primarily to

their periodiciety of occurrence.

Human Biological Rhythms

With no attempt to solve or explain scientifically
observed biological rhythms of human behavior, a simple
knowledge of their existence is helpful in detecting patterns

of arsonists. Just as with other criminal acts, arsonists
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have their favorite times, dates, places, and methods of
setting incendiary fires.

Many studies have appeared in the literature describing
biological rhythms exhibited by animals, plant life, and man
(34). Summarized in Table 2.4 are selected biological
rhythms cited in the literature, arranged by their respective
time periods. The rhythms are are simple cyclic responses,
with maximums indicated with the literature reference.

Daily rhythms of 24 hours in length are often referred
to as "circadian" rhythms (35). The lunar phases of the
moon form approximately 14 day time periods, while 28 day
monthly and 365 day yearly rhythms periods exist.

In the detection of patterns in incendiary crime data,
the investigator can utilize the knowledge of these
biological rhythms without a rigorous proof to their
existence. Just as the casual fisherman is aware of the
tidal activity of the oceans, he need not be cognizant of

the laws of physics governing their activity.

The Heineke Arson Model

A sophisticated model used to describe the economic
representation of human behavior associated with incendiary
crime is known as the Heineke Arson Model (18). Using
standard modeling principles, this approach to incendiary

crime analysis is explored.




TABLE 2.4

COMPILATION OF HUMAN BIOLOGICAL RHYTHMS

Rhythm Time Period Maximum Ref.
Oral Temperature 24 Hours 9:00 PM 36,37
Mental Efficiency 24 Hours 11:00 AM 36
Alcohol Metabolism 24 Hours 8:00 AM 36
Pain Sensitivity 24 Hours 6:00 PM 36
Psychomotor Performance 24 Hours 11:00 aM 36
Human Mortality 24 Hours 9:00 AM 36
Onset of Labor/Birth 24 Hours 1:00 AM 36
Crime Activity 14 Days New Moon 38,39

Full Moon
Color Perception (Red) 28 Days Full Moon 36
365 Days December

Menstrual Cycles 28 Days Varies 36,37
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1. Observation. The following variables were chosen

by Heineke to describe the model:

D(L) Damage caused by the fire.

L Time allocated by the arsonist to plan
incendiary crime activities.

p The probability of prosecution of the arsonist
resulting in a prison sentence.

w° The initial wealth of the arsonist.

F Fines as a result of multiple fire damages.
(WO - FD(L)) = The wealth of the arsonist if
prosecuted after starting a fire and causing
damage D(L).

These terms represent variables associated with the behavior
of an arsonist in terms of his decision making process. The
arsonist takes into account his chances of being apprehended
versus the economic gains to be made with the criminal
activity.

2. Construct hypothesis. Based upon the problem

observations, the Heineke Model assumes that the arsonist
will follow the decision making process of the von Neumann
and Morgenstern expected utility theorem (19). Under this
theorem, the arsonist is represented as a function U(W,L),
where W is the individual's wealth and L is the time used to
plan incendiary crime activity.

3. Develop model. The von Neumann Morganstern utility

function is composed of a framework of theorems that attempt
to describe the decision behavior of individuals. These
theorems state that the decisions made by individuals will

always be chosen to optimize the conditions of their
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environment. Increased monetary wealth is the goal to be
optimized for the professional arsonist.

The solution to the amount of time an arsonist allocates
in planning and executing an incendiary fire, denoted by the
term L*, is determined by maximizing the relation

o o :
max {(1 - p) U(W’,L) + p U(W~ - FD(L), L)}
L
When Heineke described the above model, an assumption was
made that the value for L* could only be obtained from a

continuously differentiable function, such that
L* = ¢ (p, F, W)

Based upon an analysis of the above function for L* further
examination of the model can be made with regards to changes
in the problem parameters.

4. Measurement testing. Having explored the basic

model, interest is directed towards the responsiveness of
incendiary crime activity to changes of the problem parameters.
In exploring these parameters, the mathematical analysis can
be obtained with the partial differentiation of L* by the
respective parameter.

Four statements on incendiary crime activity have been
derived by the Heineke Arson Model with regards to changes

in wealth, severity of punishment, and level of enforcement.
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*
%%g >0 If the punishment is by fines, increasing
the level of wealth of the arsonist leads

to increased incendiary activity.

%%: <0 Increasing severity of monetary punishment
lowers incendiary activity.
g;* <0 Increasing the probability of prosecution
lowers incendiary activity.
gg* > 0 Percentage increases in the probability of
d (pFD) =0

prosecution lowers incendiary activity less
than equal percentage increases in monetary
fines.

The results of the Heineke Arson Model analysis support
the research summarized by the Aerospace Corporation study on
the level of incendiary crime activity (15). The consistent
observation reported was that increased arrest rates produced
lower incendiary activity. Also implied by the study was
that additional fines and/or prison sentences also acted as

a deterrent to arsonists.

5. Conclusions. Based upon the results obtained from

these prior steps, the Heineke Arson Model can be considered

a valid representation of the human decision making process
associated with incendiary crime activity. Examined and
validated by supporting resea=ch is the concept of the
maximum time allocated by the arsonist with regards to varying

forms of punishment and/or prosecution. Future users of this
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model should review the initial theorems of the von Neumann
Morganstern utility function before modifying problem

parameters.
2.3 INCENDIARY CRIME DETECTION TECHNIQUES

The prior sections of this chapter have covered the
characteristics of how, why, and when arsonists are most
likely to set fires. Equipped with this background informa-
tion, analytical detection fechniques are presented for
application by arson investigators in their work, remembering
that detection is the primary phase of incendiary crime

analysis.

Patterns of Incendiary Fires

In the commission of incendiary crimes, arsonists may
or may not be aware of their individual behavioral patterns
with relation to the times, dates, or geographic locations
of the incidents. Continuous studies and observations by
this writer over a five year period have noted several
distinctive patterns of incendiary fires set by arsonists.
The following generalizations have been documented and found
to be common to the United States without regard to

geographic region.

Geographic clustering. Repetitive incidents, as shown

previously in Section 2.1, tend to group within the same
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geographical location. These groupings of incendiary fires
form high concentrations of incidents within the same locale

and are often referred to as "clusters" (38,40).

~Lunar frequency. Incendiary fires have a higher

probability of being set by arsonists during the four day
period of the new and full phases of the moon's lunar cycles.
Replication of this study using nonarson crimes support this

observation for other criminal acts (38).

Temporal frequency. Arson fires are often set during

certain periods of the day or week. Mechanisms governing
this behavior might include availability, level of darkness
in the evening hours, or probability of success to strike

the target chosen by the arsonist (38,40).

Incendiary Crime Detection Example

A unique example was found by this writer that
demonstrates the previously mentioned general patterns of
incendiary fires. In Hyattsville, Maryland from February
through September of 1974, a gang of juvenile boys was
engaged in starting incendiary fires within a section of the
city. Items set on fire by these youths included garages
and wooded areas within Hyattsville.

Data from these fires were collected and analyzed to

provide a surveillance schedule to local law enforcement
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agencies concerned with the apprehension of these boys. The
juveniles were eventually caught, and the fires ceased.

Summarized in Table 2.5 is the recommended procedure
for detection patterns of incendiary crime. Included in the
table are references to this example problem on the Hyatts-
ville, Maryland fires.

The first step in detecting incendiary crime patterns
is to define the area of study and construct a gridded
lattice over the area. Within each grid of the lattice, the
number of total incendiary and suspicious fires is represented
by an integer value. Shown in Figure 2.3a is a map of the
Hyattsville area on which a gridded lattice has been placed
and the arson fires totaled.

The second step consists of the detection of geographic
clusters among the gridded incident map. Several analytical
methods exist for performing cluster analysis. One method
is to computer contour the gridded incident map, with
typical results resembling Figure 2.3b. Another method is
to project a three-dimensional image of the gridded incident
map, and rotate the image for the best perspective view such
as shown in Figure 2.4.

After geographic cluster analysis has been performed,
major clusters are selected for detailed numerical analysis.
Step three for this example selected the major cluster

indicated in Figure 2.3 for analysis.
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The major cluster of arson fires selected from the map-
of incidents were twelve of the fires set by the group of
juveniles in Hyattsville. Temporal analysis of the time of
day and day of the week for the incidents contained in this
major cluster was performed. Histograms for the time and
day of week are displayed in Figures 2.5a and b.

Scattergrams displaying the time of day versus the day
of the week and week of the year are shown in Figures 2.6a
and b. Indicated on these figures are the general patterns
formed by linking the incidents by line segments.

The fifth step in detecting incendiary crime trends is
to perform additional multivariate analyses on other data
variables. During this step, lunar patterns are often
detected. For this example, 75% of the fires occurred within
four days of either the new or full moon phases.

In the final analysis of this example, it was observed
that the juveniles set these incendiary fires during breaks
in the séhool day. In the summer months, fires occurred in
the evening hours; but the trend resorted back to the
original pattern at the start of school in the fall. With
few exceptions, the fires were on weekdays. Analysis of
the incidents ceases when the investigator believes that no

other patterns can be obtained from the data provided.
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2.4 SUMMARY

Shown by this chapter has been how the detection phase
of arson investigation is the primary step in assessing the
problem of incendiarism. Not often obvious, arson is a
crime that is only detected after a comprehensive investiga-
tion has taken place.

In order for the arson investigator to be able to detect
incendiarism, the characteristics of the crime must be known.
Classification of the fire, materials and methods used, and
behavioral patterns displayed by the arsonist are several
characteristics of an incendiary fire.

As in other professional fields, an investigator often
relies on intuitive knowledge of past criminal fires with
regards to interpretation of present and future cases.
Likewise, incendiary crime detection techniques include, but
are not limited to, known historical patterns of intentionally
set fires. Patterns found to be significant with no regard
to geographical region include clusters of time dependent
incidents.

The analysis of incendiary crime does not cease with
the detection phase. The following chapters will cover the
prediction and prevention phases with computer assisted

analysis techniques being emphasized.




CHAPTER 3

PREDICTION OF INCENDIARY CRIME

This chapter is concerned with the prediction phase of
incendiary crime analysis. As indicated in Figure 3.1, this
phase of analysis relies mainly upon the computer-assisted
processing of historical trends revealed during the previous
detection phase. Results of these predictive analyses are
used to study incendiary crime phenomena as well as to
formulate arson prevention programs during later phases of

study.

3.1 INCENDIARY CRIME ACTIVITY

Predictability

The predictability of incendiary crime is an underlying
factor important to this research. The predictions as to the
future times, dates, and locations where incendiary crimes
are most likely to occur are based upon prior historical
patterns established during the detection phase. Computer-
assisted analysis of these established patterns is an
important crime prediction tool for the investigator and is
illustrated in later examples.

Three categories of predictable incendiary crime
activity have been observed to dominate this area of research

(38,39). The first category contains the one-time arsonist,
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who has had no prior experiences with fire setting. A

second category of activity is dominated by the individual

arsonist who has committed prior incendiary crimes. Group
participation of arsonists encompasses the third category

of predictable incendiary crime activity. Further discussion |
below documents these concepts involved with the predictabil-

ity of incendiary crimes.

One-Time Incendiary Activity

Previous studies into the motives of arsonists (29,30,31)
have shown that one-time incendiary firesetting behavior is
not dominated by any one category. For example, an estranged
lover may resort to setting fire to his or her mate's
personal affects during a single fit of rage, with no past
experience with incendiarism. Also, a small businessman may
resort to recovering from an unwise investment by personally
setting fire to his store and having no prior experience
with fire.

Nevertheless, the one-time arsonist has been found to
follow the profiles detected in previous fire-setting behavior
of fellow arsonists (39). This profile matches that
established earlier in Section 2.2 as well as profiles to be
discussed in later sections. 1In continuing with the examples
mentioned above, the estranged lover would most likely use a
readily available flammable liquid to set a fire. Also, the

businessman would most probably use an available flammable




54

liquid. Past profiles show that both arsonists would be most
likely to set their fires according to the lunar phase of
the moon (38,39).

In summary, the one-time arsonist is the hardest
behavior to predict based upon the limited data available.
However, prior studies have shown that one-time arson fires
do conform to a profile that is detectable without regards

to motive of the individual committing the crime.

Individual Incendiary Activity

Observations by this researcher, supported by other
previous studies (38,39), demonstrate that individual
arsonists are predictably consistent as to the times,
materials, methods, and geographic locations at which they
set fires. Once an arsonist establishes a pattern of fire
setting behavior, he or she is not likely to deviate from
that pattern.

An example of the pattern behavior established by an
arsonist was documented by the U.S. Department of Agriculture's
Forest Service in 1963 (40). A five year investigation of a
forest arsonist who placed incendiary devices along foottrails
revealed a characteristic pattern of activity in which the
methods, materials, geographic sites, and times of the year

were rarely deviated. Investigators, armed with this

knowledge, were eventually able to predict and apprehend

the arsonist.
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Group Incendiary Activity

The group efforts of arsonists reveal patterns similar
to that of the individual arsonist, with a minor exception.
When several arsonists have been found to engage in group
incendiary activities,.their pattern of behavior often
predictably shift with respect to the characteristics of
the fires.

An example of group incendiary activity was documented
in Chapter 2 involving juvenile arsonists. Examined in this
study were the predictable shifts in geographic distribution,
time of day, day of the week, and lunar trends of twelve
fires. Figure 2.6, page 49, illustrated the predictable
shifts in temporal data.

An explanation for the predictable shifts observed with
group incendiary activity could be accounted for by the
blending of each arsonist's methodology unto a unified effort.
Changes as to the methods of operation by the group partici-

pants would be reflected in minor shifts of activity.

Summary

Incendiary crime activity, whether the results of one-
time, individual, or group participation of arsonists, is a
predictable factor as documented by research. The one-time
arsonist shares a profile similar to the behavior of the
individual arsonist. Group incendiary activities often

deviate with predictability from the established pattern or

profile.
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The next section examines more closely the prediction of
group incendiary activity involving organized crime. This
example illustrates the use of detected incendiary crime
patterns in the formulation of a model to predict future

occurrances of fires within the problem area.
3.2 PREDICTION OF GROUP INCENDIARY ACTIVITY

Introduction

This section examines more closely the predictability
of group incendiary crime activity by arsonists. Studied
are the characteristics which provide the arson investigator
with the most appropriate information on crime patterns for
surveillance scheduling purposes. These crime patterns also
include investigative data linking and predicting of future
incendiary activity regions.

Organized incendiary crime is a subset of group
incendiary crime activity where arson fires are often planned
according to prearranged times, dates, locations, and types
of property to be burned. With economic gain being the
primary goal of organized incendiary crime activity, the
insurance companies and their premium paying customers often
underwrite major arson losses of group incendiary activities
(40).

The following example illustrates group organized

incendiary crime activity operating in a major eastern
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metropolitan area of the United States. This activity
consisted of the systematic theft and burning of vehicles.
The concept of prediction of incendiary crime activity is
developed along with surveillance scheduling, using computer-

assisted algorithms.

Vehicular Incendiary Crime: A Case Study

The large production of automobiles and trucks within
the last decade compounded with the mandatory insurance on
financed property has encouraged the operation of organized
automobile theft rings (42). A stolen vehicle, stripped of
its valuable parts and burned to dispose of incriminating
evidence of the theft, is easily replaced as a total fire
loss under the policy of any insurance contract.

Within the Washington, D.C., Maryland, and Virginia
areas, the operation of an organized interjurisdictional
vehicle theft ring is common knowledge among fire and law
enforcement agencies. Hindered by the jurisdictional
boundaries, the lack of a global strategy for multigovernmen-
tal law enforcement efforts is evident (41,42).

During the year of 1972 in Alexandria, Virginia, there
were 333 incendiary and suspicious vehicle fires. An
analysis of these fires detected time dependent geographic
clusters (42). Predictions based upon these detected trends

were later verified by Alexandria Fire Department officials
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who had been concerned with the incendiary crime problems in
their city.

Following the procedures outlined in the previous
chapter for incendiary crime detection, an appropriate
gridded map was selected for the area of study. The gridded
coordinate map used to display the fire incidents was
developed by Dr. Harry E. Hickey of the University of
Maryland for use in fire research studies (43,44), shown
in Figure 3.2.

The second step of cluster analysis was compiled using
a nonhierarchial clustering strategy called K-Means, which
is summarized in Table 3.1 (45). This clustering strategy
was chosen due to its ability to partition the clusters on
a nonhierarchial basis and to provide statistical data
needed for the prediction phase of the problem.

The solution to the problem using the geographic row,
column, and time of day converged with nine clusters.
Results for this analysis are listed in Table 3.2. The
convergence was based upon the program's analysis of
variance that was conducted after each clustering step.
Cluster #4 was selected for further study due to a low
standard deviation for the three variables.

Temporal and multivariate analyses were performed on
Cluster #4 in accordance with the prescribed detection
procedures. The following results were based upon these

analyses.
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TABLE 3.2

RESULTS OF THE K-MEANS CLUSTERING

Cluster Variables Time Total
No. Row Col  Hour Range S.D. Incidents
1 10.0 13.6 8.6 19.0 5.7 10
2 9.8 45.5 14.5 23.0 5.7 71
3 28.2 56.3 16.4 15.0 3.5 95
4 28.2 53.0 3.8 10.0 3.8 29
5 23.8 9.6 16.5 17.0 4.0 36
6 24.8 22.6 14.1 21.0 5.6 26
7 10.3 23.2 18.6 10.0 2.5 25
8 13.6  25.5 7.5 14.0 3.4 12

9 28.3 38.7 15.4 9.0 4.9 29
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Geographic bounding. The geographic distribution of

vehicle fires contained in Cluster #4 were within a bounded
area of the city. This bounded area forms a wedge shaped
polygon within the southeastern corner of Alexandria whose
sides consist of the Potomic River, a railroad yard, and an

interstate highway, illustrated in Figure 3.3.

Temporal trends. The computér analysis for temporal

trends displayed by Cluster #4 showed that the hours of 1:00
and 7:00 a.m. had been peaks of activity for vehicle fires.
Oover 30% of the fires were on Fridays, with fires occurring

later in the mornings as the year progressed.

Lunar trends. As previously noted, peaks of incendiary

fire activity often occur during the new and full moon phases.
Of the 29 incidents in Cluster #4, 20 fires (69%) fell within
a *+ 4 day period surrounding the new and full moons. Also,

16 of the fires (55%) were during the full moon phase. These
percentages reflect similar results obtained in both arson
and other criminal studies (38,39).

The next step in the prediction of incendiary crime
activities is to construct a model based upon a multivariate
analysis of the detection phase. This model would be used
for predicting future fires based upon historical knowledge
of prior incendiary fires. This model is the sixth step in

the procedural summary shown in Table 3.3.
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Results of the multivariate analysis for Cluster #4
showed that the center had the coordinates of Row = 28.2,
Column = 53.0, and Hour = 3.8 a.m. A simple interpretation
of this solution is that the "typical" fire within Cluster #4
was detected at approximately 3:45 a.m. close to the gridded
coordinates Row = 28 and Column = 53 on the Alexandria map
on Figure 3.4.

The prediction model used in this example consists of
a simple patrol of the area surrounding the cluster center
at the specified times of the day or night. Making the
assumptions that the standard deviations of the row and
column variables are approximately equal, as seen in
Table 3.4, a circular patrol model whose radius emerges from
the cluster center can be developed. - Another assumption is
that the fire incidents form a normal distribution throughout
the cluster.

Confidence intervals for normal distributions state
that 68% of the incendiary fires contained within Cluster #4
should fall within a radius of one standard deviation of the
gridded coordinates. This assumption can be supported by
the data obtained from Table 3.4 on the distances from each
fire to the cluster center as well as by Figure 3.4 which
shows the circular areé bounded by a radius of one standard
deviation. This radius is the mean value of the row and
column standard deviations, which encompasses 19 fire

incidents or 66% of the total when r = 6 units.
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This prediction model assumes that future incendiary
fires will follow past historical patterns. Patrol and
surveillance activities within the circular region for this
problem should take place between the hours of 12:00 midnight
and 7:00 a.m. Expanding the patrol radius past two standard
deviations of r = 12 could account for 95.5% of the total

fires.

- Summary

Shown in this section is the application of both the
detection and prediction phases of incendiary crime analysis
to a problem involving organized crime. Data from vehicles
burned in 1972 within Alexandria, Virginia were used to
construct a mathematical patrol and surveillance model. This
model was tested for validity and fell within acceptable
statistical limits of confidence of a normally distributed
function.

A procedural summary for constructing a general
prediction model for incendiary analysis is given in
Table 3.4, with reference to the previous example. Advanced
models for use in the prediction phase of analysis are

covered in the following section.
3.3 ADDITIONAL PREDICTION TECHNIQUES

As previously stated in this chapter, the multivariate

environment of factors involving incendiary crime activity
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must often be decomposed and reduced to fewer variables to
allow for precise predictions. This section presents several
applications of additional prediction concepts which have
been successfully implemented in other research fields.

These applications warrant future development.

Fourier Analysis

often, a periodic trend appears within crime data; for
example, the rise and fall of the number of incidents during
designated time periods. A researcher observes this trend and
seeks an equation describing this phenomenon as well as a
decomposition of the pattern into the simplest terms.

A mathematical tool called Fourier analysis (47) is a
valid technique for decomposing a time varying trend into
a simple sum of sinusoidal functions. A typical application
of Fourier theory is the digital processing of image pictures
sent back from space by weather satelites (48).

Using the monthly arrest data for a hypothetical city,
a simple example of the Fourier analysis technique is
demonstrated. Shown in Figure 3.5 is a periodic plot of the
number of arrests between the months of September and
December. The following three months are expected to complete
the cycle as indicated. A formula f(t) is needed by the city
to predict this expected trend, which has an even periodicity

(49) .
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The solution to this and similar problems is based upon
the discrete form of the Fourier equation expressed as a

series and commonly written

nrt

f£(t) = ;9 + § [ancos(f77> + b, sin (%}%)]

n=1

where agr an bn' and c, are often called the Fourier

coefficients and calculated using the integral formulas

T/2
a_ = 2 £(t) cos (%}%) at n=0,1,2 . «.)
Z1/2
/2
_ 2 . nrt _
b = & J £(t) sin (577) dt n=1,2,3,. « .)
Z1/2

_ 2 2,.1/2
c, = (an + bn )
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The time interval or period for the trend is six months

for this example problem, with the sampling frequency being

once a month. Users of the discrete Fourier analysis method

must be cautious of the limitations during calculations. The
highest frequency that the Fourier analysis is mathematically
valid is called the folding or Nyquist (50,51) frequency,
which is equal to one-half of the sampling frequency.

Results for a computer analysis of the time varying
arrest data is shown in Table 3.5. Even periodic trends are
characteristic of numerically small bn terms, which is
demonstrated in the analysis. The resulting formula
representing the time varying function f(t) contained only

cosine terms, such that
f(t) = 9.6 + 8.99 cos(nt/3) + 0.88 cos(2mt/3)

for the first two terms of the series expansion.

If the magnitude of the c, term is plotted versus the
frequency nw as shown in Figure 3.6, the graph is called the
discrete frequency spectrum of the time varying function
f(t). The term at zero frequency is ao/2, which represents
the average value of the function f(t). The researcher
therefore sees the usefulness of Fourier analysis in the
ability to display both the time varying and frequency

domains of the problem.
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FIGURE 3.6 The Discrete Frequency Spectrum of f(t).

Indicated on Figure 3.6 is the folding frequency for
which the initial spectrum can be reflected along the plot
past the third Fourier coefficient. 1In brief, the time
varying function for f(t) of the Fourier series will
correctly represent the original function as long as the
highest term of the series is less than the folding frequency,
in this example Cy.

Intuitively, the more data sample points taken during a
given time period results in a longer time series expansion
and better approximation of the original function under
study. Also, in the frequency domain, peaks in the discrete
spectrum are easier to detect. Therefore, the Fourier time
series equation becomes an appropriate prediction equation
when based upon prior historical data trends. Frequency

updates based upon new incendiary crime activity is

recommended for a viable and accurate prediction model.
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Summarized in Table 3.6 are the procedures for the
Fourier analysis of time varying periodic incendiary crime
activity data. As with previous prediction techniques and
models, future incendiary activity is projected based upon

prior historical trends.

Geographic Distribution Patterns

An important concept in the prediction phase of
incendiary crime analysis is the geographic distribution of
incidents. As previously documented in Section 2.3, an
emphasis is placed on the selection of major clusters of
incidents when displayed as a gridded geographic distribution.
Examples based upon the gridded map from Figure 2.3, page 45,
were studied in Section 2.3.

The prediction phase of analysis often requires a model
to represent the expected number of incidents per grid.

This sample grid is also referred to as a quadrat in
ecological studies (52,53). Previous observations by this
writer on the geographic distributions of incendiary fires
have determined them to fit a truncated Poisson formula (39,
42).

The truncated Poisson process model considers only the
total number of incidents observed within each quadrat.
Quadrats with no fires are ignored by this model. The

equation for this model is expressed
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X
P(x;¢) = (x = 1,2,3, « « )

¢

e® - 1) x!

where the parameter ¢ is calculated from the observed mean

value of the number of fires per quadrat

2 43-1 .
¢=m—zl—j—,—<mem)3 (5= 1,2,3, + + .)
=1

and the theoretical mean

=0
T
Using the gridded incident map from Section 2.3, the
truncated Poisson process model was constructed. The
resulting equation for P(x;¢), which represents the expected
proportion of the number of gquadrats having x fires and an
observed mean m, is expressed

1.52%

P(x;1.52) = 395 %1

and having a theoretical mean of u = 1.95.

Table 3.7 summarizes the chi-square goodness of fit test
which is used to validate this model. The chi-square test
is often used to obtain confidence limits based upon
numerical models (52,53). Shown in Table 3.8 is a step by step
procedure for evaluating and constructing a Poisson model of

a geographic distribution of incendiary incidents.


https://P(x;1.52

TABLE 3.7

A TRUNCATED POISSON PROCESS MODEL FOR THE
GRIDDED INCIDENT MAP PROBLEM

Fires per Observed Expected Expected Term for
Quadrat Freq. Freq. Prop. Chi-square
1 41 29.7 .425 5.30
2 14 22.7 .325 3.33
3 4 11.4 .164 4.80

4 5 4.5 .064

5 5 1.3 . .019
3.78

6 0 .3 .005

7 1 .1 .001
(N) 70 70.0 1.000 16.21
df = 2 x2 = 10.60 x% = 16.21

.005
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The significance of this example is that given the mean
number of incendiary fires within a geographic area, a
prediction model can be developed for the expected number of
fires per quadrat. Should the number of incidents observed
in a specific quadrat exceed an expected frequency, a
detailed study of these incidents is recommended. Also note
that in the example of Section 2.3, the quadrats containing
the highest number of incidents were selected fortmultivariate

analysis due to clustering.

Additional Clustering Technigues

As previously described, the technique of cluster
analysis often plays a useful role on both the detection and
prediction phases of incendiary crime analysis. Often a
researcher is not aware of the numerous clustering strategies
that exist.

There are two general approaches in the clustering
field, hierarchial and nonhierarchial. Basically the non-
hierarchial clustering methods partition patterns of cases
into domains that are represented by individual cluster
centers.

Hierarchial clustering initially assumes the number of
cases to also be the number of clusters. During each
clustering cycle, one case is absorbed by another cluster
until the entire set of cases represent one major cluster.

Interpretation of the number of total clusters is left to



80

the researcher, who views the analysis in the form of a

hierarchial tree.

An example clustering problem is shown to demonstrate

the difference between hierarchial and nonhierarchial
concepts along with a literature review citing applications.
Figure 3.7 is a hypothetical city in which eight incendiary
fires have been set, forming two major clusters.

Table 3.8 cites several representative clustering
techniques, classified under the categories of hierarchial
and nonhierarchial analyses. Due to parallel research in
several fields of study, similar techniques exist under other
names.

A nonhierarchial analysis using the K-Means clustering
techniques was run using the data in Figure 3.7. As with
the detection and prediction phases of incendiary crime
analysis, the geographic distributions of incidents were
placed on a gridded map prior to analysis. Figure 3.8 lists
the results for the K-Means computer analysis, Solving for

two major clusters.

The nearest neighbor algorithm cited in Table 3.9 was
used to perform a computer assisted hierarchial analysis of
the same problem. Visual inspection of the hierarchial tree
produced by the analysis clearly verified that two major
clusters exist within the gridded incident map.

Thus, the two opposite approaches produced similar

The researcher is cautioned, however, not to rely

results.




FIGURE 3.7 A Hypothetical City in which Eight
Incendiary Fires Form Two Clusters.
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TABLE 3.9

HIERARCHIAL AND NONHIERARCHIAL
TECHNIQUES FOR CLUSTERING

Classification Technique Ref.
Nonhierarchial K-Means Analysis 54
ISODATA Analysis 55
Linear Discr. Analysis 56
Forgy's Method 57
Jancy's Method 58
Hierarchial Nearest Neighbor 59
Farthest Neighbor 60
Median 60
Group Average 60
Centroid 60
Ward's Method 60,61
Flexible Beta 62
McQuitty's Method 60
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upon one clustering strategy due to the vast variations in
their convergence properties as well as interpretations by

the individual user.

Other Research Activity

At this time there appears that two other research
programs may contribute data to the subject of arson predic-
tion. As previously referenced in Chapter 1, the Property
Insurance Loss Register (PILR) could provide meaningful data
into the prediction of incendiary crime activity on a
nationwide basis, but this is not a major focus of the
project.

Work by the Urban Educational Systems located in Boston,
Massachusetts (63,65) observed that once a multifamily
residence has acquired several lienholders and refrains
from mortgage and tax payments, an incendiary fire is likely
to occur. These generalizations contribute to the research

activities but have not been tested on a large scale basis.

3.4 SUMMARY

This chapter describes the techniques which have
proved successful in the prediction of incendiary crime.
A major example involving organized incendiary crime
activities within an East coast city illustrated the
construction and testing of prediction models. Step by step

analysis techniques were documented for future researchers.

o
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Advanced prediction techniques including Fourier
analysis, spatial distribution patterns, and various
clustering approaches were presented, each having future
applications. Again, numerous examples were used to
‘illustrate key points of each analysis.

The prediction phase of incendiary crime analysis 1is
not the final setp. Information derived from the previous
detection phase is combined to be applied during the final
prevention phase of analysis.

The next chapter will make use of the prior tools to
deal with the prevention of incendiary crime activities.
Prior historical trends will be blended with efficient
allocation of investigative manpower to maximize the

deterrent concepts presented.



CHAPTER 4

PREVENTION OF INCENDIARY CRIME

Incendiary crime prevention was a concept unknown to
fire investigators who retired more than a decade ago. TO
them the incarceration of an arsonist was the only definite
solution to incendiary crime activity.

This chapter presents concepts for incendiary crime
prevention—the third and final phase of analysis as shown
in Figure 4.1. 1Investigative information derived from the
detection and prevention phases of analysis is used to
formulate and deploy incendiary crime prevention efforts.
Alternatives and strategies are presented for incendiary

crime prevention programs.
4.1 PRESENT ARSON PREVENTION PROGRAMS

When the subject of fire prevention is raised, most
individuals remember the typical activities carried out by
their fire departments in the area of building inspections
and the education of elementary school children.\\Arson

prevention is a multifaceted task that cannot be readily

grasped by all fire departments or law enforcement agenciesJ{
However, several successful arson prevention programs have
been initiated across the United States which deserve

mentioning.
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© public Awareness Programs

Educational programs directed towards the public have
been reported successful in reducing the incidence of arson
in Seattle, Chicago, and the state of Ohio. These public
awareness programs were often funded by private insurance
groups, who defrayed the publication costs for the printing
of phamphlets, award signs, etc. Shown in Figure 4.2 is a
typical public awareness phamphlet distributed by the Ohio

Insurance Institute (65).

@Arson Award Programs

Many jurisdictions have established arson award programs
which provide money to individuals who volunteer information
leading to the arrest and conviction of an arsonist.
Depending upon the level of assistance provided by the
informant, the award can total several thousand dollars.
Financing of the award funds, which amount to as high as
$10,000, is most often handled by an association representing
the insurance industry within that jurisdiction. Shown in
Figure 4.3 is a typical arson award sign which is placed at
the scene of arson fires within Ohio and is sponsored by the

"Blue Ribbon Arson Committee" (65).

Advanced Prevention Efforts

The following sections of this chapter wil present

ongoing incendiary crime prevention efforts, which are not
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FIGURE 4.2 A Typical Public Awareness Pamphlet
by the Ohio Insurance Institute.
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Fire officials suspect this fire was
a result of

DY | 43

Rewards are being offered from a
$10,000 fund by the Ohio Blue Ribbon| |calt:
Arson Committee for information
leading to the identification of

person(s) responsible for this fire:

FIGURE 4.3

A $10,000 Reward Fund Sign That Is
Placed at Arson Fires within Ohio.
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always covered in public awareness programs. An overall view
of the Arson-Fraud Analysis Model presented in Chapter 1
provides the basis for these advanced incendiary crime
prevention efforts.

The following programs summarized below are considered
by this writer to have direct bearing upon the Arson-Fraud
Analysis Model concept. Examples of these program applica-
tions are covered later in this chapter.

g 1. Insurance Underwriting. The first and most logical

step in preventing fraudulent insurance claims is to lessen
the chances of arsonists over or incorrectly insuring
property. Careful and uniform underwriting practices by the
insurance industry could be a reasonable deterrent to these
claims resulting from incendiary activity.

¢ 2. Arson Task Forces. Aggressive and coordinated

prosecution of arsonists is the major goal of Arson Task
Forces, who form investigative coalitions of local, state,
and federal agencies charged with arson investigative
responsibilities. Prior efforts have proven effective

against incendiary crime (66,67,68).

& 3. Arson Control Acts. The reporting of incendiary

or suspicious fires to the State Fire Marshal's Office is a
responsibility of the insurance industry under Ohio's Arson
Control Act of 1976. In return for reporting of arson

claims, the insurance company is granted immunity from
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civil retaliation from the insured for information revealed
to fire and law enforcement agencies during their investiga-
tions. 1In the past subpoenas or court orders were required

to obtain this information.

summar

The prevention of incendiary crime can be accomplished
through a combination of public awareness programs and
aggressive prosecution efforts. The next sections deal with
the three underlying incendiary crime prevention efforts

that are briefly summarized above.
4.2 DECISION RULES FOR INSURANCE UNDERWRITING

As demonstrated in the previous section's analysis of
the Arson-Fraud Analysis Model, the first and most logical
step in preventing the success of arsonists lies with the
blocking of their ability to obtain insurance. The more
careless an insurance company is in underwriting a poor
property risk, the better the success an arsonist has
with overinsuring the structure. Obviously, careful
underwriting practices could be a deterrent to incendiary

crime activities (69).

FAIR Plan Underwriting

In 28 of the United States, there are insurance

industry managed organizations called FAIR Plans (Fair
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Access to Insurance Requirements) which provide insurance
underwriting in high risk areas. The FAIR Plan property
insurance coverage was traditionally extended to riot-prone
areas of the inner cities, but the coverage has recently
been passed onto questionable businesses and applicants who
have had prior insurance losses and problems (69). Often,
known arsonists who have been denied coverage by other
insurance companies use the FAIR Plan underwriting programs.

An investigation by the U.S. General Accounting Office

(GAO) , requested by Senator Charles H. Percy (R-I11.),
recently reported that the state operated FAIR Plans often
encouraged incendiary crime activity (70). Cited in their
report were these primary reasons for this phenomenon:

(1) Insuring inner-city properties at replacement
value rather than true market value, thus
providing a financial incentive to burn
dilapidated buildings;

(2) Insuring policies without sufficient scrutiny
of the physical condition of the properties
or the record and character of applicants;

(3) Requiring 30-day notice prior to policy
cancellation even for deteriorating and
abandoned properties likely to be torched
at any time.

Several alternatives have been adopted by FAIR Plans

which include more careful underwriting procedures. These
procedures include evaluation of the insured value of the

risk, including the ability to deny coverage in certain

cases.
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Discriminant Analysis of Insurance
Applications

The major stumbling block in the insurance underwriting
process appears to be the screening of policy applications.
This screening process becomes a two-class problem involving
a simple decision—to accept or deny the policy application
for insurance. The use of discriminant analysis is one
approach to the statistical solution to this problem.

Shown in Table 4.1 are several variables selected from
the Ohio FAIR Plan Underwriting Association application for
property insurance. Indicated beside each variable are the
possible numerical responses, which will later serve as the
input to a problem model.

The discriminant analysis technique weights and
linearly combines the data from the variables in Table 4.2
to produce decision functions. These decision function
formulas are later used to "discriminate" future insurance
applications as to their class membership.

To illustrate the application of discriminant analysis
for generating decision rules for insurance underwriting,
twenty recent Nationwide Insurance Company applications were
obtained. These applications were also screened by Nation-
wide's underwriting staff to compile ten policy acceptances
and ten denials.

These twenty applications were coded based upon the

guidelines provided in Table 4.1 for use as the input to a
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TABLE 4.1
SELECTED FAIR PLAN UNDERWRITING VARIABLES

Variable Description
1. State of Building 0 = Unoccupied
1 = Occupied
2. Applicant 0 = Other 3 = Tenant
1 = Owner/Occ. 4 = Mortgagee
2 = Owner 5 = Land Contract
3. Fire Prot. Class 1 -10 ISO Grade
4, Occupancy 1l - 99 No. of families
or businesses
5. Acutal Cash Value Thousands of Dollars
6. Total Mortgages 0 - 99 Mortgages
7. Total Prior Losses 0 - 99 Prior losses

Source: Ohio FAIR Plan Underwriting Association
Application for Property Insurance.

TABLE 4.2

DISCRIMINANT ANALYSIS COMPUTER PROGRAMS

Statistical Package Program Ref.
SPSS ‘ DISCRIMINANT 71
BMD BMDO7M 72

SAS DISCRIM 73
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discriminant analysis. Listed in Table 4.2 are several
acceptable computer programs for discriminant analysis,
including references to their sources.

The general objective of this problem of finding a
decision function for the insurance application problem is
diagrammed in Figure 4.4. New and labeled pattern samples,
which are the policy application data, are represented by

pattern vectors, such that

where the features of the vector are the variables of
Table 4.2 and a constant.

The discriminant analysis of the labeled pattern
policies, that is the twenty original applications, form a

two-class linear decision function

a; (X) =W, -X (i =1,2)

where W, is a vector of the classification weight coefficients

T
W, = [wl W, Wy W, Wg Wg W, We] .

New pattern samples of insurance policy applications can
be tested using the decision functions to quickly screen the
policy for further study. This decision model can be updated
by performing additional discriminant analyses on new pattern

samples and changing the decision functions to reflect this
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new data. Updating of the decision function is called rule
modification, as indicated in Figure 4.4.
The solution to the problem of which class Ci to place

a new pattern sample X is found by the equation
C; = max [di(gil (i =1,2)

where C; and C, are the classes 1 and 2, respectively. This
equation can be easily extended into higher class dimensions.

Results for the discriminant analysis of the twenty
Nationwide policy applications are shown in Tables 4.3 and
4.4. The classification weight coefficients are listed by
their classes in Table 4.3 along with the problem variables.
Table 4.4 is an analysis of the results for the classification
of the twenty applications and their respective relative
classification errors (74).

A summary of the procedures for determining decision
rules for insurance underwriting is listed in Table 4.5.
Included in this summary is the option for evaluating new
policy applications as well as updating the present decision

function through rule modifications.

Summar
As demonstrated in the discriminant analysis example,
routine screening of insurance policy applications can be

quickly and accurately accomplished using a linear decision
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TABLE 4.3

DISCRIMINANT FUNCTION COEFFICIENTS FOR THE
INSURANCE UNDERWRITING PROBLEM

Coefficients
Variable Class 1 Class 2
"Accept" "Deny"
1. State of Building 5.90 3.77
2. Applicant 5.04 - 5.46
3. Fire Prot. Class 0.71 1.36
4., Occupancy 0.18 0.49
5. Actual Cash Value 9.97x10™°  1.25x107°
6. Total Mortgages 2.39 3.64
7. Total Prior Losses -0.80 -1.45
8. Constant -9.58 -13.26

TABLE 4.4

CLASSIFICATION RESULTS FOR LABELED PATTERN SAMPLES

Classification Results
Insurance Policy

Pattern Classification Class 1 Class 2 R.C.E.*
"Accept" "Deny"
"Accept"” Policy - Class 1 8 2 0.20
"Deny" Policy - Class 2 2 8 0.20
*R.C.E. = Relative classification error =

Incorrect classif.
Total classif.
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equation. This equation can even be used with a calculator

by the insurance agent or underwriter.

Historical information based upon prior fire losses is
the basis for risk underwriting. Discriminant analysis can
be routinely used to update the decision function equation
to reflect current loss history experience. This simple task
is an important resource feature of the model.

Future research should be conducted into the selection
of key underwriting variables. The number of these variables
should be minimized, while still retaining a high statistical
confidence interval during decision function analysis.

Clearly, the first and most logical step in preventing
the success of arsonists lies within the blocking of their
ability to obtain insurance. If coverage of a property risk
is underwritten, this policy could still be flagged for
surveillance by insurance risk managers as to compliance with

policy regulations.
4.3 ADVANCED PREVENTION TECHNIQUES

Several advanced incendiary crime prevention programs
have been discussed but none surpass the coordinated
techniques set forth by individual leaders in the arson

field. Discussed in this section are the progressive arson

task force concepts of enforcement and the arson control
laws governing the immunity reporting of arson by the

insurance industry to the state arson bureaus.

-



Arson Task Forces

The use of coordinated Arson Task Forces have proven
effective in controlling incendiary crime activities within
jurisdictions where other singular efforts have failed (66).
These investigative coalitions involve a cross section of
local, state, and federal agencies as well as interfaces
with the prosecutors and the insurance industry. Results
and reactions to these programs have been favorable, and
guidelines for establishing similar task forces have been
made available (67,75).

An analysis of the existing Arson Task Force programs
by this author have produced a recommended one-year implemen-

|
tation program for any local, state, or federal agency. Due
to various law enforcement goals, coordination is needed
during implementation of such a program.

1. Study of Problem Area. Identification of data

\
|
|
sources, prior historical trends, and enforcement statistics
of the jurisdictional area. Task: 3 months.

2. Enact Arson Reporting System. Initiate a program

to uniformly report every instance of arson within the area

of study by both law enforcement and insurance representatives
having the responsibility and jurisdiction. The data should
be systematically filed and/or computer encoded for future
retrieval and analysis. Task: 3 months.

3. Apply Arson-Fraud Analysis Model. With the data

collected from Steps #1 and #2, apply the information to the
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Arson-Fraud Analysis Model. This model will be the basis
for later evaluation of the efforts of the Arson Task Force. }

Task: 1 month.

4. Form Arson Investigation Unit. Assimilate an

investigative unit of hand-picked men and women based upon
their skills for benefit of the agency. Maintain a police-
fire interface whenever possible, and have the unit's leader
reporting directly to the chief officer of the agency.

Task: 2 months.

5. Initiate Uniform Investigative Training. A two

month on-the-job probationary period should be followed by
routine intensive training courses. Training should be in

all phases of investigation, with rotation of responsibilities
within the unit to acquaint the officers with various aspects
of arson. Task: 2 months.

6. Extended Task Force Interfaces. Develop contacts

within other local, state, and federal agencies sharing
similar interests within the arson enforcement field. Plan
monthly intelligence meetings to keep abreast of developments.
Task: 1 month.

7. Perform Quarterly Evaluations. Supply superior

officers and public information agencies with performance
indicators of the unit. These indicators include the
application of the Arson-Fraud Analysis Model as well as

the rates of arrests, convictions, and case closures. Also

o
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include the solution of cases using the funds.ffom arson
reward programs. Task: every 3 months.

Not included in this summary analysis of Arson Task
Force programs is a national strategy for implementation.
Once a viable plan is available with proven horizontal
transferability, a federal seeded funding program is needed
to promulgate the concept. National coordination is urgently

needed without, however, local intervention.

Ohio's Arson Control Act of 1976

The Ohio Senate Bill No. 462, sponsored by Senator
Charles E. Butts (D-Cleveland), became effective on August 20,
1976 as one of the nation's first model insurance immunity
reporting laws. This act was also the first to provide the
insurance industry with a system of legally providing
information to state authorities as well as establishing
evidentiary rules relating to the use of insurance data.

Shown in Figure 4.5, is a schematic representation of
the entire reporting system required under the Arson Control
Act. The law requires an immediate notification to the
Chief of the State Arson Bureau (Division of State Fire
Marshal) of insurance claims which are the result of
suspicious or incendiary losses. The initial and further
communications are protected by immunity from civil retalia-

tion from the insured as long as they are done in good faith.
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OF LOSS
(Form-I)

NOTIFICATION

DIVISION OF STATE
FIRE MARSHAL
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State Arson Bureau

l

v

ANALYSIS SECTION REQUEST FOR TRANSMITTAL
e Duplication INFORMATION OF INFORMATION
of policies (Form-IT) (Form-1IIT)
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e Multiple
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| STATE ARSON
INVESTIGATORS <

FIGURE 4.5 The Insurance Loss Reporting System Under
Ohio's Arson Control Act of 1976.
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As soon as the Notification of Loss is received by the
State Arson Bureau, the information relating to the owner,
occupants, and lienholders of the property are Cross-
referenced and checked for duplicate claims or policies.
Repeating names are retained for further investigation.
State Arson Investigators receive copies of these notifica-
tions for use in their cases.

Requests for additional information on individual
losses can be made by any fire or law enforcement agency,
using the forms provided (Form-II). Prior to the Arson
Control Act of 1976, subpoenas were often required by the
insurance company to obtain the desired information.

Replies by the insurance company are made using Form-III,
the Transmittal of Information Form. The original copies of
the material are retained by the insurance company until
they are needed in court for civil or criminal cases.
Information typically requested by an investigator might
include the insurance application, premium payment records
of the insured, history of prior losses, and other material
relating to the investigation such as a proof of loss and
statements to the company's adjusters.

Based upon the favorable publicity since the passage
of the Arson Control Act in Ohio, several other states have
adopted similar legislation. To date, Maryland, Michigan,

Illinois, and West Virginia have reported to enacted state
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laws for immunity reporting of arson losses by insurance
companies. Copies of the forms and the model legislation

are included in the appendix of this text.
4.4 SUMMARY

The third and final phase of incendiary crime analysis
is the prevention phase. 1Investigative information that was
obtained from the prior detection and prevention phases of
analysis is used to formulate and deploy incendiary crime
prevention efforts.

This chapter presented ongoing arson prevention programs
from the public awareness sector as well as advanced efforts
within the insurance and law enforcement agencies. Insurance
underwriting and arson task forces are discussed from the
standpoint of maximizing and coordinating effective incendiary

crime prevention efforts.



CHAPTER 5

COMPUTER-ASSISTED ARSON INVESTIGATION

Incendiary crime analysis programs require the
continuous monitoring and evaluation of arson information
and case data. Raw verbal and numerical data are of little
use to field investigators, whose heavy caseloads do not
allow them to subjectively evaluate the global aspects of
the incendiary crime problem. Inferences and investigative
goals are often based upon the historical limitations of
the arson investigator's personal case experiences.

The introduction of digital computers to nearly every
aspect of business and education has had a pronounced effect
on information processing. The arson investigation process
is in need of significant computer applications that will
assist in the intelligence analysis phases of criminal
investigation. Goals of this process should include
increased investigative success in the form of total arrests
and convictions for incendiary crimes and uniform enforcement
policies.

Computer-assisted arson investigation is already a
reality for the fire investigator who has observed the act
of arson emerge as the fastest rising crime in the United
States and Canada (l1). Since 1972, a computer-assisted

arson technique has been continuously developed and refined
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by this writer at the University of Tennessee and the
University of Maryland (39,76). During the initial testing
period, the Arson Pattern Recognition System (APRS) has
proven to be an effective incendiary crime deterrent and

indicator on a city, county, and state level (39,76).

The Arson Pattern Recognition System

The APR System is designed to be a systematic data
analysis tool for the detection, prediction, and prevention
phases of arson investigation. Using APRS predictions of
where, when, and how incendiary crimes will be most likely
to occur, arson investigators can concentrate on regions
needing patrol and surveillance activities.

In brief, "pattern recognition" is a newly formed field
in computer engineering noted as a state-of-the-art tool for
identifying and classifying data trends (45){ Arson fire
incident data, which by its nature contains numerous trends,
constitutes a valid application of pattern recognition
techniques.

Shown in Figure 5.1 is a general flowchart of the APR
System. Note that the arson investigator serves as an
integral element of the overall system.

The APR System has the ability to evaluate, link, and
classify multidimensional factors shared by similar arson
cases. Seasoned investigators often acquire over their

career information on the names, locations, and methods used
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by arsonists during fires. Upon retirement or death, this
investigative information is not passed onto younger arson

investigators for their future use.

The APRS Data Base

A major goal of the APR System is to provide the
medium for a comprehensive and complete criminal records
system. The basic fire incident data is recorded and coded
using the nationally accepted NFPA No. 901 standard for
reporting (77). Complementing this standard, the APR System
provides for the coding of names, insurance data, and case
closure information. Since almost every data element is
considered public information, confidentiality is not a
major concern. Included in the appendix are the federal
guidelines for computerized criminal history systems with
which any user of the APR System should be familiar.

Shown in Figures 5.2, 5.3, and 5.4 are the APRS data
coding forms for the fire incident, casualty, and investiga-
tion reports, respectively. Notice that the fire incident
and casualty reports are in accordance with the suggested
NFPCA reporting guidelines. Futhermore, the APRS Investiga-
tion Report has been recommended as a standard for incendiary
crime reporting, with minor modificatiéns being expected in

the near future.
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The APRS Computer Programs

The APR System consists of a set of computer programs
written in ANSI FORTRAN IV and used exclusively for the
analysis of incendiary crime. Developed from the Fire
Engineering Data Analysis Program (FEDAP) , the APR System
program consists of approximately 6000 source card images
and resides in 128K of core storage (78). Designed in a
flexible modular format, the subprograms have been overlaid
to minimize core storage requirements.

Subprograms provided under the APR System fall under
four general categories-—data input/output, display,
analysis, and experimental analysis. Table 5.1 lists the

APRS subprograms written to date.

Input/output. The subprogram FEATRS interfaces the

APRS Data Base with the analytical portions of the program.
Subprogram INSUM provides a summary of incidents compiled in
the data base. These subprograms can be used at anytime

during execution of the APR System.

Display. Uni- and bivariate displays are made by the
subprograms in this data category of analysis. The
subprograms HISTO, HTIME, and HDAY perform univariate
histograms of a selected feature, time of day, or day of
the week, respectively. The histogram percentiles are
autoranging to produce maximum deflection of the maximum

values.
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The remaining subprograms produce two-dimensional
displays of selected or specific variables. Scatterplots
of two selected features, day of the week by time of day,
and week of the year by time of day are available using
subprograms PSGEN, PSDXT, and PSWXT, respectively.

Geographic displays of the location of incidents
according to a specific location grid system are accomplished
through subprogram INMAP. Converting an incident map to a
grey scaled density map of the same dimensions can be done

with subprogram DENMAP.

Analysis. Computer analysis using pattern recognition
techniques is the purpose of this group of subprograms.
Nonhierarchial clustering techniques are accomplished using
either subprogram KMEANS of ISODTA. Hierarchial analysis
of clusters as well as a tree showing their relationships
can be drawn with subprogram TREES.

Fourier filtering of geographic incident using high and
low pass techniques are done using subprogram IMAGE.
Subprogram NLINK provides the facility for alphanumeric
linking of investigative case data elements, such as names,
addresses, or fire trends. Subprogram SPECTM solves for
periodic trends in univariate data by applying Fourier
transform techniques. DISCR is an interface to standard
statistical analysis programs involving discriminant analysis

routines.
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Listed in Table 5.1 are the present APR System Computer
Subprograms. Experimental programs are indicated with a
star and are in their final testing stages. Subprograms
whose outputs are used as examples within this text are also

indicated.

Recent APRS Advances

The APR System represents over five years of research
and analysis of fire incidents and incendiary crime activities.
Within the last three years, numerous developments within the
pattern recognition and computer engineering fields have been
added to the APR System to update and streamline its operation.

The following items represent several of the newest additions.

Minicomputers. The APRS computer program has been

modified to operate on any computer system supporting ANSI
FORTRAN IV, including minicomputers. Minicomputers are low-
cost digital computers that can be purchased for less than
the cost of a fire engine. The current advantages of an
arson investigation or fire prevention bureau owning a
minicomputer include:
1. No computer running costs other than periodic
maintenance, electricity, paper supplies, etc.
2. Security of the data in accordance with the
guidelines specified for criminal records

(Appendix B).
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3. Reliable 24-hour availability.

4. Size: approximately one filing cabinet.

Additional advantages include the capability for
interactive control of the APR System using a portable
teleprinter and modem acoustically coupled to a telephone.
This capacity allows an investigator in the field to access
the APR System and other pertinent files stored in the file

system.

Computer-generated maps. The APR System now has the

capability of synagraphically displaying the density of
incidents over a given geographic area. Three~dimensional
maps can also be generated on a digital plotter, while
either integer value or gray-scaled density-coded maps can
be printed on either a terminal or lineprinter. These forms
of displays give the investigator a visual perception of the
levels and centers of incendiary crime activity and aid in

the organization of priorities of arson prevention.

Intelligence network capabilities. The APR System is

linked by a common program that can enable an investigator
to interface with another reporting system, immediately
initiate status reports on arson activity, and retrieve
active fire incident data on a case-by-case basis. All of

these capabilities are the minimum requirements for an

interactive intelligence analysis operation for combatting

organized incendiary crime activities.
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Cluster analysis. A relatively new analytical tool,

cluster analysis was developed in the 1960's by researchers
seeking efficient techniques for determining measures of
similarity in multidimensional data (45).

The APR System includes several efficient clustering
routines. A typical analysis reveals groups of similar
cases, taking into account up to 300 variables. 1In
conjunction with the APRS mapping programs, these groups of
cases can be displayed individually for planning arson

prevention and surveillance programs.

Conclusions

Incendiary crime analysis can be most efficiently
accomplished using computer-assisted techniques. Future
research into the application of computer-assisted arson
investigation techniques is needed, with expansion to state-

wide and national levels as an underlying theme.



CHAPTER 6
SUMMARY, CONCLUSIONS, AND RECOMMENDATIONS
|
\

Incendiary crime has been presented as a growing
nationwide problem costing thousands of lives and billions
of dollars annually. The problem has been attacked from the
perspective of the disciplines of psychology, psychiatry,
criminology, and geography fields. This text examines the

crime of arson from the field of fire protection engineering.

Summar

From within the field of fire protection engineering,
tools for the uniform analysis of the incendiary crime
problem were applied. Broken into the steps of detection,
prediction, and prevention, a systematic modeling and
analysis of the problem was accomplished. Principle
achievements of this research have been:

. Development of systematic analysis procedures for
the detection, prediction, and prevention of
incendiary crimes.

. Development of strategies of enforcement based

upon an Arson-Fraud Systems Analysis Model which
evaluates the success of an arsonist.

. Isolation of specific patterns of incendiary
fires set by arsonists with regard to geographic,

temporal, and behavioral characteristics.
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Development of a statistical model for

surveillance scheduling of enforcement and

prevention activities.

. Application of Fourier and Poisson theories to
trends and distribution of incendiary fires.

« Application of hierarchial and nonhierarchial
clustering theory to the geographic and temporal

|
distributions of incendiary fire data.

+ Introduction of strategies of insurance under-
writing practices based upon policy application
data.

- sSummary of key Arson Task Force goals in the
format of a one-year implementation program.

. Development of a systematic representation of
Ohio's Arson Control Act of 1976.

. Development of the first successful computer-
assisted arson investigation system containing

sophisticated analysis routines.

Conclusions

Based upon the research conducted within the scope of
this text as well as professional involvement in the arson
field, the following conclusions can be drawn:

. The incendiary crime problem can be modeled for

analysis using present economic and engineering

principles.
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Analysis based upon incendiary crime models can

produce viable prevention strategies for

combatting incendiary crime activities.

Recommendations

A uniform and coordinated strategy of enforcement

activities among fire and criminal investigative agencies

will soon remove the stigma of arson being the impossible

crime to prove.

for controlling the incendiary crime problem:

Expand computer-assisted arson investigation
systems to statewide and national levels through
the adoption of uniform incident reporting.
Initiate the investigation of correlations of
metecrological and astronomical phenomenon to
trends in incendiary crime.

Isolate a valid set of decision rules with
horizontal transferability to be placed in a
national clearinghouse for computer-assisted
arson investigation systems.

Establish no-cost distribution and training
seminars for computer-assisted arson investiga-
tion systems under the auspices of the National
Fire Academy.

Encourage the insurance industry to develop and
use uniform policy applications as well as

sound underwriting practices.

The following recommendations are suggested
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As previously demonstrated, a uniform approach to the
incendiary crime problem will someday bring the economic

losses and human lives lost under control.
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OHIO'S ARSON CONTROL ACT OF 1976 (SB 462)




Sec. 3737.16. (A) The fire marshal, any assistant fire
marshal, the chief or any deputy of the arson bureau establish'ed
pursuant to section 3#3+H2 3737.22 of the Revised Code, the chief
of a fire department of any municipal corporation or township
where a fire department is established, or the fire prevention officer
of any municipal corporation or township where no fire department
exists may request any insurance company investigating a fire
loss of real or personal property to release any information in its
possession relative to that loss. The company shall release the
information and cooperate with any officiul authorized to request
such information pursuant to this section. The information shall
include, but is not limited to:

(1) Any insurance policy relevant to a fire loss under in-
vestigation and any application for such a policy;

(2) Policy premium payment records;

(3) History of previous claims made by the insured for
fire loss;

(4) Material relating to the investigation of the loss, includ-
ing statements of any person, proof of loss, and any other relevant
evidence.

(B) If an insurance company has reason to suspect that a
fire loss to its insured’s real or personal property was caused by
incendiary means, the compuany shall notify the fire marshal and
furnish him with all relevant material acquired during its investiga-
tion of the fire loss, cooperate with and take such action as may
be requested of it by any law enforcement agency, and permit any
person ordered by a court to ingpect any of its records pertaining
to the policy and the loss.

(C) In the absence of fraud or malice, no insurance com-
pany, or person who furnishes information on its behalf, is liable
for damages in a civil action or subject to criminal prosecution for
any oral or written statement made or any other action taken that
is necessary to supply information required pursuant to this sec-
tion.

(D) The officials and departmental and agency personnel
receiving any information furnished pursuant to this section shall
hold the information in confidence until such time as its release is
required pursuant to a criminal or civil proceeding,

(E) Any official referred to in division (A) of this section
may be required to testify as to any information in his possession
regarding the fire Joss of real or personal property in any civil
action in which any person seeks recovery under a policy against
an insurance company for the fire loss.

(F) As used in this section, “insurance company” includes
the Ohio fair plan underwriting association as established in sec-
tion 3929.43 of the Revised Code.

(G) (1) No person shall purposely refuse to release any
information requested, pursuant to division (A) of this section,
by a fire marshal, an assistant fire marshal, the chief or a deputy
of the arson bureau, a chief of a fire department, or a fire preven-
tion officer.

(2) No person shall purposely refuse to notify the fire
marshal of a fire loss required to be reported pursuant to division
(B) of this section.

(3) No person shall purposely refuse to supply the fire
marshal with pertinent information required to be furnished
pursuant to division (B) of this section.

(4) No person shall purposely fail to hold in confidence in-
formation required to be held in confidence by division (D) of
this section. '
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rorm ]

. ' : NOTIFICATION OF LOSS

(Section 3737.16-8)

(141)
Confidentiol .

The information submitted herein is confidential. Section 3737.16 of the Revised Code states:

(D) THE OFFICIALS AND DEPARTMENTAL AND AGENCY PERSONNEL RECEIVING ANY IN-
FORMATION FURNISHED PURSUANT TO THIS SECTION SHALL HOLD THE INFORMATION IN
CONFIDENCE UNTIL SUCH TIME AS ITS RELEASE IS REQUIRED PURSUANT TO A CRIMINAL OR
CIVIL PROCEEDING. (Subiject to Criminal Penalties)

THE ENVELOPE CONTAINING THIS REPORT MUST BE MARKED TYPE A REPORT — CONFIDENTIAL

State Fire Marshal’s Division
ATTN: Chief Eugene L. Jewell
31 North Grant Street
Columbus, OH 43215

TO REQUEST ADDITIONAL INFORMATION USE FORM 2. SAMPLE PRINTED ON REVERSE SIDE.

[COUNTY OF INCIDENT
FINE DEPARTMENT
FING DEPT. INCIDENT NO. DAY r YEAR DAY OF THE WEEK ALARM TIWE
A
| I |
CORRECT ADDNESS STREETP.D. POST OFFICE 2IP CODE
Tl L] o O
OCCUPANT NAME TELEPHONE ROOM OR APT
[
[ oW R WAWE ADORESS TECEPHONE
-]

, [ComPaNYcumMwo. I

ASSUREDS

WAILING ADDRESS

Ivu:-uoul

OTWER iINSURABLE INTEREST (LAND CONTRACY HOLDER, NORTGAGEE. OR OTHER} I ADDRESS

ADDRESS

[ Aetwvisi

ADDRESS

OWGIN OR CAUSE OF FING

INSURED ITEM AMOUNT OF COVERAGE ESTIMATED DAMAGE PREVIOUS FIRES HERE OR ELSEWHERE

BUILDING

CONTENTS

loﬂunmc'm

104
100

BROM: (SUBMITTING COMPANY)

Gront Street, Columbus, Ohio 43215, This form must be mailed in an envelope marked “Type A Report-Confidentiol.”

PART

NAME & TTLE
COMPANY
ADDRESS
A
PART | of this form must be mgiled to the {Ohio) State Fire Marshal’s Division, Attn: Chief Eugene L. Jewell, 31 N.

Il of this form must be kept in permanent claim file at companies highest supervisory level.
T ’ THIS PAGE IS PART Il




FORMIL

REQUEST FOR INFORMATION
Section 3737.16 (A) Ohio Revised Code

(142)
The Fire Marshal, any Assistant Fire Marshal, the Chief of any Deputy of the Arson Bureau established

pursuant to Section 3737.02 of the Revised Code, the Chiet of o fire department of any municipat corpora-

tio

n or township where a fire depariment is established, or the fire prevention officer of any municipal

corporation or township where no fire department exists may request any insurance company investigating

TO:

RE:

OATE _. .

fire loss of real or personal property to release any information in its possession relative to that loss.

PHOTO COPIES OF THIS FORM, IF PROPERLY COMPLETED, Will BE ACCEPTED

CLAIM NO.

INSURED

ADDRESS

FIRE DEPT. INCIDENT NO.
DATE OF FIRE

This Department (or agency) is charged with the responsibility to investigate the fire which was

reported by your company on the reverse side of this form. Pursuant to Section 3737.16 of the Ohio Revised .

Code, i/we hereby request the following additional information:

D (1) Any insurance policy relevant to a fire loss under investigation ond any application for such

o policy;
e

D (3) Mistory of previous cloims made by the insured for fire loss;

Policy premium payment records;

[:] (4) Material relating to the investigotion of the loss, including statements of ony person, proot
of loss, and any other relevant evidence

D (5) Other (Please speciy type of information desired ond preferred method of communication )

Sigroture of Reauesting Otfer & Rank

(Prney

Name ol Oticer Requathing intormatian

Ceparment or Agency Requesting intormation

At e




rowm IIL ~ TRANSMITTAL OF INFORMATION

Confidential

The information submitted herein is confidentiol. Section 3737.16 of the Revsed Code states:

(D) THE OFFICIALS AND DEPARTMENTAL AND AGENCY PERSONNEL RECEIVING ANY INFORMATION
FURNISHED PURSUANT TO THIS SECTION SHALL HOLD THE INFORMATION IN CONFIDENCE UNTIL
SUCH TIME AS ITS RELEASE IS REQUIRED PURSUANT TO A CRIMINAL OR CIVIt PROCEEDING. (Subject
to Criminal Penolties)

The information submitted herewith is in accordance with Section 3737.16 (A) (B) of the Ohio Revised Code
and pursuant to o request dated

TO: r =3
’
R NAME OF OFFICER REQUESTING INFORMATION.
:‘( DEPT. OR AGENCY REQUESTING INFORMATION,
1 F STREET ADDRESS
Ao STATE 1
T

[

Jd
TYPE B REPORT — CONFIDENTIAL
THE FOLLOWING INFORMATION OR ENCLOSURES RESPONDS TO YOUR REQUEST -

D (1) Insurance policy
Policy No ., Date of lisue, Etc.

D (2) . Policy premium records

Dewcnptron

D (3) Claims history
Dexcnptron

D {4) -+ Other reievont material or information

D Enclosures

COmMP Y (LAl MO DATE @ 100 DL NT umoee

Dewrigtion

(B ST 4

| ADOerAS

L XALIT]
COws aver .

—
ADON M

« This form ond information should be sent 10 the individual and agency requesting it.

o Copies of motarials should be sent unless originals are specifically requested.
The envelope should contoin the nototion: “TYPE B REPORT - CONFIDENTIAL'

o Acopy of the form should be kept in permanent claim lile ot the highest level af autharty maintaiming
such file



APPENDIX B

DEPARTMENT OF JUSTICE—TITLE 28, CH. I, PT. 20




FRIDAY, MARCH 19, 1976

PART il

DEPARTMENT OF
JUSTICE

Law Enforcement Assistance

. ] . 0 [
Acm:nlsfrahon

B

CRIMINAL HISTORY
RECORDS

Collection, Storage, and Dissemination

of Informction

140




L. - Title 2B—Judicial Administration
CHAPTER 1—DEPARTMENT OF JUSTICE

PARY 20--CRIMINAL JUSTICE
INFORMATION SVSTEMS

- On May 20, 1973, regulations were pub-
lished in the Froeaal REecistex (40 FR
. 23114) relating to the collcction, storage,
and dissemination of criminal history
record information. Amendments to
these regulstions were proposed Octo-
.ber 24, 1975 (40 FR 40789) based upon
& re-evaluation of the dedication re-
quirement contained in § 20.21(f). Hear-
ings on the proposed changes were held
November 17, 18, 21 and December 4,
-1976. In dddition, hearings were held to
consider changes to the dissemination
provisions of the regulations (40 FR
52848). These hearings were held De-
cember 11, 12 and 15, 1875, to consider
comments from interested parties on the
limitations placed on dissemination of
eriminal history record informatlon to
non-criminal justice agencies. The pur-
pose of the hearings was to determine
whether the regulations, as they were
drafted, appropriately made the balance
between the public's right to know such
information with the individual's right
of privacy.

As & result of these hearings modifica-

tions to the regulations have now been
made to better draw this balance. The
regulations are based upon section 524
(b) of the Crime Control Act of 1973
which provides in relevant part:
“All crimins] history information collected,
stored or disseminated through support
under this title shall contain, to the maxl-
mum extent feasible, disposition as well as
arrest data where arrest data is Included
thereln. The collection, storage, and dissem-
fnation of such Information shall take place
under procedures reasonably designed to in-
sure that all such information is kept cur-
rent thereln; the Administration shall assurs
that the security and privacy of all informa-
tion is adequately provided for and that in-
formation shall only be used for law en-
forcement and criminal justice and other
Jawful purposes. In addition, an individual
who belleves that criminal history informa-
tion concerning hitm contained in an auto-
mated system s innccurate, incomplete, or
maintained in violation of this titie, shall,
upon satisfactory verification of his iden-
tity, Le entitled to review such information
and to obtain a copy of it for the purpose of
challenge or correction.” .

The regulations, as now amended, pro-
vide that conviction data may be dis-
seminated without limitation; that crim-
inal history record information relating
to the offense for which an individual is
currently within the ciiminal justice sys-
tem may be disseminated without limita-
tions. Insofar as nonconviction record in-
formation is concermed (nonconviction
data is defined in § 20.20(k ), the regula-
tions require that after December 31,
1977, most non-criminal justice access
would require authorization pursuant to
a statute, ordinance, exec:tive order or
court rule, decision or order. The regula-
tions no longer require express authority,
that is specific language in the author-
12ing statute or order requiring access to

such Information, but only that such dis-
semination is pursuant to and can be
construed from the general requirement
in the statute or order. Such statutes in-
clude State public record laws which
have been interpreted by a Btate to re-
quire that criminal history record infor-
mation, Including nonconviction infor-
mation, be made available to the public.
Determinations as to the purposes for
which dissemination of criminal history
record information is authorized by State
law, executive order, local ordinance,
court rule, decision or order will be made
by the appropriate State or local officials.
The deadline of December 31, 1977, will
permit States to obtain the authority, as
they believe necessary, to disseminate
nonconviction data,

The regulations, as now amended, re-
move the prehibition that criminal
history record information in court rec-
ords of public judiclal proceedings can
only be accessed on a chronological basis.
§20.20(b) (3) deletes the words “com-
piled chronologically”. Therefore, court
records of public judicial proccedings
whether accessed on a chronological
basis or on an alphabetical basis are not
covered by the regulations.

In addition, the regulations would not
prohibit the dissemination of criminal
history record information for purposes
of International travel (issuance of visas
and granting of citizenship). The com-
mentary on selected portions of the reg-
ulations have been amended to conform
to the changes.

Pursuant to the authority vested in the
Law Enforcement Assistance Adminls-
tration by sections 501 and 524 of the
Omnibus Crime Control and Safe Streets
Act of 1968, as amended by the Crime
Control Act of 1973, Pub. L. 93-83. 87
Stat. 197 (42 U.S.C. 3701 et seq.) (Aug. 8,
1973), these amendments to Chapter 1
of Title 28 of the Code of Federal Regu-
lations are hereby adopted to become
final on April 19, 1976. These amend-
ments only amend subparts A and B.
Subpart C remains the same.

Subpart A—~General Provisions

Bec.

201 Purpose.
20.2 Authority.
203 Definitions.

Subpart B—State and Local Criminal History
Record Information Systams

2020 Applicabllity.

20.21 Preparation and submission of &
Criminal History Record Informa-
tton Flan.

2022 Certification of Compliance.

2023 Documentation: Approval by LEAA.

20.2¢ State lawe on privacy and security.

2025 Penaltles.

Suupart C—Federal System and interstate
Exchange of Criminal History Record information

20.30  Applicability.

20.31 Hesponaibilities.

20.32  Includable offenses.

2033 Dissemination of criminal history
record information,

2034 Individual's right to access criminal
history record information.

2035 National Crime Informastiou Center
Advisory Policy Board.

2036 Participation in the Computerized

Criminal History Program.

87 Rasp y for LY A
pletaness, currency. '._ M‘
2038 Banctlon for noncomplisnce.
AuTHOAITY: Pub, L. 93-83, 07 Biet. 167 (48:
USC 3701, of seq. 38 USC 634), Pub, L. 033844,
86 Stat. 1118, . Y

Subpart A—General Provisions
§ 20.1 Purpose.

It 13 the purpose of these regulations
to assure that criminal history record in-
formation wherever it appears i3 col-
lected, stored, and dissemipated In &
manner to Insure the completeness, in-
tegrity. accuracy and security of such
information and to protect individual
privacy.

§ 20.2 Authority.

These regulations are issued pursuant
to sections 501 and 534(b) of the Omnl-
bus Crime Control and Safe Streets Act
of 1968, as amended by the Crime Con-
trol Act of 1973, Pub. L. 93-83, 87 Stat,
197, 42 USC 3701, et seq. (Act), 28 USC
534, and Pub. L. 92-544, 88 Stat. 1118,

§ 20.3 Definitions.

As used In these regulations:

(a) “Criminal history record informa-
tion system” means a system including
the equipment, facilities, procedures,
agreements, and organizations thereof,
for the collection, processing, preserva-
tion or dissemination of criminal history
record information.

(b) “Criminal history record informa-
tion" means information coliected by
ertminal justice agencles on individuais
consisting of identifiable descriptions and
notatlons of arrests, detentions, indict-
ments, informations, or other formal
criminal charges, and any disposition
arising therefrom, sentencing, correc-
tional supervision, and release. The term
does not include identification informa- -
tion such as fingerprint records to the
extent that such information does not
indicate involvement of the individual in
the criminal justice system.

(¢) “Criminal justice agency” means:
(1) courts; (2) a government agency or
any subunit thereof which performs the
administration of criminal justice pur-
suant to a statute or executive oider, and
which allocates a substantial part of its
annual budget to the administration of
criminal justice.

(d) The “administration of criminal
justice” means performance of any of
the following actlvities: detection, ap-
prehension, detention, pretrial release,
post-trial release, prosecution, adjudica-
tion, correctional supervision, or rehabili-
tation of accused persons or criminal of-
fenders. The administration of criminal
justice shall include criminal identifica-
tion activities and the collection, storage,
and dissemination of criminal history
record information.

(&) “Disposition” means informatien
disclosing that crimina) proceedings have
been concluded, including information
disclosing that the potice have elected
not to refer a matter to a prosecutor or
that a prosecutor has elected not to com-



mence criminal proceedings and also dis-
closing the nature of the termination in
the proceedings; or information disclos-
ing that proceedings have been indefl-
nitely postponed and also disclosing the
reason for such postponement. Disposi-
tions shall include, but not be limited to,
scquittal, acquittal by reason of insan-
ity, mcquittal by reason of mental in-
competence, case continued without
finding, charge dismissed, charge dis-
“missed due to insanity, charge dismissed
due to mental incompetency. charge still
pending due to Instanity, charge still
pending due to mental tncompetence,
gullty plea, nolle prosequl, no paper, nolo
contendere plea, convicted, youthful of-
fender determination, deceased, deferred
disposition, dismissed—civil ac tton,
found insane, found mentally incom-
petent, pardoned, probation before con-
viction, sentence commuted, adjudica-
tion withheld, mistrial—defendant dis-
charged, executive clemency, placed on
probation, paroled, or released from cor-
rectional supervision.

(f) “Statute” means an Act of Con-
gress or State legislsture of s provision
of the Constlitution of the United States
or of 8 State.

(g) “State” means any Btate of the
United States, the District of Columbia,
the Commonwealth of Puerto Rico, and
any territory or possession of the United
States.

(h) An “executive order” means an
order of the President of the United
Btates or the Chief Executive of a Stale
which has the force of law and which Is
published in 8 manner permitting regu-
Jar public access thereto.

(i) “Act" means the Omnibus Crime
Control and Safe Streets Act, 42 USC
3701, et seq., as amended.

(§) “Department of Justice criminal
history record information system”
means the Identification Division and
the Computerized Criminal History File
systems operated by the Federal Bu-
reau of Investigation.

(k) “Nonconviction data” means ar-
rest information without disposition if
an interval of one year has elapsed from
the date of arrest and no active prosecu-
tion of the charge is pending: or infor-
mation disclosing that the police have
elected not to refer a matter to a prose-
cutor, or that & prosecutor has elected
not to commence criminal proceedings,
or that proceedings have been indefinitely
postponed, as well as all acquittals and
all dismissals.

(1) “Direct access” means having the
authority to access the criminal history
record data base, whether by manual or
sutomated methods.

Subpart B—State and Local Criminal
History Record Information Systems

§ 20.20 Applicability.

(a) The regulations in this subpart
apply to all State and local agencles and
individuals collecting, storing, or dis-
seminating criminal history record infor-
mation processed by manual or auto-
mated operations where such collection,
storage, or dissemination has been
funded in whole or in part with funds
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made available by the Law Enforcement
Assistance Administration subsequent to
July 1, 1973, pursuant to Title I of the
Act. Use of Information obtained from
the FBI Identification Division or the
FBI/NCIC system shall also be subject
to lmitations contained in Subpart C.

(b) The regulations in this subpart
shall not apply to criminal history record
Information contained In: (1) posters,
announcements, or lists for identilying
or apprehending fugitives or wanted per-
sons; (2) original records of entry such
as police blotters maintained by criminal
justice agencles. compiled chronologically
and required by law or long standing cus-

-tom to be made public, if such records
are organized on a chronological basis;
(3) court records of public judicial pro-
ceedings; (4) published court or admin-
fstrative opinlons or public judicial, ad-
ministrative or legislative proceedings;
(5) records of trafMc offenses maintained
by State departments of transportation,
motor vehicles or the equivalent thereof
for the purpose of regulating the is-
suance, suspension, revocation, or re-
newal of driver's, pilot's or other opcra-
tors’ licenses; (6) announcements of ex-
ecutive clemency.

(¢) Nothing in these regulations pre-
vents a criminal justice agency from dls-
closing to the public criminal history rec-
ord information related to the offense
for which an individual is currently
within the criminal justice system. Nor
is a criminal justice agency prohibited
from confirming prior criminal history
record information to members of the
news media or any other person, upon
specific inquiry as to whether a named
individual was arrcsted, detained, in-
dicted, or whether an information or
other formal charge was filed, on a spec-
ified date, if the arrest record informa-
tion or criminal record information dis-
closed is based on data excluded by para-
graph (b) of this section. The regula-
tions do not prohibit the dissemination
of criminal history record information
for purposes of international travel, such
as Issuing visas and granting of citizen-
ship.

§20.21 Preparation and submission of a
Criminal History Record Information
Plan.

A plan shall be submitted to LEAA by
each State on March 16, 1976, to set forth
all operational procedures, except those
portions relating to dissemination and
security. A supplemental pian covering
these portions shall he submitted no later
than 90 days alter promulgation of these
amended regulations. The plan shall set
forth operational procedures to—

(a) Compleleness and accuracy. Insure
that criminal history record information
is complete and accurate.

(1) Complete records should be malin-
tained at & central State repository. To
be complete, 8 record maintained at &
central State repository which contains
information that an individual has been
arrested. and which is available for dis-
semination, must contain information of
any dispositions occurring within the

State within 80 days after the disposi-.

tion has occurred. The abowe ahall apply’

to all arrests occurring subsgquent o the

effective date of thess r tions. Pro-
cedures shall be established eriminal
justice agencies to query the cenirsl re-
pository prior to dissemination of any.
criminal history record information io
assure that the most up-to-date disposi~
tion data is being used. Inquiries of &
central State repository -shall be made
prior to any dissemination except in
those cases where time is of the essence
and the repository is technically incapa-
ble of responding within the necessary
time period. '

(2) To be accurate means that no rec-
ord containing criminal history record
informatlon shall contain erroneous in-
formation. To accomplish this end, orimi-
nal justice agencies shall institute a proc-
ess of data collection, entry, storage, and
systematic audit that will minimise the
possibility of recording and storing in-
accurate information and upon finding
inaccurate information of a material
nature, shall nolify all criminal justice
agencies known to have recelved such
information.

(b) Limitations on dissemination. By
December 31, 1977, insure that dissemli-
nation of nonconviction data has been
limited, whether directly or through any
intermediary only to:

(1) Criminal justice agencles, for pur-
poses of the administration of criminal
justice and criminal justice agency em-
ployment;

(2) Individuals and agencies for any
purpose authorized by statute, ordinance,
executive order, or court rule, decision,
or order, as construed by appropriate
State or local officials or agencies;

(3) Individuals and agencies pursuant
to a specific agreement with a criminal
justice agency to provide services re-
quired for the administration of criminal
justice pursuant to that agreement. The
agreement shall specifically authorize
access to data, Himit the use of data to
purposes for which given, insure the se-
curity and confidentiality of the data
consistent with these regulations, and
provide sanctions for violation thereof:

(4) Individuals and agencies for the
express purpose of researcn, evaluative,
or statistical activities pursuant to an
agreement with a criminal justice agen-
cy. The agreement shall specifically au-
thorize access to data, limit the use of
data to research, evaluative, or statis-
tical purposes, insure the confidential-
ity and security of the data consistent
with these regulations ancd with section
524(a) of the Act and any regulations
implementing section 524(a), and pro-
vide sanctions for the violation thereof,

These dissemination limitations do not
apply to conviction data.

(¢) General policics on use and dis-
semination. t1) Use of criminal history
record information disseminated to non-
eriminal justice agencies shall be limited
to the purpose for which it was given.

(2) No agency or individual shall con-
fivm the existence or nonexistence of
eriminal history record information to
any person or agency that would not be
eligible to receive the Information itself.



(3) Subsection (b) does not mandale
dissemination of criminal history record
information to any agency or individual.
States and local governments will deter-
mine the purposes for which dissemnina-
tion of criminal history record
information is authorized by Btate law,
execulive order, local ordinance, court
rule, decision or order.

(d) Juvenile records. Insurc that dis-
semination of records concerning pro-
ceedings relating to the adjudication of
a juvenile as delinquent or in need or
supervision (or the equivalent) to non-
criminal justice agencies is prohibited,
uniess a statute, court order, rule or court
declsion specifically authorizes dissemi-
nation of juvenile records. except to the
same extent as criminal history records
may be disseminated as provided In
§20.21() (3) and (D).

(e) Audit. Insure that annual audits of
a representative sample of State and
local criminal justice agencies chosen on
a random basis shall be conducted by the
State to verify adherence to these regula-
tions and that appropriate records shall
be retained to facilitate such audits. Such
records shall include, but are not limited
to, the names of all persons or agencies
to whom information is disseminated and
the date upon which such information
is disseminated. The reporting of a crim-
inal justice transaction to a State, local
or Federal repository is not a dissemina-
tion of information.

() Security. Wherever criminal his-
tory record information is collected.
stored. or disseminated, cach State shall
insure that the following requirements
are satisfied by security standards estab-
lished by State legislation, or n the ab-
gence of such legislation. by regulations
-approved or issued by the Governor of
the State.

(1) Where computerized data process-
ing is employed, effective and techno-
logically advanced software and hard-
ware deslgns are Instituted to prevent
unauthorized access to such information.

(2) Access to criminal history record
fnformation system facilities, systems
operating environments, data file con-
tents whether while in use or when stored
in a media library, and system documen-
tation is restricted to authorized organl-
gations and personnel.

(3) (A) Computer operations, whether
dedicated or shared, which support crim-
inal justice information systems, operate
in accordance with procedures developed
or approved by the participating crim-
inal justice agencies that assure that:

(1) Criminal history record informa-
tion is stored by the computer in such
manner that it cannot be modified, de-
stroyed, accessed, changed, purged, or
overlaid 1n any fashion by non-criminal
justice terminals.

(1) Operation programs are used that
will prohibit inquiry, record updates. or
destruction of records, from any terminal
other than criminal justice system ter-
minals which are so designated.

(1) The destruction of records fis
limited to designated terminals under the
direct control of the criminal justice
agency responsible for crealing or stor-
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ing the criminal history record informa-
tion.

(Jvy) Operational programs are used to
detect and store for the output of desig-
nated criminal justice agency employees
all unauthorized attempts to penetrate
any criminal history record information
system, program or file.

(v) The programs specified in (1) and
(iv) of this subsection are known only
to criminal justice agency employees re-
sponsible for criminal history record in-
formation system control or individuals
and agencies pursuant to a specific agree-
ment with the criminal justice agency
to provide such programs and the pro-

- gram(s) are kept continuously under

maximum security conditions.

(vi) Procedures are Instituted to as-
sure that an individual or agency au-
thorized direct access is responsible for
A the physical security of criminal his-

tory record information under its control '

or in its custody and B the protection of
such information from unauthorized ac-
cess, disclosure or dissemination.

(vih) Procedures are lnstituted to pro-
tect any central repository of criminal
history record information from unau-
thorized access, theft, sabotage, fire,
fiood, wind, or other natural or manmade
disasters.

(B) A criminal justice agency shall
have the right to audit, monitor and
inspect procedures established above.

(4) The criminal justice agency will:

“tA) Screen and have the right to re-
ject for employment, based on good
cause, a1l personne!l to be authorized to
have direct access to criminal history
record information.

(B) Have the right to Initiate or cause
to be initiated administrative action
leading to the transfer or removal of
personnel authorized to have direct ac-
cess to such Information where such per-
sonnel violate the provisions of these
regulations or other security require-
ments established for the collection,
storage, or dissemination of criminal his-
tory record information. :

(C) Institute procedures, where com-
puter processing is not utilized, to assure
that an individual or agency authorized
direct access is responsible for (i) the
physical security of criminal history rec-
ord information under its contro! or In
its custody and (i) the protection of such
information from unauthorized access,
disclosure, or dissemination.

(D) Institute procedures, where com-
puter processing is not utilized, to pro-
tect any central repository of criminal
history record information from unau-
thorized sccess, theft, sabotage, fire,
fiood, wind. or other natural or man-
made disasters.

(E) Provide that direct access to crim-
inal history record information shall
be available only to authorized officers
or employees of a criminal justice agency
and, as necessary, other authorized per-
sonnel essential to the proper operation
of the criminal history record informa-
tion system.

(5) Each employee working with or
having access to criminal history record

information shall be made famiilar with
the substance and intent of these regu-
lations. .

(g) Access and review. Insure the in-
dividual's right to access and review of
criminal history information for pur-
poses of accuracy and completeness by
tnstituting procedurcs so that—

(1) Any individual shall, upon satis-
factory verification of his identity, be en-
titled to review without undue burden to
either the criminal justice agency or the
individual, any criminal history record
fnformation maintained about the In-
dividual and obtain a copy thereof when
necessary for the purpose of challenge

. or correction;

(2) Administrative review and neces-
sary correction of any claim by the in-
dividual to whom the information relates
that the information is inaccurate or in-
complete s provided. .

(3) The State shall establish and im-
plement procedures for administrative
appeal where a criminal justice agency
refuses to correct challenged information
to the satisfaction of the individual to

‘whom the information relates;

(4) Upon request, an individual whose
record has been corrected shall be given
the names of all non-criminal justice
agencles to whom the data has been
given;

(§) The correcting agency shall no-
tity all criminal justice recipients of
corrected information: and .

(6) The individual's right to access
and review of criminal history record
information shall not extend to data
contained in intelligence, investigatory,
or .other related files and shall not be
construed o include any other informa-
tion than that defined by §20.3(b).

§ 20.22
() Each State to which these regu-
lations are applicable shall with the sub-

mission of its plan provide a certifica-
tion that to the maximum extent

Certification of Compliance.

- feasible action has been taken to comply

with the procedures set forth in the
plan. Maximum cxtent feasible, in this
subsection, means actions which can be
taken to coraply with the procedures set
forth in the plan that do not require
additional legislative authority or in-
volve unreasonable cost or do not ex-
cced existing technicai ability.

(b The certification shall include—

(1) An outline of the action which
has been instituted. At a minimum, the
requirements of access and review under
§ 20.21(g) must be completely opera-
tional, .o

(2) A description of any legislation
or executive order, or attempts to obtain
such authority that has been instituted
to comply with these regulations;

(3) A description of the steps taken
to overcome any fiscal, technical, and
administrative barriers to the develop-
ment of comblete and accurate criminal
history record information; °

(4) A description of existing system
capability and steps being taken to up-
grade such capability to meet the re-
quirements of these regulations; and



(8) A Msting setting forth categories

‘of non-criminal justice dizssemination.

Bee §20.31(b).

$20.23 Documentation: Ayprm’ul by
LEAA.

Within 80 days of the receint of the

.plan, LEAA shall approve or disapprove

the adequacy of the provisions of the
plan and certification. Evaluation of the
plan by LEAA will be based upon whether
the procedures set forth will accomplish
the required objectives. The evaluation
of the certification(s) will be based upon

-whether a good faith effor{ has been

shown to initiate and/or further com-
pliance with the plan and regulations.
All procedures In the approved plan must
be fully operational and implemented by
December 31, 1077. A final certification
shall be submitted in December 1977.

§ 20.24 Ststc laws on privacy and sccu-
rity.

Where a State originating criminal
history record information provides for
sealing or purging thereof, nothing in
these regulations shull be construed to
prevent any other State recelving such
information, upon notification, from
complying with the originating State’s
‘sealing or purging requirements.

§ 20.25 Penalties.

Any agency or individual violating
subpart B of these regulations shall be
subject to a fine not to exceed $10,000.
In addition, LEAA may initiate fund
cut-oft procedures against reclipients of
LEAA assistance.

Ricuarp W. VELDE,
Administrator.

APPENDIX—COMMENTARY ON SELECTED
SECTIONS OF THE REGULATIONS ON
CrimiaL Histony RECORD INFORMATION
SYSTEMS

Subpart A—$§ 20.31b). The definition

. of criminal history record information

is intended to include the basic offender-
based transaction statistics/computer-
ized criminal history (OBTS/CCH) data
elements. If notations of an arrest, dis-
position, or other formal criminal justice
transactions occur in records other than
the traditional “rap sheet” such as ar-
rest reports, any criminal history record
information contained in such reports
comes under the definition of this suh-
section.

The definition, however, does not ex-
tend to other information contained in
criminal justice agency reports. Intelli-
gence or investlgative information (e.g.,
suspected criminal activity, associates,
hangouts, financial information, owner-
ship of property and vehicles) is not in-
cluded in the definition of criminal his-
tory Information.

§$20.3(c). The definitions of criminal
fustice agency and administration of
eriminal justice of 20.3(¢) must be con-
sidered together. Included as criminal
justice agencies would be traditional
police, courts, and corrections agencies
as well as subunits of non-criminal jus-
tice agencles performing a function of
the administration of criminal justice
pursuant to Federsl or State statute or

executive order. The above subunits of
non-criminal justice agencles would In-
clude for example, the Office of Investi~

gatton of the U.S. Department of Agri- -

culture which has as its principal func-
tlon the collection of evidence for
eriminal prosecutions of fraud. Also in-
cluded under the definition of criminal
Justice agency are umbreila-type admin-
istrative agencies supplving criminal his-
tory information services such &s New
vork's Divislon of Criminal Justice
Services. :
120.3:¢). Disposition is a key con-’
cept in section 524(1) of the Act and In’
20 21(a) (1) and 20.23tb). It. therefore,
is defined In some detail. The specific
dispositions listed in this subsection are
examples only and are not to be con-
strued as excluding other unspecified
transactions concluding crimina} pro-
ceedings within a particular agency.

$ 20.3(k>. The different kinds of ac-
quittals and dismissals as delineated in
20.3(e) are all considzred examples of
nonconviction data.

Subpart B—#§ 20.20(a). These regula-
tions apply to criminal justice agencies
receiving funds
Crime Control and Safe Streets Act for
manual or automated sysicms subse-
quent to July 1, 1973. In the hearings on
the regulations, 8 number of those testi-
fying challenged LEAA's authority to
promulgate regulations for manual sys-
tems by contending that section 524(b)
of the Act governs criminal history in.
formation contained in automated sys-
tems. ’

The intent of section 524'b), however,
would be subverted by oniv rezulating
automated systems. Any agency that
wished to circumvent the regulations
would be able to create duplicate manual
files for purposcs contrary to the letter
and spirit of the regulations. .

Regulation of manual systems, there-'
fore, 15 authorized by section 524(b)
when coupled with section 501 of the
Act which authorizes the Administration’
to establish rules and regulations “neces-
sary to the exercise of its func-
tions * * °*.”

The Act clearly applies to all criminal
history record information collected,
stored, or disseminated with LEAA sup-
port subsequent to July 1, 1973. )

Limitations as contained in Subpart
C also apply to information obtained
from the FBI Identification Division or
the FBI/NCIC System. .

§20.20 (h) and (c). Section 2020 (h)
and (¢) exempts from regulations cer-
tain types of records vital to the ap-
prehension of fugitives, freedom of the
press, and the public's rizht to know.
Court records of public judicial proceed-
ings are also exempt {rom the provisions
of the regulntions. .

Section 20.201b) (2) attempts to deal
with the problem of computerized police
blotters. In some local jurisdictions, it
is apparently possible for privete indt-
viduals and’/or newsmen upon submis-
sion of a specific name to obtain through
a computer search of the blotter & his-
tory of a person’s arrests. Buch files cre-
ate a partial criminal history data bank

under the Omnibus -

potentially damaging to Individual pri.’
vacy, especislly since they do not sontady.
final dispositions. By requiring that iuch
records be accessed solely on & throng-
logical basis, the regulations iimit ine

quiries to specific tine periods and dia-
courage general fishing expeditions into’
a person’s private life. o Ce

Subsection 20.20(c) recognizes that:
announcements of ongoing developments
in the eriminal justice process should not
be precluded from public disclosure.
Thus, annnoucemsents of srrest, convic.
tions, new developments in ths coursc
of an investigation may be made. It is
also permissible for a criminal justics
agency to confirm certain matters of
public record information upon specific
inquiry. Thus. 1t a question is ratsed:
“Was X arrested by your agengy on Jan-
uvary 3, 1975 and this ecan be con-
firmed or denied by looking st one: o!f
the records enumerated in subsection (b)
above, then the criminal justice agency
may respond to the inquiry. Conviction
data as stated- in 20.21/b) may be’ dis-
seminated without limitation. .

§20.21. The regulations deliberately
refrain from spscifying who within 8
State should be responsible for prepare
ing the plan. This specific determination
thould be made by the Governor. The
State has 90 days from the publication
of these revised regulations to submit the
portion of the plan covering 20.21(b)
and 20210y, :

§20.21(a) (1), Section 524(b} of the
Act requires that LEAA insure criminal
history information be current and that,
to the maximum extent feasible, it con-
tain disposition as well as current data.

It is, however, economically and ad-
ministratively impractical to maintain
complete criminal histories at the local
level. Arrangements for local police de-
partments to keep track of dispositions
by agencles outside of the local jurisdic-
tions generallv do not exist. It would,
moreover, be bad public policy to en-
courage such arrangements since it would
r?su!t in an expensive duplication of
files. .

The alternatives to locally kept crimi-
nal histories are records maintained by
a central State repository. A. central
State repository is a State agency having
the function pursuant to a statute or
exccutive order of maintaining compre-
hensive statewide criminal history rec-
ord information files. Ultimately, through
automatic data processing the State level
will have the capability to -handle all
reauests for in-State criminal history
information. . -

Scction 20.20¢a) (1) s written with a
centralized State criminal history reposl-
tory in mind. The first scnience of the
subsection states that complete records
should be retained at a ceniral State
repository. The word “should” is permis-
sive: It sugrests but coes not mandate a
central State repository.

The regulations do require that States
establish procedures for State and local
criminal justice agencies to query cen-
trnl State repcsitories wherever they
exist. Buch procedures are intended to
fnsure that the most current criminal
Justice information is used. :
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As s minimum, criminal justice agen-
cles subject to these regulations must
make inquiries of central State reposi-
tories whenever the repository i8 capable
of meeting the user's request within a
reasonable time. Presently. comprehen-
sive records of an Individual's transac-
tions within a State are maintained {n
manual files at the State level, if at all.
It is probably unrealistic to expect man-
ual systems to be able jmmediately to
meet many rapid-access needs of police
and prosecutors. On the other hand,
queries of the State central repository for
most non-criminal justice purposes prob-
ably can and should be made prior to
dissemination of criminal history record
information.

§20.21(b). The limitations on dis-
semination In this subsection are essen-
tial to fulflll the mandate of section
§24(b) of the Act which requires the Ad-
ministration to assure that the “privacy
of all information is adequately provided
for and that information shall only be
used for law enforcement and criminal
justice and other lawful purposes.” The
categorles for dissemination established
in this section reflect suggestions by
hearing witnesses and respondents sub-
mitting written commentary.

The regulations distinguish betwecn
eonviction and nonconviction informa-
tion insofar as dissemination s con-
cerned. Conviction information is cur-
rently made available without limitation
in many jurisdictions. Under these reg-
ulations, conviction data and pending
charges could continue to be dissemi-
nated routinely. No statute, ordinance,
executive order, or court rule is necessary
in order to authorize dissemination ol
conviction data. However, nothing in the
regulations shall be construed to negate
s State law limiting such dissemination.

After December 31, 1977, dissemina-
tion of nonconviction data would be al-
jowed, if authorized by a statute, ordi-
nance, executive order, or court rule, de-
cision. or order. The December 31, 1977,
deadline allows the States time to review
snd determine the kinds of dissemina-
tion for non-criminal justice purposes to
be authorized. When a State enacts
comprehensive legislation in this area,
such legisiation will govern dissemina-
tion by local jurisdictions within the
State. It Is possible for a public record
law which has been construed by the
State to authorize access to the public
of all State records, including criminal
history record information, to be con-
sidered as statutory authority under this
subsection. Federal legislation and execu-
tive orders can also authorize dissemina-
tion and would be relevant authority.

For example, Clvil Service suitability
investigations are conducted under Ex-
ecutive Order 10450. This Is the au-
thority for most investigations con-
ducted by the Commission. Section 3(n)
of 10460 prescribes the minimum scope of
investigation and requires & check of
FBI fingerprint files and written Inquir-
{es to appropriate law enforcement agen-
cles.

§ 20.21(b) (3). This subsection would
permit private agencies such as the Vera
Institute to reeeive criminal historles

where they perform a necessary admin-
istration of justice function such as pre-
trial release. Private consulting firms
which commonly assist criminal justice
agencles in information systems devel-
opment would also be included here.

§ 20.21(b) (4). Under this subsection,
gny good faith researchers including pri-
vate individuals would be permitted to
use criminal history record information
for research purposes. As with the agen«
cies designated in §20.21(b)(3) re-
searchers would be bound by an agree-
ment with the disseminating criminal
justice agency and would. of course, be
subject to the sanctions of the Act.

The drafters of the regulations ex-
pressly rejected a suggestion which
would have limited access for research
purposes to certified research organiza-
tions. Specifically “‘certification” criteria
would have been extremely difficult to
draft and would have Inevilably led to
unnecessary restrictions on legitimate
research.

Section 524(a) of the Act which forms
p&rt. of the requirements of this section
states:

“Except as provided by Federal law other
than this title, no officer or employee of the
Federal Government, nor any reciplent of
assistance under the provisions of this title
shall use or reveal any research or statistical
information furnished under this title by
any person and identifiable to sny specific
private person for any purpose other than
the purpose for which it was obtained in ac-
cordance with this title. Coples of such in-
formatlon shall be immune from legal proc-
ess. and shall not, without the consent of the
person furnishing such information, boe ad-
mitted as evidence or used for any purposo
in any actlon, suit, or other judictal or ad-
ministrative proceedings.”

LEAA anticipates issuing regulations
pursuant to Section 524(a) as soon as
possible.

$20.21(¢c) (2). Presently some employ -
ers are circumventing State and local
dissemination restrictions by requesting
applicants to obtain an official certifica-
tion of no criminal record. An employer’s
request under the above circumstances
gives the applicant the unenviable choice
of invasion of his privacy or loss of pos-
sible job opportunities. Under this sub-
section routine certifications of no record
would no longer be permitted. In ex-
traordinary circumstances. however, an
individual could obtailn a court order
permitting such a certffication.

§20.21(c) (3). The language of this
subsection leaves to the States the ques-
tion of who among the agencies and in-
dividuals lsted in §20.21(b) shall ac-
tually receive criminal records, Under
thcse regulations a State could place a
total ban on dissemination if it so wished.
The State could, on the other hand,
enact laws authorizing any member of
the private sector to have access to non-
conviction data.

§ 20.21(d). Non-criminal justice agen-
cies will not be able to recelve records of
juveniles unless the language of a statute
or court order, rule, or court decision
specifics that juvenile records shall be
available for dissemination. Perhaps the
most controversial part of this subsection
is that it denles access to records of

juveniles by Pederal agencies conducting
background investigations for eligiblitty
to classified information under existing
legal authority.

§ 20.21(e). Since it would be too coatly
to audit each criminal justice agency in
most Btates (Wisconsin, for example, has
1075 criminal justice agencies) rendom
audits of a “representative sample” of
agencies are the next best alternative.
The term “representative sample” is used
to tnsure that audits do not simply focus
on certaln types of agencies. Although
this subsection requires that there be
records kept with the names of all per-
sons or agencies to whom information is
disscminated, criminal justice agencles
are not required to maintain dissemina-
tion logs for “no record” responses.

§ 20.21({). Requirements are set forth
which the States must meet in order to
assure that criminal history record In-
formation is adequately protected. Auto-
mated systems may operate in shared
environments and the regulations require
certain minimum assurances.

§2021(p) (LY. A “challenge” under
this section is an oral or written conten-
tion by an Individual that his record is
tnaccurate or incomplete; it would re-
quire him to give a correct version of his
record and explain why he believes his
version to be correct. While an individ-
ual should have access to his record for
review, a copy of the record should ordi-
narily only be given when it is clearly
established that it is necessary for the
purpose of challenge.

The drafters of the subsection express-
1y revected a suggestion that would have
called for a satisfactory verification of
identity by fingerprint comparison. It
was felt that States ought to be free to
determine other means of identity verifl-
cation.

§20.21(g) (5. Not every agency will
have done this in the past. but hence-
forth adequate records including those
required under 20.21(e} must be kept so
that notification can be mnde.

§ 20.21(g) (6). This section emphasizes
that the right to access and review ex-
tends only to criminal history record In-
formation and does not inctude other in-
formatlon such as intelligence or treat-
ment data.

$ 20.22(a) . The purpose for the certifi-
cation requirement is to indicaje the ex-
tent of compliance with these regula-
tlons. The term “maximum extent feasi-
ble” acknowledces that there are some
areas such as the completeness require-
ment which create complex fegislative
and financial problems,

Notr: In preparing the plapns required by
thess regulations, States should look for
guldance to the following documents: Na-
tional Advisory Commission on Criminsl
Justice Standards and Goals, Report on the
Criminal Justice System; Project SEARCH:
Security and Privacy Considerations in Crim-
tnal History Information Systems, Techntcsl
Reports No. 2 and No. 13; Project SEARCH:
A Model Btate Act for Criminal Offender
Record Information. Technical Memorandum
No. 3: and Project SEARCIL: Model Admin-
{strative Regulations for Criminal Offender
Record Information, Technical Memorandum
No. 4.

(PR Doc.T6-7689 Filed 3-18-76.8:45 am]
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